DOI: 10.2298/CSIS110303056C

TRM-loT: A Trust Management Model
Based on Fuzzy Reputation for Internet of Things

Dong Chen?, Guiran Chang?, Dawei Sun’, Jiajia Li*, Jie Jia*, and
Xingwei Wang?

1 College of Information Science and Engineering, Northeastern University,
110004 Shenyang, China
chend.2008@gmail.com
2 Computing Center, Northeastern University,
110004 Shenyang, China
chang@neu.edu.cn

Abstract. Since a large scale Wireless Sensor Network (WSN) is to be
completely integrated into Internet as a core part of Internet of Things
(IoT) or Cyber Physical System (CPS), it is necessary to consider
various security challenges that come with I0T/CPS, such as the
detection of malicious attacks. Sensors or sensor embedded things
may establish direct communication between each other using
6LOWPAN protocol. A trust and reputation model is recognized as an
important approach to defend a large distributed sensor networks in
IoT/CPS against malicious node attacks, since trust establishment
mechanisms can stimulate collaboration among distributed computing
and communication entities, facilitate the detection of untrustworthy
entities, and assist decision-making process of various protocols. In
this paper, based on in-depth understanding of trust establishment
process and quantitative comparison among trust establishment
methods, we present a trust and reputation model TRM-IoT to enforce
the cooperation between things in a network of 10T/CPS based on their
behaviors. The accuracy, robustness and lightness of the proposed
model is validated through a wide set of simulations.

Keywords: Internet of Things, Cyber Physical System, Wireless
Sensor Network, Trust, Reputation, Fuzzy Sets.

1. Introduction

Cyber-Physical Systems (CPS) are systems deployed in large geographical
areas and generally consist of a massive number of distributed computing
devices tightly coupled with their physical environment [1]. CPS and Internet
of Things (loT) have always been closely related, since both of them employ
physical objects and events, including WSNs, RFID-based systems, mobile
phones, etc. Cyber-Physical Internet [1], which can roughly be viewed as a
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large-scale universal network that interconnects several heterogeneous CPS
in order to ensure worldwide interoperability of cyber-physical devices.
Therefore, we argue that the proposed fuzzy theory based trust and
reputation model is not only suitable for CPS, but also suitable for loT.

IoT and CPS cannot perceive physical information from physical world
themselves. Intelligent things are usually labeled with RFID tags or equipped
with sensors and sensors are widely regarded as the nerve endings of
I0T/CPS [2] [3]. Sensors or sensor embedded things can usually form a
wireless multi-hoc network-WSN employing ZigBee, Wi-Fi, Bluetooth and etc.
In a future 10T/CPS, a large number of embedded, possibly mobile computing
devices will be interconnected through WSNSs, constituting various
autonomous subsystems that provide intelligent services for end users.
IoT/CPS can benefit from WSNs from the perspective that so far, sensors
and RFID readers are the most efficient tools to obtain sensed data from the
physical world, turning ubiquitous computing of I0T/CPS into a reality.
Therefore, Internet connectivity in WSNs of the |I0T/CPS is highly desirable,
featuring sensing services at a global scale all over the world [4].

However, such networks present some new challenges when compared
with traditional computer networks, namely in terms of smart node hardware
constraints, very limited computing and energy resources. Unlike other
networks using dedicated nodes to support basic functions like packet
forwarding, routing, and network management, in WSNs of |0T/CPS, those
functions are carried out by all available nodes. This significant difference is
at the core of the increased sensitivity to node misbehavior. Due to the
wireless nature of this kind of WSNSs, it is also quite possible that a node
could be captured by an adversary, which may lead to its non-cooperative
behavior or misbehavior with the rest of the nodes in the network and even
become a malicious node. Malicious nodes aim at damaging other nodes by
causing network outage by partitioning.

In order to facilitate the detection of untrustworthy nodes, and assist
decision-making process of various protocols in a WSN which is vital for
carrying out specific tasks as it aids sensors establish collaborations, it is
necessary to provide a trust and reputation mechanism for WSNs of
IoT/CPS. One strategy to improve the security of WSNSs is to develop trust
mechanisms that allow a node to evaluate trustworthiness of other nodes [5]
[6]. Such trust and reputation systems not only help in node behavior
detection, but also improve network performance since honest nodes can
avoid working with untrustworthy nodes [7].

The measurement and computation of trust and reputation to secure
interactions between sensor nodes in I0T/CPS is crucial for the development
of trust and reputation management mechanisms. The calculation and
measurement of trust and reputation in a supervised ad-hoc environment
involves complex aspects such as credible rating for opinions delivered by a
node, the honesty of recommendations provided by a sensor node, or the
assessment of past experiences with the node one wishes to interact with.
The deployment of suitable algorithms and models imitating fuzzy logic can
help to solve these problems. Therefore, the focus of this paper is to develop
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a fuzzy theory based trust and reputation model for 10T/CPS environment.
The proposed theoretical models are then applied to improve the
performance of routing algorithms and detect node behaviors of WSNSs in
loT/CPS.

The contribution of this paper can be categorized as follows. (1) Analysis of
special features and unique trust challenges of 10T/CPS; (2) Concepts of trust
and reputation and discussion of the relationship between trust and reputation
in I0oT/CPS; (3) A novel fuzzy theory based trust and reputation management
model towards I0T/CPS; (4) Trust evaluation metrics, local trust relationship
evaluation and global trust relationship evaluation; (5) A wide set of
simulations, performance evaluations of the proposed fuzzy trust and
reputation management model.

The remainder of the paper is organized as follows. We give an overview
of related influential works in Section 2. In Section 3, a novel trust and
reputation model for choosing trusted source nodes base on the fuzzy
relationship theory in fuzzy mathematics TRM-IoT is proposed and further
discussed in detail in WSNs of I0T/CPS. The simulation results in Section 4
show that TRM-lIoT model can effectively prevent malicious and selfish
nodes. TRM-loT scheme can promote data forwarding and cooperation
between nodes and improve the performance of the entire network, followed
by the conclusion and future work of the paper in Section 5.

2. Related Works

Establishing security communication channels based on trust and reputation
models among sensor nodes is an important consideration when designing a
secure routing solution in 10T/CPS.

ATRM [8] is an agent-based trust and reputation management scheme for
WSNs where trust and reputation management is carried out locally with
minimal overhead in terms of extra messages and time delay. However,
since mobile agents are designed to travel over the entire network and run on
remote nodes, they must be launched by trusted entities. An agent-based
trust model for WSN is presented in [9] using a watchdog scheme to observe
the behavior of nodes and broadcast their trust ratings. Sensor nodes receive
the trust ratings from the agent nodes, which are responsible for monitoring
the former and computing and broadcasting those trust ratings. In [10], a
reputation-based scheme called DRBTS is proposed to provide a method by
which beacon nodes, BN, can monitor each other and provide information so
that sensor nodes, SN, can choose who to trust, and based on a quorum
voting approach. However, in order to trust a BN’s information, a sensor must
get votes for its trustworthiness from at least half of their common neighbors.
BTRM-WSN [11] is a bio-inspired trust and reputation model for WSN aimed
to achieve to the most trustworthy path leading to the most reputable node in
a WSN offering a certain service. Each node must maintain a pheromone
trace for each of its neighbors. CONFIDANT [12] is proposed to extend
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reactive routing protocols with a reputation-based system in order to isolate
misbehaving nodes. Each node monitors the behaviors of its next hop
neighbors. Trust relationships and routing decisions are based on
experienced, observed, or reported routing and forwarding behavior of other
nodes. SORI [13] scheme is proposed to encourage packet forwarding and
discipline selfish behavior. The reputation of a node is quantified by objective
measures, and the propagation of reputation is efficiently secured by a one-
way-hash-chain-based authentication scheme. Watchdog and Pathrater
mechanisms [14], are just two extensions to the DSR algorithm.

However, not all of the most known works take into account the strong
restrictions about processing, storage or communication capabilities. Some of
them rely on a watchdog mechanism with or without using a multi-agent
system. |0T/CPS assumes that trillions of things which are used on a daily
basis will eventually be connected to the Internet employing 6LOWPAN [15]
protocol and provide intelligent service through cooperating with each other.
Most things have the following significant characteristics [16] [17], limited
power capability, wireless receivers and transmitters with limited range facing
the use of multi-hop communication, mobility (things will move, possibly
become disconnected) and violability (things may be switched on and off
frequently). All the above issues raise the need for the development of a
novel management model, different from those being in use today. Based on
the research of characteristics of I0T/CPS and in-depth understanding of
ATRM [8], ATSN [9], DRBTS [10], BTRM-WSN [11], CONFIDANT [12], SORI
[13] and WP [14], we propose a novel trust and reputation model TRM-1oT to
enforce the cooperation between things in a network of I0T/CPS based on
their behaviors.

3. TRM-IoT: A Trust Model for IoT/CPS

The trust between sensor nodes cannot be set up simply by using the
traditional trust mechanisms. In a human social community, trust between
two individuals is developed based on the reputation evaluation of their
actions over time. When faced with uncertainty, individuals will trust and rely
on the actions and evaluations of others who have behaved well in the past.
Trust is one of the most fuzzy, dynamic and complex concepts in both
social and business relationships. The difficulty in measuring trust and
predicting trustworthiness in service-oriented network environments leads to
many problems. These include issues such as how to measure the
willingness and capability of individuals in the trust dynamics and how to
assign a concrete level of trust to an individual. Wireless networks of
IoT/CPS have several salient characteristics, such as dynamic topologies,
bandwidth constraints, variable capacity links, energy constrained operation,
and limited physical security. Due to these features, WSNs of |0T/CPS are
particularly vulnerable to all kinds of attacks launched through malicious
nodes. Unreliable wireless links are vulnerable to jamming and
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eavesdropping. Constraints in bandwidth, computing power, and battery
power in mobile devices may lead to their trade-offs between security and
resource consumption. Dynamics make it hard to evaluate node behaviors,
because routes in this kind of networks change frequently. Sensors or sensor
embedded things are more likely to form a wireless multi-hoc network.
Therefore, they cannot rely on central authorities and infrastructures for key
management.

In this paper, we propose a generalized and unified mechanism to address
the trust and reputation issue by developing a community of sensor nodes in
the WSNs of 10T/CPS. Our motivation is to develop a similar behavior and
fuzzy theory-based trust and reputation model for sensor nodes or sensor-
embedded nodes, where each node develops a direct reputation for each
other node by making direct observations and indirect reputation between
individuals set up upon recommendations of other individuals about these
other nodes in the neighborhood. The two kinds of reputations are used
together to help a node evaluate the trustworthiness of other sensor nodes,
detect the malicious nodes, and assist decision-making within the wireless
network. The proposed scheme can be employed in any WSNs routing
protocol to enforce cooperation among nodes and counter with non-
cooperative nodes in 10T/CPS infrastructure.

The resource constraints of WSNs such as limited battery lifetime, memory
space and computing capability in 10T/CPS make it easy to attack and fairly
hard to protect. Therefore, it is fairly critical to detect the compromised nodes
in order to avoid being misled by those compromised or malicious nodes.
However, malicious nodes are so difficult to detect even a cryptography
mechanism is applied, since most low-cost tiny sensor nodes are not tamper-
resistant and easy to be cracked by the adversary. Therefore, in this paper
we argue that behaviors-based trust and reputation mechanism can be used
to resolve this problem efficiently. Based on this motivation, this paper
proposes a novel behavior-based trust and reputation for I0T/CPS. The
management model of trust and reputation is related to the creation, update
and deletion of trust and reputation degree.

First, an effective lightweight authentication mechanism must exist to
ensure all the identities are trustworthy [18] [19] [20]. That means the identity
of each sensor node is unique and trustworthy, on the basis of cryptographic
primitives [21] [22] [23]. In fact, we have proposed a novel lightweight pair-
wise key management scheme towards I0T/CPS in a previous paper before
this one. Second, the task evaluation component evaluates the performance
of the nodes, including sensors nodes and sensor-embedded device nodes.
The tasks here include data processing and routing. Third, evaluation
combination component is in charge of the result combination of the old trust
degree and the indirect information from the third node in order to form the
new trust degree which is used in future task allocation and evaluation.

Throughout this paper we assume a scenario where a WSN of 10T/CPS is
composed of hundreds of sensor nodes with relatively high sensor activity.
Without loss of generality, we consider some sensor nodes requesting
lightweight common services and some nodes providing these services. We
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also assume that every sensor node in the WSN only knows its neighbors
and nothing else about the whole topology of the WSN. Additionally, the
topology is considered to be relatively highly dynamic, with many nodes
joining or leaving the community. The contribution of the proposed model is
aimed to help a sensor node requesting a specific service to find the most
trustworthy route leading to another sensor node providing the corresponding
service. An untrustworthy node in this paper can be considered either
because it intentionally provides a fraudulent service or because it provides a
wrong service due to hardware failures or performance deterioration.

In this paper, taking costly decisions depends on the expectations created
according to past behavior of others. Usually, this kind of information is called
reputation and it is one of the most significant factors to trust merchants and
recommenders towards [0T/CPS.

3.1 Definitions of Trust and Reputation

Although we experience and rely on trust in everyday life, it is so challenging
to define trust accurately. The literature on trust is also quite confusing, since
it manifests itself in fairly different forms. In this paper, we adopt the following
definitions for trust and reputation.

Definition 1. Trust is the subjective probability by which an individual,
A, expects that another individual, B, performs a given action on which
its welfare depends [24].

Definition 2. Reputation is what is generally said or believed about a
thing’s character or standing [25].

Reputation exists only in a community which is observing its members in
one way or the other. Accordingly, reputation is the collected and processed
information about one partner’s former behavior as experienced by others.

Josanga [25] gives a survey of trust and reputation systems and points out
that there is significant difference between trust and reputation. Trust is a
subjective phenomenon which is based on various factors or evidences. In
fact, firsthand experience always carries more weight than the secondhand
trust recommendation or reputation. Since the nodes in the data collection
layer of I0T/CPS usually are heterogeneous and mobile, trust establishment
model can significantly stimulate collaboration among distributed computing
and communication entities, facilitate the detection of untrustworthy entities,
and assist decision-making process of various protocols.

Based on [24] and [25], we try to give the following more detailed trust and
reputation definitions towards 10T/CPS.
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Definition 3. In a wireless network of 10T/CPS, a node S’s trust in
another node P is the subjective expectation of node S receiving
positive outcomes through the transactions with node P.

Definition 4. In loT/CPS, a node S’s reputation is the global perception
of its trustworthiness in the wireless network. Furthermore, the
trustworthiness can be evaluated from its past and current behaviors.

Trust in this paper describes the relying node’s trust in a service or
resource provider node and it is relevant when the relying party is a user
seeking protection from malicious or unreliable service providers.

3.2.  Relationship between Trust and Reputation

The term ‘trust’ and ‘reputation’ have strongly linked meanings. Especially in
WSNs of 10T/CPS, trust is often defined as an abstract acquired attribute
relative to some sensor nodes which is due to the amount of reputation held
by such sensor nodes.

By making full use of observing good long-term behavior, reputation
ratings can be improved; therefore, trust relationships will be easily
established [5]. In real-life communities, trust is the consequence of the
satisfaction of certain desired properties [26].

As discussed in [25], the concept of reputation is closely linked to that of
trust; however, there is a clear and significant difference. A node S can trust
in another node P because of its good reputation. Likewise, node S can also
trust in node P in spite of its bad reputation. Reputation is usually inspired by
the past behaviors observed. Trust reflects the relying party’s subjective view
of an entity’s trustworthiness, whereas reputation is a score which can be
seen by the whole community.

Note that, in this paper, trust is considered as a subjective probability value
while reputation is regarded as an objective and acknowledged value in a
specific community context.

3.3. Fuzzy Trust Model Description

An entity’s trustworthiness is the quality indicator of the entity’s services,
which is used to predict the future behavior of the entity (stored in sensors or
sensor-embedded things). Intuitively, if it is trustworthy enough, the entity will
provide good services for future transactions. In most trust models, the
domain of trustworthiness is assumed to be [0, 1].

Since the key issue in investigating fuzzy problems is to establish
membership functions (membership degrees) by employing the fuzzy set
theory, we have to create the mathematical model of fuzzy trust firstly [27].
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Suppose that SN ={SN,,SN,,---,SN, }is a problem domain of the fuzzy trust
model. Note that, SN,(i =12,---,n)is a subset in the corresponding domain.
Then we can get the following mapping,
MappingFuction : SN x SN — [0,1],
{(SN /SN) = w(SN,,SN,) € [0,1].
where w(SN,,SN,) represents the degree of trust relationship between SN, and

1)

SN, . MappingFuctionis a fuzzy relation mapping from SN xsN to [0,1] .

In the proposed scheme, a neighbor monitoring process is used to collect
information of the package forwarding behaviors of the neighbors. Each
sensor node in the network maintains a data forwarding transaction table as
follows,

DFT, , =< Souce, Destination,RF, ,,F, ,TTL > )

where Souce is the trust and evaluation evaluating nodes, Destination is the
evaluated destination nodes, RF; denotes the times of successful

transactions which node SN, has made with node SN, , and F  denotes the
positive transactions.

3.4, Trust Evaluation Metrics

Within the realm of I0T/CPS security, we interpret the concept of trust as a
relation between entities stored in sensor nodes that participate in various
protocols. Trust relations are based on evidence or reputation created by the
previous interactions of entities within a protocol. Each node employs a
neighbor monitoring process in order to collect information about the packet
forwarding behaviors of the neighbor nodes. Furthermore, each node is
capable of overhearing the transmissions of its neighbors in the promiscuous
mode. Each node independently overhears its neighboring nodes packet
forwarding activities. This overhearing is related to the proportion of correctly
forwarded packets with respect to the total number of packets to be
forwarded during a fixed time window. Then, each node in the network
maintains a data forwarding information table. The table includes only the
data forwarding transaction information by overhearing its neighboring nodes.

In the proposed model, we consider the following trust evaluation metrics
for the establishment and validation of the proposed trust management
model.

(1) End-to-end packet forwarding ratio (EPFR). EPFR is defined as the
ratio between the numbers of packets received by the application layer of
destination nodes to the numbers of packets sent by the application layer of
the source node. The EPFR can be calculated by

“RECV
SIRECY,

EPFR = :
> "SEND,

<k<n. 3)
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where RECV, and SEND, denote the packages received and sent by the i-th

destination node and the i-th source node, respectively. And k denotes the
successful receiving times, while n denotes the total times of packages
sending.

(2) AEC. The key criterion for the design of a WSN in IoT/CPS
Infrastructure is the energy consumption. In order to research and analyze
the energy consumption of our TRM-loT model, we define the energy
consumption metric as follows,

I consume,

AEC = (4)
D" send, +recv, +¢

where send; and recv; denotes the energy consumption when the i-th sensor
node sending and receiving messages, respectively. consume, denotes the

total energy cost of consumption the trust and reputation values of the
corresponding sensor node. And 7 represents the other energy consuming
which is used to maintain the normal running of the node itself.

(3) PDR. In fact, the package delivery ratio (PDR) is affected by the packet
loss and packet retransmissions. Packet loss may occur for many reasons. In
this paper we only focus on the behavior that an intermediate node
intentionally drops the received data packets instead of forwarding them to
the next hop node.

3.5. Reputation Evaluation

Node SN, evaluates the reputation of node SN; with which it tries to make

transactions by rating each package forwarding process as either positive or
negative, depending on whether SN; has completely done the transaction

correctly.

As discussed above, we use Con to describe the evaluation of the whole
metrics in order to judge whether this transaction is successful. The Con can
be computed by

(04
Con =[EPFR,AEC,PDR]:| 8 |=a-EPFR+ 3-AEC+y-PDR  (5)
7
where «, S,y represent the corresponding aspect weights of the different
resources. We also define a parameter Sat, ., t0 describe the satisfaction
degree. That means, if Con <Sat, . then it indicates that node SN, get a
negative reputation evaluation to node SN, ; if Con > Sat,, ., , it indicates that
node SN, gets a positive reputation evaluation to node SN; .
The reputation evaluation of all interactions from node SN, to node SN, is
defined as follows,
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F

) RE. c[01. (6)

Reputation evaluation is the basis of trust management. In our trust model,
the reputation is evaluated considering three metrics, EPFR, AEC and PDR.
Compared with other reputation evaluation methods, we consider more
factors which can more accurately evaluate the behaviors of nodes according
to specific characteristics of 10T/CPS.

3.6. Local Trust Evaluation

From different points of view, trust can usually be categorized into different
classes: direct trust and indirect trust. When we say node SN;is trustworthy

or untrustworthy for the node SN, , it means that there must be a trust and
reputation model between node SN, and node SN, . If a trust relationship
statement is based on the reputation of direct observations on node SN, the

corresponding model mentioned above is the direct trust model.

Since the direct trust relationship also has some significant fuzzy
properties, we can describe the direct trust model employing the fuzzy theory.
According to the data forwarding transaction table, fuzzy reputation
membership based direct trust model can be defined as

T _ o @

I,] 2{
S+a(l-8)+——
RF

ij

where « denotes the weight of the past negative behavior that can be
regulated to punish the malicious node action. A represents the uncertainty
trust for the weight value « .

Since the behavior of a node is not always constant but often changes in
time and volatility, it is significant that the recent events are more credible

than the historical events. Let Tif’l(t—l) be the most recent trust evaluation
and Tif’j(At) be the past trust evaluation during a time interval At . We
combine the recent events and historical events to updateTi_“i t):

T ) =0 T (t-D+a, T (Al),

o = 1—%~§,V§ e[0,1 (8)

o+, =1

Therefore, the new trust of T (t) is dependent on the three factors,

T (t-1),T (At)and ¢ . Then we can get the local trust updating equation,
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TS0 =5+ TIE-D+3 ¢ THAD. ©

However, it is arbitrary and difficult to decide whether a mobile sensor
node’ behavior is good or bad only based on a few interactions. Therefore,
we must have an interaction threshold value of interaction timesC, .4 -

Consequently, the fuzzy direct trust evaluation can be computed by

),RFM. <C

threshold

1
—x 1+
2 threshold

d
= 1
T 5 RE (10)

ﬂ, ij 2 Clhresho\d
S+all-8)+———
i

When node SN, and node SN, has no direct relationship and cannot

establish direct communication channel to exchange data, node SN, can
evaluate the trust of node SN, based on the recommendation trust of a third

party node SN, .

As is discussed in [28], the recommendation trust and reputation model
can be divided into two categories, transitivity and consensus
recommendation trust and reputation management models.

The fuzzy transitivity recommendation trust and reputation model defines a
degree of recommending relationship between node SN, and node SN, .

RR,  denotes the number of request recommendations, and HR, represents

the number of the positive recommendations. CR; .., iS defined as

threshold value of the recommendation times. Therefore, the membership

function for fuzzy recommendation trust model is defined as:
1 U
E X (1+ —)v RRi,j < CRthreshold
threshold
T = 11
ko n RR . >CR (1)

ij = threshold

n+al-n)+

RR

i

h HR, | 0.1]
where 7 = L e10,1].

TTRR,

The different sensor nodes may provide diverse recommendations on the
same nodes. That means, different nodes may have the different or even
opposite trust evaluations towards the same sensor node. Assume that node

SN, gives the recommendation trust evaluation of T,'; and node SN, provides
the recommendation trust evaluation of T/, to node SN, . Also there have two
direct trust relationships between node SN, and node SN, , node SN, and
node SN, , respectively.
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Here we combine the two recommendation trust evaluation and the two
direct trust evaluations to make a relatively objective assessment for
node SN, ,

T, =(D(SN,,SN,) AR(SN,,SN;)) U(D(SN;,SN,) A (12)

R(SN,,SN,)), VSN, ,SN, € SN.

Therefore, in a similar way, the fuzzy membership function of n-level fuzzy
consensus recommendation trust and reputation model can be defined as

T, =(ReD)U(R-D)U-(R-D) (13)

In conclusion, the fuzzy local trust relationship can be calculated through
the combination based on direct and indirect trust evaluation by

{TJ =X-TS+Y- (T.dk .Tk’J),1<Y <X<0

' T (14)

X+Y =1
where X, Y denotes the weight of direct trust value and indirect trust value in
the whole fuzzy local trust value, respectively. Note that, 1<Y <X <0
means that compared with the indirect recommendations, our fuzzy local trust
evaluation is more focused on the direct observations. Since nodes in
I0T/CPS may dynamically join in the WSNs and quit the WSNSs, it stands to
reason that the long historical recommendations should have relatively small
weights in the Equation (14).

3.7. Global Trust Evaluation

In fact, node SN; may have not only the direct observation on the node SN, ,

but also indirect experiences by asking its acquaintances. Therefore, there
are two fuzzy trust models between node SN, and node SN, fuzzy direct trust

model and fuzzy indirect trust model.

Obviously, if a node wants to obtain more accurate trust value with another
node, it must integrate more direct and indirect experiences. Note that, the
direct trust may vary with time. In order to get the most accurate trust value,
we must discover the most wide indirect trust set. In this paper, the fuzzy
global trust relation is defined as a union of fuzzy direct trust relation, 1-level
fuzzy indirect trust relationship, 2-levels indirect trust relationship, and n-
levels fuzzy indirect trust relation (n — ).

Let us consider an example of the fuzzy trust relationship evaluation
between node SN, and node SN; in a community of (n+16) nodes, as shown

in Fig.1. In the example the source node SN, has five routes to the
destination node SN ;- If we want to obtain the most accurate trust evaluation

between them, all of the five routes must be contained and evaluated.
Therefore, the fuzzy global trust relationship evaluation can be calculated by
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T,=D+ReD+R*.D+R’-D+R"°D
’ (15)
=(SN+R+R?*+R*+R")oD.

° b 0 Source Node @

. D . R . Destination Node @
O

O—10——O0O000 -~ O—=()

n +1 Nodes

Fig. 1. lllustration of the fuzzy global trust relationship evaluation between node
SN; and node SN;

Obviously, node SN, can make the fuzzy global trust evaluation to node
SN, which is computed as,

T, :Inim[(SNURURZU-uUR”)oD]. (16)

WSNs of 10T/CPS have dynamic topologies, bandwidth constraints,
variable capacity links, energy constrained operation, and limited physical
security. Dynamics make it hard to evaluate behaviors, because routes in this
kind of network change frequently. In this case, fuzzy global trust evaluation
reflects the past interactions of the community with the corresponding node
being evaluated. This evaluation is globally available to all member nodes of
the community and updated each time a member node issues a new
evaluation of a sensor node.

4. Simulation and Discussion

4.1. NS-3 Setup

In this paper, we perform our simulation on a NS-3 simulator [29]. Every plot
is taken as an average of ten different runs. And each run is executed with
source and destination pairs selected randomly from the WSN.

Since we rely on TCP acknowledgments and retransmission as indications
of successful and failed package delivery events, respectively, we employ
AODV protocol [30] as the communication protocol in our simulation. The
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NS-3 setup parameters and model configuration parameters are listed in
Table 1 and Table 2.

Table 1. NS-3 Setup Parameters.

Parameter Value

Simulator NS-3

MAC Layer IEEE 802.11
Nodes Number 300

Node Placement Random, uniform
Package Size 512 bytes
Maximum Connection 30

Transmission Range 250

Application Traffic CBR

Table 2. Model Configuration Parameters.

Parameter Value
I 0.7

o 0.75
A 4.6
At 0.5
Cthreshold 12
CRthreshold 12
Reply Delay 60ms

Note that, since the maximum connection number of a service node is no

more than 30, Cihreshold and CRireshold have to be initialized as a value which

is no more than 0.5x(0+MAX _Connections) =15 . Higher value of the two

parameters will reduce the success rate of recommendations from neighbor
nodes.

In this simulation experiment, we divide the sensor nodes into two types,
good nodes and malicious nodes. Moreover, according to the behavior in
route discovery, route maintenance and data forwarding, malicious nodes can
be divided into two categories further. For the first type (Type 1): the
malicious nodes do not perform the package forwarding function; for the
second type (Type 2), the malicious nodes do not participate in the route
discovery phase. Those malicious nodes are selected randomly in each run
according to the setup percentage, as shown in Fig.2.

The trust and reputation relationship is initialized randomly at the very
beginning of simulation. Therefore, after several rounds, we establish a
similar behavior and fuzzy theory-based trust and reputation model for WSNs
of 10T/CPS, where each node develops a direct reputation for each other
node by making direct observations and indirect reputation between
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individuals which are set up on recommendations of other individuals about
these other nodes in the neighborhood.

Fig. 2. The random distribution of malicious and misbehavior nodes in the
simulations.

4.2. EPFR

End-to-end packet forwarding ratio (EPFR) is defined as the ratio between
the number of packets received by the application layer of destination nodes
to the number of packets sent by the application layer of the source node. As
discussed in [28], this parameter significantly reflects the effect on the drop
ratio, the path interruption repair, sending buffer overflow, interface queue
overflow, the conflict MAC packet and end-to-end packet in the process of
data packet. The lost packets cover all packet losses due to drops, route
failures, congestion and wireless channel losses.

As shown in Fig. 1, some sensor nodes are set to be malicious nodes
randomly. The percentage of malicious sensor nodes is increased and taken
values from 10% to 60%, while other nodes of the network behave
benevolently. The results indicate that some individual selfish nodes
obviously result in the linear regression of EPFR.

Therefore, the secure mechanisms mainly focus on Type 1 to correctly
perform the packet forwarding function. When 60% of the nodes follow Type
1 and Type 2, EPFR degrades by 53% and 82%, respectively. However,
when the number of normal nodes becomes so smaller to a certain degree,
such as 50%, the corresponding EPFR will decrease significantly.
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Fig. 3. The relationship between EPFR and different percentage of malicious nodes.

As shown in Fig. 3, EPFR can be degraded by malicious nodes. Through
employing the proposed behavior-based trust and reputation model, the
WSNs of I0T/CPS performance can be enhanced, since it enables the best
loyal route selection process to avoid asking the less trustworthy nodes to
forward messages.

By examination of EPFR, we can see improvements by BRM-loT under
attacks of type 1 and 2, compared to the original AODV protocol. Moreover,
as the percentage of malicious nodes increases, Type 2 has a less obvious
influence on EPFR than Type I.

43. AEC

As shown in Fig. 4, we make malicious nodes which change between 10%
and 60% of the sensor nodes in the network, increasing 10% for each running
of the experiment, while the other nodes of the network behave virtuously.
Since any malicious node does not participate in the route discovery phase of
the AODV protocol or it not be honestly execute data packets forwarding,
AEC of malicious nodes is less than that of other normal nodes.

The experimental results show that even if individual malicious nodes of
type 1 seriously affect the network performance, the trust and reputation
mechanism, which prompts the times of nodes transmitting data packets, is
the basic security need for the non-malicious routing in WSNs. TRM-loT
model effectively cubes the malicious nodes, and significantly reduces the
energy consumption of good sensor nodes.
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Fig.4. The relationship between AEC and different percentages of malicious nodes.

4.4,  Package Delivery Ratio

Fig. 5 shows a comparison between the proposed trust and reputation
scheme for 10T/CPS, TRM-loT, and two existing trust models based on
reputation mechanisms, namely DRBTS [10] and BRTM-WSN [11], in terms
of PDR. In fact, package delivery ratio (PDR) is affected by packet loss and
packet retransmissions. Packet loss may occur for many reasons. In this
paper, we focus on the behavior that an intermediate node intentionally drops
received data packets instead of forwarding them to the next hop node. From
Fig. 5, we can see that the proposed trust and reputation model outperforms
the other two schemes especially at higher loads on the network.

095 T T

T
TEM-ToT —a—

0s ERTH-USH —e— | |
) DRET? —5—

085

08

075 -

0.7

Package Delivery Ratio

0.65 -

0.6 -

055 1 1 1 1 1
0.1 0.2 0.3 04 05 0.6 0.7

Load

Fig. 5. The relationship between load and package delivery ratio.
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4.5. Convergence Speed

Convergence speed (CS) is defined as the least number of cycles required
making the number of the failed data forwarding transaction. That is, the
greater of the CS, the more unfair represents that if a trust model works, the
good nodes can be differentiated from the misbehavior nodes by their trust
values after a few transaction cycles [31]. At the beginning, all sensor nodes
have the same initial trust value, and the source sensor nodes randomly
select a node for data packet forwarding. After a small numbers of
transactions, the good nodes can get the higher trust value than the other bad
malicious nodes.

4000 T T T T T

I I I I I
A0DY wilth TEM-IoT [—a—

A0DV without TRM-[oT l—e—
AODV with TRM-IoT 2—a—
AODY withont TEM-IoT 2—se—

3000

2000

Convergence Speed

1000

Fig. 6. The relationship between cycles and convergence speed.

The failure numbers of all data forwarding packets of the normal nodes
reflect CS with the change of the simulation cycles. Since nodes always
select the nodes with the higher trust values, the fewer cycles the faster the
convergence of the model.

Fig. 6 describe TRM-IoT almost completely eliminates the failure of data
packet forwarding after the first eight cycles in WSNSs.

However, selfish nodes of Type 1 intentionally drop the received packets
instead of forwarding them, and increase in the failure ratio of the normal
packet forwarding increasing. The system is not the very good convergence,
and has slow convergence speed in comparison with the selfish nodes of
Type 2.

4.6.  Detection Probability

Detection Probability (DP) indicates that whether a trust and reputation model
can better handle incorrect recommendations from the third party. In Fig. 7,
BRTM-WSN [11] model performs better than DRBTS [10] model. This is
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because BRTM-WSN model can better handle incorrect recommendations
from the third party.

Moreover, TRM-IoT model performs well than the other two existing
models. This is mainly because TRM-loT model considers the possible
estimation error when evaluating the trust and reputation values. Therefore,
compared with the two other existing models, our model, TRM-IoT, has better
performance.

09 T T T T
0‘8 F_——_e______‘,_———ﬂ————é'—‘_
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= 0.7 ;___4______{}_44_____ = 5 =}
= 06 -
2 N
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False Probability

Fig. 7. The relationship between false probability and detection probability.

5. Conclusion and Future Works

Since WSNs are to be completely integrated into Internet or Next Generation
Internet as a core part of I0T/CPS, it is necessary to consider various security
challenges that come with [0T/CPS, such as the detection of malicious
attacks.

A trust and reputation model is recognized as an important approach to
defend a large distributed sensor networks in I0T/CPS against malicious node
attacks, since trust establishment mechanisms can stimulate collaboration
among distributed computing and communication entities, facilitate the
detection of untrustworthy entities, and assist the decision-making process of
various protocols.

Based on in-depth understanding of trust establishment process and
guantitative comparison among trust establishment methods, this paper
present a trust and reputation model TRM-10T to enforce things cooperation
in a WSN of IoT/CPS based on their behaviors. The potential benefits of
employing fuzzy sets to manage trust and reputation relationships are
analyzed according to the excellent NS-3 simulations.

Although the proposed model TRM-loT has better performance compared
with two other existing models, we have increasingly aware of the necessity
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of eliminating the influence upon the evaluation results affected by malicious
recommendation and defamation behaviors of the third party. The
mechanism by which global trust is updated while local trust changes can be
improved in order to be more efficient in future works.
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