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Abstract. Recently Liang et al. propose an interesting privacy-preserving cipher-
text multi-sharing control for big data storage mechanism, which is based on the
cryptographic primitive of anonymous multi-hop identity based conditional proxy
re-encryption scheme AMH-IBCPRE. They propose a concrete AMH-IBCPRE
scheme and conclude their scheme can achieve IND-sCon-sID-CCA secure (in-
distinguishable secure under selectively conditional selectively identity chosen ci-
phertext attack). However, our research show their scheme can not be IND-sCon-
sID-CCA secure for single-hop and multi-hop data sharing. Also in 2014, Liang et
al. propose an interesting deterministic finite automata-based functional proxy re-
encryption scheme DFA-based FPRE for secure public cloud data sharing, they
also conclude their scheme can achieve IND-CCA secure (indistinguishable secure
under chosen ciphertext attack), we also show their scheme can not be IND-CCA se-
cure either. For these two proposals, the main reason of insecurity is that part of the
re-encryption key has the same structure as the valid ciphertext, thus the adversary
can query on the decryption oracle with this part of the re-encryption key to get se-
cret keys, which will break the CCA-security of their scheme. We give an improved
AMH-IBCPRE scheme and an improved DFA-based FPRE scheme for cloud data
sharing and show the new schemes can resist our attack and be CCA-secure. We also
demonstrate our improved AMH-IBCPRE scheme’s efficiency compared with other
related identity based proxy re-encryption schemes, the results show our scheme is
almost the most efficient one.

Keywords: Attack, multi-control for big data storage, secure cloud data sharing,
proxy re-encryption, chosen ciphertext security.

1. Introduction

Nowadays cloud computation and big data are very hot research topics. Cloud compu-
tation can be seen as a paradigm of aggregating many various kinds of computation re-
sources and storage resources into very powerful computation grids. There are many ad-
vanced techniques to support the smooth running of cloud computation like mapreduce,
hadoop, vmvare etc [8,35-39]. Big data mainly refers to the burst generation of massive
data sets everytime/everywhere/everyspace, which is a very common scenario these days,
it mainly concerns on how to organize and process data efficiently. If we use traditional
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data management or knowledge discover techniques, many useful results can not be ob-
tained, thus it is a challenge on how to organize/store/process big data.

Let us focus on one of the most basic challenge for big data, that is, how to secure
and scalably store these large amount of data. Cloud computation is such a promising
technique. Data owners first outsource datum to the cloud servers to reduce the local
management overhead. They often worry about the security and privacy if directly out-
sourcing their data sets to the cloud, thus it is often a practice that the data owners first
encrypt datum and then upload them to the cloud [18-21]]. But this time scalability is a
new problem, can these encrypted data be shared efficiently and scalably? Aiming at solv-
ing this issue, Blaze et al. [5]] and Atenesis et al. [34] proposed a new notion called proxy
re-encryption (PRE), which allows the proxy with re-encryption key can transform the
original ciphertext associated with a public key to the re-encrypted ciphertext associated
with another public key.

In proxy re-encryption(PRE), a proxy can transform ciphertexts for Alice to cipher-
texts for Bob without the proxy knowing either Alice or Bob’s private key and the un-
derlying plaintexts. PRE has very important applications for secure cloud storage and its
sharing [32H34]]. CCA-security (chosen ciphertext secure) is an important security no-
tion for proxy re-encryption, which means that the schemes can resist the attacking even
with adaptive decryption oracle [6}[7,/14}/15\24,26-31]]. Multi-hop PRE refers the scheme
can support ciphertexts being able to be re-encrypted again, while single-hop PRE has
no this ability. For the users’ secret keys or the underlying plaintexts can not be induced
by the proxy, this primitive can be used for efficiently and scalably sharing encrypted
contents for multi-users in cloud. The cloud servers can be acted as proxy and trans-
form the ciphertexts for the users, otherwise the data owner has to first download his data
sets and then re-encrypt them, which is very inefficient. Conditional proxy re-encryption
(CPRE) aims at more flexible re-encryption for PRE, which can only re-encrypt the ci-
phertexts which satisfying some condition. Multi-hop identity based conditional proxy re-
encryption (MH-IBPRE) [9,|16]lcombines the feature of identity based encryption (IBE)
with CPRE, which simultaneously has the advantage of no relying on public key infras-
tructure, supporting fine-grained re-encryption and multi-hop ciphertext transformation.
However, directly using MH-IBPRE in multi-sharing control for big data storage may
leak the identities of the users, and thus break the user’s privacy. Therefore, Liang et
al. exploited to use anonymous MH-IBPRE (AMH-IBCPRE) scheme to achieve the pri-
vacy persevering property when sharing data among multi-users. Fairly to say, their work
give an interesting solution on the issue of how to secure share data storage efficiently
and scalably in big data era. Unfortunately, the authors claimed their scheme can achieve
IND-sCon-sID-CCA security, but we show their scheme can not be CCA-secure.

The traditional proxy re-encryption schemes or conditional proxy re-encryption can
not easily achieve fine-grained delegation, although attribute based proxy re-encryption
schemes can achieve more flexible delegation than PRE etc, but most of them can only
be proved to secure under chosen plaintext secure in the selective model. Furthermore,
almost all existing ABPRE schemes only support access policy assembling with AND
gates and fixed size inputs, which is less expressive than the access policy assemble with
AND, OR gates and NOT, and access policy expressed by regular languages with arbitrary
size which supporting unlimited input size. Therefore, Liang et al. [[17] first proposed
the notion of deterministic finite automata-based functional proxy re-encryption, which
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combines the feature of DFA-based functional encryption with proxy re-encryption. The
re-encrypted ciphertext can only be decrypted if and only if the delegatee’s deterministic
finite automata accepts the string associated with the re-encrypted ciphertext. Really this
is a novel notion and generalize the concept of proxy re-encryption to a very widely
extension. They also proposed a concrete DFA-based PRE scheme and claimed it is fully
CCA-secure in the standard model. Fairly to say, this is an interesting and foundational
work, but unfortunately, we show their scheme can also not achieve CCA-security by
exploiting some shortcoming of the form of their re-encryption keys.

1.1. Cloud Storage and Chosen Ciphertext Security

Chosen ciphertext security is a very important security notion for encryption in crypto-
graphic society, and now it is considered as the gold standard for evaluation of the encryp-
tion schemes’ security. Also it is very important for cloud storage, Figure 1 demonstrates
several chosen ciphertext attacks on the cloud storage, which shows that secure cloud
storage also should achieve this gold security notion.

1. Assume the attacker is the malicious cloud, it can launch the chosen ciphertext attack
on the data owners. First the data owner outsources his datum to the cloud by first
encrypting and then uploading the ciphertexts, after that some day when the data
owner want to retrieve his data, the cloud maliciously return the modified ciphertexts
to him, and he will decrypt the modified ciphertexts and find the decrypted results are
not correct. The data owner will notify the cloud on this error, and thus the cloud can
utilize this information to launch the chosen ciphertext attack.

2. The malicious cloud can also launch the chosen ciphertext attack on the data users.
First the data owner shares his datum with other data users via proxy re-encryption.
The cloud, which is the proxy for implementing the proxy re-encryption, can easily
launch the chosen ciphertext attack. When the proxy re-encrypts the original cipher-
text to be an encrypted ciphertext, it sends the incorrect re-encrypted ciphertexts to
the data user, the data user decrypts the incorrect re-encrypted ciphertexts and will
find they are incorrect. He will return the error information to the cloud, and thus the
cloud can utilize this information to launch the chosen ciphertext attack.

1.2. Our Contribution

In this paper, we concentrate on how to achieve secure functional proxy re-encryption
scheme for cloud data sharing. We first analysis the multi-hop identity based conditional
proxy re-encryption scheme and the deterministic finite automata-based functional proxy
re-encryption scheme proposed by Liang et al. The main advantage of these schemes
is its very flexible delegation and thus more fine-grained delegation on the decryption
of ciphertexts for other users. Actually we think these concepts are very promising and
deserved further exploiting. Unfortunately, we find flaws in their protocols, which result
their proposals can not be CCA-secure. We also give an improved AMH-IBCPRE scheme
and an improved DFA-based PRE scheme which can resist the attack and be CCA-
secure.
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Fig. 1. Cloud storage and chosen ciphertext security

1.3. Organization

We organize our paper as the following. In section 2, we review Liang et al.’s AMH-
IBCPRE scheme, then we demonstrate the attacks to show it can not achieve IND-CCA
security in section 3. In section 4, we give an improved AMH-IBCPRE scheme and
roughly evaluate its security and performance. In section 5, we review Liang et al.’s
DFA-based PRE scheme, then we show the attacks to demonstrate their scheme can not
achieve IND-CCA security in section 6. In section 7, we give an improved DFA-based
PREscheme and roughly evaluate its security. We conclude our paper in the last section.

2. Review the AMH-IBCPRE Scheme

2.1. The Concrete Scheme

The definition and security model of AMH-IBCPRE can be found in [[16]], here we just
review their concrete construction. The scheme consists of the Setup, Extract, Enc,
ReKeyGen, ReEnc, Dec algorithms as the following:

1. Setup(1¥): A Target Collision Resistant (TCR) hash function Hy : {0,1}* — Zy
first be used to hash the conditions and identities which could be arbitrary length. Run
BSetup(1¥) to get (q,9,§,G1, Gz, Gr, e) with input parameter k. Denote w € Zy;
as a condition. «, 8,7, 01,02,03,m €r Z; are randomly chosen, computes g; =
9% 92 =9 h=9" i =¢", fo =9 f3=9%,t =g",61 = §%, go = §°, h =
9, =092 =9 fs = §%,i = §". Denote Hy : {0,1}* — Zj, H : Gr —
{0,1}7°1v(1") a5 two TCR hash functions, and SY M = (SY M.Enc, SY M.Dec)
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as a CCA-secure one-time symmetric key encryption. Choose a sUF one-time signa-
ture scheme (Sig. K G, Sign, Ver) and let its verification key K, in Z;. The master
public key is
mpk = (q7 k7g7g7G17G2u GT7 €, 91, h’7 f17 f27 f37t7.gA27 f27 f37 }AL7 Hla H27 SYM7
(Sig.KG, Sign,Ver))

and the master secret key is

msk = (o = 97, f1,%)

. Extract(msk, I D): Taken input an identity I D € Z}, msk, r, R € Z}, output

skip = (skrpo, skrp,, skrp,) = (do(h™P f1)" 7,47, §)

The validity of the secret key can be checked as:

e(g. sk1p,) = e(gr, 2)e(h'P f1, skip, )e(t, skrp,)
. Enc(ID;,w, m): Chooses a one-time signature key pair

(K, K,) < Sig. KG(1%)
and sy €gr Z; compute

Co = K,,C1 = e(g1,62)* -m,Cy = g*,C3 = (h'Pi f1)%0, Cy = t*,
Cs = (b f2)*,C6 = (A" f3)*,
Cr7 = Sign(Ks, (C1,C2,C3,Cy,Cs,Cs))

output C1 1p, .« = (Co, C1, Ca, C3,C4, Cs, Cg, C7) as the 1-st level ciphertext, where
the ciphertext implicitly includes w and ID; € Zy,m € Gr.

. ReKeyGen(ID;, skrp,, ID;,w): Chooses (Ké”7 Kf,l)) + Sig.KG(1*) as a one-
time signature key pair and 9§” er Grp, pW, sgl), nW € Z%, rky,1p,~1p, canbe
computed as:

k) = (shr,, ( f2) )M i) = (7)),

)H1(9§l)),rk§l) = (Sk]D.Z)Hl(eil)),Tkil) = 6(91,95)8(1” 0,

i

Tkél) = (Sk[D

(1)
rkél) =g |

rky) = (h1Pv f1)s§”,rk§l) e
rkl) = K

rkgll) = Sign(KWY, (rkil), rkél), rkél), rkgl)7 rkél), rkél))),
rk{y = (WP )Y ekl = g k) = 00" k) =

Tkél) _ (hwfz)s(ll)’rkg()l) _ (hK’l()l)fs)s(ll)7

)

l
Tk’ga) = e(g1,92) )

1 O] 1 r’l(”
Tk§7) =/ 7rk§8) =J3

where ID;, IDy € Zyand 1 € {1,--- ,poly(1%)}.
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5. ReEnc(rkw,rp,~1D,, Crip; w)- 1 =1,
(a) Verify

e f3,Ca) = (3, Cs), e(h fo, Ca) = “(9,C5).
Ver(k,, Cr, (C1, C2, C3, Ca, Cs, Cg)) = 1
(b) Choose a one time signature key pair

(KW, KWM) « Sig. KG(1F)

and
05" € Gr,s3" er Z;
compute
o _ elCarkt))fe(Cr, i)
e(Cs, rk)e(Cy kD)
s = SYM Bne(CollCh |- |G|, Ha(05)),
o = i o, 0f0 = ol =
oD = kD o) = (rkDerr),
b = (e E Dy ol = kO,
Cly) = Sign(KDM, (c§V, ¢V, cfp, ¢y, o, 1))
and

Coipyw = (6 5 C(l C(l) C'10 »Cu 7Cg)7013 ’014 70(1) TRy

15 »

rkél), rkél), rk’gl), rk:él), rkél), rkglo), rkﬁ))

is outputted.
Ifl > 2,

(a) Verify

?

e(rkél_l),ﬁwf) (rk(l D ,4),
e(rkl ™ RETY fy £ e(rky Y, 9),
Ver(riy ,rkly Y, (kY okl ekl Y,
rk;l_l),rkél_l),rkél_l))) 29

- 2w iy ? 1 .
e(CS Vb fo) £ e(Cfy Y, 9),

1) 3 RO-D 5 2 T
e(cél 1)7hKv ' f3) = C(C](_é, 1)79)7

. = - I— 1—
Ver(ClyD, 0 (0 =D oll=b),
ofi ol ol £

output L, if Eq. (2) and (3) do not hold. proceed otherwise.

ey

@)

(€)
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(b) Choose a one time signature key pair
(KW KW) « Sig. KG(1¥)
and
0y er Gr,s{) e Z;
and then compute
Cél% _ e(rkélil),rk(()l))/e(rkéljl),rky))7
; (Tk(l 1) k‘(l)) (r k;(l 1) Tk(l))
o — <c” Y orkg) fe(Cly Y rk)
T e(clh) k” Je(Ct 1>,rkg>>
61 = SY M.Enc(s “*”HO”‘”H ety ek V-
||rk”*”||05l01 [C8, Hy(05)))

O]
C() k16 .921)70(1 _ k(l)% CI(O _ k(l)sz Cﬁ)— k(l)s 7

1 Dw 5.(1)
052) = (7"]‘515) Tk§7)(2a
7<0) _
W = (rkE" ppysh, C(” 0}
1 ( l 1 l
cfy = sign(K(, (c{", ¢’ oy cf), cff )
and
C’l ID;r,w — (5 ® C 2 Oél ’Cﬁ) ’ Cyl)? Cll2)7 Clé)’ O& ) Ci?? rkf}”? kél)7
rkél), rkgl), rkél), Tkél), rk%), Tkgll))
is outputted.
6. DeC(Sk[Dl,Cl IDl,w)
- Ifl =1,
(a) Check Eq. (1) whether holds or not. Output L if Eq. (1) does not hold. Pro-

ceed otherwise.
(b) Compute
6(02, SkIDO)
6(03, SkIDl )6(04, Sk]DQ)
= S \So 6(950, gAO(hIDif)TiR)
om0, M)
=e(g1,92)% -m/e(g1,G2)° =m

Ci/

- Ifl > 2,
(a) Verify

e(rk b o) = e(rk, ), e(rk’ WY fo) Z e(rk), g),
Ver(rkglo), rkﬁ), (rk4l), rk l), rkél), rkgl), rk‘g),rk(l ) Z1 ()]
D 3w iy ? D . D 2RO 5y 7 D .
<cé L b o) = e(CFF,9),e(C hEY fy) = e(CY 9),
l l ! l l l Dy 7
(014 ’ Ci;, (Cs(s )v ng )7 CEO), Cfl)v sz)v 053))) =1 Q)
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Output L if Eq. (4) and (5) do not hold. Proceed otherwise.
(b) Compute
e(rkzél), skrp, )
0
() (1)
e(rkg’,skip, )e(rky’, skrp,, )
1 2
(O A aps
_ el go(hPy fi)rE®
e((hm.,fl)sm’g@)e(tsg” g7

s
(91,92)

and
e(Cél)7sk1Di6)
oty sk oy sk
e( 1005 ID,i,l)e( 11:5 ID,yz)
RONIEPA A
e(g® go(hID'/fl) tR
e((h1Pv f1)%, g)e(t%:, 1)

(l)
= e(g1,42)™

where sé) = sél) Fgl)

(¢) Compute 911) = rk4)/e(gl,g2)s(1”, and Gél) = Cél)/e(gl,gz)gy). Recover
_ -1 -1 1— -1 -1 -1
@Dleg ™V less Pl 0N ek lless Vo)
= SY M.Dec(5", Hy (")

(d) Compute
Cg(;l)(Hl(oﬁ”»*

= (elg1, 6)*! ¢- ”)(H 108 (Hi (o))
O

= e(g1,92)™
if Eq. (2) holds, compute 95171) = rkfl /e(g g2)%1 st
Compute

ol D)7

= (e(g1, 42)* ”)<H1<6§”>)<H1<e§”>>-1
5=

= e(g1, g2)"2

if Eq. (3) holds, compute 0 (=1 C’(l Y/e(gr gz)‘” K
(e) As in the previous steps, compute 99 and 9§j ) for1 < j<1-2,froml—2
to 1.
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(f) Recover Co[|C |-+ [|C7||CEY = SY M.Dec(dM), Hy(6),)))
If Eq. (1) holds, compute

(1)yy—

CyjCMun )

= e(g1, G2)* - m/(elgr, go) o ELHEHE) !

=m

3. Cryptanalysis of the AMH-IBCPRE Scheme

3.1. On the IND-sCon-sID-CCA Property

ID” = ID;(Uncorrupted) ID, (Uncorrupted)

= (1 1 1 1 1 1 1 )]

—»
»

o

A

vy

¢ C“D"W Proxy CZ.ID‘v,w
MKy, 10,10, (Uncorrupted )

Fig. 2. Attack by querying the decryption oracle

Attack I Here we give the first attack on the IND-sCon-sID-CCA property, which can be
seen in Figure[2] Note in this attack the delegator, delegatee and proxy are all uncorrupted.
The main strategy is the following: the adversary just modifies the re-encryption key to be
avalid ciphertext Cl,, . (which can be assumed at [ level), then he queries this ciphertext
to the decryption oracle (which can be assumed at 1 level) to get secret value 99. Note

here CJ,, ... is not a derivative of C*. By using this value, he can derive the delegator’s

secret key and thus can easily find the plaintext corresponding to C'*, which breaks the
IND-sCon-sID-CCA property. Concretely, the attack can be described as following:

1. Assume the challenge identity and condition are (I D}, w*) and the challenge first
level ciphertext is C1 1pr w+ = (Co,C1,C2,C3,C4,Cs,Cs, C7), where 1D} €
Zy,mp € G and w* is implicitly included in the ciphertext, concretely

CO = Kv7CI = 6(917.42)50 . mbch = 950703 = (hID:(fl)soycél = t507

Cs = (h"" fo)*0,Cs = (W5 )%,
Cr = Sign(Ky, (C1,C3,C3,C4,C5,Cs))
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2. The adversary first queries the re-encryption key generation oracle with input
(ID},ID;,w")
for the [ hop, and he will get the re-encryption key as following:
P = (skrpg (B fo)? IO kD) = () O,
Tk/’é )= (Sle; )H1(9 ) Tk(l) (skip, )Hl(ey)),
rk) = e(g1, g})sY) o k) = g,
rk{) = (W10 f )S k) = 3 kD = (0 o)
o

rk(l) (K(” s (l)_ o

3
k) = Sign(K®, (rk:i’% k) ek kD k) kD)),

l " ! l ,,r(l)
rkl) = (h’Dz k) = g k) =g

rk = 1Y ek = e(gy, go)™ ",

l l 77 ()
rk§7): 2! ’rk§8 =f3'
3. Now the adversary can extract a valid ciphertext from this re-encryption key, which
is
rk{) = e(g1, 62)" HY i =
* S(l)
Tkél) _ (hIDi'f ) k(l) k.(l) (h®* fo)51
o) 0 i = o

= Sign(KWY, (rkfll), kD ek kD kD kDY)

This ciphertext has exactly the same structure as the first level ciphertext!
4. The adversary query this ciphertext to the first level ciphertext decryption oracle of

1D;/, which will return 99. Note here the adversary does not need to corrupt the
delegatee I D;s, he just use his decryption oracle!

5. After obtaining 951)’ the adversary can easily compute the partial private key of I D7,
which is enough to decrypt the challenge first level ciphertext:

& = (shrpy, (0 1)), 0 = (3",
O = (skip;, ), ® = (skip,,)

@

6. He decrypt the challenge ciphertext as following:
e(Ca, &)
e(C3,V)e(Cy, W)e(Cs, )
e(gso- Go(' P ) 1 (0" f2)")
e((hTPif)so, grje(t=o, gR)e((g7"), (h™” f2)*)
e(glagAQ)so : m/e(gthz)SO
=m

Ci/

=e(g1,92)% -m/
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ID" = ID, (Uncorrupted) ID, (Uncorrupted)
[Dec,C! | = (rkiy, ri, ris, rke, rky, rig, ri, 1k, )]
A [Dec,c? =(c0.cP.0,c¥,c0.c¥,c.c)] _

6" And o

A

vy

oﬁ
Il
g

11D, W Proxy CZ,ID‘V,W
1Ky, i0, 0. (Uncorrupted)

Fig. 3. Another attack by querying the decryption oracle

Attack II Here we give the second attack on the IND-sCon-sID-CCA property, which
can be seen in Figure 2. Note in this attack the delegator, delegatee and proxy are all un-
corrupted. The main strategy is similar as the first attack except the adversary modifies
the challenge ciphertext to two valid ciphertexts. Concretely, the adversary first just mod-
ifies the re-encrypted challenge ciphertext C* (which can be assumed at [ + 1 level) to be
another ciphertext C,,  , and C2,, . which are valid original ciphertexts (which can be
assumed at [ level), then he queries this ciphertext to the decryption oracle (which can be
assumed at [ level) to get secret value Ggl) and 9;” . By using these value, he can derive
the delegator’s secret key and thus can easy find the plaintext corresponding to C*, which
breaks the IND-sCon-sID-CCA property. For this attack is similar with Attack I, here we
omit the details.

On the IND-sCon-sID-CCA Security Model Here we give some comments on Liang
et al.’s IND-sCon-sID-CCA security model. Here we first review the definition of uncor-
rupted delegation chain and corrupted delegation chain.

“Uncorrupted Delegation Chain. Suppose there is a delegation chain under w
from ID; to ID; (i.e. w|ID; — --- — IDj). If there is no corrupted identity in
the chain, it is an uncorrupted delegation chain, else it is corrupted.”

Then we review the part about uncorrupted delegation chain in the IND-sCon-sID-CCA
security model

“In this phase, the followings are forbidden to issue:

1. O, (ID) for any ID, if there is an uncorrupted delegation chain under w*
from ID* to ID, or ID* = ID.

2. Op(ID;, ID; ,w*) for any 1D;,ID;, if there is uncorrupted delegation
chain under w* from ID* to I D;, or ID* = ID;, but I D, is in a corrupted
delegation chain.”

We think this security model is too strong. In this model, the challenge delegator can only
lie in the uncorrupted chain. In the multi-hop setting, this means there can be no corrupted
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delegatees after the challenge delegator even these delegatees are far away from the del-
egator, which is obviously contradict our intuition in the multi-hop proxy re-encryption

settings.

3.2. On the ANO-OC Property and the ANO-RK Property

1D, (Uncorrupted) 1D, (Uncorrupted) ID,. (Uncorrupted) 1D, (Uncorrupted)

b*=07?
b*=1?

D10, (Uncorrupted) ‘

w*
-
» <
- <
» «
-
»
"=C

¢ =Cuo,u Proxy
% 1Dy 1Dy (Uncorrupted)

Fig. 4. On the ANO-OC property

1D’ (Uncorrupted) ID"(Uncorrupted)

rkw*, ID'>1D*
Real or Random?

rkw*, ID'>1D*
.

c Proxy

A

Yy

Fig. 5. On the ANO-RK property

The above two figures describe the ANO-OC property and ANO-RK property. It is
easy to see, if the IND-sCon-sID-CCA security does not hold for the scheme, the ANO-
OC property and ANO-RK property can not hold for this scheme either.

4. Our improved AMH-IBCPRE scheme

4.1. Concrete Construction

In this section, we try to give a new improved scheme which can resist our attack. The
idea is the following: let the original ciphertext, part of the re-encrypted ciphertext and
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part of the re-encryption key have different forms, then our attack can no longer work
again. In particular, we just modify the signature structure in the original ciphertext, the
re-encrypted ciphertext and part of the re-encryption key based on Liang et al.’s scheme
[16]. Concretely, we let C7 = Sign(Ks, (Co, C1, Co,C3,Cy, Cs5,Cg)) instead of C; =
Sign(K,, (C1,Cs, C, Cu, G5, Cy)), Cfy) = Sign(KLV, (¢, ¢4V, cly) 1), ¢y,
cy),cty = K instead of €} = Sign(K", (CSV, iV, ¢y, eV, cy), c)).
In this way, the original ciphertext, part of the re-encrypted ciphertext and part of the re-
encryption key shall have different forms and can not be used by the adversary improperly.
Concretely, our improved scheme is the following:

1. Setup(1¥): The same as the original scheme [16].
2. Extract(msk, I D): The same as the original scheme [[16].
3. Enc(ID;,w, m): Chooses s € Z; and a one-time signature key pair

(K, K,) « Sig. KG(1%)
compute

Co=K,,C1 = e(g1,62)* -m,Cy = g°,C3 = (W'D f1)%, Cy = 1,
Cs = (h* f2)™,Cs = (K" f3)*,
|Cr = Sign(K., (Co, C1,C5,C5,Cy, C5,C)) |

and output the 1-st level ciphertext
Ci1p;w = (Co,C1,Co, C3,C4, Cs, Cg, Cr)

where ID; € Z3, m € Gr and w is implicitly included in the ciphertext.
4. ReKeyGen(ID,, sk;p,,ID;,w): The same as the original scheme.
5. ReEnc(rkaDi%IDi, s ClﬁIDi,w).
-Ifl=1,
(a) Verify

e(h' f3,C2) £ e(g, Co),
e(ﬁ“fQ,Cz) = e(g,Cs), 6)

2

VeT(KIM 075 (CO7 Cla 027 037 C47 05’ C6>) =1

(b) Choose Gél) er Gp, sél) €R Zy and a one time signature key pair

(KW, KY) « Sig. KG(1%)
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compute
o) _ e(Cayrky)) /e(Cs, ki)
’ e(C;;,rké”)e(C;;,rké”) ’
81 = SY M.Enc(Co||Ch|| - - [|C||CS", Ha(657)),

(1) (1) (1) (1)
Cél) = ka% ) 951)7 Cél) = ’I“/{i%)SQ >C§(1)) = Tkg)% ’CS) = rkﬁ)sz )
O = (rk rk))®,

(1) —

Cfy) = (k)™ i), of) = KDV,

1 . = 1 1 1 1 1 1 1
Cry = sign(B(V. (¢, ¢V, oy oY ¢y ). 1))

Output CQJDI-/ w — (5(1)7 CE(SI)’ Ofgl)? C£(1))7 Cﬁ)v OS), Cg)r CSL)’ Og)v
rkfll), T]{?él), rk‘él), rkgl), rkél), rkél), Tk/’%), rkrgll)).
- Ifl > 2,
(a) Verify

e(rk§ ™V b= fo) < e(rk{ Y, ),

e(rk{ ™ BT fy) < efrky Y. g)

Ver(rkglo_l), rk%ll_l), (rkfll_l), rkél_l), rkél_l),
rk;l_l),rkél_l),rkél_l))) Z1

e(C{ V1% fo) = e(C5 Y, 9),

(O T fy e, ) %

?

Ver(Cﬂ;l)’CySfl)’ (C§Z*1)7C§,l*1), o 70%71)70&71))) 1

If Eq. (7) do not hold, output L. Otherwise, proceed.
(b) Choose 95” er Gr, sgl) €R Zy and a one time signature key pair

(KW, KEWV) « Sig. KG(1F)
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and then compute

-1 l -1 l
o _ elrks k) felrk ™V, ki)
’ e(rkélil), rkél))e(rkglfl), Tk’él))
-1 l -1 l
o e8!y ey k)
e(Cly k) e(c Y k)
8O = SYM.Bnc(s0=V)|c{ V|- loE VNSV - eS|
- I— l
ooV NCs Y Ha(65))

Y

(O]
2

i

(1) (1) (1)
o =it -0, =i ol = Y ol = il
l Dw 5.(1)ys
Cly = (rkig“rki)™,
l DED (D)8t l >
Cff = o™ i of) = KO,

l . = l l l l l l l
Cf&a) = Szgn(Ké(,l), (ng )7 ng )7 Ofo)a C§1)7 C§2)7 C{:s), 01(4)))

Output

l l l l l l l l l
Cl,IDi“w = (6(1)7 CE(; )7 ng )7 C{O)7 C§1)a C£2)7 C{S)? C11(4)5 C§5)a Tké(l )’
rk:él), rkél), rkgl), rkél), Tkél), rkﬁlo), rk:yl))
6. Dec(skmi s ClJth).
- Ifl=1,
(a) Verify Eq. (6). If Eq. (6) does not hold, output _L, otherwise, proceed.
(b) Compute
6(02 s SkIDO )
(Cs,skrp, )e(Cy, skrp,)
y (g0 Golh ) E)
(hIDif)So , gT)e(tS()’ gR)
= e(g1,92)% - m/e(g1, g2)*°
m

Cl/e

S \so
91, 92) m/e(

- Ifl > 2,
(a) Verify

e(rkél), ﬁ“fg) ~ e(rkél), 9), e(rkél), fALK'gl)fg) Z e(rkél)7g),
Ver(rkyg, vk, ok okl ek ek okl k) 210 @)

2

Tw P ? N ~pe(l) o 7 n
e(CSP 1 fa) £ e(CL), §), e(CSY R f) £ e(CL. §),

?

l l l l l l l l l
Ver(Cy, C12. (G, 0. €1, 1 €13 . O3, Ci) = 1] 9)

If Eq. (8) and (9) do not hold, output L. Otherwise, proceed.
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(b) The other steps are the same as the original scheme [[16] except the verifica-
tion equations changes to be the above corresponding equations .

For our scheme is almost the same as Liang et al.’s scheme, except this scheme can resist
the attack we have proposed, we omit the security analysis of it which can be followed
Liang et al’s security proof, thus we get the following theorem:

Theorem 1. Our improved AMH-IBCPRE scheme is IND-sCon-sID-CCA secure assum-
ing the decisional P—-BDH assumptiorﬂholds, (Sig.KG, Sign,Ver)is a sUF one-time
signature scheme, SYM is a CCA-secure one-time symmetric key encryption, and Hy, Ho
are TCR hash functions.

Proof. Here we just give the roughly security proof. For we just modify Liang et al.’s
scheme on the Encrypt algorithm used in the re-encryption key generation process, and
the corresponding Decrypt algorithm used in the decryption process for the first level
ciphertexts. And other algorithms are the same as the original scheme, thus the security
proof is almost the same as Liang et al’s proof.

But there is a crucial difference, in our scheme

|Cr = Sign(K.,, (Co,C1,C5,C5,Cy, C5,C) |

which is not the same structure as part of the re-encryption key

rkgll) = Sign(Kgl), (rkfll), rkél), rkél),rkgl),rkél)mkél)))

Note here Cy = K, and the part of the re-encryption key can be successfully decrypted
by querying to the decryption oracle only if the adversary successfully forge a signature

ForgedSignature = Sign(Kél), (rklo(l), rkil)7 rkél)7 rkél), rkgl)7 rkél)7 rkél)))

which is not possible, due to the security of one-time signature and the tight connection
between rkg(,l) and Kq(jl) as following:

Tkél) _ (hK’(’L)fS)SY)

Table 1. Feature Comparison

Scheme |CCA-security| W.R.0.|M.U.|C.R.|Conditional Share| Anonymity
6] No Yes | Yes | Yes Yes Yes
Our Yes Yes | Yes | Yes Yes Yes

3 Please refer [|16]) for this assumption.
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Table 2. Efficiency Comparison

Scheme Enc Check Reenc Dec Ciph-Len
1stCiph | 2ndCiph 1stCiph 2ndCiph
GAO7B [9] | 1t + 1te 2tp 2te + 2tp |Lte + 2tp|2te + 2t | 1|G| + 1|G7| | 2|G| + 1|Gr|
+2|m| + |id| +|m|
LZDT 10 [13] 5te 6t 6te 24t, 8tp, |13|G| + 1|Gr||4]G] + 1|G7|
WCWI10 [25] 5t At, 2t, 1te + 2t | 1te + 4t | 2|G] + 1|Gr] | 4|G| + 1G]
+|m| + |id] lid| + |m]
OursM te 4+ 2te |4t + 1t,| 4, + 3t 3t, |6t +4t. | 6|G1| +1]s| |5|G1| +1|Gr|
43t + 1ts| 4260 |43t + 1t +1tq |+1/SE| + |vk|| +1|SE|

4.2, Comparison

First we compare our scheme’s feature with Liang et al.’s in Table 1. In this table multi-
ple ciphertext receiver update denotes as M.U., con- ditional (data) share denotes as C.S.,
collusion resistance denotes as C.R., anonymity, and without random oracle denotes as
W.R.O.. From this table, we can see our scheme and Liang et al’s scheme simultane-
ously have many good properties, but Liang et al.’s scheme is not CCA-secure, which is
important for cloud storage.

Then we compare our scheme’s efficiency with other related scheme’s, the analysis
results can be seen in Table 2. Note here we do not compare our improved scheme with
Liang et al.’s scheme for the two schemes almost share the same efficiency, but their
scheme can not be CCA-secure while our scheme can. To be fair, we just compare one-
single hop of our scheme with the GAO7B scheme (the second scheme in GA07) 9], the
LZD™ 10 scheme [13]] and the WCW 10 [25] scheme, which are all CCA-secure identity
based proxy re-encryption schemes. Note in the performance evaluation analysis below,
we just compare the length of the ciphertext overhead, not including the plaintext length
in the total ciphertext length.

’ [ Je I itirnes
H [ 100times 4 [ 100times
251 ] 500times [—J500times [ 500times
[ 1 000times 7 I 1 000time: 35 I 1000times
2| 6 3
1 3 15
2 1
0.5]
1 0.5
Ll u Al N ol A ﬁﬂl
cams L T G i e oam T
Enc Check Reenc
Fig. 6. Encryption cost Fig. 7. Checking cost Fig. 8. Re-encryption cost

Notations: In Table[2] encryption is denoted as Enc, re-encryption is denoted as Reenc,
decryption is denoted as Dec, ciphertext is denoted as Ciph and ciphertext length is de-
noted as Ciph-Len, ¢,, t. and ¢,,. represent the computational cost of a pairing, a modular
exponentiation and a modular multi-exponentiation in G1, respectively in type-I bilinear

group(G; = Gy). t;, tl, t/e, and ¢/, represent the computational cost of a pairing, a mod-
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ular exponentiation in G;, a modular exponentiation in G and a multi-exponentiation
in Gy respectively in type-III bilinear group(Gy # Go). tse, tsq and tg, represent the
computational cost of once symmetric encryption, once symmetric decryption and once
symmetric checking decryption results’ validity. s and ¢, represent the computational
cost of a one-time signature signing and verification respectively. |G| and G| denote
the bit-length of an element in groups G and G respectively for type-I pairing, |G|,
|G2| and G| denotes the bit-length of an element in groups G1, G2 and Gt respectively
for type-III pairing. |SE| denotes the bit length of once symmetric encryption. Finally,
|vk| and |s| denote the bit length of the one-time signature’s public key and a one-time
signature respectively.

I tirmes I 1iimcs
35 [ 100times [ 100times
[_1500times 1oF []500times
3 I 1 000times I 1 000tirnes

time/my
time/my

J ,
05 —
0 el | ﬂ Hl (] ﬂ | =
GANTE LZD WCewW OURS GADTB LZD WCW QURS
Dec-1stCiph Dec-2ndCiph

Fig. 9. First level decryption cost Fig. 10. Second level decryption cost

To further demonstrate our schemes efficiency, we roughly evaluated our scheme’s
practical performance according to implementation in [ 1[]. We give the performance com-
parison results for GAO7B, LZD+, WCW and Our schemes in Fig. 6,7,8,9,10, 11, 12, ac-
cording to the efficiency benchmark of SS156 and BN256 groups [1]] implemented in the
highly efficient RELIC cryptographic toolkit version 0.4 [2](using the GMP library [12]
for big number operations and the default configuration options for prime field arithmetic
), measured on a standard workstation, which is 2.4GHz Intel Core i5 processor and 8GB
of RAM (1067MHz DDR3) running Mac OS X Lion version 10.7.5. We have neglected
some operations such as the computation cost of one-time symmetric encryption, one-time
symmetric decryption and one-time checking for the decryption results’ validity, one-time
signature and verification. From Fig. 6,7,8,9,10, we can see our scheme is the most effi-
cient scheme for encryption, checking, re-encryption, second-level ciphertext decryption
and first-level ciphertext decryption. From Fig. 11, 12, we can see our scheme is a little
inefficiency on the ciphertext length compared with some other schemes. Considering our
scheme have many interesting properties while others do not have, we think this is not an
essential shortcoming.

5. Review of the DFA-based FPRE Scheme

The definition and security model of DFA-based FPRE can be found in [[17]], here we just
review their scheme.
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Fig. 11. First level ciphertext length Fig. 12. Second level ciphertext length

1. Setup(1™, X): Choose g, go, 2, ho €r Gyp,, and o, k, a,b, Qend, Cena €Er L. Set
hstart = %', heng = g% and hy = ¢*. For each symbol 4 € X, choose
aas €Er Zj, and set hs = g®°. Choose a one-time signature scheme OT'S, a
one-time symmetric encryption scheme SYM = (SYM.Enc,SY M.Dec), and
two hash functions: H; : G — Z3 and Hy : Gy — {0,1}P°W(") The PP is
(e(g,9)%, 9,9, 90, 2, ho, Pstarts hend, hi, Yse shs, OT'S, SY M, Hy, Hs) along with
the descriptions of G and the alphabet Y. The M SK is (¢~ %, X3), where X3 is a
generator of G, .

2. KeyGen(MSK,M = (9, T, qo, F'):The description of M includes a set Q of states
o, ,q]o|—1 and a set of transitions 7" where each transition ¢ € 7T is a triple
(z,9,0) € Q x Q x X. q is designated as a unique start state and F' C Q is the set
of accept states. The algorithm chooses Do, D1, , Djg|-1 €R Gy, (associating
D, with ¢;), foreach t € T, it chooses r, €r Z}, Vg, € F it chooses rena, €Er Ziy,
and chooses a u € Z}. It also chooses Rgtart1, Rstart2s Rotarts, Be,1, Re 2, Ry 3,
Rend, 1> Rend,» €R Gp, and a 75440+ €R Z}. The algorithm constructs the key as
the follows. First it sets:

— T . _ Tstar
Kstartl - DO : (hstart) start . Rsta'r‘th Ksta'r‘tQ =g start . Rstart2a

Kstarts = 9" - Rstarts
Foreach t = (z,y,0) € T the algorithm sets:
Kign=D;' 2" Ry, Kio=g" Ri2,Ki3=D, (hs)" - Ry 3
For each ¢, € F' it computes:

- b\Tend, | ok

Kende =49 . Dz : (hend : ga )r da . g “. Rendmyla
r .

Kendmg =g ende . Rendr,z

Finally the key is

SK = (M, Ktart1, Kstare2, Kstares, Vt € T (K1, Ky 2, Ky 3),
VQJJ S F(Kendw,laKendI,QD

3. ReKeyGen(SKs,w):
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(a) Choose ay €r G, and v, €r Z}, (for Vg, € F)and setrk; = Kg;ﬁ?ﬁ, rko
KIS ok = KM vt € Tk = KMok = K5Y ek =
K5 W) gy € Frkena, , = K24 - b2y rkend, , = ngd(il - gP)

(b) Run rky < Encrypt(PP,w,y), and finally output
TkM—)w = (M7 Tkl; Tka Tk37 Tk4?
vt S T(rkt,lv rk‘t,% rkt,?))v va S F(Tkendm_l 5 rkendz,g))
4. Encrypt(PP,w, m): Choose sg, 51, - ,S1 €g Ly, run (ssk, svk) « KeyGen(1™)
and constructs C'T' as following. First set C,, = m - e(g,9)**, Cstart1 = Co1 =

9507 Csta7’t2 - (hstart)soa Csta?'t?) = (ggvkh0)507 fori = 1tolset Ci,l - gSia Ci,2 =
(A, )% 2%, finally set

C(endl = Cl,l = gsl ) Cend? = (hendgab)‘gl ) CendS = (hk)slv
Cend4 = Slgn(SSk, (wu Cm7 Cstarth Cstarth CstartSa (01,17 01,2)7 R
(Cendlv Cl,2)a Cend27 Oend3))-

The original ciphertext is

OT = (S'Uk, w, Cm7 Csta'r‘t1> CSta’l"tQa Cstart37 (01,17 01,2)7 Tty (Cl,la Cl,Z);
Cend27 Cend3; Cend4)

5. ReEnc(rky—w,CT):
(a) If

VeTify(35k7 (Cend47 (OJ, C’ma Cstartly CstartQa Cstart?n (Cl,la Cl,2)7 Ty,
(Cendla Cl,2); Cend2> CendB))) =1

and e(Cstartla ggvkhO) = e(g, CStartS)
proceeds; otherwise, output L.

(b) CT is associated with a string w = (w1, -+ ,w;) and the re-encryption key
Tk 1s associated witha DFA M = (Q, T, qo, F) where ACCEPT (M, w).
There must exist a sequence of [+1 states ug, u1, - - - , u; and [ transitions ¢1, - - - , ¢;
where ug = go and w; € Fand fori = 1,--- |1, we have t; = (u;—1,u;, w;) €

T, the proxy re-encrypts C'T" as follows.
i. If first computes Ag = e(Citart1; 7k1) €(Cstarta, Tha) ™t = e(g, Do)*0 M1 ®)
ii. For ¢ = 1 to [, it computes:

A=A 1-e(Cici1,mke; 1)e(Cia,rke, 2)-€(Cin,rke, 3) = 6(9»Dui)SiH1(y)

Since M accepts w, we have that u; = ¢, for some ¢, € F and A; =
e(g, Dy) 110,
iii. It sets
Aend - Al . e(Cendwvl 5 Tkendm,1)71 . e(cendmga Tkendmyg) ‘ e(cendmgv TkS)
= clg,g) ™)
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iv. The proxy sets C; = SYM.Enc(H3(9),£),Ca = Encrypt(PP,w',4),
where § €g Gt and & = (CT||Acnal|rks). It finally outputs the re-encrypted
ciphertext CF = (Cy, Cy).

6. Dec(SKy,CT): If

V@Tify(S’l)kJ7 (Cendéla (wa Cm7 Cstartl» Cstart27 Cstart?n (Cl,la 01,2)7
) (Cendla Cl,2)7 Cenan Cend?)))) =1

and e(Csiart1, 957 ho) = e(g, Cstarts) proceed; otherwise, output L. First compute

BO = e(Cstartla Kstartl)e(cstart27 Kstm"tQ)_l = 6(9, DO)SO

For ¢ = 1 to | compute
By =Bi_1e(Ci—11, K1) - e(Cia, K, 2) " e(Cit, Kty 3) = e(g, Du,)™

Since M accepts w, we have that u; = ¢, for some ¢, € F and B; = e(g, D,)*.
Finally compute

Bend = Bl . e(cende ) Kendw,l)_le<cendw,27Kendx,g) . e(Cendx,ga KstartS)

=e(g,9)*"

Cm
Bena®

and output the message m =
7. Dec(SK s, CR):
(a) Run 6 < Decrypt(SKpr, Cs), compute £ <— SY M.Dec(Hz(6),C1), where
£ = (CT||Acnal|rka).
(b) Run y < Decrypt(SKpr,rks), then compute Key = Ag}léy)il.
(C) Verlfy e(Cstartl ) ggvkho) - 6(97 CstartB)a Verlfy (svk, (Cend4a (W7 Cm7 Cstartla

?
Csta'r‘tQa Ostart?n (01,17 01,2)7 Tty (Cl,lv Cl,2)a Oend27 Cend?)))) = 1If the c€qua-
tions hold, proceed; otherwise, output L.
(d) Output the message m = C,,,/ Key.

6. Cryptanalysis of the CCA-secure DFA based FPRE Scheme

6.1. On the IND-CCA Property

Attack I Here we give the first attack on the IND-CCA property, which can be seen
in Figure 13. Note in this attack the delegator, delegatee and proxy are all uncorrupted.
The main strategy is the following: the adversary just modifies the re-encryption key to
be a valid ciphertext Csqck» then he queries this ciphertext to the decryption oracle to
get secret value y. Note here Cyyiqcr 1S N0t a derivative of C*. By using this value, he
can derive the delegator’s secret key and thus can easily find the plaintext corresponding
to C*, which breaks the IND-CCA property. Concretely, the attack can be described as
following:
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ID" = ID, (Uncorrupted) ID, (Uncorrupted)

[Dec,C"

=rk,]

A

[
> A
>
CT” Proxy
rky_,.-(Uncorrupted)

Fig. 13. Attack by querying the decryption oracle

1. Assume the challenge string is w* and the challenge original ciphertext is

*
CT = (svk,w » Cms Cstart1, Cstart2s Cstart3s (01,17 01,2)7 R
(Cl,la Cl72)7 Cend2a CendS; Cend4)

where Cm =my- e(g,g)asl,cstartl — CO,I — gso’ Cstart2 = (hstart)SO7 Osta'r‘tB =
(95"%ho)®o, fori = 1to I set Ci 1 = g%, C o = (hyr)*i 2%, set

Oendl = C1l,1 = gSlaCendQ = (hendgab)SlaOencB = (hk)sla
C'end4 = Slgn(53k7 (W*7 Cma Cstarth Cstart27 Cstart?n (C].,l, 0172)7
- (Cena1, Cr2), Cenaz, Cenas))-

. The adversary first queries the re-encryption key generation oracle with input w*, and

the re-encryption key oracle runs as following:

(a) Choose ay €g Gr, and v, € Z% (for Vg, € F) and setrky = Kg;,(ﬂ, Tk =
KW ke = KN vt € Tk = KW vk = K5WY ik =

start2 start3?
Kf?,l(y)>s Vay € F(rkend, , = ngld(j)l “hepasThend, 2 = ngii(f)z “9"")
(b) Run rky + Encrypt(PP,w*,y), and finally output

TkM%w = (M, Tkl, TkQa ’I”kg, Tk4,
vt € T(Tkt,la Tkt,Qa Tkt,B)anac € F('rkende y Tkendmyz))-

. Now the adversary can extract a valid ciphertext from this re-encryption key, which
is rky < Encrypt(PP,w*,y) This ciphertext has exactly the same structure as the
original level ciphertext!

. The adversary query this ciphertext to the original level ciphertext decryption oracle
with SK -, where M’ accept w, and he will get y. Note here the adversary does not
need to corrupt the delegatee, he just uses his decryption oracle!
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5. After obtaining y, the adversary can easily compute the partial private key, which is
enough to decrypt the challenge original level ciphertext:

1 1 1
Hy(y) Hi(y) Hi(y)
Kstartl - Tk1 1 7Kstart2 - TkQ e aKstaTt3 = Tkl B 3

_1 _1 _1
Vte T(Keq =1k 1Y Ko =1k/s" K5 =1k/3"),
1 1
Vax Hq(y) — e\ Hy (y)
ng; € F(FKendz,1 = (rke’ﬂdz,l/hend) M), FKendz,z - (Tkendz,z/gvm)Hl(y))

6. He decrypts the challenge ciphertext as following: First compute
By = e(Cstart1; Kstart1)e(Cstart2, Kstart2) ™" = e(g, Do)
For i = 1 to [ compute
Bi = Bi_1e(Ci_11, K4, 1) - e(Cin, Ky, 2) ' - e(Cin, Ky, 3) = e(g, Du, )

Since M accepts w*, we have that u; = ¢, for some ¢, € F and B; = e(g, D,)"".
Finally compute

Bend = Bl : e(CendIJy (FKendzﬁl))_le(Cendz’gv
FKendxyg) : e(Cendwyga Kstart?))

= e(g,9)™"
and output the message m;, = BC e

In this way, the adversary can easily break the IND-CCA security.

(Uncorrupted) (Uncorrupted)

- y oo -
y 5 y
&
. ; [Dec,C} =rk,]
Yy

A

A

vy

c’ Proxy c
rk,

Moo

Fig. 14. Another attack by querying the decryption oracle

Attack II Here we give the second attack on the IND-CCA property, which can be seen
in Figure 14. Note in this attack the delegator, delegatee and proxy are all uncorrupted.
The main strategy is similar as the first attack except the adversary modifies the challenge
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ciphertext to two valid ciphertexts. Concretely, the adversary first just modifies the re-
encrypted challenge ciphertext C* to be another ciphertext C},, . . and C2,, . which are
valid original ciphertexts , then he queries this ciphertext to the decryption oracle to get
secret value . By using this secret value, he can derive the delegator’s secret key and thus
can easy find the plaintext corresponding to C'*, which breaks the IND-CCA property. For

this attack is similar with Attack I, here we omit the details.

7. Our improved DFA-FPRE scheme

Our main idea is to modify the encryption algorithm used in the re-encryption process to
be another one, which is not the same as the encryption algorithm used for second level
ciphertext generation.

1. Setup(1™, X): Choose g, go, 2, ho €r Gyp,, and a, k, a,b, Qend, Cena €Er L. Set

’

hstart = g%<ta7t, heng = g“¢ and hy = g*, | h}, = ¢g* | For each symbol § €

X, choose a a5 € Zj, and set hs = g*°. Choose a one-time signature scheme
OT'S, a one-time symmetric encryption scheme SY M = (SY M.Enc, SY M.Dec),
and two hash functions: Hy : Gy — Z% and Hy : Gy — {0, 1}p°ly("). The PP
is {e(9,9)* 9.9, 90, 2, ho, histart; hend, b, Vseshs, OTS, SY M, Hy, Hy} along
with the descriptions of G and the alphabet X. The M SK is (g~“, X3), where X3 is
a generator of G, .

2. KeyGen(MSK,M = (Q,T,qo, F)):The description of M includes a set Q of states
o, ,q|o]—1 and a set of transitions 7 where each transition ¢ € T is a triple
(z,y,0) € Q x Q x X. q is designated as a unique start state and £ C Q is the set
of accept states. The algorithm chooses Dy, D1, - -+ , D|g|—1 €r Gy, (associating D;
with ¢;), foreacht € T, itchooses r; €r Z};, Vg, € F itchooses ¢4, €r Z}y, and
choosesau €g Z};. Italso chooses Rgiart1, Rstart2s Rstartszs Be,1, Ri 2, Re 3, Rend,,
Rena, , €r Gy, and a rsiqrt €r Zyy. The algorithm constructs the key as the fol-
lows. First it sets:

Kstartt = Do (Rstart)™ "™ Rstart1, Kstart2 = 97" Rstart2, Kstarts = 9" Rstarts-
Foreach t = (z,y,0) € T the algorithm sets:

K1 = D;1 2" Ry, Ko =9"" Ry, Ki3=Dy-(hs)™ - Ry3,
For each ¢, € F' it computes:

k/’endw,l = g_a - D, - (hend . gab)rendm .gku

. Rendm,l 3 Kendw,z = gTendw ' Rendm,Q
Finally the key is

SK = (M7 Kstartla KsmrtZa Kstart37Vt S T(Kt,laKt,2a Kt,?;)a
VQw € F(Kendz,laKendw,z)

3. ReKeyGen(SK s, w):
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(a) Choose ay €r G, and v, €r Z}, (for Vg, € F)and setrk; = Kg;ﬁ?ﬁ, rko
KIS ok = KM vt € Tk = KMok = K5Y ek =
K3 ") V40 € Flrkend, s = Koy - Wy thend, o = Kipig” - 9°)

(b) Run’ rky <+ Encrypt' (PP,w,y) ‘, and finally output rk s, = (M, rky, rks, rk3,

rky, Yt € T (rka, vk 2,7k 3),Vqe € F(rkend, ;> Tkend, ,))- Here the Encrypt’
(PP,w,y) algorithm runs as following: Choose sg, s1,- - , s €r Z%, run

(ssk, svk) < KeyGen(1™)

and constructs C'T" as following. First set C,,, = m-e(g, §)**, Cstart1 = Coq =
9%, Cstartz = (Pstart)*®; Cstarts = (ggvkho)sga fori = 1tolset (s =
9%, C;.0 = (hy, )% 251, finally set

Cenat = C11 = g, Cenaz = (henag™)™, Cenas = (hx)*", Conas = (h})"

Cenas = Sign (ssk, (w, Cim, Cstart1, Cstart2, Cstarts; (C1,1,C12), -+, (Cend1, Cr2)s Cendzs Cendss Cenda)) ‘

The ciphertext is
CT = (SU]C,(U, Oma Cstm’tlv Cstart27 Cstart37 (01,17 01,2)3 Tty (Cl,la Cl,2)7
CendQ; Cend37 Cend47 Cend5)

4. Encrypt(PP,w, m): Choose sg, s1, -+ , S| Eg LY, run (ssk, svk) < KeyGen(1™)
and constructs C'T" as following. First set C,,, = m - e(g,9)**", Cstart1 = Co,1 =
9307 Cstart? = (hstart)soy Cstart3 = (g(é)wkhO)sOa fori = 1tolset Ci,l = gSi7 Ci,Z =
(huw,; )% 2%, finally set

Cendl = Cl,l = gSlaCend2 = (hendgab>3l 5 CendS = (hk>sl
Cend4 = Szgn(SSk; (w; Cma Cstarth CstartZa Csta'rtB; (Cl,la 01,2)7 ]
(Cendh Cl,2)a Cend27 Cend3))

The original ciphertext is

CT = (S'Ukj, w, sz Cstart1> Cstart2; Cstart37 (Cl,]., Cl,2>7 Ty (Cl717 Cl,Q);
Cend27 CendSa Cend4)

5. ReEnc(rky—w,CT):
(a) If

Verify(ssk, (Cend47 (M Cms Cstart1, Cstart2, Cstarts, (Cl,la 01,2), Tty
(Cend17 Cl,2); Cend27 Cend?)))) =1

and e(Citart1, 95°%ho) = (g, Csiart3) proceeds; otherwise, output L.

(b) CT is associated with a string w = (wi,--- ,w;) and the re-encryption key
rkpr—. is associated witha DFA M = (Q, T, qo, F) where ACCEPT (M, w).
There must exist a sequence of [+1 states ug, u1, - - - , u; and [ transitions ¢1, - - - , ;
where ug = qo and u; € F and fori = 1,--- |1, we have t; = (u;_1,u;,w;) €

T, the proxy re-encrypts C'T" as follows.
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i. If first computes Ay = e(Citart1, 7k1) €(Cotarta, Tha) ™! = e(g, Do)*0 1 W)
ii. For¢ = 1to [, it computes:
Ai =Ai1-e(Cim11,7ke 1) - e(Cio, ke, 2) - €(Ci, ke, 3)
— e(g,Du.)SiHl(y)

Since M accepts w, we have that u; = ¢, for some ¢, € F and A; =
e(g, Dy) ",
iii. It sets
Aend = Al . e(CendI,lvrkendzyl)_l : e(CendI,w Tkendx’g) . e<CendI’37 Tk?:)
_ e(g,g)aslHl(y)

iv. The proxy sets C; = SYM.Enc(H3(9),£),Ca = Encrypt(PP,w',0),
where § €g Gt and & = (CT||Acnal|rks). It finally outputs the re-encrypted
ciphertext CF = (Cy, Cy).

6. DeC(SK]y[, CT) If

Ve?"ify(svka (Oend47 (w7 Oma Ostartla CstartQa Csturt37 (Cl,la 01,2), Tty
(Cendla 0172), Cend27 Cend?:))) =1

and e(Citare1, g5°%ho) = e(g, Cstare3) proceed; otherwise, output L. First compute
BO - e(cstartla Kstartl)e(cstart27KstartQ)_l - e(gy DO)SU~ For i = 1to [ com-
pute B; = B;_1e(Ci—11, Ky, 1) - e(Cia, Ky, 2) 7t - e(Ci1, Ky, 3) = elg, Dy,)*.
Since M accepts w, we have that u; = ¢, for some ¢, € F and B; = e(g, D,)"".
Finally compute

Bend = Bl : e(Cendzyl ) Kendzvl)ile(cendmrgaKendzg) : e(cendz,y KstartS)
=e(g,9)""

and output the message m =
7. Dec(SKy, CF):
(a) Run 6 < Decrypt(SKps, Cq), compute £ <— SY M.Dec(Hz(6),C1), where
f = (CT||AendH7’k4)

(b) Run ’ y « Decrypt' (SKpr,rks) ‘, then compute Key = A

Cm
Bena

Hi(y)~"

M) while

Decrypt' (SK s, rky)
runs as following If

VeTify(S’Uk, (Cendf’)a (w, Cm7 Ostartl; CstartZa Cstartb’a (Cl,la Cl,2)7 Tty
(Ce'ndh Cl,2)a Cend27 Cend37 Cend4))) =1

and e(Cystart1, 957 ho) = e(g, Cstarts) proceed; otherwise, output L. First com-
pute By = e(CstarthKstartl)e(cstarﬂaKstartQ)il = G(Q,Do)so- For: =1
to [ Compute Bz = Bi—le(ci—l,laKti,l) . 6(Ci,2aKt7;,2)71 . e(ci,laKt,;,S) =
e(g, Dy,)%. Since M accepts w, we have that u; = g, for some ¢, € F and
B, = e(g, Dw)sl . Finally compute B.,,q = B; '€(Cendw,1 , Kendwyl)_le(cendw,y
Kena, ») - €(Cend, 55 Kstarts) = €(g, g)**" and output the message m = BC—’"

end
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(C) Veflfy e(Cstarth gbwkho) = 6(9, Csta'rtS)’ Verlfy

(S’Uk, (Cend47 (w7 Cm; Ostartla Csta,rtQa Cstart37 (Cl,la 0172); Ty (Cl,h Cl,2)7
Cenan CendS))) ; 1

If the equations hold, proceed; otherwise, output L.
(d) Output the message m = C.,,/ Key.

Theorem 2. Suppose Liang et al’s original scheme is IND-CPA secure, SYM is a CCA-
secure symmetric encryption, OTS is a strongly existential unforgeable one-time signature
and Hy, Hy are TCR hash functions, our DFA-based FPRE system is IND-CCA secure in
the standard model.

Proof. Here we just give the roughly security proof. For we just modify Liang et al.’s
scheme on the RekeyGen algorithm used in the re-encryption key generation process, and
the corresponding Decrypt algorithm. And other algorithms are the same as the original
scheme, thus the security proof is almost the same as Liang et al’s proof.

But there is a crucial difference, in our scheme

rky < Encrypt' (PP, w,vy)

and

Cenar = Ci,1 = ¢*, Cendz = (henag™)™, Cenas = (hi)™, Cenas = (h},)*

Cends = Sign (ssk, (w, Cm, Cstart1, Cstart2, Cstart3, (C1,15,C12), - -+ 5 (Cenar, Cr2); Cendzs Cenass Cenda)) ‘

which has not the same structure as the ciphertexts outputted by the Encrypt algorithm

Cendl - Cl,l = gSlacendQ = (hendgab)Sl;CendS = (hk)sl
Cenas = Sign(SSka (W’ Cm, Cstart1, Cstart2, Cstarts, (01,1, 01,2)7 Tty (Cendlv Cl,Q)a
Cend27 Cend?)))

that means, part of the re-encryption key can not be used to recover y by querying to the
decryption oracle. Thus the above described attack can not be launched.

8. Conclusion

In this paper, we show two recently proposed proxy re-encryption schemes are not chosen
ciphertext secure, the reason why their schemes can not be CCA secure is that the adver-
sary can easily extract valid original level ciphertext from the re-encryption keys or the
re-encrypted ciphertexts, while these extracted ciphertexts are not the challenge original
level ciphertexts, neither the derivatives of challenge ciphertexts. We also propose a new
CCA-secure AMH-IBCPRE and a CCA-secure DFA-based FPRE system and roughly
analysis their security.
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