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Abstract. Intent Based Networking (IBN) is a promising approach for automating
and managing large and complex networks. Integrating Voice-enabled Virtual As-
sistants (VVAs) with IBN and Software Defined Networking (SDN) has improved
network management efficiency and flexibility. However, there is still room for opti-
mization improvement in installing intents in industrial scenarios. Network Orches-
tration Automation plays an important role within the Beyond 5G and 6G Networks,
considering existing practices for orchestrating 5G Network Functions. This work
presents an extended preliminary architecture for a voice-enabled IBN system called
VINIA for industrial network automation. The new approach allows the configura-
tion of more network assets (e.g., 5G networks), leveraging Network Orchestrators
and Network Slice Managers, thus improving the system’s capabilities. The results
provide insights into this solution’s potential benefits and limitations to enhance the
automation of industrial networks’ management and orchestration procedures.

Keywords: Intent, Intent-driven Management Service, Network Slicing, Industrial
Virtual Voice Assistant

1. Introduction

A novel method for managing networks called Intent Based Networking (IBN) is gain-
ing popularity due to its ability to automate and streamline the setup and maintenance
of complex networks. IBN is especially well-suited for industrial scenarios with high
dependability, security, and real-time performance demands. It is a desirable solution
when traditional network management techniques can be time-consuming, error-prone,
and challenging to scale [1]. One of the critical components of IBN are the Network Or-
chestrators (NOs), software systems that automate the configuration and management of
devices based on high-level business objectives and policies [2].

Integrating Voice-enabled Virtual Assistants (VVAs) provides enhanced capabilities
to IBN-based systems in industrial scenarios. VVAs allow skillful network administrators

* This work is an extension of the paper presented in the INISTA 2022 conference: R. Barbosa and M. Araujo,
” Al-driven Human-centric Control Interfaces for Industry 4.0 with Role-based Access”,2022 International
Conference on INnovations in Intelligent SysTems and Applications (INISTA), Biarritz, France, 2022, pp.
1-6, doi: 10.1109/INISTA55318.2022.9894247
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and not-so-familiar users to interact with the network using speech, providing a more in-
tuitive and user-friendly interface for managing the network. VVA can enhance overall
efficiency and reduce human error in network management. Studies show the importance
of adopting VVAs and IBN for Human-AlI collaboration in Information and Communica-
tion Technology (ICT) supply chains [3,4].

The integration of VVAs and IBN with Software Defined Networking (SDN) has been
the subject of recent research in industrial network automation. Our previous work [5] ex-
plored the potential of using VVAs to simplify installing intents in industrial network sce-
narios. However, the work only considered the applications using SDN controllers as the
primary network orchestration tool. In this extension paper, we aim to broaden the scope
of our previous study by exploring the NOs/Network Slice Managers (NSMs) landscape,
considering the requirements for 6G networks regarding Network Management and Or-
chestration Automation [6-9], and the current standard development organization’s spec-
ifications and research. For that purpose, an analysis of the current NOs/NSMs is done,
inferring the capability of these platforms to instantiate and control industrial networks
more efficiently. As an outcome of this analysis, we present a new architecture for VINIA
capable of efficiently orchestrating an industrial network through voice intents. This study
is part of the work being developed in the project 6G BRAINS?: Bringing Reinforcement
learning Into Radio Light Network for Massive Connections. Developing automation so-
lutions for 6G Networks, leveraging AI/ML, and using Intent-based management by de-
sign is an important project requirement [10].

The rest of the document is structured as follows. In section 2, a study of relevant
works on the topics covered in the paper is done. In section 3, we present the solution
design given previously [5], extending the information about its implementation and re-
sults. Moreover, in this section, we draw some conclusions about state of the art and the
drawbacks of the previous architecture to propose a more generic voice-enabled IBN sys-
tem architecture that can interact with different types of SDN and Network Functions
Virtualization Management and Orchestration (NFV MANO) systems. Finally, section 4
concludes and draws directions for future works.

2. Related Work

This section will review related work in speech recognition systems, IBN, and network
management/orchestration to provide a foundation for our new architecture, considering
current research and standardization efforts.

2.1. Speech recognition systems

Natural language access control policies can be unstructured and ambiguous; consequently,
they cannot be directly implemented in an access control mechanism. In [11], a method-
ology is used to tackle this issue by applying linguistic analysis to parse natural language
documents and annotate words to identify whether semantic arguments can be inferred
from a given sentence. The authors claim that this methodology obtained results that can
effectively identify access control policies with a precision of 79%.

3 6G BRAINS is an H2020 research and innovation action supported by the European Commission Horizon
2020 Programme under grant agreement number 101017226
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Due to the massive policy scale and the number of access control entities in open
distributed information systems available in Industry 4.0 systems, existing management
decision engines for access authorization suffer from performance bottlenecks. Several
solutions have been proposed to overcome bottlenecks. In [12], a permission decision
engine scheme based on a random forest algorithm to construct a vector decision classifier
is presented, for which the authors claim to have achieved a permission decision accuracy
of around 92.6%. In [13], a method for improving the policy decision performance by
eliminating conflicts is proposed, but with poor improvement in the performance. [14]
offers a k-means clustering on the access control policy set, concluding that the order of
the policies in the policy set significantly impacts the permission decision efficiency. [15]
proposes a permission decision optimization method based on two tree structures: match
tree and combination tree. The match tree uses a binary search algorithm to search for
the policy matching the access request rapidly. The combination tree evaluates the access
request based on the matching procedure. In [16], the authors propose a methodology to
generate sets of realistic synthetic natural language access control policies to overcome
the constraints due to the lack of appropriate data.

The previous text discusses challenges and solutions related to natural language ac-
cess control policies in access authorization for different information systems. It inves-
tigates methods that use linguistic analysis to understand and interpret natural language,
highlighting the importance of efficient policy decision engines in Industry 4.0’s open-
distributed systems. Building upon this understanding, the following discussion intro-
duces three distinct frameworks, SUSI AI* SEPIA Framework >, and Mycroft
AT, contributing to the advancement of VVAs. These technologies offer innovative so-
lutions for enhancing user interaction through voice and natural language while enabling
the customization and control of the assistant’s functionalities.

SUSI AT is an open-source VVA capable of interacting with the user through voice,
using a Application Programming Interface (API). This VVA allows us to add more fea-
tures to give the user greater control, allowing us to add, edit and remove skills. This
type of VVA supports Linux, Android, and iOS and can be integrated with speakers and
vehicles. It also allows the transformation of the user’s data into JSON format and manip-
ulation according to the user’s intention.

SEPIA Framework means server-based, extensible, personal, and intelligent assis-
tant with a Java server and a client that can run on various Android, i0OS, Windows, Linux,
and Mac platforms. The server is based on the REST architecture, and the clients use the
HTTP protocol to communicate. Understanding natural language, dialogue management,
and intention is done on the server. The client handles speech recognition and converts the
voice into text, sending it to a SEPIA server to interpret and present the result to the user
through text, which can be in JSON. Like the previously spoken technologies, SEPIA and
the services already implemented allow us to create our commands.

The most relevant of the VVAs studied was Mycroft AI. This open-source VVA
allows modifying, creating, and viewing code, enabling users to control the system. This
type of VVA can be found on various systems, from Raspberry Pi, Windows, Android, and
Mac. Besides these platforms, there are dedicated devices, Mark 1 and Mark 2. Mycroft

4 SUSI Al[online] Available at: https:/github.com/fossasia/susi_server
5 SEPIA Framework.[online] Available at: https:/sepia-framework.github.io/
6 Mycroft AL [Online]. Available: https:/mycroft.ai/
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works by intents, once awakened, the user expresses the intention to the system, and it tries
to interpret the intention and find the appropriate Skill. These abilities can be installed or
removed by users and can be easily updated to expand functionality. In addition to these
advantages, Mycroft has the particularity of transforming the user’s request into JSON
format, which is useful for implementing it on the system.

2.2. Intent Based Networking Management

An intent is a type of policy that expresses objectives without mentioning how they are
implemented and can be considered [17]: Portable as it can be moved between the dif-
ferent controller and network implementations and remain valid; Abstract as it must not
contain any details of a specific network.

Intents are like a set of rules and services that define the criteria for access and re-
source use. Each rule is composed of a set of conditions and actions. The first set defines
when the rule is applicable, and as soon as it is active, it generates a set of actions to be im-
plemented. Policies Based Networking Management works as a manager that separates
the rules that control the system from its functionality. As a result, this system reduces
maintenance costs and improves run-time flexibility. The research currently being per-
formed into Beyond 5G/6G Networks validates the interest in this concept [18-20, 7]. We
have focused on studying the application of intents in two different technologies: SDN
and NFV MANO.

Intent-Based Networking Management in SDN Research work by the author Vijay
Varadharajan [21] explores an architecture based on policies in SDN context using the
ONOS controller. This architecture is run on the SDN controller as an application. The
policy servers connected to the respective controller have five main components: Reposi-
tories, Policy Managers, Policy Evaluation Engine, Policy Enforcer, and Handle Creator.
In Machado’s work [22], the author introduces a policy authorization framework for SDN
using a high-level language. This study focuses on policies targetting Quality of Ser-
vice (QoS). By interpreting Service Level Agreements (SLAs), the system extracts Ser-
vice Level Objectives (SLOs), which are considered requirements for assessing the net-
work’s performance. Douglas Comer and Adib Rastegarnia presented a framework, Open
Software Defined Framework (OSDF) [23], which offers a high-level API that allows
network users to configure and monitor the network to provide QoS. In addition, OSDF
has mechanisms to analyze conflicts between policies to prevent two or more policies
from conflicting when applied to the same targets. This framework’s architecture consists
of four components: Policy Storage Module, Policy Conflict Detection Module, Policy
Parser Module, and High-level network operation services. The main focus of this study
was the analysis of conflicts since it is essential to maintain the excellent performance of
the networks.

Intent-Based Networking Management in ETSI MANO Platforms This work focuses
on transitioning from a standalone SDN solution implemented in the previous work, aug-
menting it with capabilities to control End-to-End (E2E) NOs like ONAP’ or OSMS.

7 ONAP.[online] Available at: https://www.onap.org/
8 OSM.[online] Available at:https://osm.etsi.org/
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These orchestrators bring several benefits to organizations managing complex networks:
Improved Scalability, Enhanced Automation, Centralized Management, Increased Flexi-
bility, and Improved Security.

ONAP supports Intents and can perform operations for quickly deploying an E2E
Network that entails SG Core and RAN Network Functions. Moreover, the platform al-
lows for automatic operations through the closed-loop automation associated with effi-
cient monitoring of resources. However, the complexity of this orchestrator limits its use,
especially if the required computing resources aren’t available.

OSM, an Open Source alternative developed by the European Telecommunications
Standards Institute (ETSI), isn’t capable of the same features, as it is a less complex/able
NSM. However, since it is also a NO compliant with ETSTI MANO Architecture, its adop-
tion in European-funded projects (mainly Horizon programmes) is relevant. Several so-
lutions build on top of OSM to automate the Network Management and Orchestration
procedures [20,24-27] due to its simplicity and low computing resources requirement.
Moreover, in the ETSI OSM-hosted Hackfests Ecosystem Days, several demos of work
unpublished/unreferenced in the literature are performed °.

Telecom organizations can increase their networks’ effectiveness and dependability
while lowering operational expenses and enhancing security, augmenting existing SDN
solutions with up-to-date NOs. NOs can deal with the requirements of contemporary net-
works, whether you are in charge of a sizable enterprise network or a network that sup-
ports vital infrastructure. The trend moves to more autonomous networks also brought
new requirements to NOs, like the ability to manage E2E Network Slices. This led exis-
tent NOs to gain Network Slice Management capabilities [28, 29].

Standard Development Organizations Specifications and Research Automating pro-
cedures related to communication service configuration has been a research topic for sev-
eral years. The need for specialized people to configure the network stacks has become a
point of failure for both Communication Service Providers (CSPs) and Network Opera-
tors (NOPs) [30-32]. This has led the Telecommunication Industry to devise solutions to
this problem. The 3rd Generation Partnership Project (3GPP) has been developing some
research on Intent driven Management Service (Intent driven MnS) for mobile networks
in the scope of the Technical Report (TR) 28.812 [33]. This effort, part of 3GPP release
17, offers an overview of the business requirements for adopting intents at different roles
of the Telecom Vertical Industry. The document aligns with the recent works developed in
the area of 5G, which capitalize on the concept of Network Slicing, a characteristic and a
requirement of the architecture of 5G networks. The concept of management of Network
Slices is one of the key points that mostly influences the TR. Specifically, 3GPP estab-
lishes that one or more Network Slices can deliver each Communication Service (CS).
Starting from this concept, the definition for an Intent driven MnS specifies that it is a
Service whose capabilities can be defined and managed via an Intent. 3GPP specified the
consumers of the Intent as the CSP or Communication Service Consumer (CSC) building
on top of the Network Slicing as a Service (NSaaS) concept defined in [34], allowing
the CSP to provide management services to the CSC. This new paradigm part defined in
3GPP release 15 allows managing the resources associated with that slice. In the case of

9 As an example, in the OSM-MR10, the author of [24] presented a Demo called Vertical’s intent evolution at
service runtime driving vCDN automated scaling
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a Intent driven MnS, the CSC needs to know a service’s characteristics without knowing
the Network Slice’s components. The 3GPP also specifies how CSP and NOPs can also
leverage the use of Intents for the management of the Network Slices/Infrastructure in
their domains. 3GPP’s TR 28.812 also presents how closed-loop mechanisms can be used
to automate tasks leveraging the Intent for effortless control of the CS to be provided to
the CSC. It’s important to reiterate that an intent specifies the CSC’s objective, detailing
the expected characteristics.

While the 3GPP has focused mainly on research that builds on the most recent ad-
vancements/needs of mobile networks, other Standard Development Organizations (SDOs)
proposed using Intent for other use cases. TeleManagement Forum (TM Forum) intro-
duced Intents in the scope of the Autonomous Networks project, which has created doc-
uments that detail the technical and business characteristics of an Autonomous Network
[35-38]. The Introductory Guides of this organization explain the importance of this tech-
nology to different Vertical Industries [35, 39]. These documents facilitate understanding
of the concept by people unfamiliar with network management and orchestration.

Other relevant research related to IBN can be visualized in Table 1.

Table 1. Description of IBN architecture scope and related works

Platforms Functions / Features References
Service model and orchestration |[40],[41],[42]
SDN Monitoring and resource exposure | [43], [44]

Intent deployment and configuration [45]
Network orchestration [46]
Service model and orchestration [47]
NFV |Intent deployment and configuration [45]
Network orchestration [48]

2.3. Summary

While existing speech recognition systems and intent-based networking management ap-
proaches have made significant strides, notable gaps and limitations still require attention.

One major limitation in speech recognition systems is handling highly unstructured
and ambiguous natural language access control policies. While methods like linguistic
analysis have been proposed to parse and annotate words in natural language documents,
achieving high precision in identifying access control policies remains challenging. The
existing decision engines for access authorization may suffer from performance bottle-
necks due to the massive policy scale and the number of access control entities in open
distributed information systems. There’s room for innovation focused on the bottlenecks,
improving decision accuracy, and performance enhancement.

Regarding IBN management, existing implementations in SDN and Network Func-
tions Virtualization (NFV) platforms have shown promise but face limitations. In SDN,
while architectures based on policies have been explored, analyzing conflicts between
policies remains a critical challenge to maintaining network performance. Furthermore,
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SDN solutions implemented with specific controllers may lack the scalability and flexibil-
ity needed to handle complex networks effectively. However, NFV platforms and NSMs
have different capabilities and complexities, leading to trade-offs in their adoption. ONAP
supports Intents and can automate E2E network deployment, but its complexity may hin-
der its use, particularly in resource-constrained environments. OSM is more suitable for
specific scenarios due to its simplicity and lower computing resource requirements, mak-
ing it the NSM of choice in EU-funded research projects. However, its capabilities may
not match those of ONAP.

The heterogeneity of solutions and the significant gaps and limitations analyzed led
us to our architecture proposal. Using a similar approach to the one proposed by Sli-
MANO [20], where it interfaces with NFV MANO platforms like ONAP and OSM to en-
hance scalability, automation, and centralized management while enabling Intent-Driven
Mobile Network Slices. Moreover, running on top of both orchestrators creates a more
efficient, flexible, and effective network management system that can handle the require-
ments of contemporary networks, including those of 6G Networks. VINIA architecture’s
focus on Intent-Driven Mobile Network Slices aligns with the ongoing research efforts
in 3GPP, emphasizing the importance of managing Network Slices in meeting specific
Communication Service requirements. Additionally, the architecture aims to overcome
the trade-offs between different approaches by integrating diverse capabilities from both
ONAP and OSM, offering telecom organizations more options for effectively managing
their networks while considering resource constraints and complexity. Combining VVAs
with Intent-Based Networking in the proposed architecture also simplifies and facilitates
intent installation, further enhancing network management.

3. System Design

This chapter will present the VINIA system, detailing the characteristics and respective
descriptions, system workflow, and architectures. The system is divided into two com-
ponents; the first is responsible for identifying the user, and the second implements the
user’s intention after the permissions validation.

3.1. Speech recognition system

This section outlines the design and characteristics of the system for successful develop-
ment. The system employs pre-trained voice recognition models to identify users. User
recognition is divided into training and test phases, differing mainly in the data processing
step. The training phase involves data sent to modeling algorithms for training, while the
test phase employs an already trained model for data classification. To provide an in-depth
understanding of both phases and highlight their shared components, Figure 1 illustrates
a detailed workflow.

1. Data collection-This is the initial process of collecting user information, namely the
number of speeches they have and a list corresponding to the speeches’ directories.

2. Processing phase-After loading the speech file, four approaches are applied: a) Trim-
ming; b) Optionally, and if necessary, Data Augmentation; c¢) Feature Extraction; d)
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Fig. 1. VINIA’s Speaker Recognition System: Workflow

Depending on the used algorithm, Multilayer Perceptron (MLP) or Linear Discrimi-
nant Analysis (LDA), optionally, we can split the Dataset in two: Data Training and
Data Validation

3. Modelling or testing-We can follow two approaches, one for the modeling where the
model is trained for future identification of users or for the pre-trained model where
the data will be classified, that is, training and testing phases, respectively.

Regarding data construction (processing), we apply Trim, Data Augmentation, Fea-
ture Extraction, Data Scaling, and Split Data. We use Neural Network- MLP and LDA
for modeling. Our choice of employing the MLP and LDA as our primary modeling tech-
niques is based on their ample amount of work employing such techniques [49—-53]. Our
selection of MLP for modeling plays a pivotal role in our approach for several compelling
reasons:

— It’s a universal approximator, meaning it can effectively capture complex relation-
ships within our data. This is of paramount importance when dealing with diverse
and intricate audio data;

— In audio processing, extracting salient features may not be obvious to the human ear
but can be efficiently identified by the model. The MLP empowers our system to
uncover and use these data patterns;

— Complex tasks such as audio-based user identification using deep neural networks,
including MLPs with multiple layers, require this method;
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While the MLP constitutes the primary workhorse of our modeling approach, we have
also complemented it with LDA for the following reasons:

— Discriminative Analysis: LDA is a proven technique for enhancing the separability of
classes in data. This is particularly useful in user identification, where distinguishing
between different users is a core objective;

— Dimensionality Reduction: LDA provides an avenue for dimensionality reduction,
crucial in simplifying complex data while retaining essential discriminative informa-
tion;

In conclusion, combining the MLP and LDA offers a balanced and comprehensive mod-
eling approach. Together, these models qualify our system to effectively construct and
process data for robust user identification, ensuring the accurate recognition of users even
from complex audio data.

In the context of speech signal processing, it is crucial to discuss several key aspects
involved in data construction, as these components lay the foundation for successful user
identification models. These aspects include data trimming, data augmentation, feature
extraction, and data scaling. Each plays a unique role in preparing the data for model
training, ensuring that the system can effectively handle a wide range of scenarios. The
data trimming process is designed to remove silent portions of an audio signal, particu-
larly segments without speech. By eliminating these silent intervals, the overall duration
of the speech signal is impacted. The method involves setting a threshold to identify si-
lence zones, therefore segmenting the audio where the sound falls below 20 decibels.
These identified areas are then labeled as silent zones, indicating the absence of speech.
In machine learning, insufficient data for training models is a prevalent issue, especially
when dealing with small datasets. To address this challenge, various data augmentation
techniques can be employed, tailored to the specific nature of the data at hand. Data aug-
mentation involves generating additional data artificially from the existing dataset. It is
an optional process that is selectively employed based on the specific data requirements.
When working with voice signals, which is our focus in this study, data augmentation
techniques aim to create additional voice samples that expand the dataset. Common ap-
proaches for voice data augmentation include injecting noise and modifying pitch and
speed. However, due to the context of voice recognition and the need to preserve the es-
sential voice characteristics, the primary technique used here is noise injection. In this pro-
cess, the original voice signal is analyzed to calculate its speech duration. Subsequently,
artificial noise is generated and integrated into the original signal, effectively duplicat-
ing the data. This augmentation technique enhances the robustness and generalization of
machine learning models trained on limited voice data. Feature extraction plays a pivotal
role in voice signal processing, enabling the extraction of essential characteristics from
the voice data. Features, in the context of voice signals, represent distinctive attributes
that are crucial for voice analysis. These features can be broadly categorized into two
types: temporal (time-domain features) and spectral (frequency-based features). Tempo-
ral features, which fall under the time-domain category, are relatively straightforward to
extract and have direct physical interpretations. They include signal energy, zero-crossing
rate, maximum amplitude, and minimum energy. These features provide insights into the
temporal aspects of the voice signal and are important for tasks such as pitch and rhythm
analysis. On the other hand, spectral features involve transforming the time-based voice
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signal into the frequency domain using mathematical techniques like the Fourier Trans-
form. Spectral features encompass a range of attributes, including fundamental frequency,
frequency components, spectral centroid, spectral flux, spectral density, and spectral roll-
off. These features are invaluable for analyzing the frequency content of voice signals,
contributing to tasks related to note recognition, pitch analysis, rhythm, and melody ex-
traction. In our feature extraction process, we employ a comprehensive set of methods
that cover both temporal and spectral domains. This diverse set of techniques allows us
to capture various voice signal characteristics. Our selection includes Root-Mean-Square
and Zero Crossing Rate for temporal analysis, which provides insights into the signal’s
energy and temporal dynamics. On the spectral side, we leverage various techniques such
as Chroma features, Mel-Frequency Cepstral Coefficients (MFCC), Spectral Centroid,
Spectral Contrast, and Spectral Rolloff. These spectral features enable us to delve into
the frequency domain aspects of the voice signals, uncovering vital information about the
voice, including pitch, tone, and spectral content. In the final step of our data process-
ing pipeline, data scaling is applied to prepare the extracted features for model training.
Data scaling aims to ensure that the feature values are transformed and exhibit consistent
statistical properties. We employ the Standard Scaling approach, standardizing the data’s
distribution to have a mean value of zero and a standard deviation of one. This step aids in
optimizing the performance and convergence of machine learning models, ensuring that
features with different scales do not unduly influence the learning process. All these steps
were validated in the paper that this journal extends [5]. All this voice processing and
model creation is integrated into an API Representational State Transfer (REST) server
that stores the machine learning model to identify users. So, until now, all the techniques
for building the model and working on the voice have been presented. However, it is nec-
essary to capture the user’s voice; for that, the open-source VVA Mycroft is used, as
shown in Figure 2.

* Voice Data
+ Action: Service_Creation

@ Create service
. ) I Speech

{ammmmmm——— Assistant

Service Created

Virtual "
Recognition

System

Permission: True

Fig. 2. Integration with Virtual Assistant

Here, the user (1) requests the creation of a service to Mycroft (2), which interprets
the type of action required and sends it to the recognition server (3). The server recognizes
the user by sending the signal captured to the machine learning model. After recognition,
a query is made to the database to understand the user’s roles and respective permissions.
If the user has permission, the service is implemented (4). Otherwise, the user is informed
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that he has no permission. The system sequence diagram that illustrates the recognition
and authorization process is shown in Figure 3.

% :Mycroft Al ‘ :Database
M [@speech("Hey Myecrof") —_r : : :

4 return : "Recording : Start" \(

‘ :Model ‘

2 ) speech(COMMAND)
return : "Recording : Stop"

request(voice, skill_tag) . @
= data_processing(voice_data)

cIassification(voice;dala) j:|

@ return : user_id

DR S

mser_id., skilt_tag) W

return : DATABASE_RESPONSE
R A T

@ return : SERVER_RESPONSE

return : MYCROFT_RESPONSE {

Fig. 3. Sequence System Diagram: Recognition and Authorization process

Detailing the sequence diagram, in (1), the user activates the VVAs using their default
wake sentence Hey Mycroft. After being alerted, the recording of his command starts
through a sound; the user communicates the desired command (2). The order is received
on Mycroft and sent to the server via HTTP (3). The server receives the voice data and
respective tag identifying which skill was triggered (user’s action) (3). Next, voice data is
processed (trim, feature extraction, and scaling) (4) and sent to the pre-trained model to
identify (5). After that, a database query is performed to fetch information about the user
to verify if the respective user has permission for the action required (6). Finally, based on
previous decisions, the VVA Mycroft responds to the user about their permission (7).

3.2. Intent Based Network

Once the user is identified and allowed to implement the request, it goes to the IBN sys-
tem, where a layer of intelligence is applied to the network, replacing manual network
configuration processes and reducing the complexity of creating, managing, and enforc-
ing network policies. To understand how this part of the system will work, the VINIA’s
IBN system architecture is shown in Figure 4.

The system architecture is designed to operate in a business context, where the user
interacts with the VVA using their equipment (e.g., a computer). The VVA plays a pivotal
role in maintaining communication between the system and the user to capture the user’s
commands. After being activated, the VVA saves the user’s intention and forwards it to the
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Fig. 4. VINIA’s IBN System Architecture

Intent Manager to validate and implement it. The assistant is responsible for associating
the policy with the user’s intention and converting the high-level language into a machine
language, sending it to the component where it will be analyzed.

The Intent Manager is a core system component, encompassing the Policy Input Stage,
Policy Repository, and Policy Runtime Enforcer. The Intent Translator and Policy Engine
components reside within the Policy Input Stage. The Intent Translator translates user in-
tents from the VVA or other sources into a machine-readable format. The Policy Engine
takes these translated intents and implements the logic and decision-making based on
the policies. It ensures smooth communication between the VVA and the Policy Repos-
itory while also being accountable for analyzing policy conflicts to prevent clashes with
existing network rules. In case of successful policy validation, this component forwards
the rules to be implemented in the network infrastructure via Policy Runtime Enforcer.
However, it initiates negotiation with the user in a conflict to resolve the issue.

The Policy Runtime Enforcer is a vigilant network monitor, continuously collecting
and analyzing network information. It is critical in planning and executing policy imple-
mentations, considering operations and resources. The Policy Runtime Enforcer utilizes
the data analysis results from the Policy Input Stage thresholds to take appropriate action
if a policy fails.

The Testbed component is a REST server facilitating communication between the
system and the SDN controller. It receives installation requests from the Policy Runtime
Enforcer and attempts to install them in the SDN controller. Additionally, Testbed han-
dles data collection requests that aid in applying monitoring algorithms and calculating
variables for further study.

The SDN Controller obtains data from the network and implements any necessary
rules. It communicates with the infrastructure, receiving essential information required for
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the system to make the desired changes. In this architecture, the OpenDayLight (ODL)'°
controller is utilized as the SDN controller.

The structure of intents represents all the information from the user structured so
the system can interpret it. The system may receive several user requests, and creating a
design that covers as much varied information as possible is crucial. The Intent structure
template of our approach is shown in Listing 1.1.

Listing 1.1. Intent Structure

— IntentType:
— Intent Target:
— Intent State:
Conditions : [
Policy Type:
Constraints : [
Domains : [
— Traffic Type:
— Period:
— Name:
— Bool:
— Access:
— Performance:

Each request is assigned a type (for example: indicates whether the request is to set
priorities or create services), a target (for example: what type of network), and a state
(based on the state machine). Besides these three points, policies are defined according
to the user’s wishes. For each user-defined policy, we can have restrictions that indicate
performance values, type of traffic, and who accesses the network, among others.

VINIA’s Intent State Machine was drawn, Figure 5, considering the architecture and
intent structure. It allows us to understand the life cycle of intent since it was captured by
the VVA until its installation, not compromising the network operation. The intent state
machine is divided into six sections. The validation phase and conflict analysis are part of
the Policy input stage. The compilation and monitoring phases are processed in the Policy
Runtime Enforcer module, and finally, the installation phase is the responsibility of the
REST server Testbed.

In the initial phase, user requests are validated to ensure they include all required in-
formation for the desired action. If essential details are missing or inaccurate, an “invalid”
status is assigned, necessitating user interaction. Conversely, a ”valid” status is assigned
if all necessary information is provided, allowing progression to the next phase.

The conflict phase is the second checkpoint in the state machine, comparing pre-
validated attempts with stored requests in the database. Conflicts arise if requests are
redundant or contradictory to existing information. When conflicts occur, a conflict state
is assigned for user resolution. If there are no conflicts, the process advances to the com-
pilation section.

During the compilation phase, the system translates user-requested policies from a
high-level language into a format the controller interprets for installation. If the controller
cannot support the desired information or operations, a compilation error occurs, which

10 OpenDaylight Project — An Open Platform for Network Programmability. [online] Available at:
https://www.opendaylight.org/
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Fig. 5. VINIA’s Intent State Machine

can be resolved with user assistance. Successful compilation leads to the subsequent in-
stallation phase.

Once the rules are obtained, the next step is to install them on the controller. If the
controller supports the objectives and is installed, we move on to the monitoring phase.
If the goals are not achievable because they may be offline or non-existent, the user is
alerted that the application was not installed.

In the final phase, monitoring consists of a cycle that constantly checks if the exist-
ing requests in the database are being fulfilled or if any violation has occurred. If non-
compliance occurs, the system automatically tries to identify how to solve the problem
without human intervention. The user is alerted if the system does not specify a solution
that corrects the problem. After the user is recognized and has permission, if the intent
passes all these stages, the application is installed on the network and starts to be moni-
tored.

3.3. [Experimental Results

The results will be presented in two parts, the first referring to the speech recognition
system results and the second to the intents system results.
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Speech Recognition System To obtain suitable data for our study, it was necessary
to collect datasets containing user speech. We utilized four distinct datasets, including
NOIZEUS [54], TIMIT [55], LibrisSpeech ASR [56], and a custom dataset named SAFC.

In Table 2, these datasets are characterized by key attributes: dataset size, the number
of speeches made by each user, and the average speech time.

Table 2. Dataset Properties

Name ‘Size (users)‘Number of Speeches‘Average Speech Time

NOIZEUS 6 5 2.6680 seconds
TIMIT 462 8 2.6726 seconds
LibrisSpeech 156 77 (average) 6.8771 seconds
SAFC 25 5 3.1416 seconds

As evident in Table 2, these datasets exhibit diverse characteristics, setting the stage
for studying the scalability performance of the two selected algorithms concerning the
growth in the number of users. This diversity also allows us to evaluate the performance
of the selected approaches with respect to the amount of data per user.

In the context of industrial applications, where numerous users may be involved, it
is imperative to ensure that a system can effectively handle a substantial user base. Scal-
ability, measured as the performance of the different selected algorithms concerning the
growth in the number of users, is of paramount importance. To meet this need, we have
chosen “accuracy” as the primary performance metric for the study. Accuracy, in this con-
text, serves as a critical metric due to its real-world relevance. In industrial scenarios, a
high degree of user identification accuracy is vital to ensure the system functions correctly
and securely. The primary objective of this study is to assess how well our selected algo-
rithms perform in identifying users accurately, especially as the number of users grows.
Accuracy reflects the system’s ability to correctly classify and identify users in a multi-
user environment, a crucial requirement in many practical applications. Hence, the choice
of accuracy as a key metric is aligned with the practical context and the core objective
of our study, which is to develop a robust and scalable user identification system suitable
for real-world industrial applications. The primary study measures the performance of the
different selected algorithms as a function of the growth in the number of users. Its per-
formance is also analyzed with and without the use of data augmentation. The results are
presented in Table 3, regarding the percentage of success rates.

We can conclude that both approaches perform well, and data augmentation is unnec-
essary in a system with minimal users and speeches per user. Regarding the experiments
performed with the TIMIT dataset, we can conclude that both algorithms scale well with
the increase of users, and data augmentation positively influences the performance of neu-
ral networks. Finally, to analyze the relation of the number of speeches per user, a final
test of the LibrisSpeech dataset is carried out. This has 156 users; however, each has an
average of 77 speeches. It is also necessary to be aware that each speech, on average, has
approximately twice the work of the speeches of the other datasets. With these results, we
observed that data augmentation has a negative performance on the LDA and a positive
one on the neural network. This indicates that increased data per user influences the LDA
performance negatively and the neural network positively.
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Table 3. Dataset results

Dataset |Models|with Data Augmentation without Data Augmentation
NOIZEUS | /'y o0 o0

mar | g o567
I e

sarc | M|t o

Intent System An illustrative scenario centered around service creation was formulated
to showcase the outcomes related to the intention system. This scenario involved config-
uring a network topology comprising three switches and seven hosts, as depicted in Figure
6. Once created, there are no active services, as can be seen in Figure 7.

o /

Fig. 6. Testing Environment

sudo ip netns exec b2_NS6 iperf3 -c 192.168.2.1 -p 4001 --cport 4006

iperf3: error - unable to connect to server: No route to host

Fig.7. Connection test between Host 1 and 6

The creation of a service depends on four parameters: the name of the service, who
accesses the service, if the service needs an Internet connection, and finally, if there is
a need to limit the bandwidth of the service. To understand how the user communicates
these actions to the VVA, Mycroft, the subsequent dialogue is presented:
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— User: "Hey Mycroft, create a service, please.”

— Mycroft: ”Sure, what is the name of the service?”

— User: "Call it s1.”

— Miycroft: Ok, please name the machines that will have access to the service.”

— User: "Provides access to users 1 and 6.”

— Mycroft: "Regarding internet access, does the service need internet access?”

— User: ”Yes, please.”

— Moycroft: "One last question, do you want to define the performance of the service?”
— User: ”Yes, 4000 Mbits/sec.

— Moycroft: "Thanks for the information, wait a bit while I implement the service.”

The user provides information to the VVA, which then initiates a state machine pre-
sented to validate, analyze conflicts, compile, and install the intent within the network
upon obtaining permission. In the provided instance, the validation phase assesses whether
complete data for service creation exists, verifying valid information in all mandatory
fields required. Next, during the conflict analysis phase, the system checks if any infor-
mation on this new service conflicts with any already implemented. It checks if the service
name exists and if the hosts involved are active in other services. If any of these cases oc-
cur, the user is alerted. Once validated and without conflicts, the request goes to the build
phase. In this phase, several requests are made to both the Testbed Server and the database
to convert into rules, the policies from the user. If any requests fail, the compilation phase
fails, and the user needs to be alerted. We move on to the installation phase when we get
the rules compiled. In this phase, the rules are sent to the Testbed Server, which commu-
nicates with ODL to install them. After they are installed, they are stored in the database,
and the user is notified that the application has been installed.

To test whether the service has been created between users 1 and 6, with Internet ac-
cess and bandwidth limit set, we again use the Iperf tool in the same context mentioned
above. The connection test can be visualized in Figure 8.

Connecting to host 192.168.2.1, port 4001

5] local 192.168.2.6 port 4006 connected to 192.168.2.1 port 4001

ID] Interval Transfer Bitrate Retr Cwnd
0.00-1.00 sec 1.62 MBytes 13.6 Mbits/sec 115 5.66 KBytes
1. .00 sec 573 KBytes Mbits/sec 77 4.24 KBytes
2. .00 sec 445 KBytes 3 Mbits/sec 63 7.87 KBytes
3. . sec 445 KBytes Mbits/sec 74 18.4 KBytes
4 sec 509 KBytes . Mbits/sec .83 KBytes
5 sec 382 KBytes . Mbits/sec 6 .24 KBytes

sec 636 KBytes Mbits/sec 8 .66 KBytes
sec 318 KBytes Mbits/sec 69 .83 KBytes
sec 573 KBytes Mbits/sec . KBytes

KBytes . Mbits/sec . KBytes

Interval Transfer Bitrate
0.00-10.00 sec 5.91 MBytes 4.96 Mbits/sec [¢] sender
0.00-10.00 sec 5.57 MBytes 4.68 Mbits/sec receiver

Fig. 8. Connection test between Host 1 and 6(after service created)

Once the service has been created, the Iperf tool shows that it is possible to com-
municate between users 1 and 6 with Internet access and performance limited to 4000
Mbits/sec.

The presented solution showed good performance when applied to small-dimension
networks. However, when dealing with more extensive networks, as in industrial contexts,
the problem becomes more challenging to solve, increasing the waiting time between the
initiation of the user request and its installation. In this way, the next chapter will introduce
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a new architecture so that the size of the network is not a problem for the installation of
intents in the network.

3.4. Enabling E2E Network Orchestration in VINIA

Upon evaluation of the requirements for 6G networks [6] concerning the use of IBN, and
considering the shortcomings of the architecture presented in Figure 4, we now propose
a new architecture that enables End-to-End Network Orchestration in VINIA, in Figure
9. The architecture considers the latest developments in Network Automation & Orches-
tration and incorporates new insights and conclusions from the current state of the art.
This architecture aims to provide a comprehensive and up-to-date framework offering
significant improvements in efficiency and performance when dealing with Industrial net-
works. Moreover, it serves as a starting point for further research and development, and
we believe it has the potential to make significant contributions to the field.

Policy Agent
I Police Input Y @3 .
= A7 Policy eneric Intent
Voice-enabled Stage Repository
Virtual Assistant 4—%
(Mycroft)
— Police Runtime E2E Arbitrator
Enforcer
Arbitrator Specific
Lifecycle Intent
— Manager Catalogue
Request Status Specific Intent g
E2E Controller

Lyl ity
7 3\ - - —
Controller s SDN
Lifecycle ‘ ([,(;t:l?)rigr Controller
_ Manager ARy _ Catalogue
SDN Controller | |Other Controller |

E S

SDN/Orchestrator

Opendaylight

Fig. 9. New proposed architecture for VINIA

Regarding the user request capture and translation to an intent that involves the VVA
and the Policy Agent, the architecture is unchanged from the one presented in Figure 4.
The innovation comes when the compilation and installation process is initiated, where
the Police Runtime Enforcer component is decomposed into several parts: E2E Arbitrator
and E2E Controller. E2E Arbitrator is responsible for mediating between the high-level
intents defined by network administrators and the underlying network infrastructure, en-
suring that the intents are accurately translated. The E2E Arbitrator bridges the intent and
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network management layers, ensuring that the supporting Industrial network infrastruc-
ture is correctly configured and the desired network behavior is achieved. It receives a
generic intent, as presented in Listing 1.1, then interprets the request and assumes what
configurations are necessary to implement it using the Catalogue, which contains all the
network information and what NOs are available and capable of implementing the in-
tent. The output from this Arbitrator is a specific Intent with details on the components
involved and which technologies to use to implement it. The E2E Controller is the in-
termediary between the E2E Arbitrator and the NOs, automating the translation of net-
work intents into network configurations. It has several key components to help it manage
the network infrastructure: Controller Lifecycle Manager, Orchestrators Catalogues, SDN
Catalogue, and Orchestrators Controllers. The Controller Lifecycle Manager is responsi-
ble for managing the lifecycle of the E2E Controller, including initializing, updating,
and terminating the controller as needed. The Orchestrator Catalogue is a repository of
information about available NOs, including their capabilities, functionalities, and depen-
dencies. As Orchestrator Catalogue, SDN Controller Catalogue is a similar repository for
SDN controllers, providing information about available controllers and their capabilities.
The last component, Orchestrators Controller, starts the installation process, sending the
network configurations to the respective orchestrator. When the E2E Controller receives
the Specific Intent, it uses the information stored in the Orchestrator Catalogue or SDN
Catalogue(depending on the associated technology in the Arbitrator) to compile the in-
tent in network configurations. Once the intent is compiled in network configurations
readable by the respective orchestrator, the E2E Controller sends those configurations to
the orchestrator to implement the intent by configuring the underlying network resources.
This enables the Industrial network infrastructure to be managed and automated flexibly
and efficiently, ensuring that the network behaves in the desired way.

4. Conclusion and Future Directions

Using high-level network intents to define desired network behavior, IBN enables net-
work administrators to manage heterogeneous network infrastructures, including indus-
trial ones, more efficiently and agilely. However, implementing IBN within traditional
SDN contexts is challenging. Some issues are limited scalability, integration with other
network components, and difficulty translating high-level intents. In VINIA’s new archi-
tecture, we have explored various IBN implementation strategies, with a special focus on
leveraging NOs like ONAP or OSM to enhance effectiveness and scalability.

The proposed VINIA’s architecture towards supporting different components(including
proprietary ones) allows for defining an E2E network. VINIA ensures support for Net-
work Slices and compatibility with heterogeneous network infrastructure configurations
in Industrial Networks(e.g., 5G and B5G Networks). Following VINIA’s core definitions,
automating the networks allows for the redefinition of the network operating cost. More-
over, as requirements evolve or expand, VINIA can integrate additional components, min-
imizing disruptions and ensuring sustained performance even as the network grows.

Moving forward, we will focus on validating the introduced architecture in the 6G
Brains project, particularly through slice use cases [10] demonstrating its effectiveness
in real-world scenarios. We aim to test the new components for each orchestrator type
to ensure seamless integration with existing technologies and infrastructure. Through the
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use of orchestration in cooperation with monitoring information on the ongoing status of
the network at the control plane, it is possible to have a disaggregated view of the net-
work. The ability to control the different network segments of a E2E network allows for
defining more complex intents to manage the different network’s resources. The use of
monitoring mechanisms as well as topology discovery mechanisms can be used to ac-
tively preclude QoS degradation. Towards this goal, in [10], a mechanism for enriching
ONAP with information about the network was presented. Traditional SDN-based im-
plementations are unaware of the E2E network. Therefore, using orchestrators such as
OSM/ONAP improves the response to network changes, ensuring the E2E network can
reconfigure quickly. Therefore, using orchestrators helps improve the dynamicity of the
solution. Having a complete picture of the E2E network will allow for better monitoring,
promoting the capability to detect points of failure/congestion. In the future, we aim to
leverage the use of closed-control loops to detect problems in components managed by
the VINIA system. In the scope of 6G BRAINS, we have been developing the first itera-
tion of this concept, focused on the RAN. This concept relies on the metrics collected in
the RAN for changing the type of network service provided in a specific RAN network
slice.

Beyond network orchestration, we plan to expand the functionalities of the VVA as
well as testing another VVA, Neon Al 1 a5 an alternative to the use of Mycroft. Further-
more, we plan to enhance the language understanding capabilities of VVAs, making them
more inclusive by supporting multiple languages, accents, dialects, and colloquialisms,
testing alternatives to Mozilla’s DeepSpeech !> Advances in natural language processing
and machine learning techniques hold the potential to significantly improve VVA perfor-
mance and accessibility for a broader range of users.

By addressing these aspects, we expect to overcome the constraints of conventional
SDN-based IBN implementations, paving the way for a more efficient and integrated
network management system. The continual evolution of IBN and VVA technologies will
contribute to the progressive development and practical deployment of advanced network
automation solutions in the industrial context.
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