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Abstract. In communication networks, a cognitive network (CN) is a
new type of data network which is used to solve some of the problems
that face current networks. Cognitive radio (CR) is part of a cognitive
network and a smart wireless communication system. CR is conscious
of its surrounding environment, and learns from the environment. It
adapts its internal states by making corresponding real-time changes in
certain operating parameters. In this paper, we propose a novel
Cognitive RBAC (Role-Based Access Control) scheme which can be
applied to Mobile Heterogeneous Networks (MHNs). The MHNs consist
of mobile communication systems and Wi-Fi systems. The required new
definitions for the RBAC model are proposed in this paper. They can
improve the ability of conventional RBAC model to meet new
challenges. In our scheme, we assume that a Cognitive Server (CS)
provides and manages the permissions of services, and Network
Providers support and manage a variety CRs and CNs, individually. For
more efficiently managing CR and CN and meeting the large scale
heterogeneous networks, we let mobile user can perceive network
candidate actively to access services, in which the permissions are
depending to the contract made by CS with each Network Provider. In
this paper, the new generalized cognitive RBAC model and their
definitions are proposed, and could be applied to new applications in a
MHNSs environment.

Keywords: cognitive radio, cognitive networks, role based access
control, heterogeneous networks, mobile communication system,
contract RBAC.
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1. Introduction

A cognitive radio (CR) is a transceiver that automatically changes its
transmission or reception parameters in such a way so as to allow
opportunistic selection of available wireless channels. The main process is
also known as dynamic spectrum management. A cognitive radio, as defined
by the researchers at Virginia Polytechnic Institute and State University, is a
software defined radio with a cognitive engine brain. The Cognitive Server
(CS) [20] and the Network Provider(s) (Called as Operator(s), hereafter) are
becoming a more and more popular means for a mobile user’s local machine
to access content from the databases, e.g. some databases of agents [22, 24],
even those belonging to heterogeneous networks [1, 2, 5, 6]. The two
cognitive processes derived from the CS and Operator(s) are both associated
with perceiving the current access network conditions that are learned from
consequences of end user actions. One process is the Cognitive Network
(CN), and the other is the CR. One of the core techniques in a CS and
Operator(s) are Access Control (AC), which is the means by which the
availability of data and resources accessible by users in a system is restricted
and which both defends against illegal access by malicious attackers and
prevents honest users from gaining inappropriate access and possibly
causing administrative errors. A new AC technique, Role-based Access
Control (RBAC) [1, 5] has established itself as a generalized approach for
handling access control in large organizations. It differs from conventional
identity-based access control models in that it takes advantage of simplifying
access control policies by using the concept of role relations [1, 5]. Based on
the aforementioned [1, 5], the RBAC model’s manners of constraining users’
access to computer systems and the maturity of its models have been widely
investigated [20].

The future trend is to access multiple large scale heterogeneous networks
(LHNSs), e.g., GPRS/3G-GPRS, WiMax, Wi-Fi [7, 23], on the same time. The
new challenges will often arise when users’ smart devices, such as cellular
phones and personal digital assistants (PDAs) are suddenly handover to
another access network in a Mobile Heterogeneous Networks (MHNSs), which
is a kind of LHNs, on while accessing the same resources. It is thus important
to decide the best network that can fulfill user requirements based on QoS
and individual consideration. Wireless cognitive technologies are used to
adaptively select a better access network and the related wireless access
radio channel for visiting various resources. Therefore a better quality of
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accessing services will be obtained by adaptively selecting wireless access
radio channels, and also improving access capability.

However, conventional RBAC model [1, 5] does not address the model of
CN and CR via the cognitive processes, in which current access network
situations are perceived and learned from the consequences of end users'
actions. Therefore, in order to cope with the CN and CR on a conventional
RBAC model, we propose a novel Cognitive RBAC model to meet the new
management requirements in MHNs. In this paper, we assume that the
services of a CS also support the RBAC mechanism, which can assign and
manage the access privileges depending on the user's corresponding
permissions [6]. In this model, the CS and Operator(s) are assumed to have
the contract that will enable their system to detect to which authenticated user
the device belongs to. The Operator(s) will then allocate the specified access
network as well as available access radio channel to role(s) corresponding to
pre-registered user(s). Subsequently, dynamic cognitive access network
environments will be provided that are necessary for the required Quality of
Service (QoS).

The rest of this paper is organized as follows: the related works of CR, CN
and RBAC are addressed in Section 2. In Section 3 we review the Cognitive
RBAC model in a Small Heterogeneous Networks (SHNs) proposed by Hsing-
Chung Chen and Marsha Anjanette Violetta. We then propose a hew
generalized Cognitive RBAC for MHNs. The new definitions for CS and
Operator(s) are described in Section 4. There are three application scenarios
in Section 5. The comparisons are provided in Section 6. Finally, we make our
conclusions in Section 7.

2. Related Works

2.1 Cognitive Radio

With the growing number of wireless devices and increased spectrum
occupancy, the unlicensed spectrum is getting increasingly. Additionally, large
portions of the licensed spectrum, even in urban areas, are underutilized. To
address the potential spectrum exhaustion problem, new wireless
communication paradigms have been proposed for future wireless
communication devices. The CR [3, 11, 13, 20, 21] concept is a new wireless
communication approach that improves spectrum usage efficiency by
exploiting the existence of spectrum holes [20].

The concept of cognitive radio was first proposed by Mitola et al. in a
seminar at the Royal Institute of Technology in Stockholm, in 1998 [11]. The
research article, which was published by Mitola et al. in 1999 [11], describes a
novel approach to wireless communications in which: “The point in which
wireless smart devices and the related networks are sufficiently
computationally intelligent about radio resources and related computer-to-
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computer communications to detect user communications needs as a function
of use context, and to provide radio resources and wireless services most
appropriate to those needs”[13]. CR is considered to be an ideal goal towards
which a software-defined radio platform should evolve: i.e. a fully
reconfigurable wireless transceiver that automatically adapts its
communication parameters to network and user demands [11, 13, 20].

CR is the wireless communication technology having cognitive and
reconfigurable properties and the capability to detect unoccupied spectrum
holes and change frequency, thus enhancing computer-to-computer
communications. In most of the existing proposals there are three steps for
the basic functionality of CR. Observing and sensing is the first step of the
cognitive process. The next step is to identify and analyze the spectrum. The
last step is that of sharing the spectrum information and executing spectrum
assignments [12, 20].

2.2 Cognitive Network

In communication networks, a CN is a new type of data network that makes
use of cutting edge technology from several research areas; i.e. machine
learning, knowledge representation, computer network, and network
management, to solve some problems current networks are faced with. CN is
different from CR as it covers all the layers of the OSI model, not only layers 1
and 2, as with CR [14, 20].

One of the attempts to define the concept of a cognitive network was
made in 2005 by Thomas, Da Silva and Mac Kenzie [15] and is based on the
older idea of the Knowledge Plane described by Clark et al [16]. Since then,
several research activities in the area have emerged. A survey [17] and an
edited book [18] reveal some of these efforts.

The Knowledge Plane is "a pervasive system within the network that
builds and maintains high level models of what the network is supposed to do,
in order to provide services and advice to other elements of the network" [16].
The concept of a large scale cognitive network was made in 2008 by Song
[19], where such a Knowledge Plane was clearly defined for large scale
wireless networks as the information about the availability of radio spectrum
and wireless stations [20].

In [15], the authors define the CN as a network with a cognitive process
that can perceive current network conditions, plan, decide, act on those
conditions, learn from the consequences of its actions, all while following end-
to-end goals. This loop, the cognition loop, senses the environment, plans
actions according to input from sensors and network policies, decides which
scenario fits best its end-to-end purpose using a reasoning engine, and finally
acts on the chosen scenario as discussed in the previous section. The system
learns from the past (situations, plans, decisions, actions) and uses this
knowledge to improve decisions in the future [12].

CRs have been mentioned in previous papers [3, 11, 13, 20]. Mitola et al.
[11] makes brief mention of how his cognitive radios could interact within the
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system-level scope of a cognitive network. CNs are the future of information
technology, in which the movement of network intelligence from controlling
resources to understanding users’ needs will help to manage the networks by
facing out towards further network intelligences. CNs are with respect to
future, one of the core technologies of mobile IP networks, and it is probable
that the context sensitivity of these networks could have an interesting
application in the field as cognitive radios. A CN should provide, over an
extended period of time, better end-to-end performance than a non-cognitive
network. Cognition could be used to improve resource management, Quality
of Service (Qo0S), security, access control, and many other network goals [10,
20].

2.3 Role Based Access Control

RBAC is a well-known method for easily managing users to access resources
via her/his authorized role. The main function of RBAC is to prevent
unauthorized user from gaining information to which they are not entitled.
Access rights are grouped by role name, and the use of resources is
restricted to individuals authorized to assume the associated role. The use of
roles to control access can be an effective means for developing and
enforcing enterprise-specific security policies, and for streamlining the security
management process.

Basic RBAC [1, 5] model is defined in terms of four model components:
Core RBAC, Hierarchical RBAC, Static Separation of Duty Relations, and
Dynamic Separation of Duty Relations. This basic model includes user-role
assignment and permission-role assignment relations. Core RBAC includes
sets of five basic data elements such as Users (U ), Roles (R), Objects
(OBJ), Operations (OPT ) and Permissions (PRMS ). Users are considered
as human being, machines, networks, or intelligent agents that can perform
some activities. Roles are described as a set of permissions necessary to
access the resources. Permissions are approvals to execute operations on
one or more objects. Operations are some executions for a program or a
specific function which is invocated by a user. Objects are the entities that
contain or receive information, or have exhaustible system resources.
Furthermore, Core RBAC introduces the concept of role activation as part of a
user’s session within a computer system [1, 5].

3. Cognitive RBAC in SHNs

The Cognitive RBAC in SHNs was first proposed by Hsing-Chung Chen and
Marsha Anjanette Violetta [20]. In their proposed scheme, it is assumed that a
smart mobile device can take on cognitive characteristics, and be able to
integrate various types of access networks in the SHNs. The intelligent
capabilities [4] for the SHNs are located in the CS [20]. Assigned networks
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and the available channels are two important aspects. For the SHNs,
assigned networks and available channels are integrated as access
resources. There were three phases proposed in [20] for a user using her/his
device(s) to register and access a CS: the user registration is illustrated in Fig.
1; the device registration is illustrated in Fig. 2; the access phase is illustrated
in Fig. 3.

The proposed scheme addressed the new basic concept for a Cognitive
RBAC model [20], which consists of the following component sets: Users (U ),
Roles (R), Permissions ( PRMS ), Sessions (S ), Devices (Dv), Channels
(CH ), and Networks (N¢), representing the set of users, roles, permissions,
sessions, devices, channels, and networks set. Users are a set U considered
as authenticated users who can establish (wireless) communication with the
resources of the CS to perform some activities. Roles are described as a set
R of permissions to access the resources of the CS. Permissions are a set
PRMS of approvals to execute operations on one or more objects of the CS.
Sessions are a set S of the mappings between networks Ne and an
activated subset of the set of rolesR. Devices are a set Dv considered as
the mobile units used by assigned users to activate the roles and access
permissions. Channels are a set CH considered as conveyers of the
information signals from senders to receivers for the operation. Networks are
a set Ng considered as computers interconnected by communication
channels that allow sharing of resources and information [12].

It is assumed that the CS can identify the device whether it is registered
or not, and determine who is the device owner. The CS also assigns and
manages all of the access networks and available channels for each role, and
dynamically adapts the access networks and available radio channels,
depending on their environment, as needed for application performance. The
generalized model of cognitive RBAC is described in Definition 1 [20].

Definition 1: The generalized model of Cognitive RBAC;

e Users (U ), Roles (r), Permissions (PRMS ), Sessions (s), Devices (Dv),
Channels (cH ), and Networks (N¢), representing the set of users, roles,
permissions, sessions, devices, channels, and networks set which are
assigned by the CS, respectively;

e UAcUxDouxR , the user assignment relation that associates users with

their devices will be assigned the available roles after successful user and
device authentication;

e r_au(reR)—2YP”, the mapping of a role r onto a power set of
authenticated users with their devices where function r_au(s) is defined as
r_au(reR)= {(u,du)eU X DU‘(U,dU,I’)GUA};

« Ng,, asetof networks, where y'is a CS system;

* CH, is a the set of channels and corresponding to a network 7s ;

* cheCH, + CH,eNe, is an available channels in a channel set which
belongs to a set of networks;
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* dvcDuv ., CHA, cCH, xDo the channel assignment relation that the

available channels, CH assigned to a smart device, dv, via a network

ne?
ne Which is managed by a CS;

* PAcRxNg, xCH,. xPRMs , the role assignment relation that assigns
permission to an available role, network and channel;

.« r_ p(r eR.7eeNg,, ,ch eCHW)—> 2PRMS " “the mapping of a role r, a network
ne and a channel ch onto a power set of permissions where the function
r_p(e) is defined as r_ p(r,;s,ch)={p e PRMS|(r,7¢,ch, p) e PA};

» r_n(reRr)—2"is the mapping of a role onto a power set of networks;

. Ch_r(ChGCHm)_)ZR is an assigning function for available channels in a
network onto a power set of roles;

« u_s((u,dv)eU xDv)—> 25 is the mapping of a user with his a device,
(u d u), onto a power set of sessions;

+ s_r(ceS)— 2" is the mapping of a session to a power set of roles;

. avail_s_p(ges,,qge Né,, ch eCHng)—> 2PRMS is the mapping of a power set
of available permissions from a network 7¢ and a channel ch in a session
¢ ; the user finally gets the permissions, U  r_p(r,5ech).

res_r(g)
[}

Hierarchies in the Cognitive RBAC model are defined as an inheritance
relationship between two roles managed by the CS, such that a role, r, eR,

inherits the permissions from role, r; R, if all permissions of r; are also the
permissions of r,. We present a hierarchical Cognitive RBAC model for the
CS in Definition 2 [20]. In this model, permissions are assigned to a role.

Definition 2: Role hierarchies in a Cognitive RBAC model;

* RHcRxRxNg, xCH,, is a partial order of roles, called the ascendancy
relation combined with networks and channels , written as ‘>’ , where
r- r;, is such that role, r; R, inherits all permission, r; eR , are assigned
to all the users of r; which are also assigned to all the users of r;;

o r_ p(ri €R,ns, eNg, ,ch, eCH ”g)—> 2"™Sis the mapping of a role, r, , a

network ne, and a channel ch, onto a power set of permissions. The

permission set is assigned directly together with the permissions which are
assigned to its successive roles, specifically:

r_p(r,mem.che)=r _ p(r, )U{ UVrJ— ther Mo p(rj 7€ ,Che )}
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+ r_au(r; eR)— 2"*Pvis the mapping of a role , r; , onto a power set of
authenticated users with their devices in the presence of a role hierarchy,
specifically: r _au(r; )= {(u ,dv)eU x Du|ri =r;.(u.do,r)e UA};

e r_n(r eR)— 2" is the mapping of a role , r,, onto a power set of

network together with channel. The set of network together with channel
assigned directly to its successive roles, specifically:
o From the above sub-definitions, it follows that if
r_plrj.meq.che )= r_p(r ey che)and r_au(r; )< r _au(r).
O
Separations of Duties are defined in Definition 3 [20] and Definition 4 [20]
as those are to be enforced on a set of roles that may not be executed
simultaneously by a user. Their model would be similar to the well-known
RBAC model.

1) Static Separation of Duty (SSD) relations place constraints on the
assignments of users to roles. Membership of one role may prevent the
user from being a member of one or more other roles, depending on the
SSD enforced rules.

Definition 3: SSD relation in the Cognitive RBAC model;

R Ne CH . .
e« SSD SSDc2"x2 ¥ x2 " xN is a collection of  four
(a,ﬂ,;g,n)e(zR,ZNg"’ZCH”‘g,Nj for CS where each @ c2Ris a role set,

Ne . CH . .
Be2 Vis anetwork set, ye2 " is a channel set and ne N is a natural
number, n>2 with the property that no user can be assigned to n or more
roles from the set & in any network £ or channel y . Specifically:

V(a,ﬂ,l,n)e SSD,.Vnea,B,x: |77|2 n Dﬂrepr_au(r)zg .

2) Dynamic Separation of Duty (DSD) relations differ from SSD relations by
the context in which these limitations are imposed. DSD requirements
limit the availability of the permissions by placing constraints on the roles
that can be activated within or across a user’s sessions.

Definition 4: DSD relation in the Cognitive RBAC model,
N CH . .
e DSD , DSDc2Rx2 ‘wu2 m N is a collecton of four

(a,[)’,;(,n)e(ZR,ZNg"’ ,ZCHne,N) for CS where each « <2Ris a role set,

Ne, . CH . .
pe2 Vis a network set, ye2 7 is a channel set and neN is a

natural number, n>2 with the property that no user may activaten or
more roles from the set o in any network £ or channel y .

Specifically:
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V(a,B,x,n)e DSD, Ve eS,Vpcs_rlg)na, By :|p|zn=,r_au(r)=0

O
Cognitive Server
(85D ) -~ === Role Hierarchy (RH)

:

.

[}

[}

L]

]

.

.

Y
User Assignment Permission

(UA) ‘ Assignment (PA)
S J

Fig. 1. User registration phase

SHNs Cognitive Server

Role Hierarchy (RH)

Permission
Assignment (PA)

Fig. 2. Device registration phase
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Cognitive Server

Role HigrarchfRH)

Permission
Set

Fig. 3. Access phase

4. Generalized Cognitive RBAC model in MHNs

In order to deal with the CR and CN on a LHNs environment, we propose a
novel Generalized Cognitive RBAC model to meet the new management
requirements in MHNs. The MHNs will take on cognitive radio characteristic,
and are able to integrate various types of access networks. This model can
provide cognitive network characteristics such as QoS, better end-to-end
performance, security, and access control. Registered devices, assigned
networks, available channels and contract roles are four important aspects. In
the MHNs, assigned networks and available channels are integrated and
managed by Operator(s); permissions are assigned are managed by the CS
for getting resources and services. We first propose a new role is ‘contract
role’ which can achieve to flexibly manage the role mapping in MHNs. The
contract role is depending on the contract made by the CS together with each
Operator.

At first, we give the basic definition for the generalized Cognitive RBAC
model combined with the contract concept as below.
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4.1 The basic definition of the generalized Cognitive RBAC model in
MHNs

The basic concept of the generalized Cognitive RBAC model consists of the
following component sets: Users (U ), Contract Roles (CR), Roles of Operator
(Ro), Roles of CS (Rs), Permissions (PRMS ), Sessions (s), Devices (Do),
Channels (cH ), Networks (Ng), and Contract (cT®) representing the sets of
users, contract roles, roles of operator, roles of CS, permissions, sessions,
devices, channels, networks and contract. Users are a set of U considered as
the authenticated users who can through the system of Operator, e.g. mobile
communication system or Wi-Fi system, to access the resources of the CS.
Roles of Operator are described as a set of roles, Ro, with the privileges to
obtain the network(s) and channel(s) from the mobile communication or Wi-Fi
system from an Operator. Roles of CS are described as a set of roles, Rs,
with the permissions to access the resources of the CS.

| Operator : .
* ¥ Cognitive Server

Role Of Operator
Hierarchy Role Of CS Hierarchy

Permission
Assignment (PA)
Q ° cT

S .

Y

Fig. 4. Cognitive RBAC Model with the contract made by CS and one Operator in
MHNSs.

Contract Roles are combined the mapping roles from both Roles of CS and
Roles of Operator, representing as a set of Contract Roles, CR, depending
on the contract made by each Operator and the CS (See Fig. 4 and Fig. 5),
individually. To access resources of CS through the assigned network(s) and
the corresponding to radio channel(s) is managed by the Operator(s).
Permissions, based on the contract roles set, CR, are a set of approvals to
execute operations on one or more services of the CS. Sessions, based on
the contract roles set, CR, are a set S of the mappings between networks,
Ne , and an activated subset of the set of the contract roles set, CR. Devices
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are a set of Do which are considered as the mobile units used by assigning
users to activate the contract roles and access the permissions constrained
by the contract. Channels, based on the contract roles set, CR, is a set of
CH considered as conveyers of the information signals from senders to
receivers for the operation.

PR,

@

Contract Role
Hieragct

PA (Permission
Assignment)

Permission
Set

Device Set

Fig. 5. Generalized Cognitive RBAC Model with combined roles which corresponding
to the contract made by CS and one Operator in MHNS.

Networks, based on the contract roles set, CR, is a set of Ne considered
computers interconnected by communication channels that allow sharing of
resources and information [12]. Contract is the agreement between CS and
Operator(s) (See Table 1, Table 2, and Table 3). It is assumed that the CS
and the Operator(s) can identify the device whether it is registered or not, and
determine who is the device owner. Each Operator assigns and manages all
of the access networks and available channels for each contract role, and
dynamically adapts the access networks and available radio channels,
depending on their environment and contract for getting better QoS. The CS
manages the permissions which let mobile user can access resources from its
server. The generalized model of Cognitive RBAC in MHNSs is described in
Definition 5.

Definition 5: The generalized model of Cognitive RBAC in MHNSs;

e Users (U), Contract Roles (CR), Roles of Operator (Ro ), Roles of CS (Rs),
Permissions ( PRMS ), Sessions (s ), Devices (Dbv ), Channels (CH ),
Networks (N¢),and Contract (cT®) representing the set of users, contract
roles, Roles of Operator, Roles of CS, permissions, sessions, devices,
channels, networks and contract set which are corresponding the contract
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made by CS and one Operator k, respectively (See Fig. 4 and Fig. 5);

e UAcCU®xDu™ xCR®the user assignment relation that associates users
with registered devices to contract roles ; cR*) = Rol¥) xRs)-k is the name
the name of serving Operator;

o r_au®(do® e Do®,cr® eCRW)—2°“, the mapping of a device, dv™®, and a
contract role, cr®, onto a power set of authenticated users where function
r_au®(s) is defined as r _au®(do®, cr®)=u® eu |, do®, cr® )eUAJ;

e pPAcRsWxprMs(K) , the permission assignment relation that assigns
permissions to available contract roles;

o r_p®(rs® eRs®)—2"™"“ the mapping of a role of CS, rs® , onto a
power set of permissions where the function r_p®(s) is defined as
A 0 < PRS0, p0)c

o crrak) ccrW «pr(Ms(K), the contract role permission assignment relation
that assigns permissions to available contract roles;

o crrrvs®) < 2PRMS s the permission set of contract role;

« CR™M cRo® xRs(k) | the contract role relation that associates Roles of
Operator with Roles of CS to Contract Roles;

o r_r®(ro% eRo®,rs® e Rs®)—2¢*" is the mapping of a role of operator
and a role of CS onto a power set of contract roles, where function
r_r®(e) is defined as r_r<k)(ro<k>,rs<k))= {:r(k)eCR(k)‘(cr(k),ro(k),rs(k))eCR(k)};

e Du®, the set of devices;

. {dum}g Du®, Cqu(k) cdo® is the available channels which are belonging
to a networks set for registered device;

* Ng, the set of networks; y is a system of Operator; pc® eNgW(k) ;
mwew ; m represented as a mobile communication system; and w
represented as a Wi-Fi system;

e r_n®(ro® eRo®)—2""“is the mapping of a role of operator onto a

power set of networks;
. Clef(k) , the set of channels; ;¢ represented as a network;

. {Ch(k)}g CHy(K), o, () e g, (Vi the available channels in a channel set which

belongs to a networks set;
. ch_r(“(ch(k) eCHW(k))—> 27" is an assigning function for available channels

in a network onto a power set of roles of operator;

. u_s(k)(u“‘) eU(k))—> 25 is the mapping of a user onto a power set of
sessions;

. s_r(")(g(k) eS(k))—> 2*“is the mapping of a session onto a power set of
contract roles;
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* avail _s_ p(k)(g(k) € S(k),ns(k) € Ngw(k),ch (k) eCHng(k))—) ZSRPRMSM is the
mapping of a power set of available permissions from a network ng(k) and

a channel Ch(k),in a session g(k)constrained by the assigned contract role

var® ecr®)  : and the user gets her/his permissions as
U -{r_p(k)(cr(k)‘ng(k)’Ch(k))}.
o es_rk )

4.2 Hierarchical role in Generalized Cognitive RBAC in MHNs

Hierarchies in the Cognitve RBAC model are defined an inheritance
relationship between the role of CS, rs®, such that a role of CS, rs ¥ eRs"),

inherits the permissions from a role of CS, rsy(k) cRs", if all permissions of

rs,' are also the permissions of rs’. We also define an inheritance

relationship in Roles of Operator for the Operator(s), such that a role of
operator, ro, ' e Ro", inherits all the networks and the channels from a role of

operator ro,*) e Ro, if all networks and the channels of ro,“’ are also the

networks and the channels of ro “'. We present a hierarchical Cognitive
RBAC model for the CS and the Operator(s) in Definition 6, such that a
contract role, ¢t eCRY, inherits the permissions, access networks and

available channels from a contract role, cr.* ¢ CR".
]

Definition 6: Role hierarchies in a Cognitive RBAC model in MHNSs;
o RrHcCcrR®) xcrWis a partial order of contract roles, called the ascendancy

“ ”

relation, written as “>~ ", where or®-cr,®, means that a contract role,
¢ ecr®), inherits all the permissions from a contract role, cr;(*) e cR) ,
and all the users who are assigned the role, cr." , also can access the
permissions of cr,*;

. r_p(k)(rs(k) c Rs(k>)_>2PR'V'5(k)is the mapping of a role of CS, s © , onto a
set of permissions. The permission set will be assigned directly to its
successive Roles of CS, Rs(K) , specifically:

r_p® (rsx(k)): r p(k)(rsx(k))u{ r p(k’(rsy(k))};

Vrsy(k):rsxmzrsy(k)
k . .
. r_au(k)(du(k) e Do) or(K) eCR(k))—>2U( ) the mapping of a device, do® ,
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and a contract role cr® and onto a set of authenticated users in the
presence of a contract role hierarchy, specifically:

r_au®(do®,or®)= {U(K) cU (“‘cri‘k)gcrj(”(u‘k),du(k’,cri(k))eUA} ;
k) . .
r_n(")(ro(k) eRo<k))—> 2% is the mapping of a role of operator, ro_*,

onto a set of network. The networks set assigned directly together with the
networks assigned to its successive Roles of Operator, Rok), specifically:

r_n® (rom‘k)): r_n® (rom‘k))u U r_n(k)(ron(k)) ;
wront):rom () ro, (K)

From the above definitions, it follows that if r_p(k)(rsy(k))g r_p(k)(rsx(k)) ,

r_n(k)(ron(k) )g r_n® (rsm(k)) and r_au® (dl)(k) or,® )g r_au® (dl)(k) ,cri(k)) '

04.3  Separation of duties constrained in the Cognitive RBAC in MHNs

Separations of Duties are defined in Definition 7 and Definition 8 as those are

to be enforced on a set of contract roles that may not be executed

simultaneously by a user. Our model would be similar to the well-known

RBAC model, but we add a registered device in this concept.

1) SSD relations place constraints on the assignments of users and their
devices to contract roles. Membership in one contract role may prevent the
user with her/his devices from being a member of one or more other
contract roles, depending on the SSD enforced rules for all networks.

Definition 7: SSD relation in the Cognitive RBAC model in MHNS;
e 5o, sspK) < g®RI) 0 N s @ collection  of  three
(a, u,n)e(ZCR(k),ZD“(k), N(")) for CS and Operator(s) where each ¢ < 2%:"

is a contract role set, »<2°*"“is a device set and neN® is a natural
number, n>2 with the property that no user can be assigned to n or
more contract roles from the set & using any device from the set v .
Specifically:
V(a,u,n)eSSD(k),Vdu(k)eu,Vnga:‘77‘Zn2ﬂcrme,7r_au(k)(cr(k),du(k))zg.

2) DSD relations differ from SSD relations by the context in which these
limitations are imposed. DSD requirements limit the availability of the
permissions by placing constraints on the contract roles that can be
activated within or across a user's sessions when contract roles can be
activated by the user’s devices through all networks and channels.

Definition 8: DSD relation in the Cognitive RBAC model in MHNSs;
e osp® ,  DsD®) co®RIV P N s @ collection  of  three
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(a,v,n)e (ZCR(k),zD“(k), N(k)) for CS and Operator(s) where each ¢ e 2" is

a contract role set, pe2°°®is a device set and neN® is a natural
number, n> 2 with the property that no user may activate N or more
contract roles from the set & using any device from the set v .
Specifically:

V(a,u,n)e DSD(k),‘v’du(k) eu,Vg(k) eS,Vpc S_r(g)ﬁa : |p| >n

:>ﬂcrmepr_au(k)(cr(k),du(")):@.

od4.4. Contract and Registration Phase, and Access Phase

In this subsection, the phase for CS and the Operator(s) can be divided into
two sub-phases: the first one is the Contract and Registration Phase, and the
second phase is the Access Phase. In this subsection, we introduce the two
phases for the generalized Cognitive RBAC model in MHNSs.

4.4.1. Contract and Registration Phase

A contract is an agreement entered into voluntarily by two or more parties with
the intention of creating a legal obligation, which may have some contract
items in writing, though contracts can be made formally. Registration is having
formally submitted a document to, and received approval for a
specific activity from, the appropriate official or authority. In this phase, we will
describe the contract and registration which is suitable for this application
scenario.

1) CS makes contract with Operator(s)

In our assumption, CS is a kind of permissions provider for some specific
applications, and Operator(s) should be an access network(s) provider which
provides either mobile communication network or Wi-Fi network. The CS and
Operator(s) will make the contracts that provide permissions to access the CS
through the system of Operator. They will share information of registered
users and registered devices. For examples, there are a CS server and three
Operators: A, B, C, shown in Table 1, Table 2, and Table 3. The permissions
are mapping from CS to networks and channels which belong to the distinct
Operator.
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Table 1. An example to illustrate the contract between CS and Operator(s) by cT®W

Role Privileges
Operator A Cognitive Server
CR®W Roles of | Network | Channel Set Roles of | Permission
Operator | Set CH,® Cs PRMS ¥
Ro® Ne, ! Rs ™
m,® {ch,,ch,}cCH, @ prms,
A
A ro,” m, fehy,ch,}cCH, @ | rs, ™ prms,”
w,® {ch,,ch, )< CHWS‘A’ prms,”
" " m," {ch, ch,}ccH, @ " prms,”
cr. ro s
2 2 w, M {ch,,ch}<CH,, ® 2 )
5 3: U5 f & Wy, prmsg
* " mg” feh,}ccH, @ " prms,
cr, ro ’ rs
g : @ | fenchjecH, @ | Q
s 5,Chs j= CH,,. prms,
A (A) (A)
" " w,® {ch,,chy}=CH,, * prms,
Cr, ro IS
4 4 (A) {Ch ch } CH (A) 4 (A)
my g: Ul § & LH prms,
Crs(A) r05(A) mlO(A) {Chg,chw}g CH mm(A) I‘SS(A) prmle(A)
Table 2. An example to illustrate the contract between CS and Operator(s) by cT®
Role Privileges
Operator B Cognitive Server
CR(®) Roles of Network Channel Set Roles of | Permission
Operator Set CH, ® cs PRMS ®
Ro® Ne ® ”“ Rs(®
v
B (B) (B)
& {ch,,ch,}c CH prms,
cr,® ro,® m,® {ch,,ch,} = CH (B) rs,® prms,®
m,* feh,,ch,} CH 7(5) prms,®
®) ) w,® {ch,,chyjccH,, @ ® prms,®
cr; ro, ® fehy ch,}ccH, @ | ®
m4 315 = m, prm55
(B) (8) (B)
o ® o ® m, {chy,ch,}<CH,, s ® prms
: 3 (®) {chy,ch, }c CH, ® 3 ®)
My, 91110 =~ Tmy, prms,
B
® ©) m,"” {ch, chy < CH, @ ® prms,®
o O ® {ch,,chy}c CH,, © s ®)
m, g, Chyy< CH prms,
(B)
(8) ® Me feny, ey j CH,® ® ®
I, Iro, IS prms,
Cfs 5 (B) {h h } CH ® 5 0
m, CNg,Chy g LR,
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Table 3. An example to illustrate the contract between CS and Operator(s) by CT ©

Role Privileges
Operator C Cognitive Server
CR©@ Roles of | Network Set | Channel Set Roles  of | Permission
Operator Ne,© CH,, © CSs PRMS ©
© Y G ©
Ro Rs
ml(C) {Ch1,Ch2}g CH . 1(5) prmsl(c)
c C ©) () (o] ©)
cr, @ ro, m, fen,,ch,jeCH,, rs,© prms,
C C
w,© fch,,ch,}cCH,,© prms,®
©) (©) ©)
© © My {en, ch,fCH,, © prms,
cr, ro, © {ch,,chy < CH,, © " ©
W4 31¥5 (S A prm55
© (© (©)
e 0 © m, {chy,ch,}CH,, © prms
s : © fehy.chccH, © | ™ ©
W, g, Loy & o prms,
(©) (©) ()
o © e A {ch,,chy} = CH,, L © prms,
) ° m,") {chy,chyjc CH, © ! prms,©
(C) (©)
or.© © Mg {chy,ch, f< CH, rs.(© rms. ©
5 ro, ©) { h. ch } CH (©) 5 p S10
WlO c g’c hof & Wio

2) User and Device(s) Registration from the System of Operator

At first time, each user will be asked to go to the office centre of Operator,
e.g. the Mobile Communication Company. Then, the contract will be signed by
both the user and the Operator in order to finish the user registration via face

to face. After the user gets his/her user ID, u|Du("),she/he further enters the

information of device(s), in an online system, in order to do the device
registration(s) through the system of Operator, e.g. the mobile communication
system or Wi-Fi system, which is depended on the signed contract. In the
online system, the system of Operator(s) will check whether the user and
her/his device(s) registration have been finished the registration or not
according to Algorithm 1. If all the requirements of the user’s contract are
satisfied, the system of Operator will assign a contract role cri(k’ < CRW to the

user and her/his device(s), where the role will be mapped to (1) the role of
operator consisting of the network(s) and available channel(s), (2) the role of
CS consisting of permissions. We show an example to illustrate how users
and their devices are mapped to the contract roles, for examples in Table 4.
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Algorithm 1: User and Device(s) Registration Phase

Input: user ID, ulD,*; device information;

Qutput: contract role Cl"i(k)ECR(k); a default network Ngy,(k); a default
channelch® ¢ CH,";

Begin
The user enters the information of device(s), in an online system, in order
to do the device registration(s) through the system of Operator;

If (the system of Operator received ulD,*) and device(s) information)
then
If (check ulD," ¢ U™) then
a. the system of Operator notifies the user need to do user
registration;
b. the User and Device(s) Registration Phase should be
ended,;
Else
the system of Operator will find out the signed contract;
End If;

While (all device(s) are registered in the system of Operator)
Do{
a. the user inputs the information of device one by one;
b. the system of Operator issues the device ID, uIDu(") to user

according to the contract;
c. the system of Operator assigns the contract role (%) ccr®to

the user, where contract role with the role mapping:
i. the role of operator ro,* mapping to network, Nz, (¥) also

available channels, ch® eCH,,g(k’i

ii. the role of CS rsx(k) mapping to pp<k> c PRMS®):
d. the system of Operator assigns a default network Ngy,(k)and a

default channel Ch(k)eCHW(k) to each device according to the
assigned contract role;

k
End While;
Return;
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Table 4. An example to illustrate how users and their devices are mapped to the
contract roles

u® Dv® ct(® cT®) ct©)
cr,
B 1
u,® do,®,do, do,® CI,1(A) CI’3( ) (ZC)
cr,
u,® do,,do,®,dv,% cr,V None None
(B)
cr, 7,
e do,®, do,® None (25) r,©
cr,
A B c
0 du, or,® or,® r,©
u du,,® cr,” None None

44,2 Access Phase

The user uses her/his registered device through a default channel CHW“‘)of
the network Ngw(k) which is constrained by the assigned contract role

cri(” < CRW activates an access request to the CS. In Algorithm 2, the contract

role and the device authenticated by the system of Operator are legal or not.
After passing the authentication, the user can activate multiple contract roles
via an available channel of assigned network in order to access the resources
from CS. For supporting cognitive network and cognitive radio (channel) to get
better QoS, the device will sense received strength and quality of alternative
channels of networks, periodically. After analysing the measured report, when
the best strength and quality are better than the threshold values compared to
the serving channel of network, the device will activate a new access request
via the new channel of network which is having the best QoS according to the
contract role. The CS will continue the services via new channel of network
with the same permissions to the device.

Algorithm 2: Access Phase

Input: contract role ¢ ecr®); default network, Ngy,(k); default channel
ch®) ecH, )3
Output: activate the contract rolecri(k) < CRW to access the resources from

CS;
Begin
User activates an access request to the CS by using his/her contract
role cr® e cCRWthrough the default channel cH,,(*) of the default
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network Neg,,(¥);

If (the contract role and the device authenticated by the system of

Operator are illegal)
reject the access request for system of Operator and CS;

Else
activate the contract rolecri(k) < CR® to access the resources from

CS via the default channel cH,, () of the default network Ne,{*);

End If;
While ((the device sense best RSS,, +RSSyy, (dBm)and RQ, +RQyy of

alternative channel of network) > (RSS; +RSSyy (dBm)and

RQ +RQry ));
DO{
If (the alternative channel of network belongs to the contract role
cr® e CcRW)
a. the device activate a new access request via the new
channel of network ch® ec|_|”5<k>'[o CSs;
b. the CS will continue the services via the new channel of
network ch® ¢ CHW(”with the same permissions

p® e PRMS ¥to the device;

End If;

k

End While;
Return;

where
RSS = receiving signal strength;

RQ = receiving signal quality;

c; =channel i, i=123,...;
RSSty =treshold valueof RSS;
RQyy = treshold valueof RQ.

5. Application Scenarios

Assume that there are a CS and three distinct Operators managed by distinct
Providers: cT(®,cT(®), andcT(©) (the notations are defined for the simple),
respectively. We then assume that the users u,u,,u,u,u, and

do,,dv,,dv,,do,,dv,,do,,do,,do,,do,, dv,,, after registration procedure in the
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CS and the Operators according to Algorithm 1, have satisfied the UA
relations UA®), UA®), and uaC)where the relations are defined according to
Definition 5 as follows: U]_(dUl(A),dUZ(A),dU3(A))€UA(A}1Uz(dl)A(A),dUS(A),dUG(A))EUA(A)

0, (00, ®)cUA® ,and u(dv,, ) UA® where UA® < U™ « Do® xcR™ ; Also
ul(dul(B)vdUz(B))EUA(B) ) UZ(dUS(B),dUG(B))EUA(B) , and u4(dz)9(B))eUA(B) where
UA® cU® xDu® xCR® ; Finally, Ul(dU3(c)>€UA(C) , u3(du7(c),dz)8(c))eUA(c) and
u,(dv,@ ) UA® where UA® cU© xDu® xCR . We illustrate cases with the
following.

Case 1: The users: y, using du,,du,,ordys , and u, via do, shown in
Table 3, are assigned the contract roles as cr,"”and cr,”, respectively, by
the CT, where the two contract roles satisfy the ascendancy relation as
cr,V=cr,” . In other words, according to Definition 6, the user u, using

dv,,duvg,ordy, can access not only the resources with the permissions

) )

prmse(A and prms,7(A via the available channels {chA}QCHm(A) and

{chs,che}g CH,, Wand the assigned networks me(A) and W7(A) set of the contract
role, cr,’” , but also the resources with the permissions via the available

channels and the assigned networks set of the contract role, cr,'’ . On the
contrary, however, the user u, using du, cannot access the resources with

the permissions prmslo(A) via the available channels {chg,ch }QCHm M and the

10

assigned networks mm“\) of the contract role, cr,”. This implies that the user
u, is assigned to the contract role crs(A), that is, the user u, is not assigned to
another contract role cr,’”. In Table 2, if the CT®) server enforces these two

contract roles cr,’” and cr,”®, such that these two contract roles share a SSD

relation according to Definition 7, and if these two contract roles are conflicting,

then the user u, using do, Or do, may never assign to these two contract
(B) (B)

roles cr,”’ and cr,” , i.e. ({cr;a)’crs(s)} ‘ {du&;(.a)’dus(a)}’z)eSSD(B). In Table 3,

according to Definition 8, no users using any devices are allowed to activate
both contract roles ¢, and cr,” in a single session, i.e.
[{crz‘c),cr4‘c)} ‘ {d%(c)},z)eosom- The fact is that no DSD constraint on

cr, and cr,'@ is specified for the other contract roles. Only the CT©) server
enforces the DSD constraint that the user u, via do, may never activate

these two contract roles for a single user’s session. Finally, after successfully
performing a user’s authentication by way of cTk), a user can be allowed to
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access this CS via registered devices through available channels and
assigned networks according to the contract roles.

Case 2: A user, y,, who uses her/his device, dy, , is accessing the
services from the network of cT(® via current channel Chlo€CHml(A) by

activating the assigned contract role, ch(A). On the meantime, the device

performs Algorithm 2. Once the device detects an alternative channel of
network, which having the better receiving strength and quality. The device
will reselect the new channel, e.g. chgeCHml(A), and requests it to the

network of cT(®). Therefore, the network of cT(#) can reallocate the new
channel to the deviceduvy,. After receiving response from the network of cT (A),

the device, dv, , will access the same services with the same permissions

prmle(A)via new channel ch, eCH,, ® by using according the contract role

(A)
crg .

6. Discussions

The important characteristics in our generalized Cognitive RBAC model are
analysed in the following. The CS may define Roles of CS (Rs) and
Permissions (PRMS ), the Operator(s) may define Roles of Operator (Ro ),
allocate Channels (CH ), and assign Networks ( Ne ), and the contract
between them may concern about Users (U ), Contract Roles (CR), Sessions
(S), Devices (Dv), and Contract (cT® )representing the set of users, contract
roles, Roles of Operator, Roles of CS, permissions, sessions, devices,
channels, networks and contracts set respectively; and furthermore, the CS
and Operator(s) may also define the relationship UA, PA,RH,SSD and DSD.

6.1. Dynamic Changing Contract Role(s)

We assume that the CS and the system of Operator(s) make the contract(s),
so that when system of Operator wants to delete and update a contract, in
which the roles-mapping table should be reconstructed depending on the new
contract, again. Therefore, the system of Operator is able to make sure that
no user can activate the old contract role in any session to access
permissions in the CS using any device through the channel of network. We
propose two functions: AddRole(e) and DeleteRole (¢)Shown as Function 1 and

Function 2 below, to support dynamic changing the contract role(s) mapping
tables, e.g. Table 1, Table 2 and Table 3.
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Function 1. AddRoIe(o)

AddRole(cr®, ro®, rs® : Name)

cr® ¢ CRM ro® ¢ Ro™, rs® ¢ Rs™)

CR'®=crR® U {cr(k)}

Ro'™ = Ro™ U {ro(k)}

Rs'® = Rs® U {rs(")}

assigned _ user'= assigned _ user v {cr(k> — @}

assigned _ network'= assigned _ network u {ro(k> — @}
assigned _ channel'= assigned _ channel U {ro(") > @}
assigned _ permission'= assigned _ permission U {rs®) i &}

Function 2. DeleteRole (o)

DeleteRole (cr®, ro™), rs™ : Name)

cr® ¢ cR™, ro® ¢ Ro™, rs®) ¢ Rs™®)

W es®er®es r(s%)= DeleteSession
UA=UA{u:U,dv:Doveu,dvscr}

assigned _ user'= assigned _ user {cr — assigned _ user(cr )}

PA'= PA{PRMS e prms > rs}

assigned _ permission'= assigned _ permission{r > assigned _ permission(rs("))}
assigned _ network'= assigned _ network {r > assigned _ network(ro(k))}
assigned _ channel'= assigned _ channel {r > assigned _ channel (ro(k))}
CR™ =cRr"

Ro'™) = Ro™)

Rs') = Rs)

6.2. Comparisons

Finally, our Cognitive RBAC model is compared to influential research paper
[1, 20] mentioned above. R. S. Sandhu et al.’s [1] proposed RBAC Models
and Hsing-Chung Chen and Marsha Anjanette Violetta [20] proposed
Cognitive RBAC in SHNSs. To distinguish them with our model, we make table
to compare some influential research papers with our scheme. The
comparisons among Conventional RBAC, Cognitive RBAC in SHNs and
MHNSs are listed in Table 5.
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Table 5. Comparison among Conventional RBAC, Cognitive RBAC in SHNs and

MHNs
Iltems Schemes
Cognitive RBAC in | Cognitive RBAC in
AERS SHNSs [20] MHNs
Multiple ~Assigned Not Addressed | Addressed Addressed
Networks
Available Channels | Not Addressed | Addressed Addressed
QoS Not Addressed | Addressed Addressed
Multiple
Registered Not Addressed | Not Addressed Addressed
Devices
SSD gnd DSD User User and Device User and Device
Constraint
Role Contract Not Addressed | Not Addressed Addressed between
CS and Operator(s)
Coanitive Area Home Area | Wi-Fi, Mobile
Netgworks Not Addressed | Network Communication
Local Area Network | Network

7. Conclusions

In this work, we propose the generalized cognitive RBAC model in MHNSs. In
our scheme, a registered device constrained by its contract role(s) can
intelligently sense the environment of networks, and choose a better access
network as well as radio channel depending on its needed for the required
performance of applications. A CS can support the services with cognitive
RBAC management in LHNs the environment of networks. The contract
should be made by the CS and each Operator, individually. The Operator can
be as a mobile communication system provider or Wi-Fi provider. However,
the MHNs consist of more than one mobile communication networks of
operators and Wi-Fi of operators. In the model, we divide into two phases;
there are the Contract and Registration Phase and the Access Phase. We
also propose the SSD and DSD constraint based on not only a user but also
on registered device(s). The cognitive RBAC model that we proposed has
satisfied the requirements, in which the device can sense a better channel or
network via a role, then the serving CS and the Operator can adaptively
assign the better channel or the better network as well as its corresponding
available radio channel to the role depended on the contract. Finally, the
device can get the services from the CS using the role via accessing the new
network as well as the new channel. Therefore, we then propose a very
convenient RBAC model which can achieve more efficient management for
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LHNs, and let mobile user can active perceive current network situations to
get permissions and access corresponding services under the contract have
made by CS with Network Providers.
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