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Abstract. Threats can trigger incidents in information systems (IS) causing dam-
age or intangible material loss to assets. A good selection of safeguards is critical
for reducing risks caused by threats. This paper deals with the selection of failure
transmission, preventive and palliative safeguards that minimize the maximum risk
of an IS for a specified budget. We assume that all the elements in the IS are valu-
ated using a linguistic scale, which is capable of accounting for imprecision and/or
vagueness concerning the inputs. Trapezoidal fuzzy numbers are associated with
these linguistic terms, and risk analysis and management is consequently based on
trapezoidal fuzzy number arithmetic. We model and solve the respective fuzzy op-
timization problem by means of the simulated annealing metaheuristic and give an
example to illustrate the safeguard selection process.
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1. Introduction

Several methodologies based on ISO/IEC 27000 [9410411412]] have been developed to deal
with risk analysis and management in information systems (IS), such as MAGERIT by
the Spanish Ministry of Public Administrations [[16]; CRAMM by the Central Computing
and Telecommunications Agency (UK) [3]]; or NIST SP 800-30 by the National Institute
of Standard and Technology (USA) [20].

These methodologies do not, however, consider imprecise ratings; they use precise
values on different, usually percentage, scales. Besides, experts may find it difficult to
elicit crisp values for the input parameters in risk analysis. In [27]] we proposed an exten-
sion of the MAGERIT methodology for risk analysis and management based on classical
fuzzy computational models. The experts could select linguistic terms from a linguistic
term scale to represent these values, such as probabilities or the consequences of events.
Trapezoidal fuzzy numbers were then associated with these linguistic terms and risk anal-
ysis and management computations were based on trapezoidal fuzzy number arithmetic.

The interest of the linguistic approach for risk analysis in IS is because it is located
halfway between quantitative and qualitative approaches, overcoming the disadvantages
of both, as advocated in [[17)27,35]] and discussed here.

In this paper, we review the fuzzy extension of MAGERIT methodology and focus
on risk management, specifically as regards the selection of safeguards, which is crucial
for dealing with threats in an IS. Preventive safeguards reduce the frequency of threats,
whereas palliative safeguards reduce the degradation caused by threats to assets and fault
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transmission safeguards reduce the fault transmission probability between a pair of con-
secutive assets.

Suppose that we have a set of threats that have to be considered sequentially to com-
pute the risk in the IS. However, no information about this sequentiality is available. Con-
sequently, we have a fuzzy multi-objective optimization problem whose objective func-
tions represent new (reduced) risks as a result of the possible application of preventive
and palliative safeguards regarding these threats and the application of failure transmis-
sion safeguards subject to a financial budget. As these risks are not summable, we decided
to minimize the maximum risk.

The resulting optimization problem is a fuzzy combinatorial optimization problem
since its complexity increases with the dimension of the asset network. Moreover, the
solutions would be less computationally feasible with a larger asset network, since it
would be more involved to compute the new failure transmission probabilities across the
network.

Metaheuristics have to be used to solve this especially complex and combinatorial
problem. Specifically, we propose using the simulated annealing (SA) metaheuristic. SA
is a trajectory-based metaheuristic that considers a new solution in each iteration of the
search process. The acceptance of worse solutions makes for a broader search for the
optimal solution and avoids trapping in local optima in early iterations. A diversified
search, in which practically all moves are allowed, is carried out in the early iterations
of the search process. This becomes more and more intensive as the iterations progress
until a local search is performed in the final iterations, where only better moves will be
accepted.

In the next section we briefly describe the extension of the MAGERIT methodology
based on classical fuzzy computational models. In Section 3 we tackle with selection of
safeguards for risk management. A fuzzy optimization problem is modeled to perform this
selection process, and a simulated annealing technique is proposed to solve the problem.
In Section 4, we illustrate the selection of safeguards with an example. Finally, some
conclusions are provided in Section 5.

2. A fuzzy extension of MAGERIT methodology

The international standards [9/10411J12f] that establish information security management
systems (ISMS) certification requirements are based on BS 7799 published by BSI (British
Standards Institution). The first part of the standard (BS 7799-1), published in 1995, es-
tablished, for the first time, a set of best practices for information security management to
be used by any company or organization, while the second part (BS 7799-2), published in
1998, established information security management system requirements for certification
by independent audits.

In 1999, the ISO/IEC JTC 1 committee adopted BS 7799-1 without major changes as
ISO/IEC 17799. It was renamed ISO/IEC 27002 in 2005, while the standard BS 7799-2
was adopted as ISO/IEC 27001. This is the main standard in the ISO/IEC 27000 standard
series (27000 to 27019 and 27030 to 27044), which provides the framework for infor-
mation security management underpinning the adoption of different IS risk analysis and
management methodologies by national or corporate bodies. Specifically, the MAGERIT
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methodology ([[16]) was established in Spain by the Spanish Ministry of Public Adminis-
trations.

According to the MAGERIT methodology, an information system [21]] consists of a
set of assets, A = {A1, ..., A, }. An asset is anything that is of value to the organization
and therefore requires protection. These assets are divided into terminal assets, AT =
{As41, ..., Ast+ }, which often account for the total value of the IS and are usually data,
information or business processes, and support assets (hardware, software, personnel,
facilities...), A° = {4, ..., A,}, which support terminal assets enabling data processing
and proper services development. Therefore, let us suppose that the assets, Ay, ..., 4,,, are
arranged so that the first s assets are support assets and the others are terminal assets, i.e.,
a=2%UAT andn =s+t.

Although essential, support assets are a continuous source of threats and constitute the
vulnerabilities of the IS, since a support asset failure may prevent the correct operation
of terminal assets. In fact, IS assets are interrelated, forming a directed and acyclic graph.
Thus, a failure in one asset can be propagated via other assets to the terminal assets, which
are located at the end of the graph, causing huge losses for the organization.

Risk analysis in IS entails computing the failure transmission probabilities between
the system assets, the value of the terminal assets, the degradation caused by threats and
their probabilities of materialization or frequencies, and, risk management then estab-
lishes safeguards to prevent the materialization of the threats or reduce their impact. There
are, however, no historical data, nor any possibility of putting in place mechanisms for ob-
taining empirical data. Consequently, subjective knowledge from experts is the only way
to determine these factors.

The MAGERIT methodology offers two models: an ordinal symbolic qualitative model
and a non-fuzzy quantitative model.

Qualitative model. This model establishes an ordinal scale:
@
V = {00y v 1} £ [0,n— 1.

The different magnitudes of risk are rated on this scale, where vg is a term under which
the magnitude is considered negligible. For example, it can be said that the impact of a
particular threat on an asset is v; € V. The operators considered in this qualitative model
are: 1) max and min operators; and 2) product by scalars in [0, 1], which can represent
magnitudes such as the degradation associated with the materialization of a threat on an
asset or the potential reduction of the impact of the threat thanks to a safeguard. For
example, if a certain safeguard reduces impact v; by a%, then this impact is reduced to a
level B = v; x (1 — 135) = @(vi) x (1 = 355) =1 x (1 = 155) € [0,n —1].

The result will not necessarily be a linguistic term on the given scale. In the MAGERIT
methodology, a linguistic scale term is assigned to the result of these operators by round-
ing. This is computed in the example above as ¢(8) = round(f) = round(i x (1 —
105)) € [0,n —1] NN = {vg, ..., vp—1}.

For example, using the scale {vy, ...,v4}, let us asume that a threat implies an im-
pact value vs on an information asset and that the frequency of the threat is 0.4. Then,
MAGERIT computes the risk associated with this threat on the asset as 0.4 X v3 =
0.4 x p(vz) = 0.4 x 3 =1.2 and ¢(1.2) = v;. So the result is a risk of v;.

This methodology has several drawbacks:
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1. It is necessary to assess some magnitudes, such as the degradation or the frequency
of a threat, by means of precise percentages. Some operations, such as the product
or the sum of linguistic terms, are not allowed because the results of these operations
may be out of range [0,n — 1].

2. A lot of information is lost through the rounding. Note that the function ¢ is not
bijective.

3. Such terms as 0.5 x vz = 1.5 are somewhat ambiguous. We do not know whether
this value should be assigned to v or vs.

4. It needs symmetric and uniformly distributed linguistic terms scales.

Other symbolic models solve some of these drawbacks. For example, the 2-tuple model
[[14]] is an ordinal symbolic computation model designed to solve the problem of discretiz-
ing the operation space on the linguistic term scale. The results of symbolic operations
performed on the scale £ = {lo,...,l,—1} =~ [0,n — 1] are given by tuple (;, &), where
1; is the linguistic term closest to the result and o € [—0.5, 0.5) represents the distance to
the term. For example, if an operation on the symbolic scale {ly, ..., 14} outputs the value
3.25, then that value is the tuple (3, 0.25)

We then get the function A : [0,n — 1] — £ x [-0.5,0.5) with § — A(B) =
(I3, @), i = round() (the rounding operator) and a = § — i.

It is verified that A is bijective, and its inverse is A~!(l;, @) = i + o This guarantees
the preservation of information. However, the 2-tuple method does not allow non-linear
operators. Three linear operators are introduced in [6]]: the arithmetic mean, the weighted
average and the OWA (ordered weighted aggregation) operator. The methods reported in
[31132]] are based on the 2-tuple model and extend the number of operators that can be
used, but they do not include the product of linguistic terms.

Quantitative model. This model directly measures each magnitude in the range [0,1] so
that the minimum value corresponds to zero and the maximum to one. The main drawback
of this model is that experts may find it difficult to assign precise values to the model input
parameters, and the results are sensitive to these values.

Following [27], experts can, as an alert native to previous models, select linguistic
terms from a linguistic term scale to represent these values, see Table 1 and Fig. 1. Trape-
zoidal fuzzy numbers are usually associated with these linguistic terms and risk analysis
and management computations are based on trapezoidal fuzzy number arithmetic.

Table 1. Linguistic term scale

Term Trapezoidal fuzzy number
Very low (VL) (0,0,0,0.25)

Low (L) (0,0.05, 0.15, 0.25)
Medium low (ML)  (0.15, 0.25, 0.35, 0.45)
Medium (M) (0.35, 0.45, 0.55, 0.65)
Medium high (MH) (0.55, 0.65, 0.75, 0.85)
High (H) (0.75,0.85,0.95, 1)

Very high (VH) 0.95,1,1,1)
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Fuzzy logic was introduced by Lofty A. Zadeh in 1965 [33]. A normalized trapezoidal
fuzzy number with support in the interval [a;, a4] is a t-tuple A = (a1, az, a3, a4), with
a1 < az < az < ay, and a function p 7(x) : ¥ — [0, 1]. Let us denote by R7F the set
of all these numbers.

04 0.6

Fig. 1. Membership functions scale of fuzzy numbers

We consider the usual arithmetic for trapezoidal fuzzy numbers [30] and the internal
composition law W, which is used in the algorithm to compute the failure transmission
probability between support and terminal assets, described in [21]]:

(a1,b1,c1,d1)8(as, be, c2,d2) = (ar1+az—aiaz,bi+ba—b1be, c1+ca—cico, di+day—didy).
ey
Indeed, W is an internal composition law in R7F and specifically in [0, 1]”r , because
if0<a <by <cg <dy <land 0 < as < by < <dy <1,then0 <
a1 + as — ajasz :1—(1—a1)(1—a2) S 1—(1—b1)(1—b2) :b1+b2—b1b2 S 1.
Analogously, 0 < b; + b — b1bs <1 +co —cica < dyp +do — dyds < 1.
__ Following the risk analysis methodology, first, the failure transmission probability
D(A;, Ay) is computed considering all possible paths connecting A; with Ay, as well as
the failure transmission probability between two consecutive assets A, and A, belonging
to a path from A; to Ay, in the graph, d(A,,, A, ). For example, the failure transmission
probability from A; to A, in Fig. 2(a) is computed as

D(A1, Ay) = d(A1, As) ® d(As, Ay) W d(As, Ay) @ d(Ag, Ayg) =

=d(A1, A3) ® d(A3z, Ay) © d(Ay, Ag) @ d(Az, Ag)©

Od(A1, A3) ® d(A3, Ay) @ d(A1, Az) ® d(As, Ay).

The algorithm proposed in [21] can be used for computing failure transmission proba-
bilities in more complex ISs. The failure transmission probability from A; to Ay, D(A;, A),
is computed as follows. We denote by P={ P}, ..., Ps} the set of paths in the analysis of
the failure transmission from A; to Ay. Then,

A) If all assets (excluding A; and Ay) in the paths in P are influenced by only one asset,
then

D(A;, Ap) = élD(AhAﬂpj), )
P

where E(A“ Ak|P]) = g(Aj,Ajl) ®J(AJ1,A]2)®®J(AQn,Ak), and Pj : (A,L —
Ajl — Ajg A d Ajn — Ak)
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B) Otherwise, we assume that the first r paths in P are formed by assets (excluding A;
and Aj) influenced by only one asset, and the remaining s — r paths include at least
one asset influenced by two or more assets. Then, for the r first paths, we proceed as
in A), and we denote by S the set including the s — r remaining paths. We proceed
with S as follows:

(i) Compute the set of non-terminal assets in S influenced by two or more assets,
denoted by I, and the subset of I including assets uninfluenced by any other
asset in I, denoted by N 1.

(ii) Consider an asset A, in NI and then simplify the paths in S that include asset
A, making 4; — A, — ... = Ay, with cT(A,L-, A) = lN)(Ai,A,,.) (computed as
inA)).

(iii) Remove repeated paths from S and keep only one instance.

(iv) Build I and N1 again from S.

(v) If NI is not empty, go to (ii). Otherwise, the algorithm finishes.

Let us denote the resulting set of paths by S= { P, ..., P }, with m < s — r. Then,

the degree of dependency of Ay, regarding A; is

D(Ai 4) = & D(Ai, AdlPy) l% D(As, A4 |P)). 3)
J= =

Fig. 2. Examples of ISs.

Assets are usually evaluated by taking into account three components: confidentiality,
integrity and authenticity. A very common practice is to give each component a monetary
value, i.e., attempt to quantify the losses that would be incurred if there were a breach
of the confidentiality of terminal assets, the terminal assets were damaged or the termi-
nal assets were unavailable for any length of time. This is a practice recommended by
international standards based on ISO 27000 [31912/16l20]. Let us denote the value of the
terminal asset Ay by Vi, = (Ug1, Ug2, Uk3)-

When a threat to a support asset A; materializes, causing a failure, the organization’s
biggest concern is to prevent the failure from being transmitted to terminal assets, since
this would lead to losses in the value components. We denote by TjZ the j-th threat to asset
Ai,i=1,...,n, 5 =1,..,n;. Tj2 is defined by the corresponding degradation of value
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~T! ~Té Tt~ i .
components, d * = (d;’,d;”, d;” ), and the frequency fTi with which the threat to A;

.. ~T5 i . .. .
materializes, where d,’ and f7i are represented by a linguistic term and the respective
trapezoidal fuzzy number. Then, the impact that threat 7'} has on the terminal asset Ay,

. . =T T o/ INURE (U S
with degradationd 7, is I, = (d}’ X Ug1,dy’ X Uga,d3” X Ugs).
Finally, the risk to asset A caused by the threat Tj is the product of the impact

on the terminal asset multiplied by the probability, p, of this threat reaching asset Ag:

~T! T 7 S U AU L
Rk] =p X ij =p X <d1'7 X Vg1, d2'7 ® Vg2, d3'7 ® ’Uk3>.

However, p is the product of the frequency f T multiplied by the failure transmission
probability between assets A; and Ay, D(A;, Ay). Therefore,

~ T ~Ti ~T! ~Ti = w1 o 7
R, = (RZ;,RQ,RZ;,) = D(As, Ap) @ [T @ T =
- i i ot o ah
=D(A;, Ap) ® f1i ® (ij @ Up1,dy" ® Vg2, dg’ ®U’€3> :

The total risk for each component [ (I = 1,2, 3) of the IS for threat Tj’ is the sum of
the risk for each terminal asset:

~Ti n ~ S B -
RlJ: @ (D(Ai,Ak)®ij ®Ukl®dlj>. (4)

k=m+1

Note that a similarity function is required to associate the resulting trapezoidal fuzzy
number with an element in the linguistic term set. This function can also be used at any
step of the methodology to derive the linguistic terms associated with the respective trape-
zoidal fuzzy numbers output to represent dependencies, accumulated values, etc.

For instance, we could use the similarity function proposed in [23l24], which accounts
for the shared area between the generalized fuzzy numbers with respect to the total area
of these fuzzy numbers in addition to the geometric distance and the distance between
the centers of gravity: Given two trapezoidal fuzzy numbers A = (a1, a2, as,as) and

B = (b1, ba, b3, by), their similarity can be computed by

- if max{(aq — a1), (bs — b1)} # 0 (non-empty intersection), then
T 5 Ly s ~(x)dx a;—b;
S(A.B) = 1-(1-0—) (1 — fr2esti ) —a ==t a (2 5.y5). (25.5)]

Jo naup(@)de

— otherwise,
S(A,B) — 1 _ (1—(;_/3 + Oé) . Z'azl*bl‘ _ (1—(;_/3 + /3) .d I:(:rg’yg)’ (I§7y§):| R

where o+ < 1, ju5 is the membership function of X, it 5 5() = Oggl{ug(x), pg(w)},

piog(T) = Orgji(l{pg(x),yg(x)}, (z3,93), (r5,yg) are the centers of gravity of A

and E and d is a distance in R2.

Note that direct assignments based on a rigid linguistic term scale is not always ad-
visable since the expert has no say in the number of linguistic terms that the scale is to
include and about the appearance of their associated trapezoidal fuzzy numbers. Instead
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we propose the use of the betting and lottery-based method for fuzzy probability elicita-
tion described in [27].

Betting and lottery-based methods are commonly used to assign probabilities and can
also be used to assign fuzzy probabilities ([19V7]). In betting methods, given two selected
monetary values x > y, the expert chooses one of the following two gambles:

— bl: If event A happens, then you win z$. Otherwise, you lose 3$.
— b2: If event A does not happen, then you win y$. Otherwise, you lose x$.

An interactive process is enacted until two alternative gambles to which the expert is
indifferent are reached, and it follows that p(A) = x/(x + y). In this process, if the expert
is not indifferent, then the expected utility of the selected gamble should be higher than
for the rejected gamble. Then, the analyst has to update monetary values and offer the
expert two new gambles.

In lottery-based methods, given a probability and monetary values x$ and y$, the
expert chooses between the following lotteries:

— [I: If event A happens, then you win z$. Otherwise, you lose y$.
— 12: You win x$ with probability p, or y$ with probability 1 — p.

An interactive process is again enacted, in which the value p has to be readjusted until
two lotteries to which the expert is indifferent are reached.

A realistic scenario is where experts have an interval rather than a precise value in
mind at the point when they are indifferent to either bet or lottery, that is, for the lottery-
based method there will be an interval [a, ] such that if p = [a, |, then the expert has no
preference for either lottery /1 or [2. Similarly, the betting method can result in an interval
of indifference [b, d].

On the other hand, it is recommendable to use several methods to test for expert con-
sistency and bias. In this regard, the following algorithm can be used to derive a fuzzy
probability on the basis of betting and lottery-based methods ([27]):

- If [a, ¢] N [b, d] = @, then the expert’s probabilistic judgment is inconsistent.

— If any of the intervals is contained in the other [a, c] C [b,d] (or [b,d] C |a, c]), then
we assume that the trapezoidal fuzzy number (b, a, ¢, d) (or (a, b, d, ¢)) designates the
expert’s probabilistic judgment.

- If [, c]N b, d] # @, is uncountable, and none of the intervals is contained in the other,
then, assuming that a < b < ¢ < d, (a,b, ¢, d) designates the expert probabilistic

judgment.
This is a more efficient way of allocating the probability of an event without the biases

inherent in the use of linguistic scales. Nevertheless, direct assignment based on linguistic
scales is much faster and more usual in decision-making processes involving fuzzy logic.

3. Optimal selection of safeguards in risk management

The safeguards that should be implemented to reduce the total risk in the IS have to be
identified according to the established risk indicators for each threat to the IS.
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Safeguards can be preventive, if they reduce the frequency fof threats; palliative, if
they reduce the degradation d caused by threats to assets; or fault transmission safeguards,
if they reduce the fault transmission probability between a pair of consecutive assets, i.e.,
d(Ay, Ay).

Let us denote the sets of safeguards by:

- S S u,v=1,...,n;t = 1,...,my,} is the set of failure transmission safeguards,
where S§'" is the ¢-th failure transmission safeguard between the consecutive (con-
nected) assets A,, and A,. The corresponding effect of each safeguard S;*” on the
failure transmission probability cj(Au7 A,) is denoted by €¢ " and its cost by c¥.

- S . {S(pr)T = 1,..,m;j = 1,...,n;5t = 1,...,mj'} is the set of preventive

T! . . .
nT is the t-th preventive safeguard for the j-th threat to asset

T
A;. Tts effect on the frequency of the threat 77 is e and its cost is c(p e

= 50 PTG = 1 = 1yt = 1. mE?Y s the set of palliative

safeguards, where St(p

o]

safeguards, where is the ¢-th palliative safeguard for the j-th threat to asset

(Pa)T’
A;. Its effect on the degradation in the component [ of the threat T7 is é’f and its

(pa)T;
costis ¢, .

We can select different packages of safeguards to reduce risk. These packages will be

pr (x(PT)T )mu pa __ (x(PG)Tf "”fJa

=1 X5 = Ty t=1>X;; = Ty Je=1 >

Nyv

represented by binary vectors X, = (z}V);

respectively, where ' =1, xipr)T; = 1 and xipa)T-; = 1 if the ¢-th safeguard S},

St(pv")T nd S(p a) T

) = (cgm)T-7 e c(p:? ’) and ¢}

I is selected respectrvely Besides, we denote by €up = (c}?, ..., 2V )

Ny /2
T}
= (Cgpa) T c(pa) 7) the safeguard cost vectors.
J

If the effect of a safeguard is e% or in per one, then its parameter is reduced by that
amount. The effect caused by a safeguard can be also represented by a linguistic term from
the scale in Table 1. For example, the probability of a threat after the implementation of a
preventive safeguard with effect & is reduced to the level (16 ¢) ® /.

Note that © is not an internal composition law in TF[0,1]. However,

- A, BeTF[ ]:>A®(1@B)6TF[O 1],

-AQ® (1 S) B) < A with the partial order of the trapezoidal fuzzy numbers (i.e.,
A < B@al < by,az < by a3 < bz, a4 < by)and

- A® (16 B) decreases with B.

In [25] we propose a method for reducing the degrees of dependency from all support
assets to terminal assets minimizing the costs for the company.
_ As mentioned above, the probability of transmission of failure from support assets
D(A;, Ay) is the result of fuzzy operations with the probabilities of transmission of failure
through intermediate assets linking the attacked support asset with other assets.

In each of these intermediate assets, safeguards can be enforced to reduce the proba-
bility of transmission of a failure. The effect induced by a safeguard to reduce the proba-
bility of transmission of failures between two assets A,, and A, can also be defined as a
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linguistic term, which is represented by a fuzzy number €*-¥ € TF'[0, 1]. So, if the degree

of direct dependency between assets A, and A, is d(A,, A,), then, when we implement
a safeguard with effect "'V, the degree of direct dependency is reduced to

d(Ay, A) @ (Toen?).

The problem of keeping at an acceptable (low or very low) level the failure transmis-
sion probabilities among support and terminal assets with minimal costs can be repre-
sented as follows:

min ZZ:I ZUEN“ Z?W ey
— (5)

s.t. D(A;, Ay) < Uy VienT kenS
x"" € {0,1}Vu,v € Ny, t € {1,..., 4y }

where N, is the set of assets connected by an arc from A,,, ﬁik is a residual value accepted

by the experts, x;"" are the decision variables (x;"” = 1 means that safeguard S;"" is

selected), and D(A;, Ay) is reassessed replacing values d(A,,, A,) by the affected values
regarding the selected safeguards:

—_~—

d(Ay, Ay) ® [@t(T o 51“’)} :

where A, and A, are two consecutive assets connected by an arc in some path between
A; and Ayg.

This problem can be solved by dynamic programming and metaheuristics techniques
as shown in [25]]. Remember that indirect failure transmission probabilities are recursively
computed following the algorithm described in Section 2. Thus, the failure transmission
probabilities of the support assets further away from the terminals can be computed from
the failure transmission probabilities of the closest assets. Therefore, the problem can be
solved stepwise, and the principle of optimality in dynamic programming holds: Given an
optimal sequence of decisions, every subsequence is, in turn, optimal. Then we proceed
as follows:

— Step 0. Let A7 be the set of terminal assets.

— Step 1. Consider AT including support assets whose children belong to A7 only. Iden-
tify safeguards that minimize costs keeping the failure transmission probabilities over
their children at an acceptable level.

— Step 2. Consider AT including support assets whose children belong to AT UAT only.
Identify safeguards that minimize costs keeping the failure transmission probabilities
over Al under an acceptable level. Note that the failure transmission probabilities
of indirect dependency from the children of AL to terminal assets have already been
computed in the previous step, so we only need to identify the failure transmission
probabilities over assets in A7 U AT

— Step i. Consider AT including support assets whose children belong to AT UaT'U...U
AT | only. Identify safeguards that minimize costs keeping the failure transmission



Fuzzified Risk Management: Selection of Safeguards to Minimize the Maximum Risk 577

probabilities over A" under an acceptable level. Note that again we only need to
identify the direct failure transmission probabilities over assets in A7 Ua?'U...UAT ,.

However, we propose in this paper to reduce the risk index on terminal assets subject
to a financial budget.

The optimization problem to be solved consists of minimizing the maximum risk for
the IS subject to a financial budget c:

min z = maxiyj,l{]fZlTj}

(6)
s. L. EZZIZ'UENucu’U Xy T E:L:l ;L;lci;. . Xf]r + E:L:l ;L;lcf; . ija < c,
where ¢;x, ¢} and ¢}’ are safeguard cost vectors.

Note that we have a set of threats that have to be considered sequentially rather than
simultaneously to compute the risk in the IS. However, no information about this sequen-
tiality is available. Consequently, we have a fuzzy multi-objective optimization problem
whose objective functions represent new (reduced) risks as a result of the possible applica-
tion of preventive and palliative safeguards regarding these threats and the application of
failure transmission safeguards. Thus, these risks are not summable, and we have decided
to minimize the maximum risk.

The objective function has to be total order and fuzzy numbers are not. The defini-
tion of indexes to rank fuzzy trapezoidal numbers has been a transcendental issue in the
history of fuzzy logic. More than thirty ranking methods for trapezoidal fuzzy numbers
are described in [112129]. In this paper we use the index proposed by Murakami et al [13]],
which computes the centroid of the compared fuzzy numbers: If A = (a1, as, ag, a4) then

its centre of gravity is the point (X 3, Y3), with

_ Ga—f2 4 9 _ _ _
Y;= 7(14_“6 and  X;=Yi(az—a2)+ (1-Y5) (as—ar).

The Murakami index first compares the abscissas of the centroids. The fuzzy numbers
whose centroids have bigger abscissas are better ranked. If abscissas are equal, then the
one with the higher ordinate is ranked first.

The fuzzy optimization problem is a combinatorial problem: its complexity increases
with the dimension of the asset network since different packages of failure transmission
safeguards could be considered in each arc, and the selected safeguards for the assets
closest to the terminal assets also reduce the fault transmission probability of the assets
that are farthest away. Moreover, the solutions would be less computationally feasible
with a larger asset network, since it would be more involved to compute the new failure
transmission probabilities across the network.

Metaheuristics have to be used to solve this especially complex and combinatorial
problem (22w ik T2 mij +3i ™ possible solutions and 3 X s (number of threats
under consideration) fuzzy risk elements in the objective function).

Simulated annealing (SA) is one of the most used metaheuristics because of its ease
of implementation and efficiency [4/15]. Its pseudocode (for a minimization problem) is
as follows:
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- Randomly generate an initial feasible solution z. Do z* = zq, f* = f(z0),i = 0.
Select the initial temperature 7o = T' (T; temperature at step i).
— Repeat until the stopping criterion is satisfied:

e Randomly generate y € N(z;) (where N (x;) is a neighborhood of x;)
o If f(y) — f(z;) <O, then

* Tit1 =Y
# If (f(2*) > f(=s)), then 2* = z;, f* = f(:)
otherwise:

x p~U(0,1) (p is randomly generated in [0, 1])
* pr S e_(f(y)_f(m7))/Tt’ then Tiy1 =Y
e Update temperature, ¢ =7 + 1

The basic idea of SA is as follows. An initial feasible solution is randomly generated.
A new solution, y, is randomly generated from the neighborhood of the current solution
at each iteration, N(x;). If the new solution is better than the current one, then the al-
gorithm moves to that solution. Otherwise, there is a certain probability of moving to a
worse solution, e~ (f W)—=f(@:))/Ti The acceptance of worse solutions makes for a broader
search for the optimal solution and avoids trapping in local optima in early iterations. The
probability of accepting a worse move is a function of both a temperature factor (7°) and
the change in the cost function (f(y) — f(z;)). The initial value of T is high, which leads
to a diversified search, since practically all moves are allowed. As T decreases, the prob-
ability of accepting a worse move falls, and only better moves will be accepted when it is
Zero.

4. An illustrative example

Let us consider the IS in Fig. 2(b). The asset A5 is terminal and its monetary value (in
thousands of units) is vg = ((10, 15,20, 25), (18, 20, 23, 30), (12, 15, 26, 30)), for the
three components, respectively.

The probabilities of failure transmission from each support asset to the terminal asset
are:

D(Ay, As) = (A47A5) = (0.35,0.45,0.65, 0.75),
D(As, A5) = d(As, As) = H = (0.75,0.85,0.95,1),
D(As, As) = d(As, As) @ d(A27A3)®D(A3,A5))
= Hw(H® H) = (0.93,0.97,0.99, 1),
D(As1, 45) = (d( A1, Ax) @ D(Ag, A45)) & (d(A1, A2) © D(A3, 45)) =

(d
=(VHe® M)y (VH ® (0.93,0.97,0.99,1)) = (0.92,0.98,0.99, 1).
We consider five threats with frequencies and degradations shown in Table 2. The risks
induced for each individual threat on the terminal asset A5 before applying the safeguard
are shown in Table 3.
Let us consider the 32 failure transmission safeguards in Table 4 and the 22 palliative
and 16 preventive safeguards for the threats in Table 5. The budget is ¢ = 5000 monetary
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units. Then, we have to solve the following fuzzy optimization problem to identify the
safeguards to be implemented:

. ST T2 T2 T8 ST
min z =max{R,* R, ,R;*,R;" R, ' }

n n n; _pr _pr n ni .pa _pa
St D 1D e, Cuv  Xuv DDl G Xy DDl Xg; < 5000

- 7
wit

R =D(AL4s) e i o @L,0ed ) ed @ Tes" ")),

B =D(4a,45) 0 o (e (ee” " ) ed o @i "),

B2 = D4, ) 0 T 0 (02,0 ™) 0 d¥ o (@i, Tee™™)),

B = D(as,45) 0 F1 @ (0l (ee " ) ed o (@i, doe ™)),

R = DA As) e [ e (@b, (Tees " ) od o (@b, Tees™ ™)),

where D’ (A;, As) is obtained from D(A;, A5) by multiplying the initial value of each arc
by the reduction caused by the effect of failure transmission safeguards on that arc.

Table 2. Threats to the assets

Asset Threat (7}) Frequency (F}) Degradation (aTj)
Ay T H (M, H, MH)
As T? M (H, M, MH)
As T2 H (M, M, M)
As T3 MH (H, H, M)
Ay Tt H (H, MH, M)
Table 3. Risks to A before applying the safeguards
Threat Confidentiality Integrity Authenticity

T} (2898,5622.7,13449.1,19500) (6210, 10620.7, 23230.3, 30000) (4554, 8121.7, 18339.7, 25500)

T2 (2929.5,5565.4,13449.1, 19500) (1367.1,2946.4, 7786.3, 12675) (2148.3,4255.9, 10617.7, 16575)
T2 (2929.5,5565.4,13449.1,19500) (2929.5, 5565.4, 13449.1, 19500) (2929.5, 5565.4, 13449.1, 19500)
T3 (3712.5,7044.4,17598.7, 25500) (3712.5,7044.4, 17598.7, 25500) (1732.5,3729.4, 10188.7, 16575)
T{ (2362.5,4876.9,12905.7, 19500) (1732.5,3729.4,10188.7,16575) (1102.5,2581.9,7471.7, 12675)

This optimization problem has 3 x5 = 15 fuzzy risk elements in the objective function
and 2(32+22+16) — 1 18 x 102! possible solutions.

The initial solution considered in SA for solving this optimization problem consists
of randomly generated packages of failure transmission, preventive and palliative safe-
guards. The total cost of the initial solution obviously has to be below 5000 to be feasible.
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The neighborhood of a given solution z;, N (z;), is composed of any solutions whose
associated packages of safeguards differ by at most one safeguard randomly selected from
x;. If the resulting solution is not feasible, then it is discarded, and another solution is
generated in the neighborhood until a feasible solution is found (associated costs < 5000).

The initial temperature assures acceptance probabilities of worse solutions close to
0.9 in the initial iterations of the algorithm. The initial temperature is computed to obtain
a high probability of acceptance (> 0.9) of any neighbor of the initial solution, i.e., given
the initial solution x, the minimum value 7" is computed such that e~ (f(»)—f(x0))/To >
0.9,Vy € N(zo). If we identify an upper bound for (f(y) — f(xo0)), i.e., M > f(y) —
f(zo), then Ty = —M /In(0.9).

According to the Murakami ranking index, we can consider

M =max; ji{x _1i}, 8
R J

1

which is obviously achieved when no safeguard is considered, leading to M = 19077 and
Th = 181064.

The temperature is kept constant for L = 20 iterations and is then decreased after
multiplying by 0.9, so that, after / - L iterations, the temperature is T},.;, = 0.9"Tp. The
algorithm stops when there has been no improvement in the best solution over the last
30% of the total number of iterations.

Table 4. Failure transmission safeguards

Asset Safeguards (Tag, Effect, Cost)
Ay S = {(815, M, 205), (S5°, L, 124), (S5°, ML, 230), (S3°, M, 189),
(S§°,L,104), (S§°, M, 167), (S3#°, M, 178), (S5°, L, 98)}
As 535 = {(S3°, M, 198), (S5°, L,100), (S3°, M, 123), (S3%, M, 167),
(S2°, L,89), (S35, M, 178), (S2°, M, 209), (S5°, L, 100)}
Az 525 = {(S7°, M, 203), (83°, M, 198), (S5°, L, 170)}
5% = {(57%, L, 143), (53%, M, 178), (53%, M, 154), (S3°, M, 190), (53°, L, 102)}
A S = {(81*, M, 178), (S3*, M, 160), (S3*, L, 120), (S;*, L, 105)}

S12 = {(S12,L,120), (S3?, M, 180), (S3?, L, 104), (S}2, M, 200)}

Fig. 3 shows the fitness function trajectory of SA for this problem, in which the cen-
troid of the maximum risk declines to 4044. Note that the centroid before the implemen-
tation of safeguards was 19077. Table 6 shows the solutions output, whose associated
cost is 4850 monetary units, whereas Table 7 shows the new risk values once the selected
safeguards are implemented.

If we compare the risk values for the terminal asset A5 in Tables 3 and 7, i.e., before
and after the implementation of the selected safeguards, we find that the risk reduction
is significant. The maximum risk is associated with threat 7} both before and after the
implementation of the selected safeguards, but the sum of the centroids of each component
are 48.560 and 10.373 monetary units, respectively.

Note that the risks for the whole IS are the same as for asset As, since it is the only
terminal asset.
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Table 5. Preventive and palliative safeguards

Palliative Safeguards (Tag, Effect (C, I, A), Cost)
1 T a 1 a T a
gTiva {(lslTl" ,(H,H,H),52O),(SZT1P ,(M.,L,M),25o),(SST“’1 ,(L,L,VL),100),
STIPY (ML, VL, L),96), (S.1P*, (VL,L, ML), 110), (Sc17* (ML, M, L), 78
(Syt" (ML,VL,L),96),(Ss*" ,(VL, L, ),110), (Sg' ", (ML, M, L), 78)}
T3 T3 pa T3pa Tlpa
shire {(s;* 7(H7H3,H))535)’(521 ’(L-,Ly‘;'L)789)1(531 ,(H,H, H),670),
(Si17", (ML, H, L),537),(S3 ", (H, L, ML), 477)}
STIQ’)“ TZpa TZpa TZpa
(717 (H, H, H),496), (417" (VL, L, ML), 110), (Sat** (ML, M, L), 78)}
gT2pa T2pa T2pa TSpa
{(S, , (M, L, M),195), (S, (L, L,VL),89),(S3%" ,(ML,VL,L),56)}
gTipa T3pa Tipa Tipa
{(S; ,(H, H, if)a539),(52 ,(L,L,Vl;),llO),(SS ,(ML,H,L),478),
(517" (ML, H, L),495), (S, ", (H, H, H),689)}
Preventive Safeguards (Tag, Effect, Cost)
T T T T - T
sTivr {(s pg , H,367), (S37 : , H,485), (Sa7 pl , ML, 100), (sj;p , ML,120)}
gTier {(8TIP" M, 198), (Sf; PT1,100), (SSTl:T, M,123),(S: 17" M, 167)}
sTipr {(STIP" M, 203), (S5 1°", M, 198)}
2 T 2 i
sTEer . {81277, M,178), (5,27, M, 160))
sTivr (5747, M, 178), (S, 1", M, 160), (S5 1", ,120), (S, - ", L, 105)}

Table 6. Final selection of failure transmission, preventive and palliative safeguards

Arc  Failure transmission safeg. |Threat Preventive safeg. Palliative safeg.
(A4, As) (10100111) T} (0011) (000011)
(A3, As) (10111110) T (00) (110)
(A2, As) (110) T3 (00) (101)
(A2, A3) (01111) T (0010) (00000)
(A1, Ayg) (0100) T} (0100) (00000)
(A, As) (0101)

Table 7. Risks to Ay after the implementation of the selected safeguards

Threat Confidentiality Integrity Authenticity
Tl1 (16.9, 161.72, 936.2, 3681.5) (32.70, 239.7, 1295.6, 5197.4) (25.1, 198.6, 1576.7, 5777.1)
Tf (0, 49.6, 458.1, 1791.2) (0,29.7,289.7, 1397.1) (0, 24.6, 352.6, 1552.9)
T22 (0, 49.6, 458.1, 1791.2) (0,29.7,289.7, 1397.1) (76, 379.3,2074.3, 5588.4)

T13 (12.2,110.5, 647.2,2465.6)  (21.9, 147.3,744.3,2958.7)  (6.8,58.5,487.1, 1923.2)
T14 (34.8,245.5,1176.8, 3793.2) (62.7,327.4,1353.3,4551.9) (19.5,129.9, 885.7, 2958.7)
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Fig. 3. Centroid of the maximum risk evolution

5. Conclusions

The selection of failure transmission, preventive and palliative safeguards that minimize
the maximum risk caused by threats to the assets of an information system (IS) for a
given budget is a combinatorial optimization problem, which has to be solved by means
of a metaheuristic.

Moreover, we have assumed that all the elements in the IS risk analysis can be rated
using linguistic terms with associated normalized fuzzy numbers. This is less stressful on
experts and useful for accounting for imprecision and/or vagueness concerning the ele-
ments. However, this involves the inclusion of fuzzy elements in the optimization prob-
lem, such as the ranking of fuzzy numbers to derive a total order in the objective function.
We have modeled this optimization problem, which we have solved by means of simulated
annealing.

As discussed in the paper, assignments based on a rigid linguistic term scale is not
always advisable since the expert has no say in the number of linguistic terms that the
scale is to include and about the appearance of their associated trapezoidal fuzzy numbers.
This could be considered as a limitation of the proposed approach. However, we have
alternatively proposed the use of a betting and lottery-based method for fuzzy probability
elicitation. In the future, we intend to work on procedures for building a linguistic term
scale that represents the expert’s preferences.

Besides, we have assumed that the threat frequencies are represented by linguistic
terms (trapezoidal fuzzy numbers). However, these frequencies might change depending
on a number of variables in the context of the IS. In the future we intend to build a fuzzy
control system to establish different alarm levels according to these variable values.

Acknowledgments. The paper was supported by Madrid Government project S-2009/ESP-1685
and the Ministry of Science project MTM2011-28983-C03-03 and MTM2014-56949-C3-2-R.
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