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Modeling and Verifying the Ariadne Protocol Using Process Algebra

waiting for some sources occupied by other states. The property of Deadlock
freedom can be formalized as follows:

∀i ∈ (Initiator ∪Node ∪ Target) •
(clock <= T imeMax ∧ i.send == true) =⇒
(i.receive == true ∧ num(send) == num(receive))

Within the specific time, if there is some node sending message through
the channel, there must be some node waiting to receive the message and the
number of the sent message is equal to the number of the received message.

Property 2: Message Consistency

Message Consistency stands for no changes happened on the messages
in the whole process of the protocol. Here, this property is explained below:

∃m,n ∈ N •
(((request == msglist[m][1]) =⇒ (∀j request == msglist[j][1]))∧
((reply == replylist[n][0]) =⇒ (∀k reply == reply[k][0])))

All the request messages, especially the message received by the target
node, must be consistent with the request sent by the initiator node. And the re-
ply message received by all the nodes, including the initiator node, is the same
with the message sent by the target node.

Property 3: Node List Security

Node List Security represents the security of the node list, that is the node
list cannot be changed arbitrarily. We use the first order logic language to de-
scribe this property:

∀i, j ∈ NID •
(nodelist[i] == requestlist[i][0]) ∧ (replylist[j + 1][2] == nodelist[j])

where NID =df 0..N

The Ariadne protocol aims to prevent a malicious node from compromising
the route. It wants to ensure the security of the node list that no intruder can
change the order of the nodes, or add, remove any node from the node list. So
the initiator receives the node list, which must be the same with that the target
node receives.

Property 4: Fake Path Nonexistence

Fake Path Nonexistence is one of the most important properties we dis-
cussed in our paper. It means that there exists no fake path in the whole pro-
cess of the route protocol. This property can be formalized as follows:

∀k ∈ NID • (nodelist[k] == msglist[k][0]) ∧
(distance[msglist[k][0]][msglist[k + 1][0] == 1)
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where NID =df 0..(N − 1)

If the initiator receives the node list, it will check the distance of each node
in the node list. The distance between neighbor nodes being not equal to one
means that there may exist a fake path in the node list.

Property 5: End-to-End Nodes Authentication

End-to-End Nodes Authentication means that the end nodes also have some
functions to certificate the correctness of the key value and the MAC value.
Here, we mainly consider about the authentication of the initiator. This property
is explained below:

∀k ∈ NID • (KeyV alue(msgreply[k][1]) == Keytj [k]) ∧
(MACV alue(KeySD,msgreply[k][0]) ==MACTar)

where NID =df 0..(N − 1)

In Ariadne protocol, when the initiator receives the reply form the last node,
it will check the MAC value of the target and each key in the key list according
to the TESLA protocol.

The assertions of these properties can be found in Table 3. According to
the order of the properties as mentioned above, the following assertions de-
scribe Deadlock Freedom, Message Consistency, Node List Security, Fake Path
Nonexistence and End-to-End Nodes Authentication respectively.

Table 3. Assertions of Properties

#define goal1 (!((clock ≤ TimeMax)&&(countsend !=0))||
((countreceive !=0)&&(countsend==countreceive)));

#assert System() reaches goal1;

#define goal2 ((msgreq==msgReced)&& (msgrep==msgRepReced));
#assert System() reaches goal2;

#define goal3 ((msglist[1][0]==1)&&(msglist[2][0]==2)&& (msglist[3][0]==4));
#assert System() reaches goal3;

#define goal4 (((msglist[1][0]==1)&&(msglist[2][0])==2&&(msglist[3][0]==4))&&
((distancelist[msglist[1][0]][0]==1)&&
(distancelist[msglist[2][0]][msglist[1][0]]==1)&&
(distancelist[msglist[3][0]][msglist[2][0]]==1)));

#assert System() reaches goal4;

#define goal5 ((call(KeyValue,msgreply[1][1]))==KeyTj[1]&&
(call(KeyValue,msgreply[0][1]))==KeyTj[0]&&
(call(MACValue,KeySD,msgreply[1][0]))==MACTar);

#assert System() reaches goal5;
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Fig. 6. The Result of Case II Fig. 7. The Result of Case III

Table 4. The Results of the Verification
Property 1 Property 2 Property 3 Property 4 Property 5

Case Study 1 P P P P P
Case Study 2 P P P F P
Case Study 3 P P P F P

5.3. Results Analysis

The results of the verification are shown in Table 4. Here, P is the abbreviation of
Pass which means the case study reaches the goal and passes the verification
of the property. And F, shorted for Fail, means the case does not reach the goal.
Through the table, we see that Case I reaches all of the five goals because of
no fake path existing in Case I. Conversely, both Case II and Case III fail the
verification of property 4 indicating there are fake pathes in these two case
studies. Here, we discuss the details about these two results.

In the Case II, when the intruder C receives the message 〈msgreq, hA, (A),
(MA)〉 fromA, it will wait until the message 〈msgreq, hE , (A,B,E), (MA,MB ,ME)〉
from E arrives. Then C will change the message especially the node list as
(A,B,C) toD. The modified message is 〈msgreq, hC , (A,B,C), (MA,MB ,MC)〉,
where hC = H(C,H(B, hA)) and MB can be deduced from the known informa-
tion. After C gets the reply from D, it will cache the reply message until its
own TESLA key and the TESLA key of node B have been released, then it will
send the reply to A directly. In fact, (S,A,B,C) is a fake path that S does not

ComSIS Vol. 10, No. 1, January 2013 415



Xi Wu et al.

recognize. Meanwhile, we consider the Active-1-2 intruder in Case III. When
the intruder C receives the request 〈msgreq, hA, (A), (MA)〉 from A, it saves the
message into his private list, which the other corrupted node can also access.
Then, the intruder whose identifier is also C will receive the message from B, it
will change the node list as (A,C) and send it to D. After C receives the reply
message from D, it will also put the reply message into its own list, then the
other node whose identity is also named C will send the message back to A ig-
noring the intermediate node B. We also give the User Interface Figure, Figure
6 and Figure 7, which show the result of the verification of Case II and Case III
in PAT.

6. Discussion

In Mobile Ad Hoc Networks, typical routing protocols are divided into three
types, such as the proactive routing protocols, the on-demand (or reactive)
routing protocols and the mixed routing protocols. In our paper, we focus on
the on-demand routing ones, i.e. AODV [2,25], DSR [11], Ariadne, etc., in which
the initial node will begin the process of route discovery to the destination only
when it has a data packet needed to be sent to the destination. Through the
comprehensive comparison and analysis, we find that all the on-demand rout-
ing protocols have the phase of the route discovery and we think that the model-
ing approach presented in our paper is also applicable to other protocols, which
are based on the on-demand routing protocols and have the route discovery
process.

The route discovery includes two processes: broadcasting the request mes-
sage and unicasting the reply message. We can abstract the process of the
route discovery of all the on-demand routing protocols as shown in Figure 8
below:

Fig. 8. The Abstract Model Diagram of the Route Discovery Process

We can define sets, i.e., Initiator, Node, Target, MSG, and channels such
as Broadcast, ComII and ComTI, as mentioned in the previous sections. Some
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more sets and channels can be added as needed. We give a general formal-
ization here:

Initiator(parameter) =df |||Xi∈Node∧i∈[1,n]∧n∈N (

Broadcast!msgreq....Initiator.Xi →
/*More processes can be added here*/

ComII?msgrep....Xi.Initiator)→ Initiator(parameter)

In the whole discovery process, the initiator will broadcast the request mes-
sage to all of the nodes only one hop away from it, and receive the reply mes-
sage from some intermediate node or the target. The actions of the intermedi-
ate nodes are more complex, that are receiving the request and the reply mes-
sages, broadcasting the request message and unicasting the reply message.
Here, we do not discuss the details between different intermediate nodes, con-
sidering all the intermediate nodes as a whole part, shown below:

Node(parameter) =df (|||Xn∈Node∧n∈N (

Broadcast?msgreq....Initiator.Xn →
/*More processes can be added here*/

Broadcast!msgreq....Xn.Target→
/*More processes can be added here*/

ComTI?msgrep....Target.Xn →
/*More processes can be added here*/

ComII!msgrep....Xn.Initiator)→ Node(parameter)

The target node will receive the request message and unicast the reply mes-
sage to the intermediate nodes. It can be formalized as follows:

Target(parameter) =df

Broadcast?msgreq....Xn.Target→
/*More processes can be added here*/

ComTI!msgrep....Target.Xn → Target(parameter)

As mentioned above, we give a general framework to formalize the commu-
nication entities as CSP processes of route discovery of the on-demand routing
protocols. Some other models, such as intruder model, clock model, etc., can
be modeled as needed and the corresponding processes can also be added
into our general framework. For instance, in our paper, we focus on the Ari-
adne protocol, which is an efficient and well-known on-demand secure protocol
of MANETs. It mainly concerns about how to prevent a malicious node from
compromising the route using three authentication mechanisms. Therefore, we
add the security authentication mechanisms into our model and we also define
some other processes to describe the security mechanisms.
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7. Conclusion and Future Work

In this paper, we proposed a CSP model of the Ariadne secure route proto-
col. All the communication entities of the protocol, involving the initiator node,
the intermediate nodes, and the target, have been abstracted as processes re-
spectively. They share the same clock to realize the effect of asymmetric key
encryption through clock synchronization and detention. Besides, we also pro-
posed an intruder model in which the intruder can perform the attacks. We
also discuss that our modeling approach is applicable to other on-demand rout-
ing protocols, which have the route discovery process. Furthermore, we use
PAT, a model checker to implement and validate our formal model automatically.
Three case studies are given and we verify five properties: Deadlock Freedom,
Message Consistency, Node List Security, Fake Path Nonexistence and End-to-
End Nodes Authentication. The verification result demonstrates that some fake
paths indeed exist in the Ariadne protocol.

In the future, we would work on the formalizing of the other phase of the
Ariadne protocol, including the process of the route maintain. Besides, based
on the whole achieved model of the Ariadne protocol, further verification by us-
ing PAT is also an interesting topic to be explored. We also want to propose a
research methodology to study the discovery process of the on-demand routing
protocols for ad hoc networks.
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Abstract. In this article, device-free human presence detection method 
based on principal components analysis of the radio signal strength 
variations is proposed. The method increases user awareness for 
automated power management interaction in residential power saving 
systems. Motivation comes from a need for decreasing the installation 
complexity and development costs induced by the integration of 
specific human presence detection sensors. The method exploits the 
fact that a human body interferes with radio signals by introducing 
irregularities in the radio signature which indicate possible human 
presence. By analyzing radio signals between radio transceivers 
embedded in 2.4 GHz wireless power outlets, the original environment 
is not visually modified and a certain level of sensorial intelligence is 
introduced without additional sensors. The analysis of the signal 
strength variations in principal components space enhances the 
detection accuracy level of human presence detection method, 
retaining low installation costs and improving overall energy 
conservation. 

Keywords: energy awareness, human presence detection, principal 
components analysis, radio irregularity, RSSI, smart outlets, Zigbee. 

1. Introduction 

Due to the rise of the global energy demands, the electricity price increase 
and the limitation of natural resources used for electricity generation, several 
considerations about the energy saving have been brought up recently [1], 
[2], [3], [4], [5]. An optimized approach for residential electric energy 
conservation requires installation of power metering devices. The European 
Union and the European Regulators’ Group for Electricity and Gas have 
proposed an initiative [6] to encourage the installation of smart power meters 
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in all homes across Europe during the next decade. The most frequently used 
solution for smart power metering is made in a form of smart power outlets. 
Smart outlets offer the possibility for additional energy-related services such 
as on-demand power management, overview of the consumed energy and 
power switching of plugged devices. Such an approach provides more 
accessible information which help people to use energy more efficiently.  

Although consumers are aware about their power consumption, their habits 
are very difficult to change and in many cases no corrective actions that 
would decrease the power consumption are taken. Therefore, there exists a 
need for automated power management solution, which does not require a 
user to intervene. To enable the automatic response, it is necessary to 
establish the interaction with the environment by integrating a number of 
sensors, mainly for human presence detection. An example of interactive 
energy saving platform is proposed in the previous work as “Ecosystem for 
Smart Home” (ESH) [5]. The ESH improves the power consumption 
efficiency by connecting smart power outlets and smart light switches, which 
are part of pre-existing electrical installations, with human presence detection 
sensors. The integration of sensors and smart power nodes increases user 
awareness of the smart home for the advanced automated power 
management. 

Human presence detection method, proposed in this article, is motivated 
by a need for decreasing the installation complexity and development costs 
induced by the integration of specific sensors in smart energy environment. 
As opposed to the original ESH framework which incorporates various human 
presence detection sensors, the proposed method detects human presence 
without specific sensors. The detection is enabled only by analyzing and 
quantifying radio signal strength variations at the inputs of radio transceivers 
embedded in wireless nodes. This approach exploits the fact that human 
bodies interfere with radio signals, causing fading and shadowing effects. 
Therefore, irregularities in the radio signature, given in a form of received 
signal strength indicator’s (RSSI) variations, are considered as an indication 
of possible presence in the room. The method extracts principal components 
from a covariance matrix composed of samples that present signal strengths 
gathered from wireless links inside a room. Principal component analysis 
enhances the accuracy level with small percentage of false alarms and 
improves the overall probability of human presence detection. Since the most 
of indoor environments contain power outlets, replacing them with smart 
power outlets would not modify the environment visually, but existing 
electrical installations would be extended with the detection capability. The 
use of radio irregularity from radio links in an already installed network of 
wireless power outlets preserves the transparency of smart home devices, 
supports high level of sensorial intelligence and has low installation cost. 

The paper is structured as follows. In Section 2, an overview of device-free 
methods for human presence detection is given, including theoretical 
background. In addition, an overview of smart energy systems for residential 
use is introduced. The proposed human presence detection method is 
explained in Section 3. The ESH system which incorporates the proposed 
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method is described in Section 4. Experimental results are given in Section 5. 
At the end of the paper, in Section 6, a conclusion with an idea for the future 
improvement is given. 

2. Related Work and Theoretical Framework 

Radio irregularity is a common phenomenon which is often considered as a 
shortcoming of radio networks. A number of experiments set in [7] and [8] 
explain that radio irregularity is mainly caused by two factors: device 
properties and the propagation medium. Device properties include: the 
antenna type, the transmitter’s radiated power, the receiver’s sensitivity, and 
signal-to-noise ratio. Medium properties include the background noise and 
the environmental factors such as obstacles within the propagation path. 
When the signal travels through a medium, it may be absorbed, scattered, 
reflected or diffracted. At microwave frequencies, absorption by molecular 
resonance is a major factor affecting the radio propagation [9]. Scattering 
occurs when the signal propagates through a medium which contains a large 
number of objects smaller than the signal’s wavelength. Reflection occurs 
when the signal encounters an object which is larger than the signal’s 
wavelength. Diffraction occurs when the signal encounters an irregular 
surface, such as sharp edges. 

The irregularity of the radio signals is even more expressed when a human 
body encounters the signal in its propagation path. The human body is 
comprised of molecules of water which are able to additionally absorb, 
diffract, scatter or reflect the energy of the radio signal. Therefore, the 
presence of a human within the wireless network range results in significant 
signal strength variations at the receiver, whereas the degree of the signal 
strength variation is correlated with the level of human motion.  

Woyach et al. [10] report that the shadowing effect caused by a human 
subject moving in the line-of-sight path between two communicating wireless 
nodes can be used for human motion detection. Such an approach, mainly 
based on RSSI variations analysis is extended for the outdoor people 
counting mechanism [11]. Lee et al. [12] investigated the feasibility of 
intrusion detection by characterizing the signal strength fluctuations and 
translating them into sufficient information that corresponds to an intruder’s 
activity. The presented idea is extended for an indoor automated people 
counting mechanism [13]. Intruder detection method [14] enabled by 
exploiting RSSI considerations, confirms the hypothesis that irregularities in 
the RSSI signature can be used as human presence indication. Through 
distributed processing of RSSI samples, nodes deployed in an indoor 
environment can also detect human presence and possibly help in localizing 
and tracking moving individuals, as shown by Kaltiokallio et al. [15]. The use 
of RSSI variations due to radio irregularity for security threats detection 
alongside a roadway, explained by Puzo et al. [16], demonstrates the ability 
of passive wireless sensor networks (PWSN) to be applied for the outdoor 
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surveillance. Patwari and Wilson [17] explain how multi-path fading can be 
used for the benefit of device-free localization systems. In such environments 
denoted as “RF sensor networks”, a human position can be inferred by 
measuring the absorption, reflection, scattering and diffraction of an 
electromagnetic wave, intersected by the human body. Device-free human 
localization in indoor environments using “RF sensor networks” is also the 
topic of the research presented by Deak et al. [18]. The phrase “RF sensor 
network” comes from the fact that the wireless network itself is the sensor, 
using RF signals to probe the environment. It is important to mention that a 
human does not need to be carrying a wireless device to be detected. Zhang 
et al. [19] proposed an RF sensor network operating at 870 MHz for indoor 
people tracking. The positioning method is based on capturing the RSSI 
dynamics of the reflected signals, which varies due to subject movement. 
That approach is further extended in [20] to implement the system capable of 
multiple persons tracking, simultaneously moving in the monitored area. The 
algorithm is based on distributed dynamic clustering that improves the 
localization accuracy when multiple subjects are present. Moussa and 
Youssef [21] demonstrate the feasibility of device-free passive intruder 
detection and localization by using the moving average of RSSI variance to 
detect the intrusion events. 

The most of the existing residential smart energy solutions have one 
important attribute in common: they rely on various sensor technologies and 
sensor networks, such as [1], [2], [5], [22], [23], [24], [25], [26]. Because of the 
important impact of sensor networks applications in smart home’s 
environmental challenges, the authors of this paper have tried to make a 
synthesis between “RF sensor networks” and residential smart energy 
systems. In order to detect human presence in smart energy infrastructure, 
an algorithm that characterizes the signal strength variations, has been 
previously proposed in [27] and [28]. The algorithm is incorporated into the 
smart power outlets, by enabling them to detect human presence only by 
analyzing and quantifying radio signal strength variations incorporated in 
exchanged messages. The RSSI standard deviation and discrepancies 
between the mean value of a set of RSSI samples and the set’s min and max 
values are compared to define the interval of the initial signal strength 
variation. During the runtime, each outlet is polled periodically by the specific 
controller device, to obtain their current RSSI values from the messages 
exchanged with other outlets. The algorithm compares read RSSI values with 
the interval’s bounds. When the human steps into the monitoring area, the 
signal strength variation exceeds the previously set bounds and reports the 
presence of a subject. The shortcoming of such an approach is that the 
algorithm monitors RSSI variation intensity on each link independently. It is 
enough that the interval is exceeded only at one link and the detection will be 
reported. This is also the case for many related researches that were 
performed in a controlled environment. Unfortunately, in real environment, 
the external noise (e.g. interferences from another room, or single link 
variations for specific positions in the room) can disturb a radio link in the 
monitoring room, resulting in reported false alarms. 
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In order to improve the presence detection for real-world applications, the 
RSSI processing algorithm resistant to external noise is proposed in this 
paper. To meet the requirement, the authors propose the use of Principal 
Components Analysis (PCA). The RSSI variation intensity is given as a 
function over the entire network of radio links (RSSI) in the monitoring room. 
The links are simultaneously processed, therefore in a case when a few links 
are interfered with the external noise, the power of the majority of links will 
minimize, or even entirely suppress the noise. PCA successfully filters out 
the disturbed signals in order to preserve the correct detection.  

3. Human Presence Detection Method based on Principal 
Components Analysis of the Signal Strength 

Principal components analysis [29], [30] is a useful statistical technique used 
in many forms of statistical analysis, from biomedical signal processing [31] 
to computer graphics and pattern recognition [32]. It presents a simple, non-
parametric method for extracting relevant information from confusing and 
large data sets. PCA is a variable reduction procedure. It is useful when 
samples are obtained on a large number of variables that are mutually 
correlated. PCA helps identifying patterns in the data, and expressing the 
data in a way that highlights their similarities or differences. Because of this 
variables redundancy, it is possible to reduce the large set of observed 
variables into a smaller number of principal components while retaining as 
much as possible of the variation present in the original data set. As the final 
result, each principal component contains new information about the original 
data and is ordered so that the first few components account for most of the 
variability. In the proposed algorithm, PCA compresses raw RSSI inputs 
obtained from each radio link, in order to extract principal components that 
are used to emphasize the variability of the signal strength. 

A set of RSSI samples obtained from a communication link between two 
wireless nodes (outlets) inside the same room forms the zero-mean column 
vector klinkToNod :  
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Vector klinkToNod  stores the information about RSSI signature from the 
link between a node which is currently polled by the home controller, and 
another node which communicates with the polled node. Each value 
sample(i) denotes an RSSI sample obtained from that link, whereas the 
counter i takes its values from 1 to N, for N that is the number of samples in 
the observed time window. Counter k takes its values from 1 to K-1, where K 
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represents the number of all active nodes inside the detection scope. Links 
toward remaining nodes represent an ensemble of K-1 sensing links. The 
entire ensemble can be compactly expressed by the N×(K-1) data matrix 
Nod, which defines (K-1) observations of the random process: 

 
 121 .  klinkToNodlinkToNodlinkToNodNod  (2) 

Once the samples are collected, the shift interval which includes number of 
p samples from each column of matrix Nod needs to be defined. Over new 
set of p samples, the standard deviation (STD) is calculated. The interval of 
first p samples is further represented through the value pstdLink , which 
shows the standard deviation of the vector p calculated over a single link. 
Afterwards, the STD is performed for the rest of the columns of matrix Nod 
which contain the data from other active links. That way, the shifting interval 
and the STD calculation applied to p samples from each column can be 
saved in a new vector kz  : 

  .... 121  Kk stdLinkstdLinkstdLinkz  (3) 

The procedure for the creation of the vector kz  is repeated for each K-th 
node, after the node is polled by the home controller. Counter k denotes the 
id of the polled node and takes its values from 1 to K, where K is the number 
of nodes in the environment. The calculated values are stored into new (K-
1)×K matrix X: 

  ,...21 KzzzX   (4) 

whose columns represent transposed vectors kz , for each wireless node. 
After the samples are collected it is important to determine how much the 
dimensions vary from the mean value with respect to each other. For that 
purpose the statistical measure covariance (cov) is used: 
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where iz  and jz  denote mean values from the set of samples per vectors   

iz and jz , respectively: 
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The expression (5) is divided by (K-1)-1, because the data represent only a 
sample. This gives the result that is closer to the standard deviation, which 
would result if the entire population is used. As the next step of the algorithm, 
all the possible covariance values between the variables should be calculated 
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and stored into covariance matrix XC . By using the equation (4) that defines 
the matrix of links X, the covariance matrix can be expressed as: 

.
1)1(

1 T
X XX

K
C


  

 (7) 

Each row of X corresponds to all measurements of a particular link. Each 
column of X corresponds to a set of measurements from one particular 
polling cycle. The matrix XC  captures correlations between all the possible 
pairs of measurements. A large value of XC  indicates high redundancy 
between measurements, whereas small indicates low redundancy.  

PCA enables the linear transformation that maps the data from a higher 
dimensional space to a lower dimensional space. Low dimensional space is 
determined by the strongest eigenvectors of the covariance matrix XC , 
known as principal components. The eigenvectors of XC  are non-zero 
vectors that, after being multiplied by the matrix XC  remain proportional to 
the original vector or become zero. An eigenvalue represents the scalar 
which defines how the eigenvector changes (stretches, flips, shrinks or leaves 
unchanged) when it gets multiplied by matrix XC . 

If W is a vector space and w is a vector from that space, then w represents 
an eigenvector of matrix XC  with eigenvalue  , defined as: 

.wwCX   (8) 

The eigenvalues of XC  can be calculated as the roots of characteristic 
polynomial which can be derived from the expression: 

,0)det(  ICX   (9) 

where det stands for determinant and I is the K×K identity matrix. The 
eigenvectors correspond to principal components whereas the eigenvalues 
correspond to the variance defined by the principal components. Once the 
eigenvectors are found from the covariance matrix XC , the next step is to 
order them by eigenvalues, highest to lowest, which orders the principal 
components by their significance. By ignoring less significant components, 
the final data set will have less dimensions than the original. The last step of 
the algorithm is to form the Feature Vector fv which is constructed by using 
the most significant eigenvalues. By analyzing the eigenvalues saved in the 
vector fv, the presence of a human can be determined. No presence 
implicates very low RSSI variations and therefore low eigenvalues (very 
close to value 0). When a human subject is present, RSSI variations from 
wireless links are becoming higher, with strongly expressed deviations from 
the mean value, which implicates higher eigenvalues. The detection bound is 
set to be the maximal value from the fv during the phase of training (no 
humans in the room). During the runtime, the eigenvalues which are higher 
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than the bound, report human presence. Lower eigenvalues report the empty 
room.  

4. Case Study – System Design for Residential Energy 
Awareness 

In one of the previous papers a smart energy system for the residential use 
has been presented [5]. The system is comprised of the home controller 
device, 2.4GHz (IEEE 802.15.4) wireless smart outlets, 2.4GHz smart light 
switches and a number of residential sensors. All these devices are 
connected to the residential smart power network. By interpreting user-
defined power saving schemes given in a form of XML based scripts [33] the 
user awareness of the entire system is increased. Increased awareness 
enables automation of instructions that generate ambient intelligence 
environment. The concept is depicted in Fig.1. 

 
Fig. 1. The concept of human presence detection method based on wireless smart 
outlets, light switches and the analysis of RSSI variations  

Implementation of the proposed method for presence detection requires at 
least two smart wireless power outlets, which can be combined with smart 
light switches. The communication control, periodic polling mechanism and 
the RSSI data analysis are implemented within the core software modules of 
the home controller. The home controller (illustrated in Fig. 2) is made in a 
form of a software platform based on POSIX/C open standards which provide 
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scalability. The software is platform independent and can be easily ported to 
various POSIX-based target controllers.  

 

 
Fig. 2. The home controller software design. The home controller is comprised of 
adaptation layer which provides communication toward user interface; RSSI analyzer 
which polls each outlet and analyzes RSSI data; the communication module which 
provides communication with the smart wireless nodes and user interfaces; the 
device handler which provides device drivers for smart nodes; and the behavioral 
scripts interpreter which provides engine for user-defined power saving schemes 
execution 

The device handler module connects device drivers for smart outlets and 
light switches with the central processing unit, providing a communication 
mechanism for wireless nodes polling and RSSI data reading. The device 
handler controls the message flow as the response on detection events. The 
RSSI analyzer enables periodic polling of wireless nodes to retrieve the 
current values of RSSI. The home controller polls each node (outlet) in turn 
on every 100ms and saves the received values in the local storage database. 
That way the system is able to detect even a human running with the fastest 
known speed without unnecessary frequent polling that can bring high 
processing loads to the system.  

Once a node receives the polling command from the home controller it 
sends its RSSI table as a broadcasted message. The message contains a 
table of RSSI values toward all links (other wireless outlets) nearby. During 
the period of one node polling the other nodes are in the “listening” mode, so 
there is no interference or superposition of signals between them. The 
broadcasted message is received by the controller as well as by other nodes 
which update their RSSI tables with the values of signal strength received for 
that link. The nodes are able to receive the message from the controller as 
well as from neighboring nodes. Once the message is received, the RSSI 
analyzer saves the received values in the local database and waits for the 
next 100ms, to poll another node inside a room. After a polling cycle, the 
controller can generate a functional status by monitoring the principal 
components, extracted from the matrix of RSSI values, as explained in the 
previous section. 
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Smart outlets and light switches (shown in Fig. 3), presented in details in 
[5] and [34], fit into existing electrical installations, power sockets on the wall. 
Smart outlets provide power to electrical devices with standard flat, two-pole 
AC power plug (CEE 7/16) which is designed for voltages up to 250V and 
currents up to 2.5A. Besides simple on/off switching, sockets and light 
switches are able to pass any percentage of power to the consuming electric 
device (e.g. light dimmer). IEEE 802.15.4 transceiver (2.4GHz Zigbee) is 
used as the wireless communication module. Smart outlets are powered from 
220-240Vac (±10%) 50Hz current electric power supply. It is an inexpensive 
and the safest way to provide full compatibility with the regulatory 
requirements. With an average current of 35mA and the operational voltage 
of 3.3V for an outlet and 2.4V for a switch, the power supply consumption is 
approx. 0.12W per an outlet and 0.08W per a switch. 

 

 
Fig. 3. The smart power outlet and smart light switch; the retrofit design that fits into 
existing electrical installation on the wall (CEE 7/16 standard)  

 

 
Fig. 4. The smart power outlet software design. Smart power outlet is comprised of: 
module for RSSI broadcast which sends a broadcast message on each polling 
instruction received from the home controller; the communication module which 
establishes Zigbee communication protocol with the controller and other smart 
nodes; the command interpreter which executes the switch and the dimming control; 
and the module for power measurement which provides consumption data 

The smart outlets and light switches incorporate specific firmware which is 
implemented to enable: (1) the access to the consumption overview on 
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demand, (2) switching the plugged devices on or off, and (3) environmental 
sensing by broadcasting RF messages to neighboring nodes. The firmware 
modules are illustrated in Fig. 4. 

The module for power measurement sends its current values periodically 
(each second) to the home controller. The power consumption for daily, 
weekly and monthly basis are processed within the home controller and 
stored into the local database. The module for RSSI broadcast waits for an 
event from the home controller which actuates the RSSI message 
broadcasting. The same module receives broadcasted messages from other 
nodes during the polling cycle. Parsed message is saved in the structure, 
which is provided to the home controller after the node is polled. Command 
interpreter executes commands received from the home controller, such as 
dimming control, switching the plugged device on or of, etc. The smart light 
switch firmware design is similar to the smart outlet firmware. 

5. Experimental Results for Human Presence Detection 

The test bed described in the previous section was installed in two buildings. 
In the first building, walls were made of concrete parts (exterior wall) and 
gypsum attached to the steel construction (interior wall) isolated with 
fiberglass wool. The gypsum wall thickness was 15cm and the concrete wall 
was 30cm. In the second building, the walls were made of aluminum and 
plastic covers, 30cm thick and mounted on steel construction, isolated with 
fiberglass wool. In each building a room was selected and four smart nodes 
were installed and placed strategically. Three of them (smart outlets) have 
been positioned at an elevation of 40cm above the floor and the last one 
(smart switch) was positioned at an elevation of 120cm above the floor. The 
testing room made of concrete and gypsum walls (further referred to as R1) 
was 536×530cm, whereas the room with aluminum and plastic walls (further 
referred to as R2) was 960×580cm large. The rooms’ layouts and the 
positions of a subject (shown as points P1-P5 for R1, apropos P1-P6 for R2) 
and nodes positions (shown as squares N1-N4) are illustrated in Fig.5. 

Coordinates of each node in R1, relatively to the central position, as well 
as positions of a testing subject, are given in Table 1. All the coordinates are 
given in cm, and measured relatively to the central position. The central 
position is located in the down left corner. 
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Fig. 5. The experimental rooms’ layout. On the left - the room with concrete and 
gypsum walls; on the right - the room with aluminum walls with plastic slices 

Table 1. Human subject’s and wireless nodes’ positions in R1 

Node 
name 

Node 
coordinates 

Subject’s 
position 

Subject’s 
coordinates 

N1 (73, 211) P1 (0, 78) 
N2 (54, 477) P2 (270, 75) 
N3 (474, 428) P3 (424, 254) 
N4 (519, 66) P4 (306, 420) 
- - P5 (120, 255) 

 

Coordinates of each node in R2, relatively to the central position, as well 
as positions of a testing subject are given in Table 2. The central position is 
also located in the down left corner. The coordinates are given in cm. 

Table 2. Human subject’s and wireless nodes’ positions in R2 

Node 
name 

Node 
coordinates 

Subject’s 
position 

Subject’s 
coordinates 

N1 (410,530) P1 (220,305) 
N2 (600,530) P2 (410,305) 
N3 (795,40) P3 (500,150) 
N4 (410,40) P4 (690,150) 
- - P5 (945,305) 
- - P6 (955, 500) 

 
According to scattering, diffraction, absorption and reflection of the signal 

in these environments, two test scenarios were defined. In the first scenario, 
the room was empty for a period of two minutes, and no detection was 
reported. Once a subject entered the room, he performed clockwise walking 
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around the table within the room, by passing the positions P1-P5, from the 
Fig. 5 - left. After one minute of walking, the subject was standing in each 
position P1-P5, for a minute, without movements. The scenario tried to 
confirm the hypothesis that the detection of human presence or movement is 
possible by analyzing the extracted principal components from the sets of 
RSSI variations retrieved from each wireless link. Sets of raw RSSI samples, 
before PCA processing, are logged and presented in Fig. 6. The values are 
given in dBm, but the idea is that the algorithm takes raw 8bit values into the 
processing. In that case no additional conversions are necessary during the 
runtime. The 8bit RSSI value is in signed 2’s complement on a logarithmic 
scale with 1-dB step and must be corrected with an RSSI offset to get the real 
RSSI value in dBm. For CC2530 transceiver, the RSSI offset is 73 dB. Real 
RSSI is calculated by subtracting the RSSI offset from the converted 8bit 
RSSI value. 

From the Fig. 6 it can be noticed that in the position P1 the RSSI variation 
was emphasized only at the link N1→N4 in both directions. It is explained as 
a result of signal reflection by the human body which was very close to the 
line-of-sight between outlets N1 and N4. In the position P2, the human body 
shadowed the links N1→N4 and N4→N1, and the most of the radio signal 
was absorbed by the human body which is the main reason for lower RSSI 
values. In the position P2, the links N2→N4 and N4→N2 were distorted with 
the reflection by the human body. Therefore, high RSSI variation in the 
position P2 for links between outlets N2 and N4 can be noticed. Moreover, 
the position P2 had slight influence to the links N1→N3 and N3→N1 that 
were distorted by the vicinity of human body which slightly reflected the 
signal. The human position P3 mostly absorbed the signal from the links 
N2→N4 and N4→N2, and reflected the signals from the links N3→N4, 
N4→N3 and N1→N4, N4→N1. Position P4 shadowed the links N1→N3 and 
N3→N1 and absorbed the signal. The position P5 shadowed the links 
N1→N3 and N3→N1 and reflected the signals from the rest of links, except 
for N3→N4 and N4→N3 which were far from the current human position. At 
the end of the experiment the room was empty again for two minutes.  
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Fig. 6. Raw RSSI samples data observed in the first experimental room – R1 

From the aspects of radio irregularity feature, the conclusion for the first 
scenario can be deduced: (1) RSSI for all wireless nodes that have 
communicated far from the human, varied slightly or had a constant value. 
(2) When the human was positioned closer to a node, without obstructing the 
line-of-sight, RSSI varied significantly. The larger variation is explained as 
the consequence of the signal reflection. (3) When the human obstructed the 
line-of-sight on one link, the RSSI did not vary much comparing to the other 
links, but was diverse comparing to the initial values.  

It can be clearly noticed that the appearance of a human subject induced 
RSSI variations in the environment. Particularly, during subject’s walking, 
RSSI variations have been emphasized at all links.  

Once the data set is collected for a number of samples (interval p – the 
testing was performed for the interval of 12, 24 and 36 RSSI samples) the 
matrix Nod given by (2) is formed, for each link. After the matrix X is created 
and the matrix XC  is calculated, the principal components are extracted. The 
graphical presentations of principal components stored in the Feature Vector 
fv for the time interval of 550 seconds are shown in Fig. 7, Fig. 8 and Fig. 9, 
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depending of the interval p (12, 24 and 36, respectively). Different values for 
p are used to experimentally determine the optimal number of samples that 
can achieve accurate detection and preserve fast system response. The first 
200 principal components are used to define the detection bound, and this 
phase is known as the training phase. During the training phase no human 
should be present in the room, otherwise high detection bound can be set. 
The detection bound is calculated as the maximal value of principal 
components from the training phase. The values higher than the calculated 
bound report detection.  

In the Fig. 7 the result of the applied PCA for the shifting interval p which 
includes 12 samples is shown. The first high peak (after the sample 200) 
reports the presence of a human. As defined in the scenario, the human was 
walking for a minute (the following 200 samples). During the motion, the 
principal components powers are strongly emphasized and human presence 
can be easily detected with 100% accuracy. The human standing without 
movements is less expressed on principal components and the detection 
accuracy is lower. The following high peaks show the transitions from each 
position P1-P5 to the next one. The defined human positions gradually affect 
the radio links in the room. All the links are not immediately obstructed with 
the human body and high discrepancies between them exist. Some of the 
links would still have low RSSI variations before their line-of-sight becomes 
intersected. As the human moves to the centre of the room (positions P3, P4 
and P5), the power of principal components increases. The overall detection 
accuracy, with p defined to include 12 samples, is approx. 75.3% for human 
presence (which includes walking and standing in each position P1-P5), 
whereas the accuracy for the empty room detection is 100%.  
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Fig. 7. PCA analysis results for R1 - an array of principal components for the shift 
interval defined to be p=12 and the input data representing the matrix X which 
contains standard deviations of the RSSI samples 
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Around the sample 400 the subject moved to the position P1 and stopped. 
Although the principal components in that position have low power, the most 
of them exceed the detection bound. The power of principal components is 
lower in the P1, because only several links are affected with the human body.  
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Fig. 8. PCA analysis results for R1 - an array of principal components for the shift 
interval defined to be p=24 and the input data representing the matrix X which 
contains standard deviations of the RSSI samples 
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Fig. 9. PCA analysis results for R1 - an array of principal components for the shift 
interval defined to be p=36 and the input data representing the matrix X which 
contains standard deviations of the RSSI samples 

In the Fig. 8, the shifting interval is comprised of 24 samples. The 
detection accuracy is approx. 93.6% for human presence. The empty room 
detection is 100% accurate. This shifting interval is more robust to false 
detections. In Fig. 9, the shifting interval is comprised of 32 samples, which is 
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the most robust to errors and the human presence detection is 97.8% 
accurate, whereas empty room is detected in 100% cases. 

The false detection rate decreases as the number of samples of the 
interval p grows, but the processing time is increasing for the calculation of 
principal components. For p is 24 and 36, the polling time of 100ms for each 
outlet is insufficient, because the algorithm can not extract the eigenvalues in 
400ms, which is the time period until the next polling cycle. From the number 
of experiments, the optimal polling time per outlet is determined to be 200ms 
if p is 24, and 350ms if is p is 36. For p is 12, the polling time of 100ms is 
satisfactory but the false detections rate is higher. Therefore, the solution for 
improving the processing speed is to implement an incremental algorithm 
which calculates eigenvalues only by using the previously calculated principal 
component as a predictor. The predictor is combined with the RSSI samples 
stored in n×1 vector, where n is the number of links. Instead of processing 
p×p matrix of RSSI samples, the improved algorithm calculates principal 
components from the vector. The fuzzy reasoning filter [35] would be useful 
to additionally isolate all the values below the calculated bound and the 
results would become more accurate. The detailed description of the filter 
and the incremental algorithm are not considered in this paper. 

Another approach is the definition of the matrix X from (4), as the matrix of 
raw RSSI samples, instead of standard deviations. In that case, the matrix X 
is equal to the matrix Nod from (2) and the definition of the matrix does not 
require the calculation of the standard deviation per interval p. In the Fig. 10 
the result of the applied PCA algorithm for the interval p which includes 12 
raw samples is shown. Human presence detection accuracy is 76.4% and the 
detection of the empty room is accurate in 99.6% cases. 
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Fig. 10. PCA analysis results for R1 - an array of principal components for the shift 
interval defined to be p=12 and the input data representing the matrix X which 
contains raw RSSI samples 

In the Fig. 11 and Fig. 12 the extracted principal components for raw RSSI 
inputs and p defined to be 24 and 36 are shown, respectively. The false 
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detection rate decreases as the interval p grows. For p=24, human detection 
accuracy is 94.2% and the empty room detection accuracy is 100%, whereas 
for p=36, human detection accuracy is 97.9%, and the empty room detection 
accuracy is 100%. Unfortunately, the same issue with the increased latency 
of the system response exists. However, the detection accuracy increases 
when raw values are used instead of standard deviations. The detection 
accuracy of these two types of inputs for the variation of the p interval is 
shown in Fig. 13.  
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Fig. 11. PCA analysis results for R1 - an array of principal components for the shift 
interval defined to be p=24 and the input data representing the matrix X which 
contains raw RSSI samples 
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Fig. 12. PCA analysis results for R1 - an array of principal components for the shift 
interval defined to be p=36 and the input data representing the matrix X which 
contains raw RSSI samples 
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Fig. 13. The detection accuracy is shown for both standard deviations and raw 
values, including p=12, 24 and 36. The accuracy is given for human presence 
detection during: walking, standing in positions P1-P5, and transition from Pn to 
Pn+1 (where n counts from 1 to 5). The detecion of the empty room is shown as well 

The test scenario in R2 was slightly different from the previous one. The 
room R2 was empty for a period of two minutes, and no detection was 
reported. Once a human stepped into the room, he was standing in each 
position P1-P6 from the Fig. 5-right for one minute without movements. After 
samples from all positions were collected, the subject performed one minute 
of walking within the room by passing the positions P1-P6. Because of the 
walls’ structure, this environment formed a Faraday’s cage. The signal was 
interfered with the reflection by the walls and the RSSI variation is noticed 
even in the empty room. Sets of raw RSSI samples retrieved from each link 
between nodes, before PCA processing are logged and presented in Fig. 14. 

N1 links

-140

-135

-130

-125

-120

-115

1 105 209 313 417 521 625 729 833 937 1041 1145 1249 1353

RSSI samples

R
SS

I [
dB

m
]

N1->N2
N1->N3
N1->N4

Init P2 P3 P4 P5 Walk No humansP1 P6

 
N2 links

-135

-130

-125

-120

-115

1 105 209 313 417 521 625 729 833 937 1041 1145 1249 1353

RSSI samples

R
SS

I [
dB

m
]

N2->N1
N2->N3
N2->N4

Init P2 P3 P4 P5 Walk No humansP1 P6

 



Bojan Mrazovac et al. 

ComSIS Vol. 10, No. 1, January 2013 442 

N3 links

-140

-135

-130

-125

-120

1 105 209 313 417 521 625 729 833 937 1041 1145 1249 1353

RSSI samples

R
SS

I [
dB

m
]

N3->N1
N3->N2
N3->N4

Init P2 P3 P4 P5 Walk No humansP1 P6

 
N4 links

-134
-132
-130
-128
-126
-124
-122
-120

1 105 209 313 417 521 625 729 833 937 1041 1145 1249 1353

RSSI samples

R
SS

I [
dB

m
]

N4->N1
N4->N2
N4->N3

Init P2 P3 P4 P5 Walk No humansP1 P6

 
Fig. 14. Raw RSSI samples data observed in the second experimental room – R2 

In the position P1, small RSSI variations were present on several links. In 
the position P2, the human body shadowed the links between nodes N1 and 
N4, so the most of the signal strength was absorbed. The position P2 had 
slight influence to the links N1→N3, N3→N1, N2→N4 and N4→N2 that were 
distorted by the vicinity of human body which induced the signal reflection. 
The human position P3 was responsible for signal reflection between nodes 
N2 and N4 and also for the links N2→N3 and N3→N4 in both directions. The 
position P4 caused very strong signal reflection for links between nodes N2 
and N4, and also N3 and N4, whereas the signals between nodes N2 and N3 
were absorbed. The human body position P5 induced RSSI variations on 
links between nodes N1 and N3. The strongest impact on the signal strength 
in the position P5 was noticed for the links between nodes N2 and N3. The 
influence of the position P5 in combination with the wall reflection was 
responsible for the increased RSSI variation. The position P6, which was the 
furthest position from all nodes, did not affect the RSSI. Therefore, human 
presence detection was not possible. The position P6 is defined as the “blind 
position”, which is out of the detection scope. At the end of the experiment 
the human was walking around the room, by moving closer to nodes N2, N3 
and N4, and radio links therein, without obstructing the line-of-sight between 
nodes N1 and N2. After one minute of walking, the room was empty, as it 
was at the beginning of the experiment, for a minute. 

After the matrix X is created by using (4) and the covariance matrix XC  
(7) is calculated by using standard deviations of the RSSI samples for 
specific interval p, the principal components are extracted and stored into the 
Feature Vector fv. The graphical presentations of the principal components 
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for 1420 samples (568 seconds) with different values of the interval p, are 
shown in Fig. 15, Fig. 16 and Fig. 17. 
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Fig. 15. PCA analysis results for R2 - an array of principal components for the shift 
interval defined to be p=12 and the input data representing the matrix X which 
contains standard deviations of the RSSI samples  

For principal components around the samples 500 and 1000, from the Fig. 
15, a higher probability of false detections occurs. The detection bound is 
also calculated during the initial 200 samples when the room was empty. The 
detection accuracy using PCA in R2 with p defined to include 12 samples is 
around 53.9% for presence, and 100% for the empty room detection. 
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Fig. 16. PCA analysis results for R2 - an array of principal components for the shift 
interval defined to be p=24 and the input data representing the matrix X which 
contains standard deviations of the RSSI samples 

In the Fig. 16 and Fig. 17, the shifting interval is comprised of 24 and 36 
samples, respectively. For the case when p is 24 samples the detection 
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accuracy is around 81.6% for presence and 100% for the empty room. For 
the case when p is 36 samples the detection accuracy is around 90.4% for 
presence and 100% for the empty room. 
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Fig. 17. PCA analysis results for R2 - an array of principal components for the shift 
interval defined to be p=36 and the input data representing the matrix X which 
contains standard deviations of the RSSI samples 
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Fig. 18. PCA analysis results for R2 - an array of principal components for the shift 
interval defined to be p=12 and the input data representing the matrix X which 
contains raw RSSI samples 

The wall reflection which was interfered with the reflection by the human 
body mostly affected signals in this environment. Although the initial radio 
map was disturbed in this environment, human presence and motion were 
successfully recognized for most of the positions. Only for the “blind position” 
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P6, the detection accuracy was very low. The integration of the additional 
outlets would improve the radio coverage in large rooms. 

Another approach is the definition of the matrix X (4) as the matrix of raw 
samples, as in the previous experiment. In Fig. 18 the result of the applied 
PCA algorithm for the shifting interval p which includes 12 raw samples is 
shown. The human presence detection accuracy is 54.1% and the accuracy 
of the empty room detection is 99.1%. In Fig. 19 and Fig. 20, the result of the 
applied PCA for the interval p which includes 24 and 36 raw samples is 
shown, respectively. The false detection rate decreases as the number of p 
samples grows, but larger p implicates longer latency which should be 
optimized with an iterative method combined with the fuzzy filter. 
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Fig. 19. PCA analysis results for R2 - an array of principal components for the shift 
interval defined to be p=24 and the input data representing the matrix X which 
contains raw RSSI samples 

The human presence detection accuracy for the p interval of 24 samples is 
approx. 83%, whereas the accuracy for the empty room detection is 100%. 
The human presence detection accuracy for p=36 samples is 91.5%, whereas 
the empty room detection accuracy is 100%. The detailed error distribution, 
depending of p and the input samples, is shown in Fig. 21. 

As concluded for the previous experiment, the same conclusion can be 
deduced for this experiment: the detection accuracy increases when using 
raw RSSI values, in contrary to standard deviations of the RSSI. 
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Fig. 20. PCA analysis results for R2 - an array of principal components for the shift 
interval defined to be p=36 and the input data representing the matrix X which 
contains raw RSSI samples 
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Fig. 21. The detection accuracy is shown for both standard deviations and raw 
values, including p=12, 24 and 36. The accuracy is given for human presence 
detection during: walking, standing in positions P1-P6, and moving from Pn to Pn+1 
(where n is 1 to 6). The detecion of the empty room is also shown 

5.1. Energy Saving Experiment 

The integration of the provided energy-saving system [5] with the proposed 
method for human presence detection, enabled a prototype realization. The 
prototype has been installed in four, the least frequently occupied rooms in an 
average household. The primary goal was to demonstrate the proposed 
method operating in real conditions for the energy saving. Energy saving has 
been achieved by utilizing two approaches: (1) if there is nobody present in 
the room for more than 10 seconds, turn the light in that room off, (2) always 
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decrease the brightness of lights in the household by 10%, what should be 
unnoticeable to users but saves an amount of energy. To be able to provide 
the comparison between the regular human behavior on energy saving and 
the proposed prototype, 8 bulbs of 100W combined with 12 smart outlets and 
4 smart light switches have been installed in each room (4 smart nodes and 2 
bulbs per a room). In each room, one bulb was under regular control (manual 
on/off switching), which included the worst case - a user leaves the light on 
after leaving a room. The second bulb was under automatic control. The 
automatic control is achieved by using predefined power behavior schemes, 
which define system responses on human presence detection events. 
Operational “energy saving” mode switched off the light after 10 seconds 
when no-presence was reported by the RSSI analyzer module (from Fig. 2), 
and also switched the light on, almost immediately, when a human entered 
the room. In each room, both bulbs (lamps) were plugged to smart outlets in 
order to provide the power consumption logging for the detailed comparison. 

The experiment has been performed during one working day with four-
member family (two adults and two kids). Two bedrooms, one bathroom and 
a foyer have been defined as test rooms, where the real presence of humans 
was the most dynamic. The test subjects performed the normal behavior at 
home, trying to manually switch off the lights in each unoccupied room. All 
the rooms were properly covered with the radio signal and no “blind positions” 
were recognized. The walls were made of concrete and brick blocks, 30cm 
thick for exterior walls and 20cm for interior wall.  

Supported with the proposed presence detection algorithm, the energy 
consumption used for lights was decreased from 1220 W/h to 730 W/h at the 
end of the day. In the Fig. 22, the power consumption, achieved by using 
regular and automatic control is shown, per each hour during the experiment. 
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Fig. 22. Measured power consumption in the experimental house by comparing 
manual interaction for lights control (blue) and automatic “energy saving mode” (red) 

For this experiment, PCA used inputs of p=24 raw samples. With the 
polling time of 200ms per an outlet, the detection could be reported on each 
800ms, including additional 600ms for the PCA processing and the 
generation of a functional status. This is the optimal time with the high 
accuracy, suitable for this experiment. For p=36 samples, the functional 
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status can be generated after approx. 2.8s (including the polling cycle for 
detection), which is too long. The polling time of 200ms is acceptable when 
the number of smart nodes is four or less. For additional smart nodes, the 
polling time has to be reduced to 100ms. The detection accuracy for p=12 
(100ms polling) is not optimal.  

6. Conclusion 

PCA presents a simple method for extracting relevant information from 
confusing and large data sets. It is a variable reduction procedure and is 
useful when samples are obtained on a large number of variables that are 
mutually correlated. PCA helps identifying patterns in the data, and 
expressing the data in a way that highlights their similarities or differences. 
Because of this variables redundancy, it is possible to reduce a large set of 
observed variables into a smaller number of principal components, while 
retaining as much as possible of the variation present in the original data set.  

The presented article confirms the hypothesis that human presence 
detection is possible by applying the PCA to the set of RSSI samples 
obtained from radio links between wireless power outlets. The experimental 
results show that PCA inputs, given in a form of raw RSSI samples, provide 
more accurate results for human presence detection, than the inputs which 
describe the dispersion of the signal, such as standard deviation. More 
accurate detection requires larger set of input samples, which implicates 
larger processing time and overall system response delay. For the future 
improvement, the testing would be performed in another buildings made of 
different materials, with dynamic changes of the furniture layout which can 
introduce additional interferences (noise) to the system. The testing in such 
environments would be helpful for finding patterns that would enable the 
definition of a fuzzy reasoning algorithm which would improve the accuracy 
of human presence detection. Aditionally, an incremental method needs to be 
defined which would speed up the processing time, and the overall system’s 
response for the larger number of additional wireless smart nodes.  

The presented solution can significantly conserve electric energy in a 
household, by executing automatic operations which switch off power on 
devices that are not used for a specified period of time. The test subjects 
confirmed that 1s to 1.5s are acceptable for the functional status generation. 
However, the further intention is to decrease the system’s response without 
decreasing the accuracy of the proposed algorithm. 
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Abstract. In this paper we discuss the implementation of the state-of-the-
art end-to-end response-time and delay analysis as two individual plug-ins
for the existing industrial tool suite Rubus-ICE. The tool suite is used for
the development of software for vehicular embedded systems by several
international companies. We describe and solve the problems encoun-
tered and highlight the experiences gained during the process of imple-
mentation, integration and evaluation of the analysis plug-ins. Finally, we
provide a proof of concept by modeling the automotive-application case
study with the existing industrial model (the Rubus Component Model),
and analyzing it with the implemented analysis plug-ins.

Keywords: real-time systems, response-time analysis, end-to-end timing
analysis, component-based development, distributed embedded systems.

1. Introduction

Often, an embedded system needs to interact and communicate with its envi-
ronment in a timely manner, i.e., the embedded system is a real-time system.
For such a system, the desired and correct output is one which is logically
correct as well as delivered within a specified time. The safety-critical nature
of many real-time systems requires evidence that the actions by them will be
provided in a timely manner, i.e., each action will be taken at a time that is ap-
propriate to the environment of the system. Therefore, it is important to make
accurate predictions of the timing behavior of these systems.

In order to provide evidence that each action in the system will meet its
deadline, a priori analysis techniques such as schedulability analysis have been
developed by the research community. Response Time Analysis (RTA) [17, 45]
is one of the methods to check the schedulability of a system. It calculates
upper bounds on the response times of tasks or messages in a real-time system
or a network respectively. Holistic Response-Time Analysis (HRTA) [48, 47, 42]
? This work is supported by the Swedish Knowledge Foundation (KKS) within the
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is an academic well established schedulability analysis technique to calculate
upper bounds on the response times of task chains that may be distributed over
several nodes in a Distributed Real-time Embedded (DRE) system.

A task chain is a sequence of more than one task in which every task (except
first) receives a trigger, data or both from its predecessor. One way to classify
these chains is as trigger and data. In trigger chains, there is only one triggering
source (e.g, event, clock or interrupt) that activates the first task. The rest of the
tasks are activated by their predecessors. In data chains, tasks are activated
independent of each other, often with distinct periods. Each task (except the
first) in these chains receives data from its predecessor. The first task in a data
chain may receive data from the peripheral devices and interfaces, e.g., signals
from the sensors or messages from the network interfaces. The end-to-end
timing requirements on trigger chains are different from those on data chains.
If a system is modeled with trigger chains only, it is called a single-rate system.
On the other hand, if the system contains at least one data chain with different
clocks then the system is said to be multi-rate.

The end-to-end delays should also be computed along with the holistic re-
sponse times to predict complete timing behavior of multi-rate real-time systems
[21]. For this purpose, the research community has developed the End-to-End3

Delay Analysis (E2EDA). In [21], the authors have a view that almost all auto-
motive embedded systems are multi-rate systems. The industrial tools used for
the development of these systems should be equipped with the state-of-the-art
timing analysis.

A tool chain for the industrial development of component-based DRE sys-
tems consists of a number of tools such as designer, compiler, builder, debug-
ger, simulator, etc. Often, a tool chain may comprise of tools that are developed
by different tool vendors. The implementation of state-of-the-art complex real-
time analysis techniques such as RTA, HRTA and E2EDA in such a tool chain
is non-trivial because there are several challenges that are encountered apart
from merely coding and testing the analysis algorithms. These challenges and
corresponding solutions that we propose are central to this paper.
Goals and Contributions. In this paper4, we discuss the implementation of
HRTA and E2EDA as two individual plug-ins in the existing industrial tool suite
Rubus-ICE (Integrated Component development Environment) [1]. Our goal is
to transfer the state-of-the-art real-time analysis results, i.e., HRTA and E2EDA
to the existing tools for the industrial use. We discuss and solve the problems
encountered, solutions proposed and experiences gained during the implemen-
tation, integration and evaluation of the plug-ins. We also provide a proof of con-
cept by conducting the automotive-application case study. These new plug-ins
support complete end-to-end timing analysis of DRE systems. Thus, the scope
and usability of Rubus tools has widened with the addition of these plug-ins.

3 The terms “holistic” and “end-to-end” mean the same thing. In order to be consistent
with the previous work and naming conventions used in the existing industrial tools,
we will use “holistic” with response-times and “end-to-end” with delays.

4 This work is the extension of our previous work [37].
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Paper Layout. Section 2 presents the background and related work. Section 3
discusses the end-to-end timing requirements and the implemented analysis.
Section 4 describes the challenges encountered, solutions proposed and ex-
periences gained during the implementation and integration of the plug-ins. In
Section 5, we present a case study by modeling and analyzing the automotive
DRE application. Section 6 concludes the paper and presents the future work.

2. Background and Related Work

2.1. The Rubus Concept

Rubus is a collection of methods and tools for model- and component-based de-
velopment of dependable embedded real-time systems. Rubus is developed by
Arcticus Systems [1] in close collaboration with several academic and industrial
partners. Rubus is today mainly used for development of control functionality
in vehicles by several international companies [2, 13, 7, 5]. The Rubus concept
is based around the Rubus Component Model (RCM) [27] and its development
environment Rubus-ICE, which includes modeling tools, code generators, anal-
ysis tools and run-time infrastructure. The overall goal of Rubus is to be ag-
gressively resource efficient and to provide means for developing predictable
and analyzable control functions in resource-constrained embedded systems.

RCM expresses the infrastructure for software functions, i.e., the interaction
between them in terms of data and control flow separately. The control flow
is expressed by triggering objects such as internal periodic clocks, interrupts
and events. In RCM, the basic component is called Software Circuit (SWC). Its
execution semantics are: upon triggering, read data on data in-ports; execute
the function; write data on data out-ports; and activate the output trigger.

RCM separates the control flow from the data flow among SWCs within a
node. Thus, explicit synchronization and data access are visible at the modeling
level. One important principle in RCM is to separate functional code and infras-
tructure implementing the execution model. RCM facilitates analysis and reuse
of components in different contexts (SWC has no knowledge how it connects
to other components). The component model has the possibility to encapsulate
SWCs into software assemblies enabling the designer to construct the system
at different hierarchical levels. Recently, we extended RCM for the development
of DRE systems by introducing new components [30, 39, 33]. A detailed com-
parison of RCM with several component models is presented in [39].

Fig. 1(a) depicts the sequence of main steps followed in Rubus-ICE from
modeling of an application to the generation of code. An application is modeled
in the Rubus Designer tool. Then the compiler compiles the design model into
the Intermediate Compiled Component Model (ICCM). After that the builder tool
sequentially runs a set of plug-ins. Finally, the coder tool generates the code.

2.2. The Rubus Analysis Framework

The Rubus model allows expressing real-time requirements and properties at
the architectural level. For example, it is possible to declare real-time require-
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ments from a generated event and an arbitrary output trigger along the trig-
ger chain. For this purpose, the designer has to express real-time properties
of SWCs, such as worst-case execution times and stack usage. The scheduler
will take these real-time constraints into consideration when producing a sched-
ule. For event-triggered tasks, response-time calculations are performed and
compared to the requirements. The analysis supported by the model includes
response time analysis and shared stack analysis.

2.3. Plug-in Framework in Rubus-ICE

The plug-in framework in Rubus-ICE [26] facilitates the implementation of re-
search results in isolation (without needing Rubus tools) and their integration
as add-on plug-ins (binaries or source code) with the Rubus-ICE. A plug-in is
interfaced with the builder tool as shown in Fig. 1(a). The plug-ins are exe-
cuted sequentially which means that the next plug-in can execute only when
the previous plug-in has run to completion. Hence, each plug-in reads required
attributes as inputs, runs to completion and finally writes the results to the ICCM
file. The Application Programming Interface (API) defines the services required
and provided by a plug-in. Each plug-in specifies the supported system model,
required inputs, provided outputs, error handling mechanisms and a user inter-
face. Fig. 1(b) shows the conceptual organization of a plug-in in the Rubus-ICE.
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Fig. 1. Sequence of steps from design to code generation in Rubus-ICE

2.4. Response-Time Analysis

RTA of Tasks in a Node. Liu and Layland [28] provided theoretical foundation
for analysis of fixed-priority scheduled systems. Joseph and Pandya published
the first RTA [25] for the simple task model presented in [28]. Subsequently, it
has been applied and extended in a number of ways by the research community.
RTA applies to systems where tasks are scheduled with respect to their priori-
ties and which is the predominant scheduling technique used in real-time oper-
ating systems [40]. Tindell [47] developed the schedulability analysis for tasks
with offsets for fixed-priority systems. It was extended by Palencia and Gon-
zalez Harbour [42]. Later, Mäki-Turja and Nolin [29] reduced pessimism from
RTA developed in [47, 42] and presented a tighter RTA for tasks with offsets by
accurately modeling inter-task interference. We implemented tighter version of
RTA of tasks with offsets [29] as part of the HRTA and E2EDA.
RTA of Messages in a Network. To stay focussed on the automotive or ve-
hicular domain, we will consider only Controller Area Network (CAN) and its
high-level protocols. Tindell et al. [49] developed the schedulability analysis of
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CAN which has served as a basis for many research projects. Later on, this
analysis was revisited and revised by Davis et al. [19]. The analysis in [49, 19]
assumes that all CAN device drivers implement priority-based queues. In [20]
Davis et al. pointed out that this assumption may become invalid when some
nodes in a CAN network implement FIFO queues. Hence, they extended the
analysis of CAN with FIFO queues as well. In this work, the message deadlines
are assumed to be smaller than or equal to the corresponding periods. In [18],
Davis et al. lifted this assumption by supporting the analysis of CAN messages
with arbitrary deadlines. Furthermore, they extended their work to support RTA
of CAN for FIFO and work-conserving queues.

However, the existing analysis does not support mixed messages which are
implemented by several high-level protocols for CAN. In [32, 36, 31], Mubeen
et al. extended the existing analysis to support RTA of mixed messages in the
CAN network where some nodes use FIFO queues while others use priority
queues. Later on, Mubeen et al. [38] extended the existing analysis for CAN to
support mixed messages that are scheduled with offsets in the controllers that
implement priority-ordered queues. In this work we will consider all of the above
analyses as part of the end-to-end response-time and delay analysis.
Holistic RTA. The holistic response-time analysis calculates the response
times of event chains that are distributed over several nodes (also called dis-
tributed transactions) in a DRE system. It combines the analysis of nodes (uni-
processors) and networks. In this paper, we consider the end-to-end timing
model that corresponds to the holistic schedulability analysis for DRE systems
[48]. In [34], we discussed our preliminary findings about implementation issues
that are encountered when HRTA is transferred to the industrial tools.
End-to-end Delay Analysis. Stappert et al. [46] formally described end-to-
end timing constrains for multi-rate systems in the automotive domain. In [21],
Feiertag et al. presented a framework (developed in TIMMO project [16]) for the
computation of end-to-end delays for multi-rate automotive embedded systems.
Furthermore, they emphasized on the importance of two end-to-end latency se-
mantics, i.e., “maximum age of data” and “first reaction” in control systems and
body electronics domains respectively. A scalable technique, based on model
checking, for the computation of end-to-end latencies is described in [43]. In
this work, we will implement the end-to-end delay analysis of [21].

2.5. Tools for End-to-end Timing Analysis of DRE Systems

The MAST tool suite [6] implements a number of state-of-the-art analysis al-
gorithms for DRE systems. Among them is the offset-based analysis algorithm
[47, 42] whose tighter version [29] is implemented as part of the HRTA and
E2EDA plug-ins. It also allows visual modeling and analysis of real-time sys-
tems in a Unified Modeling Language (UML) design environment. The Volcano
Family [10] is a bunch of tools for designing, analyzing, testing and validating
automotive embedded software systems. Volcano Network Architect (VNA) [12]
is a communication design tool that supports the analysis of Local Interconnect
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Network (LIN) and CAN. It also supports end-to-end timing analysis of a system
with more than one network. It implements RTA of CAN presented in [49].

SymTA/S [23] is a tool for model-based timing analysis and optimization. It
implements several real-time analysis techniques for single-node, multiproces-
sor and distributed systems. It supports RTA of software functions, RTA of bus
messages and end-to-end timing analysis of both single-rate and multi-rate sys-
tems. It is also integrated with the UML development environment to provide a
timing analysis support for the applications modeled with UML [22].

Vector [11] is a tools provider for the development of networked electronic
systems in the automotive and related domains. In the Vector tool family, CANoe
[3] is a tool for the development, testing and analysis of ECU (Electronic Control
Units) networks and individual ECUs. It supports various protocols for network
communication including CAN, LIN, MOST, Flexray, Ethernet and J1708. Net-
work Designer CAN is another tool by Vector that is used to design the architec-
ture and perform timing analysis of CAN network. RAPID RMA [8] implements
several scheduling schemes and supports end-to-end analysis for single- and
multiple-node real-time systems. It also allows real-time analysis support for the
systems modeled with Real-Time CORBA [44].

The Rubus-ICE tool suite allows a developer to specify timing information
and perform the HRTA and E2EDA at the modeling phase during component-
based development of DRE systems. To the best of our knowledge, Rubus-ICE
is the first and only tool suite that implements RTA of mixed messages in CAN
[32], RTA of mixed messages with offsets [38] and a tighter version of offset-
based RTA algorithm [29] as part of the HRTA and E2EDA .

3. End-to-end Timing Requirements and Implemented
Analysis in Rubus-ICE

3.1. End-to-end timing requirements in trigger chains

A real-time system (single-node or distributed) can be modeled with trigger
chains (see Fig.2(a)), data chains (see Fig.2(b)) or a combination of both. The
end-to-end timing requirements on trigger chains are different from those on
data chains. If the system is modeled with trigger chains then the end-to-end
deadline requirements are placed on the holistic response times.

An example of a trigger chain that consists of three components is shown
in Fig. 2(a). Assume that each component corresponds to a task at run-time.
When task τSWC A finishes its execution, it triggers τSWC B . Similarly, τSWC C

can only be triggered by τSWC B after finishing its execution. There cannot be
multiple outputs corresponding to a single input signal. In fact, there will always
be one output of the chain corresponding to the input trigger. Hence, the end-to-
end timing requirements correspond to the holistic response times. Distributed
real-time systems can also be modeled with trigger chains in a similar fashion.
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3.2. End-to-end timing requirements in data chains

As compared to the systems which are modeled with trigger chains, merely
computing the holistic response times and comparing them with the end-to-end
deadlines is not sufficient to predict the complete timing behavior of multi-rate
real-time systems which are modeled with data chains. There may be over-
and under-sampling in such systems because the individual tasks are activated
by independent clocks, often with different periods. Since data is transferred
among tasks and messages within a data chain by means of asynchronous
buffers, there exist different semantics of end-to-end delay in a data chain.
These buffers are often of a non-consuming type which means the data stays in
the buffer after it is read by the reader task. Moreover, the data in the buffer can
be overwritten by the writer task with new values before the previous value was
read by the reader task. Therefore, some input values in the data buffers can
be overwritten by new values, and hence the effect of the old input values may
never propagate to the output of a data chain. Further, there may be several
duplicates of the output of a data chain corresponding to a particular input.

The end-to-end timing requirements in multi-rate real-time systems, espe-
cially in the automotive domain, are placed on the first reaction to the input and
age of the data at the output [21]. The end-to-end delay in a data chain refers to
the time elapsed between the arrival of a signal at the first task and production
of corresponding output signal by the last task in the chain (provided the infor-
mation corresponding to the input has traversed the chain from first to last task)
[43]. In a single-rate real-time system that contains only trigger chains, tasks in
a chain are not activated by independent events, in fact, there is only one ac-
tivating event in the chain. Hence, the holistic response times and end-to-end
delays will have equal values. On the other hand, these values are not the same
in multi-rate real-time systems that are modeled with data chains. Therefore, a
complete analysis of a real-time system modeled with data chains requires the
calculation of not only holistic response times but also end-to-end delays.
Examples. A multi-rate real-time system modeled with three SWCs in RCM
is shown in Fig. 2(b). These SWCs are activated by independent clocks with
different periods, i.e., 8ms, 16ms and 4ms respectively. SWC A reads the in-
put signals from the sensors while SWC C produces the output signals for the
actuators. Assume that each SWC will be allocated to an individual task by
the run-time environment generator. Also assume that WCET of each task is
1ms. The time line corresponding to the run-time execution of the three tasks
(corresponding to three SWCs), depicted in Fig. 3, shows multiple outputs cor-
responding to a single input. The four end-to-end delays are also identified.
Last In First Out (LIFO). This delay is equal to the time elapsed between
the current non-overwritten release of task τA (input of the data chain) and
corresponding first response of task τC (output of the data chain).
Last In Last Out (LILO). This delay is equal to the time elapsed between the
current non-overwritten release of task τA and corresponding last response of
task τC . This delay is identified as “Data Age”5 in [21]. Data age specifies the

5 We will use the term “Data Age delay” to refer to LILO delay throughout the paper.
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Saad Mubeen, Jukka Mäki-Turja, and Mikael Sjödin

longest time data is allowed to age from production by the initiator until the
data is delivered to the terminator. This delay finds its importance in control
applications where the interest lies in the freshness of the produced data. For a
data chain in a control system that initiates with a sensor input and terminates
by producing an actuation signal, it is very important to ensure that the actuator
signal does not exceed a maximum age [21]. Generally speaking, we consider
the last non-overwritten input that actually propagates through the data chain
towards the output in the case of both LIFO and LILO delays.

8 ms 16 ms 4 ms
SWC_A SWC_CSWC_B

Sensor Input Data sink

10 ms SWC_A SWC_CSWC_B

Sensor Input Data sink
(a) (b)

Fig. 2. RCM model of (a) trigger chain (b) data chain in a single-node real-time system
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Fig. 3. End-to-end delays for a data chain in a real-time system

First In First Out (FIFO). This delay is equal to the time elapsed between the
previous non-overwritten release of task τA and first response of task τC corre-
sponding to the current non-overwritten release of task τA. Assume that a new
value of the input is available in the input buffer of task τA “just after” the release
of the second instance of task τA (at time 8ms). Hence, the second instance of
task τA “just misses” the read of the new value from its input buffer. This new
value has to wait for the next instance of task τA to travel towards the output
of the data chain. Therefore, the new value will be read by the third and forth
instances of task τA. The first output corresponding to the new value (arriving
just after 8ms) will appear at the output of the chain at 34ms. This will result in
the FIFO delay of 26ms as shown in Fig. 3. This phenomenon is more obvious
in the case of distributed embedded systems where a task in the receiving node
may just miss to read fresh signals from a message that is received from the
network. This delay is identified as “first reaction or Data Reaction”6 in [21]. It is
equal to the longest allowed reaction time for data produced by the initiator to
be delivered to the terminator. It finds its importance in button-to-reaction appli-
cations in body electronics domain where first reaction to input is important.

6 We will consistently use the term “Data Reaction delay” to refer to FIFO delay.
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First In Last Out (FILO). It is equal to the time elapsed between the previous
non-overwritten release of task τA and last response of task τC corresponding
to current non-overwritten release of task τA. The reasoning about “just missing”
a fresh input (in the case of FIFO delay) is also applicable in this case.

The modeling of data chains and the definition of their end-to-end delays in
distributed real-time systems is done in a similar fashion.

3.3. Implemented Holistic Response-Time Analysis

In order to analyze tasks in each node, we implement RTA of tasks with offsets
developed by [47, 42] and improved by [29]. We implement the network RTA
that supports the analysis of CAN and its high-level protocols. It is based on
the following RTA profiles for CAN: (1) RTA of CAN [49, 19]; (2) RTA of CAN
for mixed messages [32]; (3) RTA of CAN for mixed messages with offsets [38]
(The analysis of this profile is implemented as a standalone analyzer).

The pseudocode of HRTA algorithm is shown in Algorithm 1. The HRTA al-
gorithm iteratively runs the algorithms for node and network analyses. In the first
step, release jitter of all messages and tasks in the system is assumed to be
zero. The response times of all messages in the network and all tasks in each
node are computed. In the second step attribute inheritance is carried out. This
means that each message inherits a release jitter equal to the difference be-
tween the worst- and best-case response times of its sender task (computed in
the first step). Similarly, each task that receives the message inherits a release
jitter equal to the difference between the worst- and best-case response times
of the message (computed in the first step). In the third step, response times
of all messages and tasks are computed again. The newly computed response
times are compared with the response times previously computed in the first
step. The analysis terminates if the values are equal otherwise these steps are
repeated. The conceptual view of HRTA plug-in is shown in Fig. 4.

3.4. Implemented End-to-end Delay Analysis

We implemented the end-to-end delay analysis that is derived in [21] as the
E2EDA plug-in for Rubus-ICE. This analysis implicitly requires the calculation
of response times of individual tasks, messages and holistic response times of
task chains. For example, the calculation of four end-to-end delays for the multi-
rate real-time system shown in Fig. 2(b) requires the response time of the task
τC (corresponding to the component SWC C ) and the activation times of tasks
τA and τC . Since, the HRTA plug-in is able to calculate response times of tasks,
network messages and task chains, we reuse the analysis results computed
by the HRTA plug-in as an input to the E2EDA plug-in as shown in Fig. 4. The
pseudocode of E2EDA algorithm (see [21] for details) is shown in Algorithm 2.
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Algorithm 1 Algorithm for holistic response-time analysis
1: begin
2: RTPrev ← 0 . Initialize all Response Times (RTs) to zero
3: Repeat ← TRUE
4: while Repeat = TRUE do
5: for all Messages and tasks in the system do
6: JitterMsg ← (WCRTSender task − BCRTSender task ) . WCRT: Worst-Case

Response Time, BCRT: Best-Case Response Time
7: JitterReceiver task ← (WCRTMsg − BCRTMsg)
8: COMPUTE RT OF ALL MESSAGES()
9: COMPUTE RT OF ALL TASKS IN EVERY NODE()

10: if RT > RTPrev then
11: RTPrev ← RT
12: Repeat ← TRUE
13: else
14: Repeat ← FALSE
15: end if
16: end for
17: end while
18: end

Rubus Builder

End-to-end

timing information

Analysis 

Results

HRTA Plug-in

Algorithms for RTA of 

tasks in a node

Algorithms for RTA 

network messages

HRTA Algorithm
E2EDA Plug-in

Algorithm for end-to-end 

delay analysis

End-to-end

timing information

Analysis 

Results

Fig. 4. Conceptual view of the E2EDA plug-in in Rubus-ICE

4. Encountered Problems, Solutions and Experiences

In this section we discuss several problems encountered during the process of
implementation and integration of HRTA and E2EDA as plug-ins for the Rubus-
ICE tool suite. We also present our solution to each individual problem.

4.1. Extraction of Unambiguous Timing Information

One common assumption in end-to-end response time and delay analyses is
that the timing attributes are available as input. However, when these analyses
are implemented in a tool chain used for the component-based development of
DRE systems, the implementer has to not only code and implement the analy-
sis, but also extract unambiguous timing information from the component model
and map it to the inputs for the analysis model. This is because the design and
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Algorithm 2 Algorithm for end-to-end delay analysis
1: begin
2: GET RT OF ALL TASKS MESSAGES TASK CHAINS() . Get the analysis results from

the HRTA plug-in
3: FIND ALL VALID TIMED PATHS() . Timed Path (TP) is a sequence of task instances

from input to output. A TP is valid if information flow among tasks is possible [21],
e.g., [τA(1stinstance), τB(1stinstance), τC (5thinstance)] in Fig. 3 is a valid TP. On the
other hand, TP [τA(1stinstance), τB(1stinstance), τC (1stinstance)] in Fig. 3 is invalid
because information cannot flow between τB(1stinstance) and τC (1stinstance)

4: procedure COMPUTE FF DELAY(FF TP)
5: FF delay = αn(instance) + δn(instance) - α1(instance) . αn(instance): Activation

time of the corresponding instance of the nth task in timed path FF TP
. δn(instance): Response time of the corresponding instance of the nth task in

timed path FF TP
6: return FF delay
7: end procedure

. The above mentioned procedure calculates FFDelay only. [21] should be
referred for the calculation of the rest of the delays

8: for all Delay constraints specified in the system do
9: FFDelay ← 0,FLDelay ← 0,LFDelay ← 0,LLDelay ← 0 . Initialize all delays

10: COMPUTE ALL REACHABLE TIMED PATHS() . All those paths from
input to output in which the changes in input actually travel towards the output, e.g.,
[τA(2ndinstance), τB(1stinstance), τC (5thinstance)] in Fig. 3

11: FF TPcount ← GET ALL FF TPS() . TP: Timed Path, FF: First to First
12: FL TPcount ← GET ALL FL TPS() . FL: First to Last
13: LF TPcount ← GET ALL LF TPS() . LF: Last to First
14: LL TPcount ← GET ALL LL TPS() . LL: Last to Last
15: for i:=1 doFF TPcount

16: if COMPUTE FF DELAY(i) > FFDelay then
17: FFDelay ← COMPUTE FF DELAY()
18: end if
19: end for
20: for i:=1 doFL TPcount

21: if COMPUTE FL DELAY(i) > FLDelay then
22: FLDelay ← COMPUTE FL DELAY()
23: end if
24: end for
25: for i:=1 doLF TPcount

26: if COMPUTE LF DELAY(i) > LFDelay then
27: LFDelay ← COMPUTE LF DELAY()
28: end if
29: end for
30: for i:=1 doLL TPcount

31: if COMPUTE LL DELAY(i) > LLDelay then
32: LLDelay ← COMPUTE LL DELAY()
33: end if
34: end for
35: end for
36: end
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analysis models are often build upon different meta-models [22]. Moreover, the
design model can contain redundant timing information. Hence, it is not trivial
to extract unambiguous timing information for HRTA and E2EDA. The timing
information (to be extracted) can be divided into two categories.
Extraction of Timing Information Corresponding to User Inputs. The first
category corresponds to the timing attributes of tasks and network messages
that are provided in the modeled application by the user. These timing at-
tributes include Worst Case Execution Times (WCETs), periods, minimum up-
date times, offsets, priorities, deadlines, blocking times, precedence relations in
task chains, jitters, etc. In [33], we identified all the timing attributes of nodes,
networks, transactions, tasks and messages that are required by the HRTA.
Extraction of Timing Information from the Modeled Application. The sec-
ond category corresponds to the timing attributes that are not directly provided
by the user but they must be extracted from the modeled application. For ex-
ample, message period (in periodic transmission) or message inhibit time (in
sporadic transmission) is often not specified by the user. These attributes must
be extracted from the modeled application because they are required by the
RTA of network communication. In fact, a message inherits the period or inhibit
time from the task that queues it. Thus, we assign period or inhibit time to the
message which is equal to the period or inhibit time of its sender.

However, the extraction of message timing attributes becomes complex when
the sender task has both periodic and sporadic activation patterns. In this case,
not only the timing attributes of a message have to be extracted but also the
transmission type of the message has to be identified. This problem can be
visualized in the example shown in Fig. 5. It should be noted that the Out Soft-
ware Circuit (OSWC), shown in the figure, is one of the network interface com-
ponents in RCM that sends a message to the network. Similarly, In Software
Circuit (ISWC) receives a message from the network [39].

In Fig. 5(a), the sender task is activated by a clock, and hence the corre-
sponding message is periodic. Similarly, the corresponding message is spo-
radic in Fig. 5(b) because the sender task is activated by an event. However,
the sender task in Fig. 5(c) is triggered by both a clock and an event. Here the
relationship between two triggering sources is important. If there exists a de-
pendency relation between them as in the case of mixed transmission in the
CANopen protocol [4] and AUTOSAR communication [9] then such message
will be treated as a special type of sporadic message. If triggering sources are
independent of each other (e.g., in the HCAN protocol [15]), the corresponding
message will be considered a mixed message [32, 36]. If there are periodic and
sporadic messages in the application, the HRTA plug-in uses the first profile for
network analysis (see Section 3.3). On the other hand, if the application con-
tains mixed messages as well, the second profile for network analysis is used.
Identification of Trigger, Data and Mixed Chains. The end-to-end timing re-
quirements on trigger chains are different from those on data chains. These
requirements correspond to end-to-end response times for trigger chains and
both end-to-end response times and delays for data chains. Data and trigger
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chains should be distinctly identified and the corresponding timing requirements
should be unambiguously captured in the timing model on which the analysis
tools operate. For this purpose, we add a new attribute “trigger dependency”
in the data structure of tasks in the analysis model. If a task is triggered by an
independent source such as a clock then this attribute will be assigned “inde-
pendent”. On the other hand, if the task is triggered by another task then this
parameter will be assigned “dependent”. Moreover, a precedence constraint will
also be specified on this task in the case of dependent triggering.

However, a system can also be modeled with mixed chains that are com-
prised of data chains as well as trigger chains as shown in Fig. 5(d). In this
chain, components SWC A, SWC B and SWC E are triggered by indepen-
dent clocks and which is the property of components in a data chain. Hence, the
“trigger dependency” attribute of the tasks corresponding to these three compo-
nents will be assigned “independent”. Whereas, the components SWC C and
SWC D are triggered by their respective predecessors and which is the prop-
erty of components in a trigger chain. The “trigger dependency” attribute of the
tasks corresponding to these two components will be assigned “dependent”.

8 ms 16 ms 4 ms
SWC_A SWC_CSWC_B

Sensor Input Data sink

10 ms SWC_A SWC_CSWC_B

Sensor Input Data sink
(a) (b)

(c)

(a) (b)

SWC_A

SWC_CSWC_BSensor Input Data sink

SWC_E

SWC_D

8 ms 16 ms 4 ms

(d)

Fig. 5. Extraction of transmission type of a message, (d) RCM model of a mixed chain

4.2. Extraction of Linking Information from Distributed Transactions

In order to perform HRTA, correct linking information of DTs should be extracted
from the design model [35]. Consider the following DT in a two-node DRE sys-
tem shown in Fig. 6. SWC1 → OSWC A→ ISWC B → SWC2 → SWC3
We identified the need for the following mappings in the component model: be-
tween signals and input data ports of OSWCs at the sender node; between sig-
nals and the outgoing message at the sender node; between data output ports
of ISWC components and the signals (to be sent to the desired components)
at the receiver node; between received message and signals at the receiver
node; between multiple signals (structure of signals) and a complex data port;
and among all trigger ports of network interface components along a DT.

Since, the E2EDA plug-in needs to compute all valid timed paths (i.e., those
paths in which input actually travels to the output) from initiator to the terminator
for every data chain (see Algorithm 2), the linking information among all tasks
and messages in the data chain should be extracted.

4.3. Analysis of Distributed Transactions with Branches

Consider the example of a two-node DRE system containing branches in DTs
as shown in Fig. 7. OSWC A1 and OSWC A2 in node A send messages m1
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and m2 that are received by ISWC C1 and ISWC C2 in node C respectively.
Hence, there are two DTs that have different initiators but a single terminator,
i.e., SWC C3 as shown below.
1. SWC A1 → SWC A2 → OSWC A1 → ISWC C1 → SWC C1 → SWC C3
2. SWC A3 → OSWC A2 → ISWC C2 → SWC C2 → SWC C3

Controller Area Network (CAN)
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Signals

SWC3

OSWC 
A1

CAN 
SEND

Ext

messages

Signals

ISWC 
B1

SWC5 SWC6

CAN 
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Node B
Data Port

Trigger 
Port

External 
Event
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Data 
Source

Data 
Sink
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SWC2 SWC3

CAN 
RECEIVE

Node B
Data Port

Trigger 
Port

External 
Event

Ext

Data 
Source

Data 
Sink

Fig. 6. Two-node DRE system modeled with RCM

Assume that Data Age delay constraint is specified on SWC C3 . Also as-
sume that the start of this constraint is specified on the component SWC A1
in node A. Therefore, we need to perform end-to-end delay analysis only on
the first DT (in the above list). The calculations for Data Age delay require the
response time of SWC C3 . However, the response time of this task depends
upon the holistic response times of both DTs. In this case, the HRTA plug-in
will calculate the holistic response times of all branches whereas the E2EDA
plug-in will consider the maximum value among these holistic response times
during calculations for the end-to-end delays.
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SWC_A SWC_CSWC_B
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10 ms SWC_A SWC_CSWC_B

Sensor Input Data sink
(a) (b)

(c)
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Engine 

torque
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Fig. 7. RCM model of a two-node DRE system with branches in distributed transactions

4.4. Analysis of Mixed Task Chains

There are two options to handle mixed chains in the analysis model. In the first
option, if a component is triggered by its predecessor then it is assumed to be
triggered by independent clock with the same period as that of its predecessor’s
clock. Using this option, the execution time line of the task chain corresponding
to component chain of Fig. 5(d) is shown in Fig. 8(a). This time line will be used
by the E2EDA plug-in to calculate the total number of timed paths. However,
there are several timed paths, indicated with crosses in Fig. 8(a), that are im-
possible to occur in reality. This is because each instance of a task in a trigger
chain can be triggered only by one instance of its predecessor task. This will
result in unnecessary calculations.
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Instead, we use the second option that reduces the number of paths in
mixed chain by combining all tasks belonging to a trigger sub-chain into a single
task activated by independent clock. Hence, the reduced mixed chain resem-
bles a data chain. For example, SWC B , SWC C and SWC D are combined
to a single task (with combined WCETs, offsets, etc.) which is triggered by inde-
pendent clock whose period is exactly the same as that of the clock that triggers
SWC B component. The execution time line of the task chain corresponding to
reduced mixed chain of Fig. 5(d) is shown in Fig. 8(b). The corresponding end-
to-end delays are also identified. By implementing the second option , we got
rid of the so-called “impossible timed paths”. Mixed chains may also exist in the
models of DRE systems where they may contain many combinations of data
and trigger chains distributed over several nodes. Path reduction in distributed
mixed chains is done in a similar fashion.
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τC
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τE

0 30

(a)

Fig. 8. (a) Impossible timed paths in mixed chains (b) Reduction of a mixed chain

4.5. Analysis of the System Containing “Outside” Messages

One of the requirements by the users of the analysis tools was that the HRTA
and E2EDA plug-ins should be able to support the analysis of a system that
receives messages from unknown senders (from outside of the modeled appli-
cation). One motivation behind this requirement may be the integration of two
systems that are build using different methodologies and tools. Second motiva-
tion could be the integration of legacy systems with newly developed systems.
Another motivation could be the requirement for the end-to-end timing analy-
sis early during the development. At early stage, the models of some nodes
may not be available. However, the signals and messages which these missing
nodes are supposed to send and receive might have been decided. Hence, the
network is assumed to contain messages whose sender nodes are not devel-
oped yet. Similarly, the available nodes may send messages via network to the
nodes that will be available at a later stage.

The HRTA connects the tasks and messages in a DT by means of attribute
inheritance [48]. Moreover, the message also inherits other attributes from the
sender task such as transmission type (periodic, sporadic or mixed [32]); and
period or inhibit time or both. The only problem with this requirement is that
a message, obviously, cannot inherit these attributes if the sender is unknown
or the message is received from outside of the model. In order to solve this
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problem, each such message is assumed to be the initiator of the corresponding
DT. The transmission type and period (or inhibit time or both) of this message
are extracted from the user input (instead of the sending task as in the case of
intra-model messages). However, the forward attribute inheritance is valid, i.e.,
the receiver task will inherit the difference between the worst- and best-case
response times of the message as its release jitter.

4.6. Impact of Component Technology on the Analysis Implementation

The design decisions made in the component technology (i.e., RCM) can have
indirect impact on the response times computed by the analysis. For exam-
ple, design decisions could have impact on WCETs and blocking times which
in turn have impact on the response times. In order to implement, integrate
and test HRTA and E2EDA, the implementer needs to understand the design
model (component technology), analysis model and run-time translation of the
design model. In the design model, the architecture of an application is de-
scribed in terms of software components, their interconnections and software
architectures. Whereas in the analysis model, the application is defined in terms
of tasks, transactions, messages and timing parameters. At run-time, a task
may correspond to a single component or a chain of components. The run-time
translation of a component may differ among different component technologies.

4.7. Direct Cycles in Distributed Transactions

A direct cycle in a DT is formed when any two tasks located on different nodes
send messages to each other. When there are direct cycles in a DT, the HRTA
may run forever (if deadlines are not specified) because the response times
increase in every iteration. Consider a two-node application modeled in RCM
as shown in Fig. 9 (a). The OSWC A component in node A sends a message
m1 to node B where it is received by ISWC B . Similarly, OSWC B in node B
sends a message m2 to ISWC A in node A.

There are two options for the run-time allocation of network interface com-
ponent (OSWC or ISWC) as shown in Fig. 9 (b). First option is to allocate it
to the task that corresponds to the immediate SWC, i.e., the component that
receives/sends the signals from/to it. Since SWC A is immediately connected
to both network interface components in node A, there will be only one task in
node A denoted by τA as shown in Fig. 9 (b). Similarly, τB is the run-time rep-
resentation of ISWC B , SWC B and OSWC B . Obviously, this run-time allo-
cation will result in direct cycles. This problem may appear in those component
technologies which do not use exclusive modeling objects or means to differen-
tiate between intra- and inter-node communication in the design model and rely
completely on the run-time environment to handle the communication. Hence,
some special methods are required to avoid direct cycles in these technologies.

The direct cycles can be avoided by allocating each network interface com-
ponent to a separate task as shown in the option 2 in Fig. 9 (b). Although same
messages are sent between the nodes, one task cannot be both a sender and
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a receiver. No doubt, there is a cycle between the nodes, but not a direct one.
Hence, the HRTA may produce converging results, and non-terminating execu-
tion of the plug-in may be avoided. It is interesting to note that the requirements
and limitations of the analysis implementation may provide feedback to the de-
sign decisions concerning the run-time allocation of modeling components.
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Fig. 9. Options for the run-time allocation of network interface components

4.8. Sequential Execution of Plug-ins in Rubus Plug-in Framework

The plug-in framework in Rubus-ICE allows only sequential execution of plug-
ins. There exists a plug-in in Rubus-ICE that can perform RTA of tasks in a node
and it is already in the industrial use. There are two options to develop the HRTA
plug-in for Rubus-ICE as shown in Fig. 10. The option A supports reusability by
building the HRTA plug-in by integrating existing RTA plug-in with two new plug-
ins, i.e., one implementing network RTA and the other implementing the HRTA.
In this case, the HRTA plug-in will be lightweight. It iteratively uses the analysis
results produced by the node and the network RTA plug-ins and accordingly
provides new inputs to them until converging holistic response times are ob-
tained or the deadlines (if specified) are violated. On the other hand, option B
requires the development of the HRTA plug-in from the scratch, i.e, implement-
ing the algorithms of node, network and the HRTA. This option does not support
any reuse of existing plug-ins.
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Fig. 10. Options to develop the HRTA Plug-in for Rubus-ICE

Since, option A allows the reuse of a pre-tested and heavyweight node RTA
plug-in, it is easy to implement and requires less time for implementation, inte-
gration and test compared to option B. However, the implementation method in
option A is not supported by the plug-in framework of Rubus-ICE because the
plug-ins can only be executed sequentially. Hence, we selected option B for the
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implementation of the HRTA. Since E2EDA algorithm is non-iterative, there is
no need to build the E2EDA plug-in from the scratch. In fact, the HRTA plug-in
can be completely reused as a black box. This means that the response times
of tasks, messages and task chains computed by the HRTA plug-in can be used
as one of the inputs for the E2EDA plug-in as shown in Fig. 4.

4.9. Analysis of DRE Systems with Multiple Networks

In a DRE system, a node may be connected to more than one network. This
type of node is called a gateway node. If a transaction is distributed over more
than one network, the computation of its holistic response time involves the
analysis of more than one network. Such transaction is divided into sub- trans-
actions (each having a single network) which are analyzed separately in the
first step. In the second step, the attribute inheritance is carried out (see Section
3.3) and the sub-transactions are analyzed again. The second step is repeated
until the response times converge or the deadlines (if specified) are violated.
Although, we analyze the sub-transactions separately, the multi-step analysis
(especially attribute inheritance step) makes the overall analysis to be holis-
tic. The implemented HRTA does not support the analysis of a transaction that
is distributed cyclically on multiple networks, i.e., the transactions that is dis-
tributed over more than one network while its first and last tasks are located on
the same network. Since, the E2EDA plug-in receives the response times from
the HRTA plug-in, it does not need to split the system into sub-systems.

4.10. Specification of Delay Constraints on Data Paths

One issue that concerns both modeling and analysis is how to specify the de-
lay constraints on data paths in both data and mixed chains. This is important
because the delay constraints specified in the modeled application have to be
extracted in the timing model and the end-to-end delays have to be computed
only for the specified data path(s) by the E2EDA plug-in. For this purpose, we in-
troduce start and end objects for each of the four delay constraints (discussed
in Subsection 3.2) in the component technology. The constraint object has a
meaningful name, and start and end points along a data path. Fig. 11 shows
the “Data Age” delay constraint specified on a sensor-actuator data path. Sim-
ilarly, there are start and end objects for “Data Reaction”, “LIFO” and “FILO”
delays. A delay constraint can also be distributed over several nodes. Another
useful method for specifying the delay constraints is by selecting each compo-
nent (e.g., with mouse click) along the data path.

4.11. Presentation of Analysis Results

When HRTA of a modeled application has been performed, the next issue is
how to present the analysis results. There can be a large number of tasks and
messages in the system. It may not be appropriate to display the response
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times of all tasks, messages and DTs in the system because it may contain a
lot of useless information (if the user is not interested in all of it). A way around
this problem is to provide the end-to-end response times and delays of only
those tasks and DTs which have deadline requirements and delay constraints
(specified by the user) or which produce control signals for external actuators.
Apart from this, we also provide an option for the user to get detailed analysis
results from both the HRTA and E2EDA plug-ins. The analysis report also shows
network utilization which is defined as the sum of the ratio of transmission time
to the corresponding period (or minimum-update time) for all messages [32].

 

 

 

 

 

 

 

Fig. 11. Age delay constraint specified on a data path

4.12. Interaction between the User and the HRTA Plug-in

We feel that it is important to display the number of iterations, running time and
over all progress of the plug-in during its execution. Further, the user should be
able to interact with the plug-in, i.e., stop, rerun or exit the plug-in at any time.

4.13. Suggestions to Improve Schedulability Based on Analysis Results

If the analysis results indicate that the modeled system is unschedulable, it
can be interesting if the HRTA plug-in is able to provide suggestions (e.g., by
varying system parameters) guiding the user to make the system schedulable.
However, it is not trivial to provide such feedback because there can be so
many reasons behind the system being not schedulable. Another interesting
and related feature would be to provide a trace analyzer as another plug-in
that can be used after system has been developed. This analyzer will record
the execution of the actual system and then present a graphical comparison of
the trace with response times of tasks and messages; holistic response times
of trigger, data and mixed chains; and end-to-end delays of data and mixed
chains. Based on such comparisons, the user may have better understanding
of how the schedulability of the system can be improved. The support for this
type of feedback in the HRTA plug-in will be provided in the future.

4.14. Continuous Collaboration between Integrator and Implementer

Our experience shows that there is a need for continuous collaboration between
the integrator of the plug-ins and its implementer especially during the phase
of integration testing. This collaboration is more obvious when the plug-in is
developed in isolation by the implementer (from research background) and in-
tegrated with the industrial tool chain by the integrator (with limited experience
of integrating complex real-time analysis but aware of overall objective). A con-
tinuous consultation and communication was required between the integrator
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and the implementer for the verification of the plug-ins. Examples of small DRE
systems with varying architectures were created for the verification. The im-
plementer had to verify these examples by hand. The integration testing and
verification of the HRTA plug-in was non-trivial and most tedious activity.

5. Automotive Application Case Study
We provide a proof of concept for the analyses that we implemented in the
Rubus-ICE by conducting the automotive-application case study. First, we model
Autonomous Cruise Control (ACC) system with RCM using Rubus-ICE. Then,
we analyze the modeled ACC system using the HRTA and E2EDA plug-ins.

5.1. Autonomous Cruise Control System
A Cruise Control (CC) system is an automotive feature that allows a vehicle to
automatically maintain a steady speed to the value that is preset by the driver.
It uses velocity feedback from the speed sensor (e.g., a speedometer) and ac-
cordingly controls the engine throttle. However, it does not take into account
traffic conditions around the vehicle. Whereas, an Autonomous Cruise Control
(ACC) system allows the CC of the vehicle to adapt itself to the traffic environ-
ment without communicating (cooperating) with the surrounding vehicles. Often,
it uses a radar to create a feedback of distance to and velocity of the preceding
vehicle. Based on the feedback, it either reduces the vehicle speed to keep a
safe distance and time gap from the preceding vehicle or accelerates the ve-
hicle to match the preset speed specified by the driver [41]. The ACC system
may be divided into four subsystems, i.e., Cruise Control (CC), Engine Control
(EC), Brake Control (BC) and User Interface (UI) [14] as shown in Fig. 12. The
subsystems communicate with each other via the CAN network.

Controller Area Network (CAN)

Brake Control 
Subsystem

Engine Control 
Subsystem

Cruise Control 
Subsystem

User Interface 
Subsystem

Fig. 12. Block diagram of Autonomous Cruise Control System

User Interface (UI) Subsystem. It reads inputs (provided by the driver) and
shows status messages and warnings on the display screen. The inputs are
acquired by means of switches and buttons mounted on the steering wheel.
These include Cruise Switch input that corresponds to ON/OFF, Standby and
Resume (resuming to a speed predefined by the driver) states for ACC; Set
Speed input (desired cruising speed set by the driver) and desired clearing
distance from the preceding vehicle. It also receives messages that include
linear and angular speed of the vehicle, status of manual brake sensor, state of
ACC subsystem, status messages and warnings to be displayed on the screen.
It also sends messages (including status of driver’s input) to other subsystems.
Cruise Control (CC) Subsystem. The CC subsystem receives user input in-
formation as a CAN message from the UI subsystem. From the received mes-
sage it analyzes the state of the CC switch; if it is in ON state then it activates
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the CC functionality. It reads input from the proximity sensor (e.g., radar) and
processes it to determine the presence of a vehicle in front of it. Moreover, it
processes the radar signals along with the information received from other sub-
systems such as vehicle speed to determine its distance from the preceding
vehicle. Accordingly, it sends control information to the BC and EC subsystems
to adjust the speed of the vehicle with the cruising speed or clearing distance
from the preceding vehicle. It also receives the status of manual brake sensor
from the BC subsystem. If brakes are pressed manually then the CC function-
ality is disabled. It also sends status messages to the UI subsystem.
Engine Control (EC) Subsystem. The EC subsystem is responsible for con-
trolling the vehicle speed by adjusting engine throttle. It reads sensor input and
accordingly determines engine torque. It receives CAN messages from other
subsystems that include information regarding vehicle speed, status of manual
brake sensor, and input information processed by the UI system. Based on this
information, it determines whether to increase or decrease engine throttle. It
then sends new throttle position to the actuators that control engine throttle.
Brake Control (BC) Subsystem. The BC subsystem receives inputs from sen-
sor for manual brakes status and linear and angular speed sensors connected
to all wheels. It also receives a CAN message that includes control informa-
tion processed by the CC subsystem. Based on this feedback, it computes new
vehicle speed. Accordingly, it produces control signals and sends them to the
brake actuators and brake light controllers. It also sends CAN messages to
other subsystems that carry status of manual brake, vehicle speed and RPM.

5.2. Modeling of ACC System with RCM in Rubus-ICE

In RCM, we model each subsystem as a separate node connected to a CAN
network as shown in Fig. 13(a). The selected speed of the CAN bus is 500 kbps.
The extended frame format is selected, i.e., each frame will use 29-bit identifier
[24]. The ACC system is modeled with trigger, data and mixed chains.

There are seven CAN messages in the system as shown in Fig. 13(b). A
signal data base “signalDB” that contains all the signals sent to the network is
also shown. Each signal in the signalDB is linked to one or more messages.
The extracted attributes of all messages including data size (sm), priority (Pm),
transmission type (ξm) and period or inhibit time (Tm) are listed in the table
shown in Fig. 13(c). The high-level architectures of CC, EC, BC and UI nodes
modeled with RCM are shown in Fig. 14(a), 14(b), 14(c) and 14(d) respectively.
Internal Model of CC Node in RCM. The CC node is modeled with four assem-
blies as shown in Fig. 14(a). An assembly in RCM is a container for various soft-
ware items. The Input from Sensors assembly contains one SWC that reads
radar sensor values as shown in Fig. 15. The Input from CAN assembly con-
tains three ISWCs, i.e., GUI Input Msg ISWC, Vehicle speed Msg ISWC and
Manual brake input Msg ISWC as depicted in Fig. 16(a). These components
receive messages m1 , m6 and m7 from the CAN respectively. The assembly
Output to CAN contains three OSWC components that send messages m5 ,
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m4 and m2 to the CAN network as shown in Fig. 16(b). The Cruise Control as-
sembly contains two SWCs: one handles the input and CC mode signals while
the other processes the received information and produces control messages
for the other nodes. The internal model of this assembly is shown in Fig. 17.

(a) (b)

(c) (d)

(a)

(b) (c)

Fig. 13. (a) RCM model of ACC system, (b) RCM model of CAN messages and signal
database, (c) message attributes extracted from the model

(a) (b)

(c) (d)

Fig. 14. RCM model of (a) CC node, (b) EC node, (c) BC node, (d) UI node

(a) (b)

(c) (d)

(a)

(b) (c)

(a) (b)

Fig. 15. CC node: Internal model of the Input from Sensors assembly

Internal Model of EC Node in RCM. The EC node is modeled with four assem-
blies as shown in Fig. 14(b). The Input from Sensors assembly contains one
SWC that reads the sensor values corresponding to the engine torque as shown
in Fig. 18(a). The Input from CAN assembly contains three ISWCs, i.e., Vehi-
cle Speed Msg ISWC, Engine control info Msg ISWC and Manual brake input
Msg ISWC as shown in Fig. 18(b). These components receive messages m6 ,
m4 and m7 from the CAN network respectively. The third assembly, Output to
Actuators, shown in Fig. 18(c), contains the SWC that produces control signals
for the engine throttle actuator. The fourth assembly Engine Control, shown in
Fig. 19, contains two SWCs: one handles and processes the inputs from sen-
sors and received messages, while the other computes the new position for the
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engine throttle. These components are part of a distributed mixed chain that we
will analyze along with other distributed mixed chains in the next subsections.

8 ms 16 ms 4 ms
SWC_A SWC_CSWC_B

Sensor Input Data sink

10 ms SWC_A SWC_CSWC_B

Sensor Input Data sink
(a) (b)

(c)

(a) (b)

SWC_A

SWC_CSWC_BSensor Input Data sink

SWC_E

SWC_D

8 ms 16 ms 4 ms

(d)

Node C

ISWC_C1

ISWC_C2

Actuation 
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SWC_C1

SWC_C2

SWC_C3
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15 ms
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20 ms 25 ms

CAN

12 ms8 ms 10 ms

Speed

SWC_A2 OSWC_A1SWC_A1

15 ms15 ms
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Fig. 16. CC node: Internal model of assemblies (a) Input from CAN, (b) Output to CAN

 

 

 

 

 

  

Fig. 17. CC node: SWCs comprising the Cruise Control assembly

(a)

(b)

(c)

(c)

(b)

(a)

Fig. 18. EC node: Internal model of assemblies (a) Input from Sensors, (b) In-
put from CAN, (c) Output to Actuators

Internal Model of BC Node in RCM. The BC node is modeled with five as-
semblies as shown in Fig. 14(c). The Input from Sensors assembly contains
three SWCs as shown in Fig. 20(a). These SWCs read the sensor values that
correspond to the values of speed, rpm and manual brake sensors in the ve-
hicle. The Input from CAN assembly, shown in Fig. 20(b), contains the ISWC
component Brake control info Msg ISWC that receives a message m5 from the
CAN. The third assembly, i.e., Brake Control as shown in Fig. 21(a), contains
two SWCs: one handles and processes the inputs from sensors and received
messages while the other computes the control signals for brake actuators. The
fourth assembly Output to CAN contains three OSWC components as shown in
Fig. 20(c). These components send messages m7 , m6 and m3 to the CAN. The
fifth assembly, Output to Actuators as shown in Fig. 21(b), contains the SWCs
that produce control signals for the brake actuators and brake light controllers.
Internal Model of UI Node in RCM. The UI node is modeled with four as-
semblies along with one SWC as shown in Fig. 14(d). The GUI Control SWC
handles the input from the sensors and messages from the CAN. After pro-
cessing the information, it not only produces information for Graphical User
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Interface (GUI), but also computes control signals for the other nodes. The In-
put from Sensors assembly contains two SWCs as shown in Fig. 22(a). One of
them reads the sensor values that correspond to the state of the cruise control
switch on the steering wheel. The other SWC reads the sensor values that cor-
respond to the vehicle cruising speed set by the driver. The Input from CAN as-
sembly contains four ISWC components, i.e., Vehicle Speed Msg ISWC, RPM
Msg ISWC, Manual brake input Msg ISWC and ACC text display Msg ISWC
as shown in Fig. 22(b). These components receive messages m6 , m3 , m7 and
m2 from the CAN respectively. The third assembly, i.e., Output to CAN Periodic
sends a message m1 to the CAN via the OSWC component as shown in
Fig. 22(c). The fourth assembly, i.e., GUI Display Asm contains one SWC, i.e.,
GUIdisplay component as shown in Fig. 23. This component sends the signals
(corresponding to updated information) to GUI in the car.

 

 

 

  

Fig. 19. EC node: SWCs comprising the Engine Control assembly

(a)

(a)

(a)

(c)

(b)

(a)

Fig. 20. BC node: Internal model of assemblies (a) Input from Sensors, (b) In-
put from CAN, (c) Output to CAN

5.3. Modeling of End-to-end Deadline Requirements

We specify end-to-end deadline requirements on four DTs in the ACC system
using the deadline object in RCM. All these DTs, i.e., DT1, DT2, DT3 and DT4

are distributed mixed chains as shown in Table 1. All these chains have one
common initiator, i.e., their first task corresponds to the SWC that reads radar
signal which is denoted by RadarSignalInput and located in the CC node as
shown in Fig. 15. The last tasks of DT1 and DT2 are located in the BC node.
These tasks correspond to the SWCs SetBrakeSignal and SetBrakeLightSignal
as shown in Fig. 14(c). These two tasks are responsible for producing brake
actuation and brake light control signals respectively. The last task of DT3 cor-
responds to SetThrottlePosition SWC and is located in the EC node as shown
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in Fig. 14(b). It produces control signal for the engine throttle actuator. The last
task of DT4 corresponds to GUIdisplay SWC and is located in the UI node as
shown in Fig. 14(d). This task provides display information for the driver.

(a)

(b)

(c)

(c)

(b)

(a)

(a)

(b)

Fig. 21. BC node: Model of assemblies (a) Brake Control (b) Output to Actuators

(a)

(b)
(c)

Fig. 22. UI node: Internal model of assemblies (a) Input from Sensors, (b) In-
put from CAN, (c) Output to CAN Periodic

(a)

(b)
(c)

Fig. 23. UI node: Internal model of the GUI Display Asm assembly

All the mixed chains under analysis are distributed over more than one node.
We list all the components in the data path (from initiator to terminator) of each
chain as shown below. We also specify four delay constraints (discussed in
Section 3) on each DT under analysis. In RCM, the model of each delay con-
straint consists of start object and end object. The start objects for all four delay
constraints for each DT are shown in Fig. 15. There are sixteen start objects for
delay constraints in Fig. 15 because there are four DTs under analysis with four
delay constraints specified on each. The end objects for all delay constraints for
DT1 and DT2 are specified in Fig. 21(b). Similarly, the end objects for all delay
constraints for DT3 and DT4 are specified in Fig. 18(c) and Fig. 23 respectively.
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1. DT1: RadarSignalInput → InputAndModeControl → InfoProcessing →
Brake control info Msg OSWC → message : m5 →
Brake control info Msg ISWC → BrakeInputInfoProcessing →
BrakeController → SetBrakeSignal SWC

2. DT2: RadarSignalInput → InputAndModeControl → InfoProcessing →
Brake control info Msg OSWC → message : m5 →
Brake control info Msg ISWC → BrakeInputInfoProcessing →
BrakeController → SetBrakeLightSignal SWC

3. DT3: RadarSignalInput → InputAndModeControl → InfoProcessing →
Engine control info Msg OSWC → message : m4 →
Engine control info Msg ISWC → EngineInputInformationProcessing →
ThrottleControl → SetThrottlePosition

4. DT4: RadarSignalInput → InputAndModeControl → InfoProcessing →
ACC text display Msg OSWC → message : m2 →
ACC text display Msg ISWC → GUI Control → GUIdisplay

5.4. Analysis of ACC System using the HRTA and E2EDA Plug-ins

The run-time allocation of all the components in the model of the ACC system
results in 19 transactions, 36 tasks and 7 messages. We provide the analysis
results of only those transactions on which deadline requirements or delay con-
straints are specified. The transmission times (Cm) of all messages computed
by the HRTA plug-in are listed in the table shown in Fig. 13(c). The WCET of
each component in the modeled ACC system is selected from the range of 10-
60 µSec. The HRTA plug-in analyzes all four DTs (discussed in the previous
subsection). Once the HRTA plug-in has completed its execution and produced
analysis results then the E2EDA plug-in analyzes only those DTs on which end-
to-end delay constraints are specified (i.e., all four DTs).

The analysis report in Table 1 provides worst-case holistic response times
of the four distributed mixed chains using the HRTA plug-in. The correspond-
ing deadlines are also shown. The response time of a DT is counted from the
activation of the first task to the completion of the last task in the chain. The
response times of these four DTs correspond to the production of control sig-
nals for brake actuators, brake lights controllers, engine throttle actuator and
GUI. The analysis report produced by the E2EDA plug-in is shown in Table 2.
It lists four end-to-end delays calculated for each DT. The corresponding speci-
fied delay constraints are also listed in the table. By comparing the end-to-end
deadlines and specified delay constraints with the calculated holistic response
times and end-to-end delays in Tables 1 and 2 respectively, we see that the
modeled ACC system meets all of its deadlines.

6. Conclusion and Future Work

We presented the implementation of the state-of-the-art Holistic Response Time
Analysis (HRTA) and End-to-End Delay Analysis (E2EDA) as two individual
plug-ins for the existing industrial tool suite Rubus-ICE. The implemented anal-
yses are general as they support the integration of real-time analysis of various
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networks without a need for changing the end-to-end analysis algorithms. With
the implementation of these plug-ins, Rubus-ICE is able to support distributed
end-to-end timing analysis of trigger flows as well as asynchronous data flows
which are common in automotive embedded systems.

Table 1. Analysis report by the HRTA plug-in

Distributed Chain Control Signal Produced Deadline Holistic Response
Transaction Type by the Chain (µSec) Time (µSec)

DT1 Mixed Chain SetBrakeSignal 1000 220
DT2 Mixed Chain SetBrakeLightSignal 1000 280
DT3 Mixed Chain SetThrottlePosition 1000 130
DT4 Mixed Chain GUIdisplay 1500 345

Table 2. Analysis report by the E2EDA plug-in

Distributed Transaction DT1 DT2 DT3 DT4

Specified Age Delay Constraint(µSec) 5000 5000 5000 5000
Calculated Age Delay (µSec) 4220 4280 4130 4345
Specified Reaction Delay Constraint(µSec) 10000 10000 10000 10000
Calculated Reaction Delay (µSec) 8220 8280 8130 8345
Specified LIFO Delay Constraint(µSec) 1000 1000 1000 1500
Calculated LIFO Delay (µSec) 220 280 130 345
Specified FILO Delay Constraint(µSec) 15000 15000 15000 15000
Calculated FILO Delay (µSec) 12220 12280 12130 12345

There are many challenges faced by the implementer when state-of-the-art
real-time analyses like HRTA and E2EDA are transferred to the industrial tools.
The implementer has to not only code and implement the analyses in the tools,
but also deal with various challenging issues in an effective way with respect
to time and cost. We discussed and solved several issues that we faced during
the implementation, integration and evaluation of the plug-ins. The experience
gained by dealing with the implementation challenges provided a feed back to
the component technology. We found the integration testing to be a tedious and
non-trivial activity. Our experience of implementing, integrating and evaluating
these plug-ins shows that a considerable amount of work and time is required
to transfer complex real-time analysis results to the industrial tools.

We provided a proof of concept by modeling the ACC system with compo-
nent-based approach using the existing industrial component model (Rubus
Component Model) and analyzing it with the HRTA and E2EDA plug-ins.

We believe that most of the problems discussed in this paper are generally
applicable when real-time analysis is transferred to any industrial or academic
tool suite. The contributions in this paper may provide guidance for the imple-
mentation of other complex real-time analysis techniques in any industrial tool
suite that supports plug-in framework for the integration of new tools and allows
component-based development of distributed real-time embedded systems.

In the future, we plan to implement the analysis of other network communi-
cation protocols (e.g., Flexray, switched ethernet, etc.) and integrate them within
the HRTA plug-in. Another future work is the implementation of RTA for CAN
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with FIFO and work-conserving queues [18, 20], and RTA of CAN with FIFO
Queues for Mixed Messages [36] within HRTA plug-in. We also plan to inte-
grate the stand alone analyzer, that we developed for the analysis of mixed
messages with offsets [38], with the HRTA plug-in.
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39. Mubeen, S., Mäki-Turja, J., Sjödin, M., Carlson, J.: Analyzable modeling of legacy
communication in component-based distributed embedded systems. In: 37th Eu-
romicro Conference on Software Engineering and Advanced Applications (SEAA).
pp. 229–238 (September 2011)
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Abstract. Hearing instruments (HIs) have become context-aware de-
vices that analyze the acoustic environment in order to automatically
adapt sound processing to the user’s current hearing wish. However, in
the same acoustic environment an HI user can have different hearing
wishes requiring different behaviors from the hearing instrument. In these
cases, the audio signal alone contains too little contextual information to
determine the user’s hearing wish. Additional modalities to sound can pro-
vide the missing information to improve the adaption. In this work, we re-
view additional modalities to sound in HIs and present a prototype of a
newly developed wireless multimodal hearing system. The platform takes
into account additional sensor modalities such as the user’s body move-
ment and location. We characterize the system regarding runtime, latency
and reliability of the wireless connection, and point out possibilities arising
from the novel approach.

Keywords: multimodal hearing instrument, assistive technology

1. Introduction

Recent studies show that hearing impairment is increasingly affecting people
worldwide [18, 27]. The World Health Organization estimates that in 2005 the
number of people in the world with hearing impairments was 278 million, or
about 4.3% of the world’s population [38]. Permanent hearing loss is a leading
global health care burden, with 1 in 10 people affected to a mild or significant
degree [7].

The demographic change in the European Union (EU) [30] leads to a strong
increase in the number of hearing impaired people. At the age of 40 years,
the auditory perception begins to deteriorate and beyond 60 more than 50%
of the people perceive deterioration of their hearing ability. A report prepared
by the Action on Hearing Loss estimates that in 2005 more than 81.5 million
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adults in the EU had hearing problems and that this number will increase to
90.6 million by 2015. This figure indicates that more than 14% of adults in Eu-
rope will experience hearing problems [26]. Consequently, new technologies
to assist people with hearing impairment have emerged. They include: Digital
hearing instruments (HIs) [1], cochlear implants [8], implantable hearing de-
vices [31], and more advanced assistive technologies such as the frequency
modulation (FM) system [11].

Context-aware HIs automatically adapt to the estimated user’s current hear-
ing wish by switching hearing programs, e.g. switching HI programs in quiet
or noisy environments, in face-to-face conversation, traffic, or music [2, 6]. By
obviating the need for manual selection, these HIs avoid drawing the user’s
and other’s attention to the hearing deficit. This is especially useful in situations
where constant change of hearing programs is necessary. Currently, automatic
adaption is based on computational auditory scene analysis (CASA [36]), which
analyses the acoustic environment for music, conversations, or relative silence.
However, in the same acoustic environment an HI user can have different hear-
ing wishes that require different behaviors from the HI. We refer to this as the
ambiguity problem [32]. In such scenarios, the audio signal alone contains too
little contextual information to determine the user’s hearing wish. This especially
applies for for complex hearing situations with multiple sound sources or differ-
ent possible activities or movements of the HI user. Therefore, there is a strong
need to have additional sources of information available for hearing impaired
people to support them in these complex scenarios.

Paper Scope and Contributions In collaboration with an HI manufacturer, HI
acousticians and HI users, we developed a wireless multimodal hearing sys-
tem. To improve the HI adaption in acoustically ambiguous situations, we con-
sider sensor modalities in addition to sound analysis. In our approach we do
not need to equip the user’s environment with additional hardware. Instead, we
developed a miniaturized wireless head movement sensor attachable to com-
mercial HIs. The user’s head movement data and the sound feature data from
the HI are transferred wirelessly to a smartphone. In a future generation of
HIs the accelerometer will be integrated into the HI obviates the need for any
additional devices. A dedicated smartphone application fuses the information
together with sensor information from the smartphone itself (e.g. GPS or phone
acceleration) to derive an improved estimation of the user’s hearing wish. We
characterize the system regarding runtime, latency and reliability of the wireless
connection, and point out possibilities arising from the novel technology.

2. State of the Art in Supporting Hearing Impaired and
Review of Additional Modalities to Sound

2.1. Hearing Instrument Technology

Most HIs use digital signal processing to process sounds from the acoustic en-
vironment and can be fitted to suit the HI user’s individual hearing impairment
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for different hearing wishes. The most common types of HIs on the market
are behind-the-ear (BTE), in-the-ear (ITE), in-the-canal (ITC) and completely-
in-the-canal (CIC). Frequency modulation (FM) systems are used to transmit
distant sound directly to an HI user. An approach to overcome difficulties on the
phone is to use magnetic induction with a dedicated coil (telecoil, T-coil), which
allows different sound sources to be directly and wirelessly connected to the HI
regardless of background noise. Figure 1 depicts the components of a BTE HI.
Current systems include a digital signal processor, two microphones to enable
directivity and conversion of sound, a miniature loudspeaker (receiver) a tele-
coil, and a high-capacity battery. The sound is conveyed acoustically via a tube
to a custom ear mold (omitted in Figure 1). A HI performs the audio process-
ing function of the HI encompassing audio pickup, processing, amplification and
playback. The HIs at the user’s ears can communicate with each other to stream
sound and configuration data. They can also integrate a variety of accessories
such as remote controls, Bluetooth or FM devices to form wireless networks,
so called hearing instrument body area networks (HI-BANs) [4]. This motivates
and supports our investigation of additional sensor modalities for HIs that may
eventually be included within the HI itself, or within the hearing system of which
the HI is one component. The automatic hearing program selection estimates
the user’s hearing wish based on the acoustic environment of the given situa-
tion and adjusts the sound parameters of the HI from among a set of hearing
programs [16]. The classification is based on spectral and temporal features
extracted from the audio signal [6] with regard to the audiometry data of the
hearing impaired [17]. The hearing programs are optimized for different hearing
wishes and selectively use advanced signal processing such as adaptive noise
canceling, directivity (“beam forming”) or multiband compression. Most current
high-end HIs distinguish between four hearing programs: natural hearing (Clean
Speech), speech intelligibility in noisy environments (Speech in Noise), comfort
in noisy environments (Noise), and pleasure listening for a source with high
dynamics (Music). Each hearing program represents a trade-off, e.g. between
speech intelligibility and naturalness of sound. The automatic selection of hear-
ing programs in HIs according to the user’s current acoustic environment allows
the hearing impaired to use the device with little or no manual interactions,
such as program change. This also avoids drawing attention to the user’s hear-
ing impairment. Users consider automatic adaption mechanisms for changing
the hearing programs as beneficial [6].

2.2. The Acoustic Ambiguity Problem

State-of-the art HIs which implement the automatic program selection based
on auditory information only show intrinsic limitations. They select the most
suitable hearing program according to the user’s acoustic environment based
on computational auditory scene analysis (CASA) [2, 6, 10, 36]. This approach
performs well as long as the acoustic environment and hearing wish are directly
correlated, e.g. when listening to direct speech in quiet environments. This as-
sumption does not hold in all cases and leads to a limitation we call Acoustic
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Fig. 1. Components of a behind-the-ear (BTE) HI [25].

Ambiguity Problem [32]. Specifically, in the same acoustic environment a user
can have different hearing wishes that require different hearing programs to be
active. A sound-based processing cannot distinguish between these different
hearing wishes. For example, when there is a person reading a newspaper in a
busy train, the HI senses speech in noise. Solely based on this acoustic infor-
mation, it is not clear whether the HI should optimize the sound processing for
speech intelligibility or the user desires a hearing program that provides comfort
in noise. Usually, HIs favor to optimize for speech, as social interactions, con-
versations in particular, are important for HI users. Unfortunately, the hearing
impaired person’s hearing wish in this case is not to listen to the passengers
next to them. However, in a similar situation the passenger could actually favor
to participate in a conversation. The HI detects the same acoustic environment
and, thus, cannot select a suitable hearing program in both of the cases. There-
fore, it is important to not only analyze the acoustic environment but to also
assess the relevance of auditory objects [28]. The challenge here is not the ef-
fectiveness of the dedicated hearing programs but rather how to automatically
adapt the hearing program to the user’s specific hearing wish. Other typical sit-
uations in which state of the art HI program selection algorithms tend to fail
include listening to music from the car radio while driving [13], participating in
street traffic as a pedestrian [35], conversing in a cafe with background mu-
sic [13], and watching TV [35].

2.3. Sensor Modalities Additional to Sound in Hearing Instruments

We can extract contextual information to support automatic hearing program
selection using the following approaches:
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Head Movements and Mode of Locomotion Head movements carry nonver-
bal cues during conversations [15]. Hadar et al. [12] found a relation of timing,
tempo and synchrony in the listeners’ head movements as responses to con-
versational functions. In our previous work [32] we confirmed head movements
and head acceleration in particular, to be a relevant additional sensor modal-
ity to recognize the HI user’s current hearing wish. We compared accuracies for
hearing wish recognition between different on-body sensor positions in an office
scenario and found the highest accuracy for the head position [32]. Besides the
characterization of conversations, movement patterns at the head can as well
be used to recognize head gestures or the user’s mode of locomotion. Each
of this additionally unveiled contextual information that supports the automatic
hearing program selection. Atallah et al. demonstrate a triaxial accelerometer in
their study that was placed inside an HI-shaped housing and was worn behind
the ear to perform gait analysis [3]. Different activities such as reading, walking,
lying down, walking slowly, and running fast could be detected.

Smartphones Smartphones could be used as user interfaces for hearing pro-
gram selection, for configuration of manual contextual information, for user feed-
back to improve and personalize automatic program selection or to use the
wirelessly connections, and most important as a rich sources of sensors. In a
survey among 80 HI users we investigated the availability of smartphones and
the users’ acceptance for using them to improve HIs [35]. A share of 28% of the
respondents always carries their smartphones, another 24% most of the time
and we found a clear trend that younger age groups carry the smartphone more
often than elderly. About 64% don’t have concerns to leverage their phones for
the HI, 24% are not sure and demand more information to decide, and the re-
maining part doesn’t want the phone to communicate with the HI. According to
this survey smartphones represent promising devices to enhance HIs.

User Location In our previous work [33] we investigated the potential of the
user’s location to improve automatic hearing program selection. It was evident,
that the combination of the user’s location with the mode of locomotion reveals
significant correlations with the user’s current hearing wish. A smartphone can
be used to capture the user location via GPS or via wireless network finger-
prints. Through the smartphone’s connectivity, the internet can be used to as-
sociate the raw location to currently ongoing events which may also impact
the user’s hearing wish. Through these location-aware services, the automatic
switching algorithm can consider if the user is listening to an open air concert
or he is just walking in a park.

Tagging Tagging refers to putting dedicated beacons to objects. In a study by
Hart et al. an attentive HI based on an eye-tracking device and infrared tags
was proposed [14]. Wearers can “switch on” selected sound sources such as a
person, television or radio by looking at them. The sound source needs to be
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augmented with a tag device that catches the attention of the HI user. This way,
only the communication coming from the sound sources, which are looked at,
are heard.

In their study Choudhury and Pentland propose body-worn IR transmitters
that are used to measure face-to-face interactions between people with the goal
to model human networks [9]. The success of IR detection depends on the line-
of-sight between the transmitter-receiver pair and all partners involved in the
interaction needed to wear a dedicated device.

Auditory Selective Attention Capturing the user’s auditory selective atten-
tion helps to recognise a person’s current hearing wish. Research in the field
of electrophysiology focuses on mechanisms of auditory selective attention in-
side the brain [29]. Under investigation are event-related brain potentials using
electroencephalography (EEG). In a heart rate analysis, done by Molen et al.
the influence of auditory selection on the heart rate was investigated [23]. How-
ever, the proposed methods are not robust enough yet to distinguish between
hearing wishes in mobile real-life settings.

None of the mentioned approaches for additional sensor modalities have man-
aged to reach integration into off-the-shelf HIs yet because either the perfor-
mance is too poor or support for deployment in mobile settings is missing.
Based on the review above we consider head movements and user location
as promising modalities to be integrated into a multimodal hearing system.

2.4. Actuator Modalities Additional to Sound in Hearing Instruments

Besides sensor modalities, research is ongoing considering actuator modali-
ties to enhance HIs. The region behind the ears at the mastoid bone is one
of the most sensitive head regions for vibrotactile stimulation [24]. In previous
studies we investigated bilateral vibrotactile feedback, integrated into HIs for lo-
calisation [34]. An advantage of using vibrotactile feedback is that there is no
interference with the sound from the acoustic environment. Moreover, tactile
reaction time can be faster than auditory feedback [22].

In the study from Borg et al. a pair of glasses were enhanced with 4 vi-
brators and 3 microphones [5]. Sound source angles were located through the
integrated microphones and translated to vibration patterns for the visually or
hearing impaired wearer of the glasses. The approach did not focus on integra-
tion into HIs, instead the user needs to wear the proposed enhanced goggles.
The results show an average share of correctly detected sound source angles
of about 80% in a sound-treated room.

Weisenberger et al. present a vibrating device to be placed inside the ear
mold to transduce sound into vibration [37] with a vibration frequency of 80 Hz
for low frequency acoustic signals and 300 Hz for high frequency acoustic sig-
nals. Subjects have been tested in three tasks: sound localization, sound iden-
tification, and syllable rhythm and stress. Overall, the ear mold vibrator system
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showed promising results as an actuator modality additional to sound, espe-
cially for aiding sound localization.

3. Multimodal Approach

By complementing sound with contextual information from additional informa-
tion channels we provide the means to improve the automatic HI adaption in
acoustically ambiguous situations. Based on our review of additional modalities
to sound in the previous section we introduce a newly developed wireless multi-
modal hearing system, which takes into account the user’s head movements
and location. Previous studies have shown that additional modalities, head
movements in particular, improve automatic hearing program selection [32,33].
Furthermore, the integration of the head movement sensor allows the users to
control their HIs using head gestures.

3.1. Architecture of the Multimodal Hearing System

Figure 2 depicts an overview of the architecture of the multimodal hearing
system and its communication. Commercial HIs are extended with a miniatur-
ized triaxial acceleration sensor and communicate sound and acceleration data
to the user’s smartphone. The user wears a commercially available vendor-
specific relay (shown here: Phonak iCube) around his neck to establish a wire-
less communication between the HI and the smartphone. The commercially
available relay translates the bidirectional communication between the propri-
etary wireless protocols used by the HIs to a commonly used protocol, e.g.
Bluetooth. The relay can stream sound from a phone or TV or play music from
portable devices.

The protocols used for the system communication are denoted in brackets.
The smartphone invokes an updated hearing program based on the analysis of
the multimodal information. The system architecture is:

– opportunistic, i.e. the system falls back to a working stand-alone HI if the
user’s smartphone is currently not available, and

– leveraging a smartphone to collect and process sensor data and user inter-
action with the smartphone,

– modular and scalable, it is not limited to the selected set of modalities but
can be extended to further modalities using standard protocols like WiFi,
ANT+ or Bluetooth,

– backward-compatible, i.e. older HIs that support a relay or remote control
can be upgraded with this technology.

Detailed descriptions of the architecture’s building blocks are given in the fol-
lowing sections.
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Fig. 2. Architecture of the developed prototype of a wireless multimodal hearing system.

3.2. System Communication

The communication paths between the system components and the corre-
sponding communication protocols are shown in Figure 2. The smartphone
communicates via Bluetooth with a vendor-specific relay (in our case a Phonak
iCube as shown in the middle of Figure 2). The relay communicates over a
proprietary wireless protocol with the HIs. Head movement data is sent to the
user’s smartphone. The acceleration sensor wirelessly communicates via the
ANT+ protocol with the smartphone. The ANT+ protocol is a low power proto-
col designed for reliable transfer of data between sensors and display devices
such as watches, heart rate monitors and bike computers. It ensures interop-
erability to guarantee seamless digital wireless communication in the 2.4 GHz
license-free band. The transmitted data can be secured with a private network
key. The adjustable sensor sampling and transmission rates are 32 Hz, which is
sufficient for most activity recognition tasks [21]. The two HIs (HI model Phonak
BTE Ambra 2012) worn at both ears can communicate with each other to syn-
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chronize manual hearing program switches and stream sound data. They wire-
lessly receive hearing program change requests invoked from the smartphone
via the relay. In turn, the HIs send sound features, e.g. the sound level, to the
smartphone. The smartphone acts like an automatic remote control. Our oppor-
tunistic approach ensures an automatic fallback to the original functionality of
the HI in case the smartphone or the other additional system components are
not available.

3.3. Extension of Hearing Instruments with a Head Movement Sensor

To produce the housing of the modular HI extension shown in Figure 3
we used a 3D CAD rapid prototyping method based on an acrylic pho-
topolymer material. The head movement sensor has the dimensions of
22.6 mm × 21.6 mm × 10.3 mm and weighs 5.1 g (a typical HI weighs 4.7 g) and
is attachable to commercial HIs. HIs to be used with the head movement sensor
need to feature a slide mechanism at the lower end of the HI housing to mount
the device. Most of the commercial HIs have this slide mechanism available
to attach for example accessory FM receivers (replacements for the battery
compartments for different types of HI are offered, which have the additional
slide mechanism). The newly developed head movement sensor is based on
the BodyANT platform [19]. It integrates a triaxial acceleration sensor (Bosch
SMB380) and is powered by a 140 mAh CR1632 coin cell battery. The battery
is placed in a battery compartment and can be replaced by using a coin to turn
and open the battery cover. Acceleration can be measured with a bandwidth
of up to 1.5 kHz in ranges of ±2 g/±4 g/±8 g corresponding to a resolution of
4.0 mg/7.8 mg/15.6 mg. A stable clock cycle is provided using a 16 MHz crystal
as clock source for both the radio transceiver and microprocessor. When ac-
tive, the microprocessor periodically reads sensor values and sends messages
to the radio transceiver according to the ANT message protocol. The transceiver
continuously broadcasts the messages at a predefined message rate. If not ac-
tivated, the microprocessor and radio transceiver are kept in power save mode.
As mentioned before, the sensor allows the system to capture the user’s head
movements which is beneficial for improving HIs [32]. Due to the progress in the
miniaturization of microelectromechanical systems (MEMS) and the reduction
of power consumption of MEMS this technology manages to meet appropriate
comfort requirements demanded by HI users [35].

To capture the HI user’s head movements we opted for a modular solution,
which is attachable to most of the state-of-the-art commercially available HIs.
The design decision for an additional piece of hardware compares to integration
of an acceleration sensor into the HI itself as follows:

– Availability : The modular solution is available now for all compatible state-
of-the-art HI models; integration into the HI itself takes at least the time of an
HI product development cycle for each single HI model we want to support.

– Production costs for low volumes: Our rapid-prototyping solution is cost-
effective compared to the complete production of a next generation HI.
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Fig. 3. The wireless multimodal hearing system comprises conventional commercial
HIs (1) and the attachable head movement sensor (2). On the right the battery cover (3)
and the slide mechanism (4) that sticks out to be attached to the HI, are shown.

– Research platform: Large scale real-life evaluations with HI users are
needed before HI manufacturers decide to invest in this technology. These
kinds of studies are feasible with our proposed platform. The modular ap-
proach to the multimodal HI extension allows to evaluate the benefits and
limitations of multimodal HIs before a later integration of the additional
modalities into the HI housing itself.

– Backward compatibility : The head movement sensor can be attached to
any older HI that features a slide at the bottom, which is the case for most
of the HI devices on the market. It represents a way to upgrade previous HI
product generations.

– System interoperability : Only the communication with the HI relay is vendor
dependent and needs to be adapted for different brands of HIs, the remain-
ing system is vendor independent.

The main advantage of integration of the sensors into HIs over the modular
solution are shared hardware resources, in particular the micro controller and
transceiver for wireless communication. This way a saving in power consump-
tion and form factor could be realized. Thus, both approaches have advantages
and represent parallel solutions.

3.4. Smartphone Application

Smartphones are becoming the central computer and communication device
in people’s lives [20]. We leverage a smartphone as a component of the multi-
modal hearing system for the following reasons:

– Processing power : With an uprising trend modern smartphones offer pro-
cessing resources up to 2000 MIPS, e.g. to execute complex context recog-
nition algorithms.
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– Availability : In previous work we identified smartphones to be available and
accepted by their users [35].

– Sensors: Smartphones provide a rich source of sensor information such
as an accelerometer, digital compass, gyroscope, GPS, microphone, WiFi,
Bluetooth, ANT+, and camera.

– Connectivity and scalability : Smartphones provide internet access for cloud
connectivity, access to the user’s calendar, and support standard wireless
protocols to extend the system with additional sensors in a modular way.

– Extensibility : Smartphones are programmable and additional applications
can be developed, leveraging crowd sourcing and community driven soft-
ware development.

– User interface: The smartphone can provide the user with a GUI to change
more complex settings than possible with the buttons of the HI.

The newly developed smartphone application runs on any Android based
phones that support the ANT+ protocol (we used a Sony Ericsson Xperia ac-
tive smartphone). We opted for an Android-based software approach because it
provides open source software development tools. The smartphone application
performs the following tasks:

– receive and process sound features and acceleration data,
– provide a visual real-time data presentation of the sensor data,
– process the smartphone’s local sensors,
– read the user’s calendar and activate HI settings based on calendar en-

try, calendar entries that start with the special tag HI: are parsed by the
smartphone application.

– use the user’s location to activate room specific HI settings, e.g. reverbera-
tion characteristics of a concert hall; the application is prepared to download
location-specific HI settings from a database from the cloud. This database
can be populated by HI users to form a virtual HI community to share HI
data, e.g. users can label their hearing wish in a specific place,

– perform classification of the sensor data,
– allow for data annotation, which is useful for HI developers and for HI end

users also to train the HI using machine learning algorithms to let the HI
automatically adapt to new context situations,

– enables to remotely log into the smartphone for debugging (with considera-
tions for data anonymization and usage according to privacy laws and user
agreement).

Figure 4 depicts screenshots of the smartphone application showing a data
visualisation of sound features (hearing program class probabilities calculated
within the HI, root mean square (RMS) sound level) and head acceleration, and
a GUI that allows the user to program the HI using the smartphone’s calendar.
In this example the user programmed the hearing program “Comfort in Noise” to
become active when traveling with public transport to his workplace, because
he usually reads a newspaper and does not want the HI to optimize to the
conversations around him. The smartphone application parses calendar entries
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Fig. 4. Screenshots of the smartphone application: (a) Data visualisation of sound fea-
tures and head acceleration, and (b) a GUI to program the HI using the built-in calendar.

that start with the special tag “HI: ” and sets the hearing program accordingly at
the start time of the entry.

4. System Characterization

4.1. Power Consumption

Battery lifetime is a critical factor for HI users [35]. The battery runtime for
the head movement sensor with a 140 mAh CR1632 coin cell battery is more
than 17 hours when the sensor sampling and transmission rates are 32 Hz.
It increases to more than 4 days when the rate is reduced to 16 Hz, which
is still sufficient for many activity recognition tasks [21]. The battery lifetime
does not directly correlate with the power consumption due to the nonlinear
discharge curve of the battery. Figure 5 shows the power consumption of the
head movement sensor for different sampling rates. The ANT+ transmission
rate was the same as the sensor sampling rate for the measurements. The
runtime for the smartphone application is more than 16 hours with a 1200 mAh
LiIon battery (3.7 V) when no other additional applications are being executed.
Figure 6 shows the share of different components for the power consumption
of the smartphone. We obtained the values by measuring the current from the
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battery when having the different components individually activated. The run-
time is sufficient for everyday use when it is recharged overnight. The battery
lifetime of the relay we used is up to a 10 hours.

4.2. Packet Loss

We measured the packet loss occurring during the transmission from the sensor
to the smartphone for the user wearing the smartphone on different locations on
the body: left and right front trouser pocket, left and right back trouser pocket,
and left and right upper arm, attached with a strap that was shipped with the
smartphone. The HI with the head movement sensor was worn at the left ear.
For each phone location the user performed activities of daily living including
sitting, standing, and walking. We calculate the packet loss as the rate of data
packets that were not received at the smartphone using Equation 1:

Packet Loss :=
#Sent packets−#Received packets

#Sent packets
(1)

Table 1 shows the measured packet loss values. Packet loss is low for all smart-
phone locations and renders the wireless communication suitable for applica-
tion in multimodal hearing systems. The largest packet loss value was on the
back right trouser pocket, where the user’s body is in the line of sight of the
transmission path, this way damping the signal. We did not observe any packet
loss from the smartphone to the HI.

4.3. Latency

Latency refers to the time between the onset of a head movement and the time
the system reacts to it. The total latency is below 100 ms and is comprised as
follows: The communication delay between head movement sensor and smart-
phone is below 6 ms. Acceleration data is usually evaluated using block pro-
cessing with a sliding window. The main influence on the latency is the window

Fig. 5. Power consumption of the head movement sensor for different sampling rates.
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Fig. 6. Share of different components for the power consumption of the smartphone.

Table 1. Packet loss for the system communication between head movement sensor and
the smartphone on different locations on the body.

Smartphone Location trouser front pocket trouser back pocket upper arm
left right left right left right

Packet Loss [%] 0.04 0.16 0.71 1.07 0.10 0.07

size used and is in the range of the duration of the head movement to be de-
tected. The roundtrip communication time between the smartphone and the HI
via the relay is 60 ms to 90 ms. Based on the above results we conclude the
wireless communication of the system is fast enough to transfer sound features
and head movement data and set HI programs.

4.4. Potential of the Multimodal Hearing System

We designed the multimodal hearing system as a flexible platform to pave the
way for use in a broad spectrum of applications. Its pervasive usability, small
size, flexibility and possibility for long-term deployment allows us to bring the
efforts from various research domains into daily use. Besides passive HI control
through recognition of the user’s context and active HI control, e.g. through
user head gestures, we see further applications of the platform at least in the
following research domains:

– activity recognition and pervasive computing,
– human computer interaction (HCI),
– computational social science,
– long-term behavior monitoring, and
– self-adapting and -learning systems.
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4.5. Limitations

A crucial aspect to make the system usable and reliable is to ensure a low com-
plexity. The prototype allows for both automatic and manual control of the HI.
It has to be mentioned that additional manual interaction with the smart phone
contributes to high user interaction costs. For the automatic hearing program
selection, however, the context is derived from the user’s movement and the
user does not have to change his behavior or learn to use the system. In a fu-
ture generation of HIs the accelerometer will be integrated into the HI and there
will be no need to carry additional devices such as the mobile phone to benefit
from improved automatic hearing program selection. Additional functions such
as programming the HIs using the phone’s calendar, or using head gestures
require more interaction and training. of the user. The amount of required train-
ing will depend on the technical background of the user and the actual user
interface for these features. This has to be studied and optimized in additional
experiments.

The head movement sensor is implemented as an additional device at-
tached beneath a HI, it is not yet integrated inside the HI itself. Therefore we
face some additional limitations:

– Users of the prototype system need to carry the relay and phone as ad-
ditional devices with additional weight and battery maintenance to benefit
from any of the new functionalities.

– Our presented setup requires an Android-operated smart phone which fea-
tures the ANT+ protocol. Up to now, there are only a very limited number of
phones which support ANT+. We opted for ANT+ since this technology is
consuming less power than conventional bluetooth transmission and might
be widely established in the near future. However, the setup can easily be
adapted to work with bluetooth to ensure compatibility with older phones.
Alternatively, the Bluetooth low energy protocol could be used. In any case
the used wireless protocol should be standardized across HI and smart-
phone manufacturers, and could be integrated into the HI’s relay.

However, these limitations will become obsolete for future generations of HIs
that integrate the accelerometer. When the accelerometer is integrated into the
HI, we will face a reduction in the HI’s battery lifetime. However, the additional
power consumption cannot be quantified as long as the additional functionalities
are not finally integrated into the HI. Possible optimizations concerning battery
lifetime strongly depend on the actual implementation and applied power man-
agement techniques of the final integrated device. We expect the impact to be
low due to the availability of low-power MEMS accelerometers (e.g. 250 uA for
the ST LIS331H accelerometer).

5. Conclusion and Future Work

We presented a newly developed wireless multimodal hearing system. It rep-
resents an enabling technology, which raises new possibilities for HI users, HI
acousticians and HI manufacturers:
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– to improve automatic hearing program selection in acoustically ambiguous
situations using additional sensor modalities,

– to implement and investigate the benefit of a gesture controlled HI,
– to introduce location aware support,
– to let the HI user schedule his daily routines and corresponding HI pro-

grams,
– to allow HI manufacturers remote debugging capabilities in the field to im-

prove the product (with considerations for data anonymization and usage
according to privacy laws and user agreement)

– to support the HI acoustician with fitting the HI to the user by providing mul-
timodal contextual information from real-life situations, in which the user’s
appreciate modified HI sound settings

With a day of battery lifetime, reliable wireless connection and sufficiently small
latency (below 100 ms), we found the system to be viable both as a research
platform and as a working prototype for a potential product in the HI market.
The head movement sensor can be used to upgrade previous HI generations
and enables evaluations towards integration of sensors into HI itself.

In future work we plan to conduct long term real-life studies with HI users.
Besides assessing the user acceptance, we want to confirm the benefit of mul-
timodal hearing systems, already demonstrated in laboratory settings [32], for
real-life situations. We further plan to assess the benefit of a head gesture con-
trolled HI, particularly for elderly people.
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Abstract. Existing biomedical wavelet based applications exceed the 
computational, memory and consumption resources of low-complexity 
embedded systems.  In order to make such systems capable to use 
wavelet transforms, optimization and implementation techniques are 
proposed. The Real Time QRS Detector and “De-noising” Filter are 
developed and implemented in 16-bit fixed point microcontroller 
achieving 800 Hz sampling rate, occupation of less than 500 bytes of 
data memory, 99.06% detection accuracy, and 1 mW power 
consumption.  By evaluation of the obtained results it is found that the 
proposed techniques render negligible degradation in detection 
accuracy of -0.41% and  SNR of -2.8%, behind 2-4 times faster 
calculation, 2 times less memory usage and 5% energy saving. The 
same approach can be applied with other signals where the embedded 
implementation of wavelets can be beneficial.       

Keywords: wavelet transform, microcontroller, QRS, denoising. 

1. Introduction 

The Fourier Transform (FT) is an extremely important and useful tool in signal 
processing. However since it in its original form treats the global signal in its 
entirety, it has the drawback that some time-local specific features and 
peculiarities, especially if they occur rarely, well may be lost in the analysis. 
This limitation can be partly overcome by the introduction of Short Time 
Fourier Transform (STFT), which uses a sliding time window of fixed length to 
localize the analysis in time. Among a number of alternative time–frequency 
methods, the most promising seems to be the Wavelet Transform (WT) [1]. In 
contrast to FT, which is restricted to the use of a sinusoid, the WT uses a 
variety of basic functions, known as wavelets [1]. In its discrete form (DWT), 
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based on orthogonal wavelet, it is particularly useful in signal compression, 
detection of local discontinuities, feature extraction, filtering (“de-noising”) and 
other applications [2],[3],[4]. 

Among others, the DWT has been applied to a wide range of biomedical 
(BME) signals, including Electrocardiogram (ECG), Electromyogram (EMG), 
Electroencephalograph (EEG), Photoplethysmograph (PPG), clinical sounds, 
respiratory patterns, blood pressure trends and DNA sequences [5]. Existing 
applications perform its calculations off-line using desktop computers or 
servers with special software or mathematical tools, like MATLAB. The input 
data are prerecorded in special database such as MIT-BIH, QT, etc, and then 
later analyzed.  Also, data can be imported from memory cards of logger 
devices, like holters. Such calculations suffer from limited autonomy, 
bulkiness and obtrusiveness and prevent timely action to the patient.  

Recently, a surge in industrial, research and academic interest into 
telemedicine and home care has been noticed, where low-cost, miniature, 
telemetry devices overcome the distance barrier between the doctor and 
patient, e.g. remote vital signs monitors [7], [8]. Such devices are, in fact, 
Systems on Chip (SoC), consisting of a single Microprocessor/Microcontroller 
(MC) [9], Programmable Logic Device (PLD) or Application-Specific Integrated 
Circuit (ASIC). In addition to the sensing, digitalization, data storage, 
visualization and communication, such chips need to perform real-time signal 
processing even in time-frequency domain. This is not a trivial task 
considering the limitations in arithmetic power, memory and power 
consumption resources. 

This paper presents a methodology and techniques to implement WT in 
low-complexity fixed point embedded architectures, like existing low-cost 
MCs. The real-time QRS detector and “de-noising” filter are implemented in a 
16-bit MC from TI’s MSP430 series [6]. For these purposes, the Haar wavelet 
transform is rewritten from floating point to integer arithmetic. The approach 
resulted in increased processing speed, minimized memory request and 
decreased power consumption. The detection accuracy of QRS complexes 
and signal to noise ratio (SNR) remains on satisfactory level. In addition, the 
MC is capable to output wavelet and “de-noised” coefficients in the form of 
analog signal and the RR intervals in the form of digital impulses or in the 
form of ACSII strings.    

The work is organized as following: short introduction on WTs; the 
proposed optimization techniques; application of WTs in QRS detection and 
“de-noising” as well as an overview of related work are given in Section 2 and 
Section 3. Section 4 describes the corresponding hardware and software 
architectures with associated components and algorithms. The testing 
procedure and results obtained against qualitative and quantitative criteria are 
elaborated and discussed in Section 5. The conclusion and references used 
are enclosed at the end. 
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2. Related Work 

In existing literature, there are several contributions on using ASICs and Field 
Programmable Gate Arrays (FPGAs), which are a type of PLDs, in wavelet-
based processing of biomedical signals, and especially ECG. The paper [10] 
presents QRS detection algorithm implemented in ASIC with 0.18 μm CMOS 
technology, consuming 176 μW, under 1.8 V supply voltage. The algorithm is 
based on the Dyadic Wavelet Transform and Multiscale-product Scheme. The 
algorithm is evaluated on the MIT-BIH database, achieving a high accuracy, 
>99%. In work [11] the authors propose a structure of QRS detector, which 
concludes Wavelet Filter Banks and Multi-scale Products to increase 
detection performances. The filters with Quadratic Spline Wavelet function are 
chosen to reduce leakage and dynamic power consumption. The design had 
been prototyped on an Altera’s Cyclone-FPGA and synthesized on 0.18 μm 
Samsung libraries. The paper [12] proposes the algorithm and hardware 
architecture for QRS detection system based on Mathematical Morphology 
and Quadratic Spline Wavelet transform, with implementation in Xilinx 
VirtexTM-4SX35 FPGA. The detection accuracy for MIT/BIH arrhythmia 
database records and resource consumption are reported and seems to be 
very high. To filter ECG signal and to extract QRS signs the authors in [13] 
employ the Integer Wavelet Transform. Their system includes several 
components, which are incorporated in a single FPGA chip from Altera 
Cyclone Series, achieving sufficient accuracy (about 95%), remarkable noise 
immunity and low cost. 

One of the first references to the introduction of Digital Signal Processors 
(DSP) in real time processing of ECG signal, by using wavelets, is given in 
[14]. In particular, QRS complexes, P and T waves are distinguished from 
noise, baseline drift or artefacts by SPROC-1400 DSP running on 50 MHz. 
Follow the implementations on modern DSPs, like TI TMS320C6713 [15], 
where ECG signal is processed in real-time by using DWT and Adaptive 
Weighting Scheme. An increasing emphasis has been placed in recent years 
on approaches based on highly integrated, low-power, low-cost MCs like PICs 
(from Microchip) [16] or MSP430s (from TI). However, their algorithms are still 
based on traditional methods based on cascade of derivative and averaging 
filters.   

Although much faster, the ASICs and PLDs are more expensive, power 
demanding, bulky and complicated for rapid prototyping, massive production 
and maintenance. Thus, the MC remains to be an appropriate solution and a 
variety of biomedical algorithms, including those WT based, need to be 
adopted for using in this technology. 
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3. Methodology 

3.1. WT and DWT 

 Analytically, the continuous form of WT for a signal f(t) is defined by:  
 

            
 

  

            (1) 

 

         
 

  
   

   

 
    (2) 

where * denotes complex conjugation and         is a window function called 
the daughter wavelet,   is a scale factor and   is a translation factor. Here, 
   

   

 
  is a shifted and scaled version of a mother wavelet     , which is 

used as a basis for wavelet decomposition. However, the continuous wavelet 
transform provides certain amount of redundant information. 

Discrete form of WT, known as DWT, is sufficient for most practical 
applications, providing enough information and offering a significant reduction 
in the computation time. For a discrete function f(n), it is given by: 

                              ,   (3) 

where         presents a discrete wavelet defined as           
 

        

    The parameters  ,   are defined as      and         
In practice, DWT is computed by passing the signal through a Low-Pass 

(Ld) and a High-Pass (Hd) filters successively, according to the Mallat’s 
decomposition scheme, Fig. 1 [17]. For each decomposition level i,  1≤i≤N, 
the Ld and Hd filters are followed by a downsampling operator, ↓2 expressed 
as (X↓2)[n]=X[2n], which is in fact the reduction of a sampling rate by 2. CAi(n) 
and CDi(n) are approximate and detailed coefficients for ith decomposition 
level. The number of coefficients for ith decomposition level is equal to 
li=length(CAi(n))=length(CDi(n))=length(X(n))/2i. The reconstruction consists of 
upsampling by ↑2 and filtering by filters Lr and Hr. The Ld, Hd, Lr, Hr   
coefficients can vary from the simplest ones like Haar, over Daubechies up to 
those like Quadratic Spline, having different vector lengths and, usually, 
floating point interpretation. 

The Haar wavelet is considered to be the simplest one with two coefficients 
per filter: 

   Ld=[    ,     ], Hd=[    ,     ] ,                                     (4) 
 

                       Lr=[    ,    ] ,  Hr=[     ,    ] .                                    (5) 
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Fig. 1. Wavelet decomposition and reconstruction scheme 

Haar transform (HT) has a number of advantages; it is (i) conceptually 
simple, (ii) fast, (iii) memory efficient, since it can be calculated in a place 
without a temporary array. Also, it is reversible without the edge effect that 
can be of a problem with some other WTs. But, this transform has several 
limitations, which can be of a problem in some applications, mainly in signal 
compression and noise removal from relatively high speed signals like audio 
or video. But, in the case of biomedical signals this is not an issue. 

3.2. Integer-Based Optimization 

Although very simple in its nature, HT is still complicated for implementation 
on low-complexity calculation devices like MCs. However, it can be 
generalized to an integer version. A technique proposed in [18] is in the form 
of S Transform (ST), whose Forward (FST) and Reverse (RST) versions are 
defined as:  

        
 

 
      

 

 
         , (6) 

                     , (7) 

              
        

 
  , (8) 

                
      

 
  , (9) 

where    denotes rounding operator. Because   
 
     , FST and RST 

can be computed by mere adder-subtractor and shifter, what is, in practice, a 
key advantage. 
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3.3. WT-Based QRS Detection 

WT is capable to distinguish the QRS-complexes within the ECG signal by 
implementing Mallat’s decomposition scheme. CDi(n) coefficients across the 
scales show that the peak of the QRS complexes corresponds to the zero 
crossing (ZC) between two modulus maxima within the coefficients CDi(n) 
[19]. Fig. 2 illustrates the decomposition of discrete ECG signal X(n) up to the 
4th level, CD1(n), CD2(n), CD3(n) and CD4(n), by using above defined FST. For 
each decomposition level, the QRS complex produces two modulus maxima 
(min and max) with opposite signs and ZC between, see diagram CD4. 

 

 
Fig. 2. QRS detection using wavelet decomposition based on FST. Signal X[n] is 
sampled by 800 Hz. CDi(n) are the details after ith decomposition level 

The method is very robust and allows direct application over raw ECG data. 
The frequency domain filtering is performed implicitly by computing the 
coefficients which is an additional positive feature, very useful in QRS 
detection. As can be observed, Fig. 2, the original signal becomes practically 
clear from 4th decomposition level.  

Often, the modulus maxima (min and max) are found by thresholding 
techniques where the threshold Tr varies from one scale to another. For 
example, the thresholds can be calculated by Root Mean Square (RMS) 
function, as Tr=RMS(CDi(n)) for i=1,2 and 3 and Tr =0.5RMS(CDi(n)) for i=4, 
or by Maximum or Mean functions, Tr =MAX(CDi(n)) or Tr =MEAN(CDi(n) [19].   
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In practice, the selection of the most suitable decomposition level/levels is 
of a challenge. The most of the energy of QRS complex lies between 3 Hz 
and 40 Hz. Translated to WT, it means somewhere between scales 23 and 24, 
with the largest at 24. The energy of motion artifacts and baseline wander (i.e. 
noise) increases for the scales greater than 25. Article [20] states that most 
energies of a typical QRS-complex are at scales 23 and 24, and the energy at 
scale 23 is the largest. According to [21], for QRS-complex with high 
frequency components, the energy at scale 22 is larger than that at scale 23 
and authors recommend mainly the scales 23 to 24 for satisfactory detection.  

Another complication is the acquisition of certain thresholds for finding the 
modulus maxima, because the values of thresholds differ, usually, from one 
level to another. The mentioned restrictions and complications confine the 
method to off-line use and put heavy demand on the computing resources. 

3.4. Wavelet-Based Denoising 

WT should be effectively used in signal filtering, here known as “de-noising”, 
especially in the elimination of high frequency and white noise [22]. “De-
noising” consists of three successive procedures: decomposition, thresholding 
and signal reconstruction, Fig. 3a. Firstly, the wavelet transform is derived to a 
chosen level N. Secondly, the detail coefficients from level 1 to N are 
thresholded. Lastly, the original signal is synthesized using the altered detail 
coefficients from level 1 to N and approximation coefficients of level N. 

There are several methods to define a threshold for the purpose of “de-
noising”: global thresholding, where one threshold Thr exists for all samples 
under consideration and level-based thresholding, where the vector of 2N 
length, Thr(1..2N), is used as a threshold [3]. Fig 3b. shows the case of global 
thresholding applied to the approximation coefficients of 4th level and detailed 
coefficients of 1st  2nd , 3rd  and 4th  levels.   

From another point of view, thresholding can be either soft or hard [3]. Hard 
thresholding zeroes out all the values smaller than Thr. Soft thresholding does 
the same thing, and apart from that, subtracts Thr from the values larger than 
Thr. In the contrast to hard thresholding, soft thresholding causes no 
discontinuities in the resulting signal. Fig. 3b shows the effect of the wavelet-
based filtering for ECG signal. The signal X(n) is decomposed by FST till 4th 
level, then thresholded by hard threshold Thr=0.23 V and lastly reconstructed 
by RST. As can be seen, the reconstructed, filtered, signal X’(n) is obtained 
from only 2.5% of nonzero coefficients.  
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Fig. 3. a) Denoising steps, b) Effect on real ECG signal 

4. Embedded Implementation  

For the purpose of biomedical processing, the optimized QRS detection and 
“de-noising” algorithms are implemented in MSP430F169 microcontroller from 
MSP430 family, Texas Instruments TI [6]. It is a family of ultralow power 
microcontrollers optimized for using in portable battery powered devices like 
medical ones. The MSP430F169 has 16-bit RISC CPU, 16-bit registers, two 
16-bit timers, fast 12-bit A/D converter with 8 external input channels, dual 12-
bit D/A converter, USART, I2C, DMA, and 48 I/O pins, etc. 

On-chip architecture for QRS detection is shown in Fig. 4. The analog ECG 
signal is fed to the channel A1 of internal ADC. After digitalization and 
processing in real-time, the output signals are generated in different forms: 
analog form of details CDN(n) and CDN-1(n) through the pins P6.6 and P6.7; 
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pulse form of RR intervals on P1.0 and string (ASCII) form of RR intervals 
through the USART’s TX pin. The RR intervals are distances between QRS 
complexes, given in ms.  

As it is mentioned in Section 2.3, the wavelet decomposition by itself 
presents a good noise filter used in QRS detection. “De-noising” technique, 
whose algorithmic steps are elaborated in Section 2, is an additional way to 
use wavelets as a filter. It is proved, in practice, as very effective tool for 
signal filtering. Fig. 5 presents wavelet based architecture for “de-noising”, 
implemented in a single MC. The input signal is fed to A1 input of ADC, 
digitalized, decomposed by FST, thresholded, and finally reconstructed by 
RST. After reconstruction it is returned to analog form by DAC, see Fig.5 pin 
P6.7. Overall filtering process is performed in real-time.    

 

 
Fig. 4. MC architecture for QRS detection 
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The real-time implementation of forward and reverse wavelet transform is 
done through the FST and RST, because of their simplicity and fast 
calculation. Before processing, the signal is digitalized by 12-bit A/D 
converter. The sampling frequency is set at 800 Hz for QRS detection and at 
762 Hz for denoising. The A/D conversion is performed in an interrupt routine. 
Between the interrupts, the MSP430 MC uses a low-power operating mode.   

In the case of QRS detection, after A/D conversion, each sample is stored 
in a circular buffer of 2N length, where N represents the number of 
decomposition levels. When the buffer is filled, the FST is calculated, while 
the buffer continues to accept new samples. In this research, the 
decomposition is done till CD4(n). Then, the CD4(n) are examined on ZC using 
negative and positive modulus maxima which are isolated by adaptive 
thresholding technique. Namely, five successive vectors of 50 CD4 
coefficients are examined. For each of them the maximum 
Mjmax=max(CD4(1..50)) and minimum Mjmin=min(CD4(1..50)) are 
determined, Mjmax, and Mjmin, j=1..5. Then the negative (T1) and positive 
(T2) thresholds  are defined as: 

   
 

 
 
 

 
   

 
        , (10) 

     
 

 
 
 

 
   

 
        . (11) 

Further, the process repeats with values from four old vectors and one new 
vector. ZC is detected by finding the coefficients associated to the condition 
CD4(n-1)<0 and CD4(n)> 0.  

Detailed algorithm is given in Fig. 6. After computing a new CD4 coefficient, 
check is performed to see whether that coefficient presents 50th or not? If yes, 
the T1 and T2 thresholds are set. Then, searching for the negative modulus 
begins and in case of finding it search for ZC begins. After finding negative 
modulus and ZC, the algorithm is continuing to search for the positive 
modulus. If the negative modulus, ZC and the positive modulus are detected 
successively, then the QRS complex is detected and the algorithm starts to 
search for a new QRS complex. 

In the case of “de-noising”, the thresholding is implemented to each 
decomposition level. The detailed coefficients, whose absolute values are not 
greater than the threshold, are set to zero. For every decomposition level 
there is a separate adaptive threshold. For ith (i=1..4) level, ten successive 
vectors v of Wi (i=1..4) coefficients, v i,j[1..Wi] (i=1..4, j=1..10) are taken in 
consideration. For each of them, the maximal value Ai,jmax=max(vi,j[1..Wi]) is 
found and stored in memory. Then, the adaptive threshold for ith level, Ti,  is 
calculated as average of the ten maximal values from that level, which is 
defined as: 

   
 

  
      

  

   
      (12) 



Optimization and Implementation of the Wavelet Based Algorithms for Embedded 
Biomedical Signal Processing 

ComSIS Vol. 10, No. 1, January 2013 513 

In order to maintain adaptability of the system for “de-noising”, calculation 
of the threshold continues with nine old maximal values and one new, which is 
found within a new vector of CDi coefficients. 

 
 

 
Fig. 6. The Algorithm for QRS detection which is implemented on MSP430 MC.  
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5. Results 

For purpose of MC implementation and testing, the above presented 
algorithms for QRS detection and “de-noising” are developed in C code using 
IAR Embedded Workbench Compiler and then uploaded to MSP430F169 
chip, through the Olimex MSP430-P169 development board. The verification 
of operation and necessary measurements are performed by tool-set 
consisting of PC, ELVIS II+ NI Platform [23] and digital oscilloscope AGILENT 
DSO3120A. Designed, LabView Virtual Instrument (VI) read ECG signals 
from corresponding MIT-BIH files or PPG signals from laboratory files and 
convert them into analog form via ELVIS II+ platform.   

MSP430 chip accepts the emulated signals, performs FST and RST, QRS 
detection or “de-noising” in real-time. It returns the different analog or digital 
signals on output pins depending on the running program; CD4(n) and CD3(n) 
in the analog form; RR intervals in pulse (digital) form and RS232 RR intervals 
in ASCII string form. These signals are observed by oscilloscope or by 
terminal emulator in case of serial RS232 transmission. Further, the 
qualitative and quantitative analyses are performed.  

5.1. Qualitative Analysis 

This analysis is mainly performed by on-chip measurements. MC is 
configured to work in three modes, wavelet decomposition, QRS detector with 
digital outputs and “de-noising”.  

In the first mode, the emulated ECG signals are fed to the A/D input A1, 
digitalized and processed generating analog signals, CD3(n) and CD4(n) 
equivalents, on D/A pins P6.6 and P6.7, see Fig. 4. Simultaneously, the input 
and output waveforms are traced by digital oscilloscope. Then, the same ECG 
signals are processed by MATLAB, off-line, and results are plotted. For 
illustration, Fig. 7 shows the oscillographs and MATLAB plots of the input 
ECG signal and corresponding CD4(n) coefficients. As seen, the waveforms in 
Fig. 7 b) and Fig. 7 c) match very well. Note that the oscillograph amplitude 
and time division are printed in legend, bellow waveforms, as example, CH1 
200 mV/div, 200.0 ms/div.     
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Fig. 7. FST calculated by MATLAB, off-line, and by MSP430F169, on-line. a) the 
oscillograph of the original ECG signal, b) CD4(n) coefficients plotted by MATLAB, c) 
oscillograph of CD4(n) coefficients, recorded on P6.7 pin. The sampling frequency was 
800 Hz 

In the second mode, the ECG signal is fed to the A/D pin A1, see Fig. 4. 
The MC performs QRS detection in real time and generates the RR impulses 
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(pin P1.0), whose positions correspond to the QRS complexes. The time 
distance between two successive impulses gives a RR interval in ms. Fig. 8 
shows the oscillographs of original signal (up) and RR intervals (down). For 
example, the distance between 1st and 2nd impulse is  580 ms and between 
2nd and 3rd is 560 ms that corresponds to the heart rates of 60*1/0.58=103 
and 60*1/0.56=107 beats/pm, pm=per minute, indicating an effect of heart 
rate variability. As can be seen, the generated RR impulses are delayed, 
shifted, in relation to input signal, for about 50 ms.   

 

 
Fig. 8. ECG signal with QRS complexes (up) and RR impulses (down) obtained as a 
result of QRS detection. The sampling frequency was 800 Hz 

Third mode is related to real-time “de-noising”, see Fig. 5. Analog forms of 
ECG and PPG signals, corrupted by 50 Hz or white noise, are fed to the A/D 
pin A1. The MC digitalize signal, runs “de-noising” code and, in real time, 
generates the filtered analog signals, D/A pin P6.7. Fig. 9 illustrates the 
situation with ECG signal corrupted by 50 Hz noise, while Fig. 10 shows 
filtering results against white noise. Fig. 11 illustrates the case of PPG signal 
corrupted by 50 Hz noise. The sampling frequency is 762 Hz and filtered 
signal is delayed for 40 ms. As can be seen, in all cases, the input signals are 
well filtered after passing “de-noising” code.  
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Fig. 9. ECG signal corrupted with 50 Hz noise (up) and filtering output (down) 

 
Fig. 10. ECG signal corrupted with white noise (up) and filtering output (down) 
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Fig. 11. PPG signal corrupted with 50 Hz noise (up) and filtering output (down) 

5.2. Quantitative Analysis 

In addition to the qualitative analysis, the proposed algorithms are evaluated 
against five (5) quantitative criteria: calculation time, data memory occupation, 
power consumption, detection accuracy and SNR. In all cases the MC is 
clocked by 0.75 MHz and powered by 3.3 V. 

The calculation time is considered for floating point forward and inverse 
Haar Transformations (HTs) and proposed fixed point FST and RST. Table 1 
gives the results. It is evident that fixed point implementation is more than two 
times faster for case of forward transform and more than three times faster for 
case of inverse transform. This fact allows MC to perform real time sampling 
and processing till 800 Hz, up to 4 levels, what significantly improves the 
quality of acquisition as well as detection accuracy.   

Table 2 gives the memory occupation for floating point and fixed point  
implementations. And here, the difference is about two times in favor of fixed 
point. It should be noted that QRS detector implemented by FST occupies in 
total 224 bytes of DATA memory (+ 44 absolute), 39 bytes of CONST memory 
and 2 022 bytes of CODE  memory. For the case of “de-noising” it is 302 
bytes of DATA memory (+ 33 absolute) and 1902 bytes of CODE memory.  
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Table 1. Calculation times for floating and fixed point transforms  

# of 
decomposition 
levels 

FST [ms] RST [ms] Forward HT 
[ms] 

Inverse HT 
[ms] 

4 2,35 2,23 5,82 6,90 
5 3,96 4,37 11,86 13,99 
6 6,93 8,63 23,91 28,14 
7 12,64 17,10 47,99 56,41 

 

Table 2. Memory occupation, DATA MEMORY, RAM, for floating and fixed point 
transforms 

# of 
decomposition 
levels 

FST [bytes] RST [bytes] Forward HT 
[bytes] 

Inverse    HT 
[bytes] 

4 74 74 138 138 
5 138 138 266 266 
6 266 266 522 522 
7 522 522 1034 1034 

   
By its nature MSP430x is an ultra low power controller. Additionally, the 

integer point optimization slightly decreases consumption. QRS detector and 
filter, implemented in this arithmetic, consumed 319 μA and 315 μA that is 
about 5% less than in case of floating point calculations, 336 μA, 332 μA. 

In order to verify the QRS detection accuracy, the 11.094 heart beats within 
five characteristic files are observed (MIT-BIH Records 101, 103, 202, 230, 
234). The particular detection error rate for each record,  DERi, is defined as: 

              
       

  
   (13) 

where are: NFP - number of false positives in Xi[n], NFN - number of false 
negatives in Xi[n] and TN - total number of QRS complexes in Xi[n]. The 
averaged accuracy is defined as: 

        
 

 
     

   
       . (14) 

First, the files are passed through the wavelet based QRS detector realized 
in MATLAB by algorithm structure and method of modulus maxima given in 
[24] with distinction that Mexican hat wavelet is replaced with Haar. Then, the 
analog ECG signals are feed to the proposed MC’s QRS detector. ASCII 
forms of RR intervals are collected by terminal emulator and then statistically 
analyzed by MATLAB. The averaged accuracies were 99.47% and 99.06%, 
respectively. Obviously, the proposed MC detector decreases accuracy for -
0.41% what can be considered as negligible. 

In order to quantitative estimate “de-noising” technique, the output SNR, 
SNRo, is considered for initial value of SNR, SNRi : 
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where, X(i) is the original signal, Xr(i) is “de-noised” signal, n(i) noise signal 
and N is the length of the signals.  

The ECG signals from above MIT-BIH records are corrupted by 50 Hz 
noise of different amplitudes and passed through the MATLAB codes of 
proposed MC’s “de-noising” algorithm and algorithm based on HT with hard 
thresholding from [22]. The results are shown in Table 3.   

Table 3. SNRo values for “de-noising” algorithms 

SNRi 30dB 20dB 10dB 5dB 
SNRo – HT 32.5601    23.2341    13.5353 8.6026 
SNRo – 
Proposed alg.  31.9473    22.7246    13.2348 8.3626 

Improvement -
Degradation 
[%] 

-1.8821     -2.1929     -2.2201     -2.7899 
 

 
As can be noted, the classical HT with hard thresholding has better SNRo. 

However, the degradation for proposed algorithm, even in the worst case, is 
negligible, less than 2.8%.  

6. Conclusion 

Wavelet transforms can be successfully used to solve many tasks in 
biomedical signal processing. After certain optimizations in the terms of fixed 
point arithmetic, they can be implemented in low-cost general purpose 
microcontrollers. Case studies for real-time QRS detection and ECG and PPG 
“de-noising”, implemented in MSP430F169, are presented. The benefits are 
obvious,  800 Hz sampling rate, 2-4 times faster calculation,  less than 500 
bytes of data memory occupation, 1 mW power consumption, 99.06% 
detection accuracy, 5% decreased power consumption and satisfied SNR. 
The degradations are negligible about -0.41% in accuracy and -2.8%, in SNR. 
The same approach can be applied with other signals where the embedded 
implementation of wavelets can be beneficial.         
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Abstract. In this study we modeled a patient specific 3D knee after 
anterior cruicate ligament (ACL) reconstruction. The purpose of the 
ACL reconstruction is to achieve stability in the entire range of motion 
of the knee and the establishment of the normal gait pattern. We 
present a new reconstruction technique that generates patient-specific 
3D knee models from patient’s magnetic resonant images (MRIs). The 
motion of the ACL reconstruction patients is measured by OptiTrack 
system with six infrared cameras. Finite element model of bones, 
cartilage and meniscus is used for determination stress and strain 
distribution at different body postures during gait analysis. It was 
observed that the maximum effective von Mises stress distribution up 
to 8 MPa occurred during 30% of the gait cycle on the meniscus. The 
biomechanical model of the knee joint during gait analysis can provide 
insight into the underlying mechanisms of knee function after ACL 
reconstruction. 

Keywords: ACL reconstruction, knee motion, gait analysis, 
biomechanical finite element modeling.  
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1. Introduction 

There is always a question what are dynamic loading conditions to which 
cartilage is exposed during daily activity. It is fundamental for diagnosing and 
treating joint disease, since dynamic loading affects the movement of tissue 
growth factors [1].  

Interaction between several factors (anatomical, functional and biological) 
has influence on cartilage degeneration. Determining cartilage progression 
rate is based on defining abnormal loadings during gait cycle which contribute 
to cartilage wear. 

Many researchers analyzed biomechanical models of the knee joint based 
on the finite element method. These models provide significant insight into 
the stress and strain distribution and contact kinematics at the knee joint [2], 
[3], [4], [5], [6] and have been used to investigate the effect of ligament injury 
[7], [8]. In these studies the knee joint was generally subjected to axial loads 
with the knee flexion angle fixed and subject-specific data were not used to 
define the joint geometry and loading conditions. To address these 
shortcomings, here, we propose a construction of subject-specific 
biomechanical model of the human knee joint by combining magnetic 
resonance imaging (MRI) of the knee joint, motion analysis measured with 
camera system and finite element analysis of subject-specific 3D knee 
models.  

2. Related Work 

Normal knee functions lie in complex relationship of the movement and 
stability. Knowing knee kinematics is of great importance for getting relevant 
knee functions information which can be used for improving treatment of the 
knee pathology. 

Clinical and functional indicators of the surgery results of the anterior 
cruciate ligament show decrease of the tibial translation during gait activity in 
the postoperative period. Some studies show patients’ ability to reduce tibial 
translation at the deficient knee although knee laxity is obvious. Reduction of 
the tibial translation is influenced by muscle activity. Primary task of the 
reconstruction surgery is to reduce translation of the tibia in the sagittal plane 
[9], [10], [11]. 

Tibial translation generally drives knee stability after anterior cruciate 
ligament reconstruction. The problem can still develop in spite of a decrease 
in excessive anteroposterior tibial translation after surgical procedure. 

K. Manal et al. show that movement of the soft tissue of the lower limb 
could influence on the appearance of error during estimation of the tibial 
translation [12]. B. Gao et al. show that there exists significant change in the 
joint kinematics between deficient anterior cruciate ligament and healthy 
knee. After reconstructive surgery some differences corrected, but normal 
knee kinematics is not completely restored. In this study for measured 
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purposes we used method for gait analysis and optimization algorithm in 
order to reduce analysis errors caused by movement of the soft tissue [13].  

According to the numerous studies during in vitro and in vivo experiments 
tibial translation along AP direction has been noticed in the case of the 
deficient anterior cruciate ligament knee, which confirms the findings in our 
study, shown at the Figure 3 [14], [15]. Maximal values of the tibial translation 
along ML, IS, and AP directions appear in the early stance phase. The 
ligament reconstruction surgery decreases tibial dislocation along all above 
mentioned directions. 

The stability of the human knee joint is influenced by comprised elements 
such as ligaments, menisci and muscles. If deficient anterior cruciate 
ligament knee is not reconstructed, it indicates degenerative process on the 
cartilage [8], [9], [15]. 

In this paper we used a nonlinear porous finite element analysis for 
cartilage and meniscus and linear model for knee stability after anterior 
cruciate ligament reconstruction. It is very important to better understand 
cartilage and meniscus behavior to different loading condition. Many medical 
doctors found that the cartilage injury was most severe over the superficial 
zone of the posterior lateral tibia. It is impossible to measure injury in vivo 
patients even with today’s state of the art for the image reconstruction 
methods. By comparing the computer simulation stress and strain cartilage 
and meniscus values we will be able to assess the severity of each patient’s 
injury more accurately. 

The paper is organized as following. We firstly present methods for 
experimental measurement, 3D image segmentation and reconstruction and 
finite element model of cartilage and meniscus. Then some results for 
coupled measurement and computational analysis are described. At the end 
some discussion and conclusion remarks are given. 

3. Methods 

3.1. Experimental measurements 

Gait analysis was performed with nineteen adult men which are voluntarily 
participated in the experimental measurements. Subjects had a mean height 
of 183.33cm (S.D. 2.24), mean weight of 86kg (S.D. 3.48) and mean age of 
29.89 years (S.D. 1.73). Subjects are recreational or professional sportsmen. 
Test analysis and surgery were performed at Clinical Centre Kragujevac, 
(Clinic for Orthopedics and Traumatology). 

Kinematic data were collected with a three – dimensional (3D) motion 
analysis system (OptiTrack). This system consist of recording software 
ARENA and six infrared cameras (V100:R2) resolution 640x480 pixels with 
frame rate of 100 fps. Cameras were placed along a pathway. For defining 
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and processing kinematic data the global coordinate system was used 
because it is stationary, it does not depend on the subject and it is not 
influenced by marker’s position. Global coordinate system was defined with z 
– axis coincidence with inferior - superior (IS) direction, x – axis coincidence 
with medial - lateral (ML) direction, and y – axis coincidence with anterior - 
posterior (AP) direction [8].   

The study was performed in order to define kinematics data of the lower 
limb during performing gait activities in patients with deficient anterior 
cruciate ligament of the knee. Four passive reflective markers were placed at 
the anatomical landmarks of the lower extremity in order to minimize muscle 
activity. Landmarks were defined at the great trochanter region (GTR), at the 
femoral lateral epycondile (LEF), at the tuberosity of the tibia (TT), and in the 
region of the center of the ankle joint (CAJ) (Fig.1). 

 

 
Fig. 1. The marker set used in the gait  analysis experiment 

Subjects performed normal walk at a self – selected speed along pathway 
about 5.00m. The day before surgery were recorded signals, first at the knee 
with deficient AC ligament, and then at the healthy knee. Every subject was 
asked to perform this task four times. Experiments are repeated after 15 
days, and after 6 weeks. In this paper the results of the gait analysis after 6 
weeks are shown. 

Since subjects had deficient anterior cruciate ligament of the knee, during 
walking (Fig.2), in one moment (point TTi) the knee is stable, but in the next 
moment there is a tibial shift (point TTi+1).  According to above mentioned, tibial dislocation was defined by 
successive calculating the affine coordinates along IS, ML, and AP directions 
[9] with equations (1)-(3):  

1( ) ( )TTAP i id TTAP TTAP  , 
(1) 

1( ) ( )TTML i id TTML TTML  , 
(2) 
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1( ) ( )TTIS i id TTIS TTIS  . 
(3) 

 

 
LEGEND: 
LEF – lateral epycondil of the femur, 
TTi – tuberosity of the tibia in i-th moment,  
TTi+1 – tuberosity of the tibia in i+1-th moment,  
dTTAP – tibial dislocation along AP direction, 
dTTML – tibial dislocation along ML direction, and 
dTTIS – tibial dislocation along IS direction. 

Fig. 2. Tibial dislocation along ML, IS, and AP directions 

Using obtained data point we apply eight order Fourier series 
approximation to estimated the curves of tibia dislocation for a specific 
patient (Fig.3). 

The diagrams in Figure 3 indicate that tibial dislocations along ML and IS 
directions before and after surgery are very small, and they do not have big 
influence on the knee stability [9], [10]. Mean value of the tibial translation 
before surgery along ML direction is:0.656 mm (S.D. 0.512 mm), and along 
IS direction is  0.553 mm (S.D. 0.445 mm). It can be seen that values of the 
tibial translation along ML and IS direction decreased after surgery. Mean 
values of these translations along ML direction is 0.387 mm (S.D. 0.324 mm), 
and along IS direction is 0.122 mm (S.D. 0.099 mm). 

AP translation has big influence on the knee stability at knees with 
deficient anterior cruciate ligaments. The fitted curves on Figure 3 which 
describe AP translation have high amplitudes [9], [10]. In swing phase of the 
gait cycle which correspond to 40% of the horizontal axis can be seen sharp 
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decline of the curve before surgery. Mean value of the AP translation before 
surgery is 4.543 mm (S.D. 3.658 mm). After ligament reconstruction, motion 
curve of the tibial translation has lower amplitudes and shows stability in 
swing phase. Mean value of the AP translation after surgery is 6.623 mm 
(S.D. 0.662 mm). 

 
a) 

 
b) 

 
c) 
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LEGEND: 
BS – Curve of the translation of the tibia before surgery, FBS – Fitted 

curve of the translation of the tibia before surgery, AS - Curve of the 
translation of the tibia after surgery, FAS – Fitted curve of the translation 
of the tibia after surgery. 

Fig. 3. Translation of the tibia along: a) ML direction, b) IS direction, and c) AP 
direction 

Student t – test was used for purpose of the statistical significance of the 
experimental results. It can be seen that there was significant difference in 
tibial translation along IS, ML, and AP directions in preoperational and post 
operational period for possible error p< 0.01 and for certainty of the P>99%. 

3.2. Computational method 

We take geometry of the finite element model from MRI slices for a specific 
patient after surgery. Our in-house implementation includes an interface for 
users to adjust the position of the virtual cutting plane to better match with the 
MRI slices. A user can also make hand corrections on the knee contours after 
the automatic segmentation process finish. Four reflective markers at the 
anatomical landmarks of the lower extremity are detected on MRI 3D 
reconstruction object. 

Figure 4 shows the interface of our knee segmentation system. 
The algorithm for image segmentation and 3D object reconstruction from 

the MRI slices is following. Over all pixels a FE-mesh, initially uniform, is 
isotropically generated. We positioned the nodes of the FE-mesh at the 
centers of the existing voxels. This means that each FE overlaps 2x2 voxels 
in the 2D case or 2x2x2 voxels in the 3D case. The black circles represent 
nodes generated inside the object and the white circles denote nodes outside 
of the object. The nodes inside the object have a pixel or voxel value higher 
than the chosen threshold and the nodes outside the object have a value 
lower than the chosen threshold. Each FE node is assigned the grayscale 
value of the corresponding voxel. Note that the boundary between the black 
and white nodes is not smooth at this stage. 

Because the FE-mesh is located on the surface boundary, some of its 
nodes (shown as the white circles) are on the outside of the object. 
Additionally, the grayscale pixel-values of those white nodes are lower than 
the chosen threshold value. By using a simple linear interpolation, we move 
these white nodes in the direction of the surface boundary toward the 
locations where the grayscale pixel-value would exactly match the threshold 
value. There are multiple methods available to move the nodes by linear 
interpolation. It is important to note that in some cases this linear interpolation 
might even move the node inside the object. 
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