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GUEST EDITORIAL

RECENT ADVANCES IN INFORMATION SECURITY AND
INFORMATION TECHNOLOGY

Recent years have witnessed rapid developments of the information communication
technology and the next-generation Internet. We have seen the potential and value for
new technologies from a variety of digital networks to various interconnected digital
devices, which make it possible to realize the ubiquitous network and society. But, in
such environment, copyright infringement behaviors, such as illicit copying,
malicious distribution, unauthorized usage, and free sharing of copyright-protected
digital contents, will also become a much more common phenomenon. Researchers,
content industry engineers, and administrators attempt to resort to the state-of-the-art
technologies and ideas to protect valuable digital contents and services assets against
attacks and IP piracy in the emerging ubiquitous network.

This special issue aims to bring together related research works in the realm of
ubiquitous network and multimedia contents security and further investigates and
discusses trusted solutions and secure techniques for ubiquitous network as well as
some open issues faced by digital contents, owners/rights, holders/multimedia, and
services providers, who dedicate themselves to protect their intellectual property
rights and business benefits.

In this section, thirteen papers have been selected for publication. All selected
papers followed the same standard (peer-reviewed by at least three independent
reviewers) as applied to regular submissions. They have been selected based on their
quality and their relation to the scope of the special section.

In the paper entitled “SARSA Based Access Control with Approximation by
TileCoding” by Fei Zhu et al., an efficient and feasible TileCoding reinforcement
learning algorithm for access control is proposed, which provides a policy for sensor
nodes in different complex situations.

The paper entitled “Research on Improved Privacy Publishing Algorithm Based on
Set Cover” by Haoze Lv et al. proposes a marginal table cover algorithm based on
frequent items by considering the effectiveness of query cover combination, and then
obtain a regular marginal table cover set with smaller size but higher data availability.

A novel survivability entropy evaluation method is proposed in the paper entitled
“A Novel SMP-based Survivability Evaluation Metric and Approach in Wireless
Sensor Network” by Hongsong Chen et al. The method is aimed to precisely calculate
the survivability ability under DoS flood attack in wireless sensor network.



In the paper entitled “A Framework for Fog-assisted Healthcare Monitoring” by
Jiangiang Hu et al., a framework for fog-assisted healthcare monitoring is proposed.
This framework is composite of the body-sensing layer, fog layer and cloud layer.
The body sensing layer measures physiological signals and fog-assisted gateway
collects these information.

The paper entitled “Design of Intrusion Detection System Based on Improved
ABC elite and BP Neural Networks” by Letian Duan et al. proposes an intrusion
detection method based on improved artificial bee colony algorithm with elite-guided
search equations (IABC_ elite) and Backprogation (BP) neural networks.

The paper entitled “Hierarchical Authority Based Weighted Attribute Encryption
Scheme” Qiuting Tian et al. discusses a weighted attributed encryption scheme based
on a hierarchical authority.

The study presented in the paper entitled “Algorithm of Web Page Similarity
Comparison Based on Visual Block” by Xingchen Li et al. introduces a new
similarity matching algorithm based on visual blocks. The proposed algorithm
analyzes the RenderLayer tree of the web page, extracts visual information by making
the matching rules, determines the feature sets of the visual blocks corresponding to a
web page by processing the visual nodes, and obtains similarity matching in
accordance with the optimal free matching principle.

The scheme proposed in the paper entitled “Privacy-preserving Multi-authority
Attribute-based Encryption with Dynamic Policy Updating in PHR” by Xixi Yan et
al. aims to construct the MA-ABE scheme for PHR scenario which has the
requirement for privacy preserving and policy updating.

In order to study on learner’s state and its change, the Hidden Markov Model was
applied in the paper entitled “Classification and analysis of MOOC Learner's State:
The study of Hidden Markov Model” by Haijian Chen et al. to analyze data about
learners, which includes MOOCs learner’s basic information, learning behavior data,
curriculum scores and data of participation in learning activities and so on.

Sensor networks will always suffer from load imbalance, which causes bottlenecks
to the communication links. In order to address this problem, a multipath routing
algorithm based on data-fusion-mechanism (MR-DFM) is proposed in the paper
entitted “MR-DFM: A Multi-path Routing Algorithm Based on Data Fusion
Mechanism in Sensor Networks” by Zeyu Sun et al.

The paper entitled “Research of MDCOP Mining Based on Time Aggregated
Graph for Large Spatio-temproal Data Sets” by Zhanquan Wang et al. proposes the
design and implementation of the prototype of PANBED, which builds a small-scale
personal testbed for users utilizing devices in their own personal area networks
(PANSs). The experimental results show that PANBED allows users to set up different
network scenes to test applications easily using a home router, PCs, mobile phones
and other devices.

The paper entitled “A Novel Self-adaptive Grid-partitioning Noise Optimization
Algorithm Based on Differential Privacy” by Zhaobin Liu et al. This article is based
on application scenarios for the partition based data distribution algorithm. For the
partition-based data distribution method, the authors first uniformly partitions the
original spatial data, add a Laplace noise with uniform scale parameters, then select
the set of grids to be optimized in a standard way based on the maximum ratio



between the value of overall error reduction and privacy budget increase value, and
then operate noise optimized algorithm for the grid.

The paper entitled “Enhanced Artificial Bee Colony with Novel Search Strategy
and Dynamic Parameter” by Zhenxin Du et al. describes a novel triangle search
strategy to enhance the capability of escaping from local minimum without loss of the
exploitation ability of ABC-BB.

We would also like to thank Prof. Mirjana Ivanovi¢, the editor-in chief of ComSIS,
for her support during the preparation of this special section in the journal.

Finally, we gratefully acknowledge all the hard work and enthusiasm of authors
and reviewers, without whom the special section would not have been possible.
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Abstract. Traditional sensor nodes ignore the packet loss rate during information
transmission and the access control security problem caused by server utilization
when uploading data. To solve the problem, we propose a SARSA based access
control method with approximation by TileCoding (SACT), which takes the sen-
sor packet loss rate and the server error rate into account. The network state is
estimated by the packet loss rate and variable bit error rate to get a server access
control strategy to improve security performance. The eventual strategy complies
with the minimum information loss and the maximum server utilization. Results of
experiments show that the algorithm is capable of achieving good results in the to-
tal amount of information received by the server system. The SACT improves the
server utilization rate and the overall security performance of the network.

Keywords: access control, TileCoding, information security, SARSA.

1. Introduction

Access control is a way of granting or restricting the subject’s access to the object explic-
itly featuring a very important information security technology. Access control technol-
ogy is applied in many areas of information systems such as intrusion detection system
[5], information encryption [12], identity authentication [7], security audit [3], security
and risk analysis [[14]]. It combines technology with theory to guarantee safe and reliable
transmission. It is also applied to access information system [32], which largely retains
the integrality of information effectively and reduces the information leak and omission.
Access control system takes some defensive measures to manage the access of system
resources so as to ensure the full use of system resources.

Authorization policy [4] is the core issue of access control. With the development
of distributed computing and information technology, heterogeneous networks are inter-
connected and are increasingly communicating. In order to ensure secure networks, we
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should consider the tense, environment and other factors when establishing the access
control model. However, information error and loss will inevitably occur in the entire in-
formation transmission process from the overall and long-term perspective. Consequently,
the critical issue is to maximize the safety and effectiveness of transmission of informa-
tion. Quantitative security of information transmission needs to be focused.

In the wireless sensor network, the sensor nodes will have unique information loss
[27] when they upload data to the server, which is called lose bag and will cause the
server to receive the unevenly distributed data flow. The number of servers available is
rarely taken into account in the traditional access control strategy, which often leads to
the inability to receive as much amount of information as possible. On the other hand,
the error rate of the port of the wireless sensor network is high enough to the point of
resulting the instability of communication between the server and the sensor equipment.
At the same time a dynamic change process ought to be reckoned.

Considering different packet loss rates [22] and bit error rates [30] concerning trans-
mission security problems, we propose an access control strategy based on TileCoding
reinforcement learning algorithm, referred as SACT, that considers the sensor with packet
loss and a limited number of servers, and takes different sensor nodes that upload data at
different times as the starting point. Considering the number of available servers and the
error rate, it coordinates the rejection and reception of the sensor at certain timestamps,
which makes the whole system receive the most information. Access control strategy and
the algorithms of SARSA are introduced in the next section.

2. Related work

2.1. Access control

The core of access control is the authorization policy [[15], which controls the subject’s
access to the object. Access control models can be divided into various types including
traditional access control models, role-based access control models (RBAC), task-based
and role-based access control models (T-RBAC), and task-based and workflow-based ac-
cess control models (TBAC).

Traditional Access Control Model In general, the traditional access control model can
be divided into 2 categories: mandatory access control (MAC) [26] and discretionary
access control (DAC) [10]. Mandatory access control takes a coercive measure. It uses
up reading/down writing to ensure data integrity and up writing/down reading to ensure
data confidentiality. Although the implementation work of the MAC is heavy and the
management is inconvenient and not flexible enough, MAC can realize the one-way flow
of information to prevent Trojan horses effectively.

The MAC is to search for all users who have access to a particular resource. It can
effectively implement authorization management. It is difficult for MAC to deal with
situations where an organization modifies its members and where functions are changed.

Role-Based Access Control In role-based access control(RBAC) [29]], the concept of
roles is introduced, that is, the responsibilities and functions of users within the organiza-
tion. Each role is under a corresponding function. In this model, permissions are assigned
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to roles, and users are assigned to previously assigned roles to obtain permission for roles.
Different users are assigned different roles according to their corresponding functions.
The system can be simplified by pre-defining the role-permission relationships.

In a workflow environment, the user performing the operation is changing, so are
the user’s permissions when data flows in a workflow. This is linked to the context of
data processing, which traditional access control technologies DAC and MAC cannot
implement. The RBAC reference model also includes functional specifications, which are
subdivided into management functions [24], support functions [[L], review functions and
SO on.

Task-Based Authorization Control The Task-Based Authorization model(TBAC) [35]]
is an active security model, which uses dynamic authorization to realize the security model
and implement the task-oriented security mechanism . In the model, users combine tasks
with access rights. The status of the task determines the permissions that the system grants
to the user, based on the task currently executed by the topic. However, TBAC does not
make a distinction between tasks and roles and does not realize active access control
thereby exposing its own shortcomings. Generally speaking, TBAC is used in combina-
tion with RBAC.

The access control of the object is not static, but varies with the context in which
the task is performed. The active and dynamic nature of TBAC makes it widely used
in workflow, distributed processing, information processing of multi-point access control
and decision making of the the transaction management system.

Task-role-based Access Control Task-role-based Access Control(T-RBAC) [19] is an
Access Control Model Based on the enterprise environment. Unlike RBAC, the T-RBAC
model treats tasks and roles as equals. In this model, the task owner has specific task
requirements and authority constraints. The corresponding task has the corresponding
permission, which makes the permission change with the task execution. This can truly
realize the demand allocation and dynamic allocation of permission. When the task com-
pletes, the role’s permission is revoked; when the task is not started, the role has no per-
mission; when the task is executing, the role is assigned permission.

Roles in T-REAC are associated with permission, and tasks serve as the bridge for
roles and permission to exchange information. It not only achieves easy and convenient
operational maintenance of the roles and task management, but also achieves a more se-
cure system.

2.2. Introduce to SARSA

Reinforcement learning(RL) [34] is a classic and effective method in machine learning.
As a branch of the machine learning discipline, deep learning constructs a neural network
to simulate the human brain to achieve observational learning. It mimics the working prin-
ciple of human brain to understand external input data, such as images, texts and sounds.
So it is a great tool for implementing artificial intelligence. Reinforcement learning is
a class of algorithms that are extremely suitable for achieving artificial intelligence. This
discipline is based on the study of animal learning and adaptive control theory. In artificial
intelligence problems, Agents are generally used to represent an object with behavioral
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capabilities, such as robots, unmanned vehicles, animals, and so on. Agents generally
have some specific properties: sociality, autonomy, responsiveness, initiative, and so on.
The main issue is the interaction between the agent and the external environment. The
probability of a certain behavioral choice increases when the agent chooses it and is re-
warded by the external environment and decreases when the agent is punished. However,
reinforcement learning does not have a clear decidable signal like the common machine
learning. It can only evaluate if the action is encouraged according to the symbol and size
of the enhanced signal, so the whole learning process is time consuming.

Reinforcement learning includes many famous algorithms such as Q-learning [36],
SARSA [2], function approximation [8] and so on. Reinforcement learning has been
widely used in practice in many areas [17U11]]. It also has achieved numerous contri-
butions in biomedicine [23] and game playing [[18]]. In reinforcement learning, the agent
interacts with Markov Decision Process(MDP) [33] so as to model the reinforcement
learning problem. Reinforcement learning can be described as Fig. [T}

State

I Reward

Environment Agent

Action

Fig. 1. The process of reinforcement learning

The Markov Decision Process (MDP) is used for modeling. An MDP model is often
represented as a tuple < S, A, P, R >.

S denotes the state set of agent,s; €S represents the state of agent at time ¢.

A denotes the action set for a state,a;€ A represents the action that can be taken at
time ¢.

P denotes the transition probability, which is usually expressed as P(s:41]|at, st),
indicating the probability that the agent takes action a’ and reach the next state s, at the
time of t and state s;.

R denotes the reward function, which is expressed as 1111 = R(st, St+1, at), indicat-
ing the immediate reward r; given by the environment after the action a; was taken from
state s; to state Sy 1.

The policy of reinforcement learning 7: S— A is a mapping from states to actions.
In general, reinforcement learning uses state-action function values to evaluate and to
improve strategies. The state-action value function is the expected reward when imple-
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menting the strategy, which can be generally expressed as:
Q(st,at) = E[Ry|se, ar, 7] (H

In traditional reinforcement learning, Bellman equation[28]] plays an important role,
which can be expressed as:

Q(s,a) = E[r +ymaxz(Q(s',a’)|s, d] 2)

where 7 is the immediate reward, is the discount factor, s is the state and « is the action.

SARSA algorithm estimates the action-value function (Q function)[31]] rather than the
state value function. In other words, we estimate the action value function of all available
actions a on any state s under the policy. SARSA algorithm makes full use of markov
property, that is, the future state is only related to the current state. SARSA updates the
status value at each step using formula as follows:

Q(s,a) = Q(s,a) + a(R+vQ(s',a") — Q(s,a)) 3)

The complete process of SARSA algorithm is shown in Algorithm [T}

Algorithm 1 SARSA
Input: Q(s,a) arbitrarily
Output: Q(s, a) updated
: Initialize S
: repeat
Choose A from S using policy from @) (e.g., Boltzmann’s method)

1
2
3:
4 Q(s,a)«Q(s,a) +O‘[Q(S/7a/) —Q(s,a)]
5.
6
7

s+ s, a+ad
: until terminal
: return Q(s,a)

The state space and action space are usually large in practical applications. The itera-
tive algorithm used to seek the optimal policy is more computationally intensive and less
feasible. Therefore, it is necessary to generalize the large-scale state space. The represent-
ing method of function is used to approximate the Q value,as follows:

0 =11+ ymax, Q(Se41, pg1; O0rp1) — Q(S¢, ar; 04) “4)
Or41 = 0 + adey )
er = yAes—1 + VQ(s¢, ar; 0r) 6)

where J is TD error, e is eligibility trace,and 6 is function parameter. Linear functions or
nonlinear functions are used to approximate the function. In this paper, function approxi-
mation is performed with TileCoding.
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In recent years, there are a lot of researches on applying reinforcement learning to the
field of access control, routing planning and others. In wireless sensor network structure,
the majority of them goes toward two directions. The first is how to reduce the waste
of resources, that is, to maximize the use of resources. The second is to improve the
efficiency of node and to minimize the cost. Fathi et al.presents g-learning for multiple
access control in wireless sensor networks to save energy of sensor node [9)]. Chu Yi
et al. applies Q-learning to frame based ALOHA as an intelligent slot selection strategy
capable of migrating from random access to perfect scheduling [6]]. Yun Lin et al. proposes
a hybrid spectrum access algorithm that is based on a reinforcement learning model for
the power allocation problem of both the control channel and the transmission channel
[20]. Many scholars also use the planning method [21]] to obtain the optimal solution.

However, these algorithms still suffer from some general issues such as low mobility,
security, collision avoidance [25]]. Built on the reinforcement learning method, this paper
proposes an access control method to maximize the received information data and select
the policy with the minimized loss of information.

3. SARSA based Access Control

In the access control of wireless sensor network [16], data transmitted to the server by
different sensors may be affected by different levels of error rates, resulting in the loss
of important information. The energy consumption of the sensor is also a problem that
needs to be considered. In order to address the deficiency of the current sensor network,
an optimal access control strategy is got to obtain the most complete information by the
server with the minimum energy consumption of the sensor. The algorithm can guarantee
a satisfying secure transmission.

In this paper, SARSA based access control with approximation by TileCoding is pro-
posed. The algorithm builds a model based on the idea of reinforcement learning, con-
sidering error when uploading, and the package loss of different sensors. We will show
the optimal access control policy to achieve the overall minimum information loss and the
highest security rate of transmission. The SACT algorithm uses TileCoding to improve the
function approximation parameters in the enhanced learning, exploits differential semi-
gradient SARSA to constantly update the Q value [13], and utilizes the average reward to
update the reward function. After several iterations, the information loss in the transmis-
sion of multiple sensors is reduced.

3.1. Model and Algorithm Description

In wireless sensor network, each sensor node may suffer from a series of problems such
as information loss, energy consumption and data error when transmitting information
to the server. Taking these data security factors into consideration, an algorithm for the
access control problem of the sensor node can be obtained. In the algorithm referred in
this paper, each server can at the same time receive only one sensor to upload data. We
assume the server control system as an agent, which can take steps to accept or reject a
sensor. Our goal is to seek the action strategy of the control system for the new sensor
node for different states consisting the sensor node and servers.
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The optimization of wireless sensor network can be described as a single agent’s rein-
forcement learning problem of seeking out optimal strategies for separate states. In other
words, this reinforcement learning problem can be seen as the agent’s value function being
continuously updated. It is presumed that a wireless sensor network with multiple sensor
nodes is sent to a fixed number of servers in a random queue sequence. The system has
several features as follows: every server has a certain error rate due to energy loss, which
relates to its performance decline over time. Only one sensor node uploads data in a time
slice. The server system can decide whether to accept the data uploaded by the sensor
node according to the current status. And different sensor nodes have different package
loss rates.

Reinforcement learning algorithms require modeling and analysis of state, action, and
reward functions. In this wireless sensor network system, n; servers are initially used to
receive data, and there are enough sensor nodes in the queue to transmit data. The sensor
nodes are divided into n; types, and their package loss rate is eq, e2- - -¢;, respectively. In
a time slice, only one sensor node can upload data to a server. A busy server has a certain
possibility p to complete data transmission and continue to receive the node data of the
next sensor. The error rate of the server increases by w% for every T period. The agent
here refers to the server control system, and the state refers to the current number of idle
servers, the error rate priority of the server receiving data and the type of sensor node
at the current queue head. Action a refers to the option to reject or receive the uploaded
data of the current queue head sensor according to the current state. According to the
reinforcement learning method, the Q value of state-action team function as well as the
state function are evaluated. Some exploration method, such as e-greedy and boltzmann
exploration, is used to select the action according to the state function.

3.2. SACT Algorithm

The SACT algorithm is proposed in this paper to obtain the most complete possible in-
formation against the increasing server error rate. When considering the reward function,
it is needed to integrate the bit error rate of the current server and the package loss rate of
sensor nodes. Therefore, the reward function is defined as:

r(sg,ar) = a(l —e)Inf — Bwy @)

where o, denotes accordingly the weights of the packet loss rate and the bit error rate
and I'nf denotes the maximum information the sensor node can upload among them.

The agent selects action a;y; with boltzmann probability under the state s;;; with
weight w, and updates the average reward and weight w. The average reward and weight
are updated as follows:

61— R+ Q(st41, 441, w) — Q(s¢, ar,w) ®
R+ R+mé O]
w <+ w + néVQ(s¢, as, w) (10)

where r means the immediate reward,m and n are updated steps.
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Exploiting the concept of average reward, we define a new type of reward as the sum
of the difference values between the rewards and the average rewards, which is called dif-
ferential reward. The algorithm of differential semi-gradient SARSA is adopted to contin-
uously sample and to learn. The value w and the Q value will converge finally. We apply
TileCoding, a kind of CourseCoding to code in the learning stage. A unit of computa-
tion is a tiling, and every sensory field characteristic value is associated with a tile. The
sensory field of the eigenvalue is divided into the computing unit of the input space. The
value function of TileCoding is composed of the weight of each tile, and the expression
is:

V(s) = Zbi(s)wi (1m)

where n denotes the total number of tiles, b;(s) denotes the ith tile of the corresponding
state s and w; is the corresponding weight.

It is generally not necessary to sum up several tiles for a given state. We update the
estimated value of state s according to the following updates expression under the MDP
model:

VV(s) = max,[R(s,a) + YV (T (s,a))] — V(s) (12)

Weight update formula is as follows:
Wi w; + b)YV (s) (13)

where m is the number of tilings.
The algorithm of TileCoding is as follows:

Algorithm 2 Updating the parameter by TileCoding
Input: the number of tiles n, the number of tiling m, the initial weights
Output: the weights W updated
: fori=1tondo
Initialize the tiling by using n/m tiles
: end for
for j = 1ton/mdo
Initialize the tile with weights
end for
repeat
s<—Random State from S
VV(s) = maxq[R(s,a) + YV (T'(s,a))] — V(s)
for k = 1tomdo
W W 4+ a/mVV(s)
end for
: until terminal
: return W

VXN RN

—_ e e
B

Active-tile returns the number of tiles that are activated. By utilizing multiple layers
of tilings to generalize in multiple directions, the tradeoff between accuracy and speed is
avoided. The tiling of the lattice is used to divide the state space into several tilings in this
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paper, which is obtained through the random uniqueness of the discrete grid. Coordinates
are obtained in each tiling to obtain the corresponding feature vectors for the number of
servers and the status of sensor nodes in the team head. The approximation function of its
state space is as follows:

Vi(s) =0 65 = > 0:(i)s (i) (14)
=1

Updating Parameter is expressed as follows:
Or1 = 0 + [V (s¢) — Vi(s)]Va, Vi(st) (15)

TileCoding allocates several large tiles at the beginning of learning. These tiles will
be then divided into several sub-tiles all at once. Tiles are split into two parts in this article
to simplify calculation. The learning speed and performance indexes were optimized on
the basis of compound tiling. Set a global counter u to record the update times. When u
reaches the threshold, select a tile to segment. Since the quota policy is based on control or
prediction, sub-tiles need to be recorded or screened. So,k status values contain 2k tiles.
When each tile is generated, the weight of the sub-tile is initialized to 0. As the status
is continuously updated, the activated sub tile k£ is updated accordingly. The following
diagram illustrates this process. Fig.[2[ shows the sequential segmentation of tiles.

2 Dl

Fig. 2. Sequential segmentation of tiles

In the learning process, we utilized hash coding, which greatly reduced the amount
of storage space. We also use pseudo-random algorithm to reduce the number of tiles.
Hash correlation is used to form a limited tiling with non-adjacent tiles in the state space
randomly. Hash coding can effectively solve the dimension disaster problem. Hashing
mapping is showed in Fig.

Main procedures of this algorithm are as follows: we initialize all the servers to be
idle and obtain the Q value through the TileCoding function for all the sensor nodes at
certain state. The weight parameters are initialized to O in tile. All the initial rewards are
initialized to 0. The package loss rate and current server bit error rate are used to obtain
information from each new sensor nodes. The initial state is chosen by the random policy.
The action is chosen by Boltzmann distribution probability according to the free servers
and the type of sensor at queue head. The Q value is updated by the SARSA Algorithm.
Finally, through multiple sensor nodes in the queue and the bit error rate of the server
which increases over time, the evaluation value gradually converges with iteration. The
specific algorithm is combined with TileCoding as follows.
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Fig. 3. The hash map of one tile

where m is the number of tilings, e; is the bit error rate, A\/T is the packet loss rate
based on the growth of fixed time period and w is an array of the weights.

The traditional access control problem only considers the condition of the visitor. It
ignores the data security processing of some servers. The algorithm in this paper takes
into account the package loss rate of data uploaded by sensor nodes and the bit error rate
of the server compared to the traditional algorithm, which can be better applied to the
actual situation.

4. Experiments and Analysis

We simulate the situation of sensor nodes and servers. The simulation environment is that
there are 5 different types of sensor nodes in the queue, and their loss rates of uploaded
data are 0.01%, 0.02%, 0.04%, 0.08% and 0.16%, respectively. There are 12 servers that
receive data. And bit error rate increases by 3% every fifty thousand time steps. For each
busy server, there is an 8% probability that the busy state will change to idle state getting
ready to receive data. To facilitate comparison, we set their immediate rewards to 16, 8, 4,
2, and 1 for the sensor nodes with different packet loss rates that are randomly generated
in the queue head. Immediate rewards will be multiplied by the corresponding percentages
as time goes on. The purpose of this task is to explore a policy to decide whether to receive
data in each time step according to the nature of sensor nodes, number of servers and the
current state, so as to obtain a secure data transmission policy.

In the learning process, we used the average reward as the reward function, set accept
action as 1 and reject action as 0, set step size for learning state-action value as 0.01,
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Algorithm 3 SARSA based access control with approximation by TileCoding (SACT)
Input: the style of sensor node in the queue head Y ,step sizes o, 5 > 0, number of busy servers
N
Output: the server system reject or accept the new sensor node
1: for i = 0ton do

2:  Initialize the weights w of the ¢ tile and 2k sub tiles e.g., w = 0
3: end for

4: Initialize average reward R arbitrarily(e.g.,R = 0)

5: Initialize state S = [N, Y], actions A

6: repeat

7:  Take actions A, observe state S

8:  Choose A’ as the function of Q(S’, w)(e.g., Boltzmann’s method)
9 r(S,A)=1—-p) A —e)Inf—p\/T

10: 57<— r— R+ Q(St+1, at+1,w) — Q(s¢, as, w)

11: R+ R+p35

12 w4 w+ Z6VQ(st, ar, w)

132 S« 5

14 A+ A

15: until terminal
16: return (S, A)

step size for learning average reward as 0.01, and updated the parameters according to
TileCoding. Therefore, in the experiment in this paper, the aim is to get a policy after
experiencing 1 million time steps under different numbers of idle servers and the sensor
nodes at the queue head required to upload data.

Fig. [] shows the differential value of optimal actions for sensor nodes that produce
different package loss rates in 1 million time steps. It can be observed from the figure
that for the sensor nodes with different packet loss rates, the value obtained through Tile-
Coding reinforcement learning is inversely proportional to the packet loss rate, which is
consistent with intuition. It can also be seen from the figure that when the number of
idle servers reaches 9, there is a huge amount of transitions under different sensor nodes.
When the number of busy server is 3, the data is at its most complete and all states are
traversed. In addition, the performance appears not satisfactory when the value is lower
than 0. When the number of idle servers is in range only from O to 4, the data obtained in
the simulation experiment cannot cover all cases.

Fig. [5] shows the result of the strategy after 1 million time steps where the dark color
means receiving new sensor node data, and light color means refusing to accept new
sensor node. On the whole, as the number of idle servers decreases, higher packet loss
rate corresponds to greater chance of rejection.

More specifically, when the number of free server is 0, all sensor nodes are rejected
which makes the algorithm reliable. The server system can take the corresponding policy
according to the figure. In order to maximize security of data transmission, the server
system can only choose the packet loss rate of type 4 and type 3 when the free server
number is 1. When the number of free servers is 2 or 3, type 0 and type 1 sensor nodes
cannot upload data. When the number of free servers is 11 or 12, the system still refuses
type O or type 1 because the system prefers to keep as much security as possible and get
as much reward as possible. By comparing Fig. {f] with Fig. [5] we can find that the two
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Fig. 4. The differential value of optimal actions of the five different sensor nodes that
produce different package loss rates in the 1 million time steps for the different number
of free servers. Type O to 4 of the sensor nodes denotes the rewards that are getting larger
from 1 to 16.

graphs can be related. When the number of idle servers is from 0 to 3, or from 11 to 12, we
find that the value is very low so most servers of these numbers are rejected accordingly.
In addition, when the values are highest, the server system is in a position to receive all
types of sensor nodes to upload data.

5. Conclusion

The defect of traditional access control in wireless sensor networks can lead to a large
number of information omissions without adopting a long-term effective strategy. This
will make the information transmission insecure. In this paper, an efficient and feasible
access control policy based on TileCoding reinforcement learning algorithm is proposed,
which provides us with a policy for sensor nodes in different complex situations. After
taking full factors into account such as the package loss rate of the sensor node and the
bit error rate of the server, the SACT algorithm adopts the method of function approxima-
tion by TileCoding and takes corresponding actions through the probability of Boltzmann
distribution. We adopt the idea of average reward and simulate the credible strategy. Sim-
ulation results show that the SACT algorithm can provide a relatively safe strategy for the
access control of sensor nodes.
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Fig. 5. The result of the strategy for the server system after 1 million time steps. Dark
color means receiving new sensor node data, and light color means refusing to accept
new sensor node. The actions can be chosen by the state of the number of free servers and
type of sensor nodes in the figure
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Abstract. With the invention of big data era, data releasing is becoming a hot topic
in database community. Meanwhile, data privacy also raises the attention of users.
As far as the privacy protection models that have been proposed, the differential
privacy model is widely utilized because of its many advantages over other models.
However, for the private releasing of multi-dimensional data sets, the existing algo-
rithms are publishing data usually with low availability. The reason is that the noise
in the released data is rapidly grown as the increasing of the dimensions. In view
of this issue, we propose algorithms based on regular and irregular marginal tables
of frequent item sets to protect privacy and promote availability. The main idea is
to reduce the dimension of the data set, and to achieve differential privacy protec-
tion with Laplace noise. First, we propose a marginal table cover algorithm based
on frequent items by considering the effectiveness of query cover combination, and
then obtain a regular marginal table cover set with smaller size but higher data avail-
ability. Then, a differential privacy model with irregular marginal table is proposed
in the application scenario with low data availability and high cover rate. Next, we
obtain the approximate optimal marginal table cover algorithm by our analysis to
get the query cover set which satisfies the multi-level query policy constraint. Thus,
the balance between privacy protection and data availability is achieved. Finally,
extensive experiments have been done on synthetic and real databases, demonstrat-
ing that the proposed method preforms better than state-of-the-art methods in most
cases.

Keywords: Differential Privacy, Set Cover, Frequent Itemsets, Marginal Table.

1. Introduction

With the rising attention of big data, the amount of published information is rapidly
increasing. Online office, cloud storage, data synchronization and other services have
brought convenience for us, but also generate a huge user data aggregation. These data
contain a wealth of valuable information, therefore, data releasing and sharing has become
an important topic both in scientific research and information industry [1]. However, di-
rectly releasing original data can lead to information disclosure of user. So, how to publish
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the data while protecting the user’s personal privacy has become an important issue. In
the scenario with privacy protection requirements, the differential privacy model is widely
used because it doesn’t need attack hypothesis and background knowledge of attackers,
but it can quantify and analyze the privacy risk [2] [3].

However, when publishing the multi-dimensional data sets, current privacy models
often have low performances in both privacy protection and data availability. The reasons
are explained as follows. First, the noise added into each dimension in the released data
will undoubtedly increase when the dimension of the data becomes larger. Second, the
query results are usually not very valid due to large cumulative noise of data. In view
of this issue, we propose a privacy-preserving data releasing algorithm based on regular
marginal tables to reduce the noise and improve the data availability.

To figure out the issue of regular marginal table, we propose a publishing algorithm
to reduce the dimension of the cover data set in the same dimension marginal table, thus
achieving differential privacy protection with Laplace noise [4]. We first introduces how
to choose the dimension k of marginal tables in a cover 0. Then we choose a smallest set
of k-marginal tables satisfying the cover on the condition of a proper k. Different from
the classic algorithms in this step, we use frequent item to measure the importance of the
k-marginal tables. The situation that k-marginal tables with more frequent attributes are
usually with higher data availability.

Meanwhile, we propose a differential privacy model with irregular marginal table
partitioning and find the marginal table query cover set which satisfies the multi-level
query policy constraint. This model is proposed to be used in application scenarios with
low data privacy protection requirements and high cover requirements. Thus, the balance
between privacy protection and data availability is achieved. The main contributions of
this paper is summarized as follows.

1. We do many research on bounds of k-marginal table cover and propose to use frequent
attributes to increase the usability of the released data.

2. We present a k-marginal tables publishing algorithm based on frequent items and reg-
ular marginal benefits, which is with lower time complexity and higher data usability.

3. We introduce improved marginal table differential privacy publishing algorithms based
on irregular marginal table in this paper in detail.

4. We conduct extensive experiments in both public databases, demonstrating that the
presented algorithm always performs better than the state-of-the-art approaches.

The rest of this paper is organized as follows. Section 2 shows the related work of
this paper. Then we will present regular marginal table differential privacy publishing
algorithm under frequent item set algorithms in Section [3] Another algorithm with some
theorems and proofs we give in section 4 is used in the scenario of irregular marginal
table. We make performance analysis by experiments in Section 5. Finally, Section [6] will
draw some conclusions.

2. Related Work

2.1. Differential Privacy

In literature, variable kinds of privacy-preserving algorithms [5], [6], [7] have been pro-
posed to prevent the sensitive information from being disclosed. Among these algorithms,
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perhaps the most well-known algorithm is K-anonymous algorithm proposed by Sweeney
in 2002 [8]. K-anonymous algorithm has the characteristic that a record can be pro-
tected with at least £ — 1 other records with respect to the quasi-identifier. However, K-
anonymous algorithm is only focused on identity protection. To overcome the drawback,
Machanavajjhala et al. [9] proposed L-diversity algorithm inspired by K-anonymous al-
gorithm to provide sufficient protection against attribute disclosure. However, the premise
of data generalization is to know the background knowledge of the attacker, which is al-
ways impossible. Thus the data privacy protection technology that encrypts the sensitive
information is proposed.

Recently, the major efforts in this field are paid to reduce noise while protecting pri-
vacy at the same time, including histogram [10] and contingency tables [11]. But with
the increasing popularization of the big data, the amount of user information exploded.
Querying the publishing data is a problem with high sensitivity because of large quantity
noise. Therefore the Flat Method [12], Matrix [13], Data Cube [14] do not work with big
data.

To solve the problem, Dwork etc. proposed a differential privacy protection model
[15] using the Laplace mechanism. It is a common mechanism for achieving differential
privacy by adding Laplace noise to numerical data. Therefore, the method is mainly used
in the privacy protection release process of statistical data. Laplace differential privacy
model solves the problem that the attacker can easily find the user’s privacy information
through the normalized query strategy. Meanwhile, it can also achieve a high performance
in big data.

The basic idea of the differential privacy model is to randomly perturb the published
data, so that the attacker cannot obtain the private information of individual from the
published data regardless of any background knowledge and any data mining and anal-
ysis information. The advantages of this model are that there is no need to make special
assumptions about the attacker’s background knowledge and the specific attack method.
Thus, we use the privacy budget to analyze the risk of data disclosure quantitatively.

2.2. Set Cover Problem

Set Cover Problem (SCP) is a classical problem in combinatorial mathematics, computer
science and computer complexity theory. This paper uses the idea of set cover to form
mathematically model and improve the middle ware partitioning problem in the differ-
ential privacy model. Therefore, this part will introduce the basic concepts of set cover
problems. Set cover problem is divided into two categories based on the definition of the
problem: the determinant problem [16] and the optimization problem of set cover [17].
The goal of set cover optimization problem is to find cover sets that meet the optimization
conditions.

SCP has been proved to be a NPC or NPH problem [18] as early as 1976. As a result,
the study of the approximate algorithm of the optimal cover set is one of the impor-
tant point of this issue which is an approximation optimal set selected from the candidate
through the algorithm. The goal of the approximation algorithm is to reduce the time com-
plexity of the algorithm by obtaining the approximate solution [19]. Thus, the approxima-
tion algorithm cares about two aspects of the problem: time complexity and approximate
degree of solution.



708 Haoze Lv et al.

As early 1970, Edmonds has proved that the greedy algorithm for linear functions
must be optimal in the matroid structure [20]. However, the problem in practical ap-
plications is not linear but a submodule function. The submodule function is a formal
description of the “marginal utility decrement” in the set theory. In recent years, in the re-
search of the modulo algorithm of the submodule function, Sagnol G proposed the mod-
ulo algorithm of the submodule function in polynomial time [21], and applied it to the
maximum cover problem. He proved that unless P = N P is satisfied, the greedy algo-
rithm is the best maximization algorithm in polynomial time for the condition that satis-
fies the submodule function. In order to solve the problem of finding the minimum sub-
module cover set, Pengjun Wan et al. proposed MSC/SC (Minimum Submodular Cover
with Submodular Cost)[22]. The pseudo code of the algorithm is shown in Algorithm 1.

Algorithm 1: MSC
Input : acollection of F
Output: cover collection X
1 X0
2 while Je € F such that A, f(X) > 0 do
3 L select x € E with maximum A, f(X)/c(x)

4 X+ XU{z}

Nevertheless, there may be a risk that the usability of the data is reduced by mixing too
much noise based on contingency table. To overcome this problem, Qardaji et al. proposed
a differential privacy released algorithm based on marginal table [23]. Noise is effectively
reduced based on marginal table differential privacy model. However, relevance of the
real data set of attributes is not taken into account. The marginal table contains a part of
invalid query combination, which reduces the data availability. In view of this problem,
we propose marginal table differential privacy publishing algorithms based on frequent
item sets.

There are many candidate methods for mining frequent items [24], [25], [26], [27], [28]
and we choose well-known Apriori [29] to analyze the data set in practical application,
considering about the marginal table support and marginal benefit. Then the majority of
valid query combinations is covered by generated marginal table and the data availability
of query middle ware is improved further.

2.3. Differential Privacy Publishing Algorithm based on Marginal Table

Differential privacy is a model to protect information for data publishing. Therefore, in
the scenario of multi-dimensional or high-dimensional data publishing, the research and
application of differential privacy publishing algorithm is necessary. Wahbeh Qardaji et
al proposed a differential privacy publishing algorithm called PriView [30] in 2014. The
algorithm overcomes the problem of large added-noise and low data availability when
publishing high-dimensional data sets. Its key idea is to cover the partial query range of
high-dimensional data by using multiple marginal table cover sets composed of tables
of the same dimension. This section will give a brief introduction to its improvement
methods and related technologies.



Research on Improved Privacy Publishing Algorithm Based on Set Cover 709

Middle Ware of Publishing Marginal Table The marginal table is a new type of query
middle ware derived from the contingency table proposed by Wahbeh Qardaji. It can be
obtained by splitting, extracting, and recombining the attributes included in the contin-
gency table. It’s noise has been significantly reduced compared to the contingency table.
In the differential privacy publishing algorithm of the Laplace mechanism, the noise
added in the analysis of the query middle ware can be reduced by publishing a low-
dimensional marginal table. However, the shortcomings of the marginal table also exist.
The marginal table implements dimension reduction by truncating the attributes of the
contingency table, which certainly leads to a reduction in the scope of the query. However,
in high-dimensional data sets, the noise error made by the contingency table publishing
method will be too hard to estimated. What’s more, as the data dimension becomes higher,
the contingency table may become more and more sparse, which means the result of
multi-attribute queries will be 0 or lack of realistic query meaning. Therefore, we sacrifice
some of the meaningless high-dimensional queries and use the marginal table instead of
the contingency table publishing in the differential privacy publishing algorithm. It has
certain practical application value in reducing noise and improving data availability.

Laplace Noise Error Analysis under Marginal Table The marginal differential privacy
publishing algorithm publish a cover set of the original d-dimensional data set consisting
of n k-dimensional marginal tables. At present, the noise mixing method used for the
marginal table cover set is mainly the direct method. Since the middle ware is a combi-
nation of multiple tables, in order to facilitate the noise error analysis, Wahbeh Qardaji
proposed the ESE (Expected Squared Error) noise estimation method. This method esti-
mates the noise error of the single marginal table by adding the each noise-added result
m,; from each item to the variance of the real result n;;. The calculation formula is as
shown in Eq. 1.

2k

ESE = Z(m” — nij)2 (1)

=1

The direct method is proposed by Dwork et al [31]. This method directly adds the noise
of Laplace(n/¢) to each item in the same-dimensional marginal table. It proves that the
marginal table cover set proposed by the method satisfies e-differential privacy, where n
is the number of marginal tables. In general n = C 5, which means all the marginal table
cover sets combined by the k-dimensional table are released, in this method ESE; =
2k x (Ck /e)

There is a large amount of redundant information between the marginal tables of the
same dimension that is often unnecessary to be published in practice. At the same time, the
larger the number of the marginal table, the huger Laplace noise will be mixed. Therefore,
in the PriView algorithm, Wahbeh Qardaji et al proposed the marginal table dimension
and quantity selection method based on the overlay design to complete the construction
of the marginal table cover set. This method further reduce the number of marginal tables
n under the cover requirement by reducing the cover relationship between the same di-
mension tables, which reduces the overall noise. The expected variance of the method is
ESEq, = 2% x (n/e), where n < Ck.
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Issue of Former Method The PriView algorithm proposed by Wahbeh Qardaji et al
completed the optimization of the number of marginal tables by the overlay design, but
the method still has the following problems.

(1) PriView only gives the approximate range of the optimal marginal table dimension
selection. It does not explicitly give the selection method of the marginal table dimension
under different dimension data sets as well as the query cover rate the set can provide
under this dimension.

(2) The method uses cover design to find the k-dimensional marginal table cover set,
and complete the full cover of the query combination of the £ — 1 dimension table. How-
ever, the method is under the condition of the assumption that the relationships among
the attributes in the data set are completely independent of each other. Actually, there is
always a certain correlation between the attributes in the real data set. These correlations
determine the validity of the query combination covered by the marginal table. Obviously,
PriView’s marginal table lookup method has a certain degree of blindness, and will con-
tain redundant invalid query combinations, which will increase the number of published
marginal tables and reduce data availability.

To figure out these two problems, we propose a regular marginal table differential
privacy publishing algorithm under frequent item sets in section 3. By analyzing the re-
lationship between the dimension change of the marginal table and the cover rate, the
algorithm gives the selection method of the table dimension under different query cover
requirements. Meanwhile, this method estimates the support of the marginal table com-
bined with the frequent item mining algorithm and establishes the weighted marginal table
set cover model with the support degree. By improving the CMC algorithm, a marginal
table cover algorithm based on support degree and query is proposed. Finally, it achieves
targeting cover of valid query combinations, and reduces the number of marginal tables
that further improves data availability.

(3) PriView only uses the same dimension table to publish the marginal table cover set,
which can improve the data availability by sacrificing a part of the query scope. However,
the cover method has certain limitations in the application scenario where the data privacy
protection is not high and the query range cannot be reduced.

In order to overcome this shortcoming, we propose a differential privacy publishing
algorithm based on irregular marginal table partitioning, which uses different dimension
marginal tables to form a cover set in section IV. We control the amount of noise mixed
in the publishing marginal table as much as possible to make a balance between privacy
protection and data availability by constraining the multi-level query rules.

3. RD-Privacy Algorithm

In this section, we present our RD-Privacy (Regular marginal table Differential Privacy
releasing) algorithm. Firstly, the basic implementation flow of our algorithm is briefly
described. Secondly, by analyzing the upper and lower bounds of the cover, we propose
the relationship formula between the marginal table dimension and the cover. Finally, the
filtering condition of the candidate table of marginal table is analyzed, and the marginal
table covering algorithm is presented based on it.
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3.1. Algorithm Overview

The main idea of the proposed RD-Privacy method is to find n k-marginal tables, which
can effectively cover the query set. To improve the availability of the published data, we
want to reduce n so as to add less noise, under the condition that the noise should obey
the Laplacian distribution to satisfy e-differential privacy.

Assuming that there is a data set D with dimension d, then a marginal table with &
(k < d) dimension is a view of data set D (only k attributes are shown) and naturally

there are (Z) kinds of k£ marginal tables. Suppose Up is all the query collection of D,

we can obviously obtain that [Up| = ¢, (9) = 2¢ — 1. We define my, is the query

collection set of all k-marginal tables and m} (1 < i < (i)) is the query collection set of
the i-th k-marginal tables. Then my = {s: s C Up, |s| < k}, and [m} | = 2F — 1.

It is easy to see that finding n k-marginal table equals to discovering subsets of Up.
As shown in Eq. 2, the query cover o is mainly related to the parameter k. We analyze it

in Section 3.2, and propose a dimension selection method based on Eq. 2.

’Un—1 m%c’ n(2¥ —1)
= L= . 2
7 Up] © 2d-1 @

To satisfy differential privacy, we need to add Laplace(n/e) noise into the marginal
tables. The expected squared error of n marginal tables £SE,, is shown in Eq. 3.

ESE, = 2" x (n/e)?. 3)

From Eq. 3, we can see that when n is too large, the publishing middle ware which
satisfy e-differential privacy needs to be mixed into the excessive noise, resulting into
lower data availability.

To have a clear understanding of notations, we give a summary of notation of in Table
1.

Table 1. Summary of notations

Name Notion

D Database

d dimension of Dataset D

k dimension of marginal table

Up query collection of Dataset D

mi query collection of the ¢-th k marginal tables
mi query collection of all the k£ marginal tables
ESE, the Expected Squared Error of n marginal tables
Mopt the optimal solution

Mapp the approximate solution of M

m(.) function of calculating the marginal benefit

Mben(.) represents the rate of m(.)
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Since ESE,, can be decreased by reducing n, we propose to obtain smaller size k-
marginal tables based on frequent attributes. Firstly, we get the frequent item sets and
corresponding support of attributes in data set D, and then use their support to weight
marginal tables. By this way, we can filter out the ineffective marginal tables with low
and little influence on querying. A more detailed description can be found in Section 3.3.

In the following, we give the definition of our weighted k-marginal tables covering
problem.

Definition 1. For a data set D, the query collection Up and the cover o, our weighted
k-marginal tables covering problem is to find n k-marginal tables, so as to satisfy
|Ui_, mi|/|Up| > o, the support of these k-marginal tables ;" | Sup(m}) as large
as possible, the expected squared error £SE,, as small as possible.

This kind of problem has been proved to be NP-hard, so it is hard to find the optimal
solution M,,,; in polynomial time. To address this issue, we propose RD-Privacy algo-
rithm, which improves classic CMC algorithm [32]. Firstly, we generate candidate query
collection of the k-marginal table from D. Secondly, we weight each query collection
m} by their frequency. After that, the corresponding k-marginal tables are weighted by
their query collection. Thirdly, A algorithm FMC (Frequent item sets Marginal table Cov-
ering algorithm) is presented to obtain a nearly optimal k-marginal tables through their
weights. Finally, after the noising and consistency processing, we can get the released
marginal table query middle ware.

. Lrequen_cy marginal table noised p| Process of B
[ 1 l itemset weighted cover set consistency l
(a) (b) (©) (d)

data set released

A 4

Fig. 1. The flow chart of differential privacy release algorithm based on regular marginal
tables

3.2. Selection for the marginal table dimension k&

The dimension k of marginal table is a main factor to the query cover. In this subsection,
we discuss about the selection of £k according to o. The cover of marginal table cover set is
ok, and the number of count queries that can be performed on n k-dimensional marginal
tables. The cover oy, is shown in Eq. 4.

Ui, ()

2d — 1

“

O —

Cover Upper Bound It is easy to understand that o, can get maximal value when all m,
are disjoint as Eq. 5.

Y, ()

9d= Tod

(&)
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As it is impossible that all m}, are disjoint, then

k

Z(‘Z) >@29-1)xo (6)

i=1

So, let f(d, k) = Zle (d), we get Eq. 9 and Eq. 10.

%

(d—2k—2)2 d
f(d, k) =241 exp%,where k< B @)
Cod—1y . (2hod-2)? d
fld, k) =29""(2 —exp @R ),where2 <k<d 8)
(d—2k—2)2 d
o < 0.5 xexp 10+e=4) where k < 5 ©)]
2_(2k—d—2)2 d
o < 0.5 *xexp -0 where 3 <k<d (10)

Cover Lower Bound Since the weighted set cover problem is NP-hard, the result my,,
obtained from FMC algorithm is an approximation of the optimal set 7, the approxi-
mate rate is 1 — 1/e. The approximate cover is lower than optimal cover. As a result, we
need to analyze the lower bound of optimal solution to choose the dimension of marginal
table to avoid the loss caused by approximation of cover. The lower bound of M,,is a
k-marginal table cdover set which can cover all k-1 way marginal table query combination,
k—1

SO Oopt > 2237171&) From Eq.|7|and Eq. we can get the lower limit of M, as shown
as Eq. 11 and Eq. 12.

(a=20)? d
GTapp > 0.5(1 — 1/€) % exp i3 where k < 2 (11)
aay? d
Oapp > 0.5 % (1 —1/e) exp2+(2k i ,where 3 <k<d (12)

In summary, for a given o, we can get the marginal table of dimension k according to
Eq. 11 and Eq. 12.

We give a verification for the efficiency of k-marginal tables releasing. We use 6
test data whose dimensions are {15,17,19,21, 23,25}, and use differential dimensional
marginal table to form the cover set to analyze the distribution of cover. The distribution is
shown in Fig. 2. We can observe that the cover benefit is getting slower when the dimen-
sions are getting larger. In summary, releasing the marginal table is useful for dimensional
reduction.

3.3. Selection of Marginal Table and Error Analysis

After obtaining the dimension of marginal table from o, we need to filter out the marginal
table further. PriView is very useful, but it doesn’t take the relationship between attributes



714 Haoze Lv et al.

100.00% .o~
> 80.00%
)]
3 —a— 15d
0,
< 60.00% e 17d
]
® 40.00% wsdv= 158
% st G R
S 20.00% S
0.00% e L =

i 3 5 7 9 11 13 15 17 19 21 23 25

dimension of marginal table

Fig. 2. Cover distribution of different marginal tables under different dimensions

into consideration. To improve this method, we analyze the released data set through fre-
quent item sets. In this method, we can weight the marginal table, and the marginal bene-
fits value of each marginal table are also taken into account. As a result, the marginal table
is more reasonable to reduce the redundant marginal table and improve data availability.

Marginal Benefit We use m(S) to represent the marginal benefit of a collection of
k-marginal tables S [33]. Mben(E, S) represents the increasing marginal benefit when
adding another k-marginal table to .S.

Mben(E,S) =m(SUE)—m(S). (13)

It is usually hard to accurately compute Mben(E, S) through Eq. A good news is
that Mben(E, S) can be easily computed by the following Eq.[14} if only one k-marginal
tables is contained in S.

Mben(E,S) = (2° — 1)+ (2° = 1) x (2 —1) = 2F —2¥ (14)

Where v is the size of the same attributes between E and S. Inspired by Eq. we
present a novel approach to approximately compute Mben(FE,S) when there are more
than one k-marginal tables in S. The approach is shown in Algorithm[d} In order to further
verify this approach, we compare the traditional method with the proposed approximate
method in Table 4

FMC. The FMC algorithm contains marginal table generation and a filtering process.
In the marginal table preprocessing stage, this paper uses Apriori algorithm to extract
the frequent items and attach weight to marginal tables with corresponding support. The
algorithm of weighting marginal tables (Weight-MT) is shown in the algorithm 2]
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Table 2. Error analysis table of marginal benefit estimation method

Dimension k& 6 7 8 9 10
Average error rate  0.167169 0.208876 0.210311 0.207712 0.229283
Accurate Method (ms) 524 899 1691 2524 3107
Mbengpp (ms) 88 83 98 132 137

Algorithm 2: Weight-MT
Input : original data set D, dimension of marginal table k, min-sup s, N
Output: Ay, Mgy

1 Freq = Apriori(D,s)

2 Mary,= get k-marginal tables from D

3 for each mar in Mar;, do

4 MATweight = 0, count = 0

5 for each f in Freq do

6 if fC any combination of m then

7 L Maryeight = +f.sup/ |D|;

8 count++;

9 MAT weight = MATyeight * (Count/n) Asup.push(maryeignt);
0 | Myp-add(mar, myeight)

The dimension of original database D is 17, and we choose k from 6 to 10 to observe
the computing time (the first two rows) and the error respectively. From Table [ it is
clear to see that Mbengp, is computed more faster than traditional method. Meanwhile,
the relative error between the estimated value and the actual value is small. Although the
relative error increases with the increase of the marginal table dimension, the error rate
basically floats around 0.2. In the experiment we find that the trend value of the marginal
benefit value obtained by the estimation method is almost the same as the real result, so
the effect of the average error rate on the validity of the estimated value can be neglected.

Noise Error Analysis Similar to PriView, we use the expected squared error to evaluate
the noise error of RD-privacy, denoted as ESFERp in Eq. where m is the number of
the margin tables whose support are smaller than given threshold.

2
ESEgp = 2F1 x <(Z> - m/a) (15)

3.4. The Proposed Marginal Table Covering Algorithm

Algorithm Design The weighted k-marginal tables covering problem defined in Def-
inition 1 is similar to a weighted set cover problem. In 2015, Golab proposed a CMC
algorithm [30], which is an effective solution to this kind of problem. Inspired by CMC,
we proposed the FMC algorithm to solve our problem based on frequent items.
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Algorithm 3: FMC

Input : original data set D, dimension of marginal table k, Ay, Mgy p.cover o.
Output: the collection of marginal table Mar,..
M ary= get k-marginal tables from D
Mar=0
Mben[mar|=0
for each mar in Mar, do
L Mben[mar] = Mben(mar, Mar,.s)

fori=1to |Mary| do
s = get marginal table whose benefit = max(Mben[Agy,));
if cover of Mar,.s > o then
L Return;
10 | if Mls] < 25-2&&MBEN(s] < sup; then
1 L Break;

N oA W N -

LI )

12 delete s from MBen and s in Mar,.s;
13 | updateMBen according to algorithm@

Algorithm [3]is the procedure of FMC. In line 1 to 3, it’s the data initialization phase,
we get the & marginal table candidate Mary from D, and then calculate each marginal
benefit of k& marginal table to Mben[mar]. Line 7 to 13 is the detail process of filtering
candidate marginal table. In the beginning , Mar,.s is empty, then all marginal benefit
is the same. So we choose the max support weight marginal table. With the change of
Mar,.s, we update the Mben[As,,| in line 13 according to algorithm@

Algorithm 4: MBen

Input : marginal table mary, the collection of marginal table M ary,, the length of
marginal table &k
Output: the marginal benefits Mben(mary,Mary)

1 min =00

2 sum=0

3i=0

4 for sin Mar;, do

5 v = the number of same attribute in marginal mar; compared with s
6 Mben = 2F — 2V

7 if Mben < min then

8 L min = Mben

9 sum+ =2" -1

10 1+ +

1 return min — (sum/7)

After obtain the marginal table cover set Mar,.s, we can then calculate the size of
Mar,..s. Add noise that follow Laplace(|Mar,.s|) into marginal tables to make the re-
leased middle ware satisfy the e-differential privacy.
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3.5. Consistency Analysis of k-marginal Tables

As the random noise is mixed, the direct publishing method of the marginal table covers
the existence of inconsistent query results. Therefore, this section introduces consistency
processing algorithms and the corresponding analysis.

We use the same way in PriView to consistency the query middle ware. However, the
middle ware obtained by PriView is the query combination cover of the partial dimen-
sion contained in the marginal table. The marginal table cover set proposed by the algo-
rithm based on the frequent item sets is completely used for all the query combinations
in the marginal table, involving more query combinations. Therefore, for the marginal ta-
ble cover set handled by the method in the same way, the difference between the privacy
properties and the noise error of the published marginal table is different. Therefore, in
this section, we analyze the consistency of the process, the marginal of this article to cover
the set of differential privacy model of the impact of the query results and noise error.

Differential Privacy Analysis After determining the harmonization process duplicates of
each target, each target in accordance with an marginal table is normalized. This process
is carried out after the mixing process with Laplace noise, so we need to analyze whether
privacy protection has been changed.

In order to determine whether the marginal table middle ware still retains the nature
of differential privacy protection, the post-processing inefficiencies of the differential pri-
vacy model are introduced here, as shown in Theorem 1. Obviously, since the differential
privacy model has post-processing inefficiencies, the subsequent consistency handling op-
eration for the overlay marginal table satisfying the difference privacy does not affect the
differential privacy protection feature of the overlay marginal table set itself.

Theorem1 (post-processing inefficiencies): If the algorithm S satisfies e-differential
privacy, then for any function, the new processing mechanism M = ¢(S(D)) still satis-
fies e-differential privacy.

Noise Error Analysis From previous literature [34] we can get following equation.

U(A) - QM)
QM) = Q(M.) + oAl (16)
We can know from consistency processing, the first step is to calculate the target
value of the same query paradigm A from different marginal tables. Set query results in
original data set is U (A) and Laplace noise ¢. After noise added process, the result from
a k-marginal tables M; is shown in Eq. If there are j k-marginal tables that satisfy
paradigm A, the consistent target is shown in Eq.

|M;|—|A]

QA =pn+ Y & (A <[M) (17)
i=1
Jj o IM;|—|A]

1
U<A>=u+3§: > 6 (1Al < M) (18)
j=1 =1
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According to the Eq. , Eq.|17|and Eq.we can obtain Eq.|19| Letn = ZLf{lf‘A‘ ;.
As the added noise follows Laplace distribution, then E(n) — 0. Therefore, from the Eq.
@] we can see that, the whole of noise is reduced and valid of released data is improved
while published data also satisfies e-differential privacy.

M;|—|A [Mi|—|A] 1\ | M;[—|A|
M Al > it 61'_3 jﬂzz'ﬂ di

QM) =p+ > &+ A — (19)
i=1

4. IM-Privacy Algorithm

In the previous description, the marginal table differential privacy publishing algorithm
under frequent item sets uses many k-dimensional tables of the same dimension to en-
sure the data availability of the published data set at the expense of a certain cover rate.
However, this method has certain limitations in the application scenario where the data
privacy protection requirement is not high and the query range has high requirements.
To solve this problem, we propose a differential privacy publishing algorithm partitioned
by irregular marginal table to improve the PriView model from another perspective in
this section. The algorithm composes a cover set by leveraging different marginal tables.
By constraining the multi-level query rules, the amount of noise mixed in the publishing
marginal table is controlled as much as possible to ensure the balance between privacy
protection and data availability without sacrificing the scope of the query.

4.1. Global Sensitivity Analysis

The main idea of the proposed IM-Privacy method (Irregular partition Marginal table dif-
ferential Privacy release algorithm) is to find n marginal tables that has 1 to d dimensions,
which can completely cover all query combinations of D. The method can achieve differ-
ential privacy protection through the Laplace mechanism. The premise of the implemen-
tation of the Laplace mechanism is that the middle ware F' has a clear global sensitivity.
The calculation method is as shown in Eq. 20.

S(F) = max (> [f(D1) — f(D2)]) (20)

Where D; and D5 are adjacent data sets, and f is arbitrary query on F'. If the publish-
ing middle ware M, composed of multidimensional marginal tables cannot determine the
query strategy, the global sensitivity under the middle ware cannot be determined, and the
differential privacy protection based on the Laplace mechanism cannot be performed. If
the global sensitivity is too high, the noise mixed into the middle ware will be large, which
may directly reduce the data availability. To solve this problem, this paper proposes the
following constraint on the query strategy of the irregularly divided marginal table cover
set. We can use the same-dimensional marginal tables to perform the combined query of
the same size. If the query result cannot be obtained with the same-dimensional marginal
table, then the result of last-dimension marginal table is used to get the query result. Based
on this constraint, the formula for querying the query sensitivity S(M) of the middle
ware M, is shown in Eq. 21. Thus, in the worst case, the global sensitivity for the query
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middle ware under the constraint is d 4+ 1, which means the query operation witha d — 1
attribute combination needs to use the d-dimensional marginal table, and the global sen-
sitivity is D at this time. Therefore, under this constraint, (S(My)/\)-differential privacy
can be satisfied when the Laplace noise distribution is Laplace(S(My) /).

S(My) = max(1,CF=! +1) 1)

In order to overcome this constraint, we need to further obtain the cover algorithm that
satisfies the query policy constraint and minimizes the marginal table cover set ESE to
get the irregular marginal table cover set M. Therefore, this paper obtains the maximum
marginal benefit cover strategy for greedy approximation through the further analysis of
ESE, and proposes an approximate optimal marginal table cover algorithm combining this
strategy, which can get the approximate solution p compared with the optimal cover set
M _ope under the premise of meeting the cover requirement.

4.2. Greedy Approximation Maximum Marginal Benefit Cover Strategy

In order to further improve the availability of the data, we need to find the optimal
marginal table cover set that satisfies the query constraint, so that the ESE of the released
middle ware is as small as possible. Obviously, the problem is a set cover problem that
minimizes the objective function min (ESE). The definition of this minimization prob-
lem is shown in Eq. 22, where F is an approximate solution and S is an optimal solution.
Since the table of different dimensions is used to form the release middle ware, the overall
noise intensity needs to be analyzed. The calculation of E.SE,, in this case is as shown in
the formula Eq. 23, where | m; | represents the number of i-dimensional marginal tables.

min{ESE(S) : S € E} 22)
d
ESE,, = 2d(z | m; |)Laplace(S(My)/¢) (23)

i=1

It is difficult to directly estimate the lower bound of the optimal solution .S because
variables added are randomly distributed to the marginal table, so we cannot the estimate
the approximate ratio of the approximation algorithm. However, it can be seen from Eq.
22 that there are two values affecting the change of ESFE,,, the number of covered con-
centrated marginal tables 2?21 | m; | and the query sensitivity S(My). Therefore, we
analyze the marginal benefit value that directly affects the number of marginal tables and
query sensitivity, and then transform the ESE minimization problem into the optimization
problem of marginal benefit.

In the set cover problem of the marginal table, the k-dimensional marginal table bene-
fit value relative to the cover set M is equal to the number of query combinations covered
by the k-dimensional table and not covered by M. For marginal benefit and global sen-
sitivity S(My), the description of global sensitivity is a combination of queries covered
by a marginal table. Therefore, the marginal benefit is directly proportional to the query
sensitivity. In order to guarantee the query scope be completely covered, the cover set



720 Haoze Lv et al.

Mg whose global sensitivity is S(My) = d + 1 needs to be added to the d-dimensional
marginal table. Therefor we can further derive Eq. 24 according to the Eq. 23.

d
ESE,, = 2d(z | m; |)Laplace((d+ 1)/e) (24)
i=1

It can be seen from the ESE estimation formula of the marginal table that, while the
published data set dimension d is determined, the overall ESE,, is only related to the
number of tables. Thus the smaller the number of covered concentrated marginal tables,
the smaller the overall ESE, the higher its data availability. The greater the marginal ben-
efit value, the higher the query cover rate that a single marginal table can provide, the
smaller the number of marginal tables when conditions to reach the cover rate are satis-
fied. As a result, the marginal benefit is inversely proportional to the number of marginal
tables.

Therefore, the maximum marginal benefit can be obtained by the approximate solu-
tion of the optimal marginal table cover set. The process is as follows. Firstly, we select
the marginal table with the largest margin benefit value when filtering the k-dimensional
table for the first time. Secondly, the remaining k-dimensional marginal table is iteratively
searched until only one table with the marginal benefit value of 1 is left in the dimension.
The table with the largest margin benefit value is selected in each iteration. Then enter the
k + 1 dimension search process. This is because the table with the residual margin benefit
value of 1 can only complete the cover of itself. Based on the query strategy proposed
later of this paper, it can be covered by the k + 1 dimension marginal table.

In the choice of the overall idea of the algorithm, since the marginal benefit value of
the marginal table changes to satisfy the submodule function, the greedy algorithm is se-
lected to search the marginal table, and the approximate solution of the optimal marginal
benefit value is obtained. In summary, this section transforms the ECE minimization prob-
lem into the marginal benefit maximization problem, and the optimal cover set .S has the
marginal benefit value M Ben(S) = 2¢ — 1, which means the optimal set covers all the
query combination of d-dimensional data under the constraint query condition. Assum-
ing that the marginal benefit of the approximate solution E obtained by the algorithm is
> ecz M Ben(e), the approximation rate p is as shown in Eq. 25.

> ecz M Ben(e)

= 1 2
P S:mI,ELlr—lcov MBen(S) ( 5)

4.3. Approximate Optimal Marginal Table Covering Algorithm

In this section we propose an approximate optimal marginal table covering algorithm to
solve the marginal table cover set selection problem of the irregular partitioned differential
privacy model. The key of the differential partitioning model with irregular division is to
use the marginal table of different dimensions to form the cover set of the query range
of the original data set. For a data set whose dimension is d, if we iteratively find the
optimal marginal table set on all the 1-to-k-dimensional marginal tables, one iteration
needs to be traversed 2¢ — 1 times in the worst case. As the dimension of the data set
continues to increase, the number of iterations and traversals per iteration becomes larger,
the time complexity we traverse the marginal tables of all the 1 to d dimensions directly
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and update the marginal benefit values of the remaining tables will be difficult to estimate.
Assuming that the number of iterations is n and the original data set dimension is d, the
time complexity of the no-grouped algorithm that is O(n(2¢ — 1)?) in the worst case.

In order to reduce the time spent in marginal table traversal, we partition the tables
according to their dimensions during algorithm implementation. We find the marginal
table with the most marginal benefit in each group, and then iterate the remaining table
until the marginal benefit value of the table is 1 or there is no remaining table. The pseudo
code of the algorithm is shown in Algorithm 5 whose input is the original data set D, the
query cover rate is 0 = 1, and the output is the marginal table cover set that satisfies the
cover requirement.

Algorithm 5: IM-Privacy

Input :adataset D, | D |= d, query cover fraction o
Qutput: a collection of marginal table M

1 M=0

2 Myn =10

3 foreachi=1to ddo

4 Margin; = get i-way marginal tables

5 if i=1 then

6 L choose [|D|/2] 1-way marginal tables

7 else

8 for each margin in Margin; do

9 m = get marginal table with max marginal benefit
10 M .push(m)
11 delete m from Margin;
12 repeat
13 update marginal benefit of rest marginal table in M argin;
14 get 1 marginal table with max marginal benefit
15 until M Ben(m) =1 or |Margin;| =0
16 put uncover marginal tables into M,
17 for each m in M, do
18 if M Ben(m) # 0 then
19 L M.push(m)

20 return M

Algorithm 5 is the procedure of IM-Privacy. Line 1 to 5 are the data initialization and
preparation phases, where M represents the marginal table cover set and level represents
the layer to be divided. We partition the group based on the dimensions of the marginal
table. Line 7 is the processing of the 1-dimensional marginal table, and the first [d/2]
marginal tables are directly selected from the 1-dimensional marginal table and added to
the cover set M. Lines 11 to 20 are the iterative search process of the marginal table. First,
we search the marginal table whose benefit is the highest in the i-th dimension table. Then
we iterate the remaining marginal table in the i-th dimension, as shown in lines 13 to 16.
Each marginal table is recalculated to figure out the marginal benefit of the remaining



722 Haoze Lv et al.

table until the set is empty or only the table remains a marginal benefit value of 1. Lines
17 to 20 check the marginal table with a marginal benefit of 1. If there is a table with
a marginal benefit of the relative cover set M greater than 0, it can be directly inserted
into M to ensure the final published marginal table. The cover of the query set under the
multi-level query strategy is 100%.

4.4. Time Complexity Analysis

The approximate optimal marginal table covering algorithm is the key of the differential
privacy publishing algorithm based on the irregular marginal table. We analyze the time
complexity of the algorithm. The algorithm consists of two parts, the search process of the
1-to-d-dimensional marginal table and the inspection process of the table with the residual
marginal benefit of 1. The marginal table iterative search process is a traversal lookup in
the marginal table of groups 1 to d, where the number of tables in the group is n = C(’j .
In the lookup process, the time consumption of updating the marginal benefit value of
the table is related to the solution set size s of the marginal table cover set, and the time
complexity of the process is O(d x n x s). For the marginal table set M, (|My| = m)
with the remaining marginal benefit value of 1, the time complexity of the traversal check
is O(m x s). We can figure out that the overall time complexity of the marginal table
algorithm is O(s x (d x n+m)), where d < n. So the time complexity is O(s X (n+m))

5. Experiment

In this section, we will compare and analyze the two marginal table-based differential pri-
vacy publishing algorithms proposed in this paper. The experiment mainly analyzes the
feasibility of differential privacy publishing algorithm based on improved cover set from
two aspects: algorithm efficiency and data availability. By comparing with the represen-
tative differential privacy model, the advantages of the proposed method in improving
data availability are verified. The detail of the hardware used in experiment is shown in
table [3] We use public data set MSNBC and Kosarak to design experiments and make
performance analysis.

Table 3. Experimental configuration

CPU i7-6560U CPU @ 2.20GHz 2.21GHz
Memory DDR4 8GB
Disk 256GB SSD

System image Windows 10 64-bit operating system

MSNBC [35]: This data set is clicked record of web sites collected from msnbc.com
and msn.com which contains 989,818 item sets. Each sequence in the data set corresponds
to the page category that a user navigates in 24 hours.
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Kosarak [36]: This data set records the click flow information of a Hungarian news
web site, with 912,627 items. Each record in the data set represents a combination of
news identifier that the user clicks.

Now, we describe the parameters used in the experiments, the privacy default budget
A = 1 and the dimension of marginal table k is chosen from{6, 8} for the default cases.

In the rest of the section, we compare the proposed algorithm with the existing differ-
ential privacy algorithm in data availability and efficiency. Firstly, we compare the number
of marginal tables generated by RD-privacy with the state-of-the-art method. We analyze
the average support of the obtained marginal tables between these two methods, and make
the error analysis in the last subsection.

5.1. Results on RD-Privacy

Analysis for Quantity of Marginal Table In this subsection, we select the SNBC to
conduct experiment, which has 17-dimensional attributes. We use the Apriori algorithm
to mine frequent itemsets (the Apriori algorithm sets the minsup as 0.005).

1500
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OPriView
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S =n IN IR BN N B
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Database Dimension

Fig. 3. Marginal table quantity distribution (k = 6)

As shown in Fig. 3 and Fig. 4, as the dimension increases, RD-Privacy finds fewer
marginal tables than PriView does. The reason is clearly that RD-Privacy make use of
Apriori, which can analyze the validation of query combination in MSNBC and delete
the combination which have a low support. It is noticeable that when d = 12, RD-Privacy
obtains more marginal tables because frequent itemsets cannot work better when dimen-
sion is low.
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Fig. 5. Average support distribution (k = 6)

Analysis of Average Support We can see from Fig. 5 and Fig. 6, the proposed RD-
Privacy can get marginal table with lower support which means the obtained marginal
tables are more meaningful. When k£ = 8 in Fig. 6, the length of query combination
become larger. Then average of support maturely become larger and the Priview still
obtain lower support than proposed algorithm.
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Analysis of ARE We definite ARE as following Eq.[26] where A is the true value and B
is the obtained value.

A - B

ARE = 1

(26)
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We can infer from Fig. 7 and Fig. 8 that, in the most of case, the presented algorithm
can obtain marginal table with less errors. It is noticeable that when the dimension is small
the ARE of RD-Privacy is larger than others. The reason is that the RD-Privacy can obtain
more marginal tables based on frequent item sets and then more noises are added.

5.2. Results on IM-Privacy

Experimental Analysis on IM-Privacy This part of the experiment is based on the com-
parison of IM-Privacy with PINQ and Dwork differential privacy models whose models
are differential privacy models with a query cover of 100%. The comparative experiment
uses these three algorithms to generate the query middle ware on the Kosarak data set,
and then compares the average relative error between the query result and the true value.

The privacy budget in the experiment A = 1, the data set used is a user click list
of the first 21 categories of news from Kosarak. First, use the IM-Privacy, Dwork, and
PINQ for the 21-dimensional Kosarrak data set to generate query middle ware that meets
the same differential privacy strength. The IM-Privacy algorithm mainly publishes the
middle ware of the marginal table query for the application scenario with high query
cover requirements, and the algorithm uses the marginal table of different dimensions
to construct the middle ware. There is no limitation of the query dimension by the RD-
Privacy algorithm. In the comparative experiment of the algorithm, the setting of the query
dimension is different from the former subsection. Due to the marginal table cover set
obtained by the IM-Privacy algorithm, the query cover is wide. Therefore, this subsection
needs to further investigate the data availability of the query middle ware under the higher
query dimension.

In the comparison experiment, in order to verify the data availability under different
query dimensions, this paper carries out 5 to 10 random attribute combinations, and each
combination distribution performs 100 random count queries. The query paradigm is as
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shown in Eq. 27. We record the results of each query with the actual values and then
compare the average relative errors of the three different middle ware.

SELECT COUNT(*) FROM D WHERE Ay € S AND Ay € S3--- Ay, € Sy
27)

—a— Dwork
0.5 - & -PINQ
= @ IM-Privacy
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Fig. 9. Comparison chart of ARE for IM-Privacy, PINQ, Dwork

As can be seen from Fig. 9, the query brings more noise when performing a combined
count query with a smaller number of attributes since Dwork is a Laplace noise directly
added to the contingency table. Therefore, when the query dimensions are 5 to 7, the av-
erage relative error of the query results is much higher than the PINQ and the IM-Privacy
release algorithm proposed in this paper. PINQ is a way to add noise directly to the query
results. IM-Privacy is a rule-based query method (in the k-dimensional marginal table or
(k + 1)-dimensional marginal table with the same size of the combined query). PINQ
will only bring the noise in the single query result while IM-Privacy brings noise of two
results in the middleware at most, so the average relative error distribution is stable and
lower than Dwork’s traditional differential privacy model. However, in order to achieve
the same level of privacy protection, the global sensitivity of IM-Privacy calculation is
lower than half of PINQ, which means the Laplace noise added by IM-Privacy is less than
PINQ although the noise of the two results may be brought at most. As a result, the over-
all average relative error of IM-Privacy is lower than the PINQ. With the increasing of
query dimension, the number of items in the Dwork cascade query is gradually reduced.
At this time, it is similar to the PINQ method which directly adds noise to the query re-
sult. Therefore, when the query dimension is 10, the average relative error of PINQ and
Dwork is similar, but the Dwork approach introduces more noise and the query results
are more unstable which leads to low data availability. Thus, the proposed method in this
paper performs better in improving data availability.
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Approximate Rate on IM-Privacy The approximate optimal marginal table covering
algorithm in this paper is proposed for the optimal marginal table cover set. Its approxi-
mation rate is affected by the size of the data set. Therefore, it is necessary to consider the
approximate ratio of the algorithm. We should calculate the ratio between actual irregu-
lar marginal table cover set and optimal one in theory. Meanwhile, in order to verify the
availability of proposed algorithm, we will also figure out the effect of the change on data
set size to approximate ratio stability.

The data set used in the experiment is MSNBC. We select 13 to 17 attributes randomly
to form MSNBC of different dimensions and use the IM-Privacy algorithm to find the
cover set composed of irregular marginal tables. Finally, we calculate the sum of the
marginal benefit values of the marginal table and compare with the theoretical optimal
marginal benefit value to analyze the approximation rate.

It can be seen from Table 4 that the overall marginal benefit value obtained by the al-
gorithm is always between 0.8 and 0.9 as the increasing of data dimension, what’s more,
the ratio is always higher than the theoretical optimal marginal benefit value. It is proved
that the approximation algorithm has certain advantages in the stability of its approxima-
tion degree and the availabilities of the algorithm.

Table 4. Change of approximation rate for IM-Privacy algorithm

Dimension k 13 14 15 16 17
Optimal marginal benefit ~ 8191 16383 32767 65535 131071
Actual marginal benefit 7127 14376 28881 58169 116467

Approximate rate  0.87010133 0.877494964 0.881405072 0.887602 0.88857947

6. Conclusion and Overlook

The development of the information industry has brought convenience to the office and
life of each of us, and it has also created hidden dangers of user data leakage. However,
The data publishing process becomes less secure and may result in user privacy leaks. The
traditional privacy protection method can not meet the privacy protection requirements in
the current environment. Therefore, new differential privacy model is widely used in the
data release process with privacy protection requirements. Traditional middle ware for
statistical data-based differential privacy algorithms contain more noise and lower data
availability due to the differential privacy model that uses the noise to protect data. At
present, although the marginal table based differential privacy model effectively reduces
the noise, it does not consider the relevance of the attributes in the real data set. Mean-
while, the table cover set contains some invalid query combinations, which reduces the
data availability. In the mean time, only the table of the same dimension is selected, which
can not meet the needs of practical applications.

To settle these issues, this paper proposes a differential privacy publishing algorithm
for regular marginal table differential (RD-Privacy) and irregular marginal table (IM-
Privacy) under frequent item sets.
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The differential privacy releasing algorithm based on regular marginal tables under
frequent item sets uses Apriori algorithm to analyze the actual application data set, com-
prehensively considers the marginal table support degree and marginal benefit, and pro-
vides targeted cover for effective query combination, further improving the data availabil-
ity of middle ware of the query.

Considering on the low requirements of data privacy protection but high requirements
of the cover, a differential privacy publishing algorithm based on irregular marginal table
partitioning is proposed. Using the approximate optimal marginal table covering algo-
rithm proposed in this paper, we find that the multi-level edge is satisfied. The table query
cover set of the table query policy constraint achieves a balance between privacy protec-
tion and data availability to a certain extent.

The paper only studies the differential privacy model under the count query, we can
further expand the algorithm to the field of subgraph area. The paper focuses on the re-
search of differential privacy protection for numerical statistical data. We can further study
the statistical data of multi-category and multi-valued attributes, and obtain a more appli-
cable method of constructing the marginal table differential privacy model.
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Abstract. In Industrial Internet of Things (IloT) device and network, wireless sen-
sor network (WSN) is an important component.Routing protocol is the critical com-
ponent of WSN. As the WSN may be attacked by all kinds of intruders, the surviv-
ability of WSN is important to IIoT security. To precisely evaluate the systematic
survivability ability under external attack and internal security mechanism,a novel
survivability entropy-based quantitative evaluation metric is proposed to calculate
the systematic survivability ability of WSN routing protocol. Numerical analysis
and simulation experiments are combined to precisely calculate the survivability
entropy metric.To validate the evaluation approach, NS2 (Network simulator) is
used to simulate the DoS attack and security mechanism in WSN. Experimental re-
sults show that the novel survivability evaluation metric and method can precisely
evaluate the systematic survivability ability of WSN.

Keywords: survivability entropy, quantitative evaluation, systematic survivability,
wireless sensor network.

1. Introduction

With the rapid development of Industrial Internet of Things (IloT), many smart devices
are connected to Internet. With the convenience brought by the IoT and services, potential
security problems and threats exist in the IIoT applications. In IIoT device and network,
wireless sensor network is an important part of IIoT. Wireless Sensor Network (WSN)
is applied in many aspects, such as industry automatic control, environment monitoring,
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smart home system. However, the security problems are hindering the wide application of
WSN.

Routing protocol is the critical component of wireless sensor network (WSN). If the
routing protocol is attacked, the survivability of WSN will be affected. As the attack
behaviours are random, the consequences of attack are uncertain, it is difficult to quanti-
tatively evaluate the change of survivability when the routing of WSN is attacked. There
are some research progresses on the survivability of WSN, however, how to precisely
evaluate the survivability of WSN routing protocol is a great challenge in current WSN
security research area.

The generally definition of information system survivability was introduced by Elli-
son et al. [1]: Survivability is the ability of a network computing system to provide essen-
tial services in the presence of attacks and failures, and recover full services in a timely
manner. In the Federal Standard 1037C. [2], survivability is defined as the property of
a system, subsystem,equipment, process, or procedure that provides a defined degree of
assurance that the named entity will continue to function during and after a natural or man-
made disturbance. Although the definitions provide a good description of the concept of
survivability, they do not provide mathematical precision to quantitative description of
survivability. It is difficult to compare the survivability quantitatively by experimental
method [3].

The remainder of this paper is organized as follows: in Section 2, related works and
problem statement are analyzed. Survivability model for wireless sensor network rout-
ing protocol is described and derived in section 3. SMP-based Survivability evaluation
method and novel metric are proposed in section 4. Simulation experiment and surviv-
ability precise evaluation are calculated in Section 5. The conclusions are made in Section
6.

2. Related Works and Problem Statement

2.1. Related Works

As the complexities of network systems, it is difficult to model and analyze the attacks
for systematically analyzing network survivability ability. Xing Fei and Wang Wenye use
semi-Markov process model to characterize the evolution procedure of node behaviors.
The Semi-Markov-based node behavior model can be used as a bridge among some dy-
namic factors, such as node mobility or attack behaviour and network survivability [4]].
They establish a survivability index system based on the Analytic Network Process (ANP)
[S]. The ANP-based model of survivability index system was proposed to assess the sur-
vivability of Wireless Sensor Network in emergency communications.However, they do
not provide experiment validation to the survivability model.

KIM Dong Seong etc have presented a survivability model framework for Wireless
Sensor Network(WSN). The approach uses software rejuvenation to rejuvenate the sensor
nodes under attack or/and compromised in a wireless sensor network [6]. They analyzed
their model in mathematical manner and showed that software rejuvenation mechanism
based on SMP and Discrete Time Markov Chain (DTMC) can decrease the failure prob-
ability while increases the probability of the system stayed in healthy state. Their model
analysis is based on numerical analysis, the results can not reflect the real network sce-
nario efficiently. Survivability model for cluster-based WSN was proposed, in which the
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state of each cluster is regarded as a stochastic process based on a Semi-Markov Process
(SMP) and Discrete Time Markov Chain (DTMC) [7]]. The isolation problem between
clusters is researched and discussed. Quantitative survivability is calculated based on k
connectivity metric. Numerical results show the model is effective. Experiment analysis
should be considered to make the research results more effective.

Denial-of-Service and Black hole attacks are the two main problems in the security
of ad hoc network. There are not satisfied solutions to solve the problems [8]]. A novel
multi-agent-based dynamic lifetime intrusion detection and response scheme are proposed
to counter against the two types of attacks. Systematic impact and survivability metric
should be considered in wireless network applications.The security of WSN and big data
are the foundation of smart city [9]]. Data security should be combined in the network
security and survivability in smart city.

Attack tree based approach and stochastic model based approach are two main threat
modeling method [[10]]. In tree modeling approach, the root node representing the attack
goal and leaf nodes representing the ways of achieving the attack goal. Stochastic model
based threat modeling approaches transform system state models to Markov chains and
analyze them using finite state transition matrix or game theory. While experiment data
should be filled into the model to make the method more effective.

A quantitative protection effectiveness evaluation method based on entropy theory
is introduced [[L1]. They propose the protection intensity model, which can be used to
compute the protection intensity of a stationary or moving object provided by a secure
network. They presents a method for anomaly detection and classification based on Shan-
non, Rényi and Tsallis entropies of selected features, the construction of regions from en-
tropy data using Mahalanobis distance [[12]. They use One Class Support Vector Machine
(OC-SVM) with different kernels (Radial Basis Function and Mahalanobis Kernel) for
normal and abnormal traffic detection. Entropy is used to measure and analyze network
traffic. Public transit network is a typical complex network with scale-free and small-
world characteristics[13]. In order to analyze the survivability of public transit network,
Fu Bai-Bai et al define new network structure entropy based on betweenness importance,
the “inflexion zone” is discovered which can be taken as the momentous indicator to
determine the public transit network failure. The research object is about public transit
network, the network survivability is dependent on the network structure parameters.

Dagdeviren O, Akram V K provides two localized distributed algorithms for deter-
mining the states of nodes. The first proposed algorithm identifies most of the critical and
noncritical dominator nodes from two-hop local subgraph and connected dominating set
information [17].

Xiue Gao and Keqiu Li propose a new method of evaluating the survivability of mili-
tary heterogeneous networks, based on network structure entropy. A model of survivabil-
ity is proposed based on the network irreversibility which considers not only the nodes
but also the edges [[18]].

Security model in wireless sensor network and cloud computing are proposed and
researched [[19/20/21]] They can be references to the security model in WSN.

2.2. Problem Statement

SMP and DTMC stochastic models can be used to build survivability evaluation model
in wireless sensor network. Steady state probability and Mean Time To Security Fail-
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ure (MTTST) are evaluation metrics of survivability model in stochastic process theory.
Mean sojourn time and transition probabilities are the necessary parameters when cal-
culating the steady state probability and MTTSF. In current research,as the attack be-
haviours are random and unpredictable, mean sojourn time and transition probabilities
are computed by numerical analysis method. If we want to evaluate the survivability met-
rics precisely,experimental method should be used to obtain the mean sojourn time and
transition probabilities in the survivability model.

However, the mean sojourn time and transition probabilities are difficult to be obtained
by experimental method, thus steady state probability and MTTSF are difficult to be cal-
culated precisely by traditional method. At the same time, traditional survivability metrics
can not reflect the systematic changes caused by network attacks and security techniques.
The changes of WSN routing protocol states will cause the change of network survivabil-
ity ability. When the attackers intrude the routing protocol of wireless sensor network,
how to precisely evaluate the attack effects to survivability ability of the WSN routing
protocol is a great challenge. The research object is to propose a novel survivability eval-
uation experimental approach and metric in WSN routing protocol, the novel survivability
evaluation approach and metric can reflect the dynamic characteristic under network at-
tack and security mechanism.At the same time , the survivability metric can be measured
by experimental method and calculated by mathematical formula.

3. Building the Survivability Model for Wireless Sensor Network
Routing Protocol

3.1. Survivability Models in Wireless Sensor Network

Routing protocol is the key component of wireless sensor network, if the routing proto-
col is attacked, the wireless sensor network can not work normally, the survivability of
the network will be affected greatly. The Ad hoc On-Demand Distance Vector (AODV)
algorithm enables dynamic, self-starting, multi-hop routing network. It offers quick adap-
tation to dynamic link conditions, low processing and memory overhead and determines
unicast routes to destinations. Ad hoc On-Demand Multi-path Distance Vector (AOMDV)
is the extended work of AODV routing [[16]. AOMDYV provide multipath to reach the des-
tination, AOMDV is designed to solve the connectivity problem due to highly dynamic
network topology. It provides multipath for data packets delivery from the source to the
destination to mask the attack to route path. The routing protocols can be used to build
routing paths of wireless sensor network. The survivability of AOMDYV is higher than that
of AODV because of the multi-paths characteristic of AOMDYV routing protocol.

Survivability model should be built quantitatively and precisely to describe the change
of survivability ability. Three types of survivability models are used to describe the surviv-
ability of wireless sensor network routing protocol. They are finite state machine model,
DTMC model and SMP model. They are introduced in the following sections respec-
tively. Dynamic transition behaviors of WSN routing protocol are described in finite state
machine model. State transition probabilities are described in DTMC model. Steady-state
probabilities and mean sojourn times are described in SMP model.
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3.2. Finite State Machine(FSM)-based Survivability Model for Security AOMDV
Routing Protocol

The routing protocol of wireless sensor network may suffer from all kinds of attacks, such
as flooding attack, DoS (Denial of service) attack, Sybil attack, impersonation attack. The
attacks will affect the survivability of routing protocol, multi-path routing and intrusion
detection algorithm will be used to be against the attacks. So security AOMDV protocol
will be in different states under different attack types and security techniques. Finite state
machine model is used to describe the state transition process under different attacks and
security schemes. The model is shown in figure[I]
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Fig. 1. FSM-based survivability model for security AOMDYV routing protocol

As shown in figure 1, there are eight states in FSM-based survivability model of secu-
rity AOMDV routing protocol. The state starts from good state to failed state, all the eight
states come into being the whole life cycle of AOMDV routing protocol. They are listed
in the table 1.

Table 1. Finite states and description

The name of state Description of state
G Good state
v Vulnerable state
A Attack state
MC Masked compromised state
ucC Undetected compromised state
D Detection state
GD Graceful degradation state
F Failed state

When AOMDYV routing protocol runs normally, it is in Good state. When the attacker
attempts to probe the network service and find the vulnerability, the system will enter
the vulnerable state. If the probing behavior is detected and blocked, the system will be
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back to Good state. If the vulnerability is exploited by the attacker, the system will enter
the attack state. As multi-paths can be provided by AOMDV routing protocol, if current
routing path is attacked and the intrusion is in local scope, candidate path will be used to
mask the attack. If the strength of attack is strong, the intrusion can be detected timely, the
system will enter the detection state. When the intrusion can not be detected and masked
efficiently, the system will enter the undetected compromised state. The system need to
be reconfigured to recovery to good state. When the system enters into detection state,
if the attack node can be isolated and controlled successfully, routing protocol can be
back to good state; otherwise, the system will enter the failed state and signal an alarm, it
needs rebuild routing to recovery to the good state. So the eight states reflect all possible
conditions of AOMDV routing protocol under different attack and security techniques.

3.3. DTMC-based Survivability Model for Security AOMDYV Routing Protocol

As the attack behaviors are random and the network topology is complex in WSN, the
future state of system only depends on the current state, the state transition process has
no relation to the past state, state transition process of the system meets the character of
Markov process. As the state transition process of the system can be mapped to discrete
time sequence, the transition of states can be represented by a serial of probabilities. The
survivability model of system can be described by Discrete Time Markov Chain (DTMC).
The DTMC-based survivability model for security AOMDC routing protocol is shown in
figure 2,the system was given that the routing protocol was vulnerable, the DTMC model
was consisted by a set of states and probabilities, only real lines are assigned to state
transition probabilities because of multi possible states.

e ——

Fig. 2. DTMC-based survivability model for security AOMDYV routing protocol

The state transition probability of DTMC model of security AOMDV routing protocol
is shown in table 2l
The steady-state probabilities vector 7 of DTMC model can be computed as:

T=7-P 1

Where T [vg, vv,va,VrC,VUC, VD, VaD, V| and P is the DTMC state transition prob-
ability matrix, U stands for a eight dimensions row vector. The state transition probability
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Table 2. Finite states and description

Pa State transition probability from vulnerability state to attack state
Dm State transition probability from attack state to Masked compromised state
Dd State transition probability from attack state to detection state
1 — pm — pa State transition probability from attack state to Undetected compromised state
i State transition probability from detection state to grace degradation state
1—p; State transition probability from detection state to failed state
Pa State transition probability from vulnerability state to attack state
1—pa State transition probability from vulnerability state to good state

matrix P describes the DTMC state transition probabilities between DTMC states which
is shown in figure 2] The matrix P can be written as the formuld2}
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Steady-state probability vector v should be satisfy with the constrain condition(3)

S v = 1,i € {G,V,A,MC,UC,D,GD, F} 3)

The DTMC steady-state probabilities can be theoretically deduced by equation [T}they are
shown in formula 4

vg = vy (1l = Pa) +vme +vuc +vep +vr

vy = V@

va = vy P,

vpe = vaPp, @
vpe =va(l — Py, — Py)

vp =vably

vgp = vpPb;

vp =vp(l—P)

Conjunction with the equation [3] and equation flwe can get the mathematical rela-
tionship between steady state probability and state transition probability, so steady-state
probability v can be solved as formula [5}
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Ve — 1
G = 2¥2P,+ P, Py
v — 1
V' = 242P,+P. P4
DY i —
A = 332P,+P, Py

J— PVYL

UMC = 373P,+ P, P, )
_ Pu(1—Pn—Py)

VUC = 313P,+ P, P,

_ P, Py
VD = 55p,+P, P,

_ P, Py P;
VGD = 559P,+P, P,

- _p)— PaPa(l=P;)
vr =vp(l = Fi) = 5595, 75,7

All steady-state probabilities of DTMC model can be solved by transition probabili-
ties. So the steady state probability of DTMC can be calculated by the transition proba-
bility of system. If the value of v is greater, the value of v is less, the AOMDYV routing
protocol mostly runs in Good state, the survivability ability of AOMDYV routing protocol is
more powerful. Numerical analysis method is used to illustrate the relationship between
steady-state probabilities and transition probabilities.To be numerical analysis method,
the probability of detection and grace degradation can be set to 0.6. To solve the value of
steady-state probabilities of DTMC model, transition probability values are set by expert
experiences and related references[116l12]. They are given as the following:p,=0.4;p,,=
0.3;pq4 = 0.6;p; = 0.6. By solving equations (4) and (5), steady-state probability values
of DTMC model can be computed as: v5=0.3289, vy,=0.3289, v4=0.1316, vy ¢=0.0132,
vaprc=0.0395, vp=0.0789, vgp=0.0474, vr=0.0316.

3.4. SMP-based Survivability Method for Security AOMDYV Routing Protocol

A stochastic process is called a Semi-Markov Process if the embedded jump chain is a
Markov chain, and the holding times (time between jumps) are random variables with any
distribution. From the security researchers’ viewpoint, the attacker’s behavior and dura-
tion time are random, security response is diversified, vulnerability risk is uncertain, all
these cause the sojourn time’s distribution functions may be non-exponential. According
to the definition of SMP(Semi-Markov Process), the survivability stochastic model needs
to be formulated by SMP model. There are two types of parameters in SMP survivabil-
ity model: mean sojourn time and steady-state probability in each state [14]. For com-
puting the survivability measure, the steady-state probabilities {m;,7 € X }of the SMP
states should be computed firstly. Therefore 7; can be computed in terms of the embed-
ded DTMC steady-state probabilities v; and the mean sojourn times h; [14]:

o __wvih; S
= Z,- Y (i,j € Xy)
domi=1

Seen from the formula @ m; can be calculated by v; and h; , the sum of all steady-
state probability 7; is 1, thatis Y 7; = 1. To calculate the the value of every 7; , > 5V h;

(6)
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should be calculated firstly, we use variable H to substitute the long mathematical ex-
press.From conjunction with the formula (5), we can get the mathematical express of
>, vjhj , which is shown as formula(7]

> vihy
_ hethv+tpahatpmchyvc+pa(1=pm —pa)huc+papahp+pPaparihcctpapa(1—pi)hr (7
2+2pa+papa
- H . H
2+2pa+papd G

Every steady m; state probabilities can be calculated by equation [6] and [7] they are
show in formula[8

— _vwgheg _ vghg _ hg
T = —=¢he — Yghg _— Rg
¢ Zj vihj v H H
_ _wvhy _ vghvy _ hy
Ty = <vhv — hv
v S vk  veH H
_ _waha _ vgpaha _ paha
TA = = =
AT S uing - vel H
_ wvmchyue _ Pmvchmc _ pmhuc
™C = vih; vg H - H
7 (8)
T = Yuchue _ pall=pm—pa)vchuc _ pa(l=pm—pa)hvc
ve Z vjh; vgH H
J
Tp = vphp _ papavchp _ papahp
Ej Ujhj vaH H
_ vgphgp _ PaPapivchep _ pPaPapihcD
T = = =
GD Z]_ Ujhj vgH H
g = Lehr Papa(l=pi)vchr _ papa(l—pi)hr
Zj vih; vaH H

To obtain the sojourn time of every state, performance metric analysis method is used
to analyze and acquire the sojourn time of every steady state.

4. SMP-based Survivability Evaluation Approach and Metric

In traditional survivability evaluation method [15], the steady-state availability of this
system and Mean Time To Security Failure (MTTSF) are used to evaluate the survivability
ability of system. While the evaluation metric can not reflect the whole system states’
change and balance relation among different states. When attack occurs, the balance point
among different states may be moved. How to measure the systematic change and balance
point moving is a great scientific problem.

In information theory, entropy is a measure of the uncertainty associated with a ran-
dom variable. The probability distribution of the events, coupled with the information
amount of every event, forms a random variable whose expected value is the average
amount of information. Entropy is calculated by the probability distribution. It is one
of the evaluation functions for quantifying the diversity, uncertainty or randomness of a
system. In wireless sensor network, the attack is random, the response to attack may be
diversified, the routing protocol may stay in different state and keep different time. The
systematic survivability of routing protocol in wireless sensor network is uncertain.We



742 Hongsong Chen et al.

propose to use the information entropy method to quantitatively describe and explain the
systematic change caused by external attack and internal security techniques. To describe
the systematic survivability of wireless sensor network routing protocol, survivability en-
tropy is proposed to quantitatively evaluate the systematic change and balance point mov-
ing condition.In information entropy theory, discrete information sources refer to that of
discrete distribution on time and amplitude. The finite states in DTMC model and SMP
model can be treated as discrete information sources. The steady state probabilities distri-
bution of DTMC and SMP model can be treated as probabilities distribution of discrete
information source.

As we know, the sum of discrete information source probability in information theory
should be 1. As the sum of steady-state probabilities in DTMC and SMP model is 1,
every state in SMP model can be treated as every discrete information source in Shannon
information theory. According to the definition of information entropy, the steady-state
probability distribution of SMP model can be treated as the probability distribution of
distrete information source in information theory. According the definition of entropy, the
mathematical formula of survivability entropy is shown as:

1 n
H(X)=FE <103 p(a)> = - Zp(ai)logp(ai) ©)
' 1
In the formula [9], the number of states in SMP model is n, steady state probability
of state i is p (a;). Seen from the formula [6| we know that ), m; = 1, they meet the
condition of information source probability distribution in Shannon information theory.
In SMP model, the survivability entropy can be expressAed as:

n

) =— pla)logp(a;) = =) mlogm,i€ X, (10)
1 1

H(X)=F (Ing(ai)

In formula[I0} 7; stands for steady state probability of state i, X stands for the set of
all possible states. H(X) stands for system survivability entropy in SMP model. H (X)
reflects the average uncertain degree of system survivability in SMP model. Under at-
tack or security conditions, attack or security conditions related state probabilities will
change, at the same time, the sojourn time in related states will change, so the H (X ) will
change with different attack or security conditions. We use condition entropy to express
the change under condition y, it is shown in equation 1]

H(X|y) = E (1og !
p

(ay)> == _p(aily)logp (aily) (11

To describe the systematic change caused by the attack and security techniques, we
use entropy difference to express the change quantitatively, it is shown in formula

AH(X) = H(X) - H(Xly) (12)

Entropy difference DeltaH (X) is be used to quantitatively describe the systematic
change caused by attack and security techniques. DeltaH (X ) can be used to express the
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systematic change by external attack and internal security technique, the entropy differ-
ence reflects the systematic changes and tradeoff between attack and security. Traditional
performance metric can not describe the systematic change quantitatively.

5. Simulation Experiment and Survivability Evaluation

5.1. Simulation Experiment and Network Scenario

To precisely evaluate the survivability in wireless sensor network, we use simulation ex-
periments to analyze and calculate the survivability entropy metric in SMP model. NS2
(network simulator 2) is a common software tool to do network simulation research. It is
used to simulate the attack and record network simulation data. In SMP model, the sur-
vivability is related to mean sojourn time and steady-state probabilities in DTMC model.
As the steady-state probabilities in DTMC model are calculated by the transition proba-
bilities in DTMC, they are computed by numerical analysis method. The mean sojourn
time can be obtained by simulation experiments in this paper. There are eight states in the
SMP-based survivability model of wireless sensor network routing protocol. To recognize
the eight states and compute the sojourn time, performance metrics analysis method are
adopted.

If the attack is serious, the performance metrics will be changed significantly, the
states can be recognized by the performance metrics, multi-metrics should be used to dis-
tinguish different states. Network performance metrics are used to detect the routing-level
DoS attack and recognize the different states of SMP survivability model in wireless sen-
sor network. Network Simulator 2 (NS2) is adopted to simulate the low-rate DoS attack
behaviour, all the packets in network are recorded in the Trace file of NS2. Network per-
formance metric and routing packets statistic can be obtained in the simulation trace file.
Network scenario and attack model are described in the following, the network topology
is shown in figure 3.
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Fig. 3. Network simulation topology

The simulation configuration is shown in table 3]
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Table 3. Network Simulation Configuration

Parameter type value
Moving area 1000m * 1000m
Simulation time 200s
Number of nodes 12
Source node ID 0
Destination node ID 1
Attack node ID 5
Transmission protocol TCP
Routing protocol AOMDV
Application protocol FTP
MAC layer protocol IEEE 802.11
Attack type Random RREQ flood attack
Attack duration 30-40s  60-100s
DoS Attack interval 0.03-0.08 s

To reflect the character of AOMDYV multi-paths routing protocol, three different route
paths are simulated in the simulation experiments; to embody the character of multi-hops
routing protocol, there are three hops in the route path in the simulation scenario. So there
are twelve nodes in wireless network simulation scenario in the paper,which is shown is
figure 3. Node 0 is source node, node 1 is destination node, there are four routing paths
between node 0 and node 1,they are 0-2-7-1,0-4-9-1,0-5-10-1 and 0-6-11-1.Node 5 is
attack node. It sends a amount of Routing Request (RREQ) messages to other nodes to
flood and attack the network connection. To simulate different flood attack severity, the
number and interval of RREQ flooding packet are changeable in our experiments.

(1) Detection method

As the limited computing and storage resource of wireless sensor node, all network
traffic is recorded in network trace file,performance metrics-based analysis method is used
to detect the RREQ message flood attack. Reasonable performance metric thresholds are
set to detect and block the attack. So routing protocol will enter different states under
different attack strength and security mechanism.

(2) State recognize and separation

There are eight states in our survivability model. To recognize the different states in
the model,three kind of performance metrics are used to separate the different states.They
are packet loss ratio, network throughput, network delay. We use the three performance
metrics to recognize the different states and calculate the sojourn time in every state.

(3) Mean Sojourn time calculation

Numerical analysis method can be used to analyze and calculate survivability parame-
ters in traditional SMP model. However, numerical analysis method can not reflect the real
attack and security status, so experimental method is used to calculate mean sojourn time
of every state, numerical analysis method is used to compute the steady-state probabili-
ties in SMP model. After all state in SMP model are recognized and separated in network
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simulation trace file, the sojourn time in every state can be easily calculated. Simulation
experiment method is more accurate than traditional numerical analysis method.

5.2. State Separation by Performance Metric

NS2 can be used to simulate many network protocols over wired and wireless networks.It
is used to simulate the AOMDYV routing protocol and DoS attack in this paper. The fol-
lowing assumes that each state is recognized and separated by performance metrics and
attack indicators, the metrics and indicators are deduced from simulation experiments and
grade analysis. The goal of state separation by performance metrics is obtain the mean so-
journ time, it is necessary parameter to the SMP model; the steady-state probabilities of
SMP model are given by expert experiences and related references; so we use a hybrid
approach to calculate the survivability ability of WSN routing protocol.

(1) State V

State V stands for vulnerability state,in which attacker try to do some probing and
scanning,so network performances have been affected partially. Before DoS flood attack,
the attack node try to inject some redundant route messages to network to probe the vul-
nerability of network routing protocol, so network performance can be affected locally.
If the packet loss ratio has an increases less than 5%, the network throughput has a de-
creases less than 10%, and network delay has a increase less than 10%,the current state is
considered to enter into state V.

(2) State A

State A stands for attack state, in which attacker has started a DoS attack to the routing
protocol of wireless sensor network, so network performances have been affected signifi-
cantly. If the packet loss ratio has an increases more than 5% and the network throughput
has a decreases more than 10%,and network delay has an increase more than 10%, the
current state is considered to enter into state A.

(3) State MC

State MC stands for mask compromised state, in which AOMDV routing protocol
can mask some DoS attack by switching the attacked route path to a backup route path.
By analyzing the network simulation trace file, the packet loss ratio increased more than
5%at this time, routing path was switched to a backup path, that results in the packet loss
ratio decreased near to normal value, the current state is considered to enter into state MC.

(4) State D

State D stands for detection state,in which the DoS attack can be detected by the
intrusion detection algorithm. By analyzing the network simulation trace file, after the
packet loss ratio increased more than 5%, routing path was not switched to a backup
path, however,the indicator of intrusion detection is set to true, the attack nodes were
detected,then the current state is considered to enter into state D.

(5) State UC

State UC stands for undetected compromised state, in which the DoS attack can not
be masked and detected. By analyzing the network simulation trace file, after the packet
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loss ratio increased more than 5%, routing path was not switched to a backup path, the
indicator of intrusion detection was set to false, the network throughput has a decreases
more than 15%,and network delay has an increase more than 15%, the current state is
considered to enter into state UC.

(6) State GD

State GD stands for graceful degradation state, in which the network system only
maintains essential services, some wireless nodes are isolated to not join in the network.
By analyzing the network simulation trace file, after the packet loss ratio has an increase
more than 5%, routing path was not switched to a backup path, the indicator of intrusion
detection is set to true, the attack nodes were detected and isolated to not to join in the
wireless sensor network, then the packet loss ratio decreased to near normal value, the
current state is considered to enter into state GD.

(7) State F

State F stands for failed state, in which the network system can not provide essential
services,the DoS attack can not be controlled efficiently. If the packet loss ratio has an
increases more than 10% and the network throughput has a decreases more than 20%,and
network delay has an increase more than 20%, at the same time, no backup path can
be used, the indicator of intrusion detection is set to true, however,the attack node can
not be identified and isolated efficiently, the current state is considered to enter into state
failed.The routing protocol need be recovered to normal state manually.

(8) State G

State G stands for good state, in which the network system works well,there are not
any attack or probing behaviour in the network. All the network performance metrics and
attack indicators show well.

So each state can be recognized by the performance indicators and related parameters,
mean sojourn time can be calculated by the performance metrics and security indicators
analysis from NS2 network simulation trace files.

5.3. Steady-state Probability and Survivability Precise Calculation

Numerical analysis method is used to show the relationship between steady-state prob-
abilities and transition probabilities in DTMC model and SMP model. DoS (Denial of
Service) attack is a kind of representative attack mode in wireless sensor network. We use
DoS attack and intrusion detection technique to illustrate how to calculate the steady-state
probability and survivability entropy in SMP model. As the DoS attack is a kind of rep-
resentative attacks, according to the references [4L6J15]] and our research experiences, the
probability of detection P, is set to 0.5,the probability of grace degradation P; is set to
0.6, the probability from vulnerability to attack P, is set to 0.4, the probability of mask-
ing attack is set to 0.3. According to the formula 5, steady-state probability in DTMC
model can be calculated. They are calculated as the following: v=0.3333, vy,=0.3333,
v4=0.1333, vi;¢=0.0267, v3;c=0.04, vp=0.0667, vgp=0.04, vF=0.0267.

According to the formula[g78] to solve the value of steady-state probabilities of SMP
model, mean sojourn time should be calculated by the definition of every state.In our sim-
ulation experiment, the whole simulation time is 200s, the mean sojourn in Good state
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is set to 15s. Mean sojourn time can be acquired by simulation experiment and trace file
analysis, then steady-state probability of SMP model can be calculated according to for-
mula 6. As the intensity and interval of DoS flooding attack are changeable in some range,
only some states appear in the experiments. We do three times of simulation experiments
by NS2 and calculate the mean sojourn time of every state. The mean sojourn time is
calculated,mean sojourn time h under different Attack Time Interval(ATI) are shown in
table [l

Table 4. Mean sojourn time h under different attack time interval

Mean sojourn time (s) ATI=0.08 ATI=0.06 ATI=0.04 ATI=0.03

By 45 75 9 10.5
ha 75 10 11 11.5
ha 15 14 10.5 9.5
hga 20 14.5 15 10
hy 1 15 15 15

Seen from the table 4, with the increase of DoS attack time interval, the mean sojourn
time in vulnerability state to attack state are increased. Based on the mean sojourn time
from simulation experiments, steady state probability of SMP model can be calculated by
formula 6., they are listed in table 3]

Table 5. Steady state probability under different attack time interval

Mean sojourn time (s) ATI=0.08 ATI=0.06 ATI=0.04 ATI=0.03

hy 0.1613 0.2416 0.2786 0.3163
ha 0.1075 0.1289 0.1362 0.1386
ha 0.1075  0.0902 0.0650 0.0572
hga 0.0861 0.0561 0.0557 0.0361
hg 0.5376 04832 0.4644 0.4518

At the same time, survivability Entropy (SE) under different attack time interval can
be calculated by formula 10, they are listed in table 6]

Seen from the table [5] with the decrease of DoS attack interval,the strength of DoS
flood attack increases. The steady state probability 7, m7gp and 7p are decreased, while
the steady state probability 7y and 7 4 are increased; the survivability entropy is increased
firstly, then decreased. The experiment data shows that DoS attack can influence the net-
work performance because of the different attack strength,thus the mean sojourn time of
every state is affected, the WSN survivability will be changed as the change of every state.
When the attack strength reaches some value, intrusion detection and multi-pathes mask-
ing will be triggered to improve the network performance and survivability, the attack is
effectively suppressed by security mechanism,such as intrusion detection and muti-pathes
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Table 6. Survivability Entropy under different attack time interval

SE ATI

1.9021 0.08
1.9293 0.06
1.9077 0.04
1.8474 0.03

masking. Survivability entropy metric based on SMP model can reflect the survivability
ability of the routing protocol in wireless sensor network, at the same time,the surviv-
ability entropy can reflect the dynamic change and trade-off between attack and security
mechanism.However,traditional survivability evaluation metric can not reflect the sys-
temic change

6. Comparison with Existing Methods

To explain the advantages of our approach, different items are used to compare our ap-
proach to existing methods,the comparison is shown in table[7]

Table 7. Comparison our approach with existing methods

Comparison Numerical Experimental Systemic survivability computing
Items calculus calculus evaluation metric complex
B. Madan[15]  support none None medium
KIM et cl[6] support none None medium

Fei Xing et cl[4] support support  Network topology connectivity  high
Our approach  support support  Network Survivability Entropy medium

As shown in table [/] reference [[6] and reference[/15] only support the numerical pa-
rameter calculation, Mean Sojourn Time h dose not comes from experimental calcula-
tion,so the survivability calculus depends on the expert knowledge. Although the systemic
survivability evaluation metric is supported in reference [4], the network topology con-
nectivity information is difficult to be obtained in WSN environment, and the computing
complex of survivability calculus depends on the connectivity probability problem of a
geometric random graph, so the the computing complex in reference [4] is high.

However, Numerical Parameter calculus,Experimental Parameter calculus, systematic
survivability evaluation metric are all supported in our approach, in addition to the analy-
sis methods, a novel survivability evaluation metric-network survivability entropy is firstly
proposed to describe the systematic survivability change of WSN routing protocol, at the
same time, the computing complex of survivability calculus is medium, because our sur-
vivability calculus in formula 10 depends on the steady state probability of every state.
Traditional surivivability evaluation approach is based on network topology structure, our
approach is based on system-level states and changes. As the network topology structure
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is difficult to be obtained, our approach is more suitable to the WSN application environ-
ment. So our approach performs better than other existing methods.

7. Conclusion

Survivability evaluation is an important challenge in wireless sensor network security

research.Because of the special characteristic of wireless sensor network,existing method

is difficult to precisely calculate the survivability ability of routing protocol in wireless

sensor network. A novel survivability entropy evaluation method is proposed to precisely

calculate the survivability ability under DoS flood attack in wireless sensor network.
There are two main contributions in our research work:

1. Systematic survivability ability is firstly proposed and described by survivability en-
tropy metric, which can describe the systematic survivability change of WSN routing
protocol, it is validated by NS2 network simulation experiments.

2. Numerical analysis and simulation experiment methods are firstly combined to pre-
cisely calculate the survivability entropy metric,especially the sojourn time of every
state was calculated by experiments. Experimental results show that the novel surviv-
ability entropy evaluation method is scientific and effective to precisely calculate the
survivability ability of routing protocol in wireless sensor network.
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Abstract. In order to tackle some challenges in ubiquitous healthcare monitoring
such as mobility, scalability, and network latency, a framework for Fog-assisted
healthcare monitoring is proposed in this paper. This framework is composite of
body-sensing layer, Fog layer (Fog-assisted gateway), Cloud layer (health Cloud).
And then, this paper makes an intensive study in some key technologies of the pro-
posed framework such as an [Pv6-based network architecture, intelligent warning
model based on subband energy feature, security framework of HL7 RIM-based
data exchange, health risk assessment based on fusion of grey model and Markov
model. Finally, results of experiment depict that the proposed intelligent warning
model can make immediate distinction abnormal signals. Moreover, the proposed
health assessment model confirms its effectiveness with respect to 245 patients in
Xiamen District of Jimei.

Keywords: Healthcare monitoring, Fog computing, IPv6, HL7 RIM, Health risk
assessment.

1. Introduction

Population aging is happening faster than ever before. A report issued by the World Health
Organization (WHO) stated that there was a shortage of about 7.2 million healthcare
workers in 2013, and this is estimated to reach 12.9 million by 2035. The increase in
population and chronic diseases as a result there is increasing pressure on quality and
quantity of healthcare. According to the Chinese Cardiovascular Health Index (2017), the
mortality of cardiovascular and cerebrovascular diseases is on the rise. The number of
patients with vascular disease was 290 million, including 13 million of stroke, 11 mil-
lion coronary heart disease, 5 million pulmonary primary heart disease, 2 million 500
thousand rheumatic heart disease and 2 million congenital heart disease. The prevention
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and monitoring of cardiovascular disease (CVD) is very important, especially for sudden
heart disease. If it is possible to monitor the subtle signs and take effective measures in ad-
vance, the patients of 70%-80% can avoid death. Healthcare monitoring considered as an
important means to reduce the cost of medical treatment, alleviate the shortage of medical
resources and improve the overall level of medical treatment.

Recent technological trends such as WBAN (Wireless Body Sensor Network), Cloud
computing and Bigdata provide an infrastructure for ubiquitous healthcare monitoring
that can prevent cardiovascular disease (CVD) and respond to the occurrence of disease.
These systems not only allow the elderly to live independently for longer but they also
have potential to make e-health services more sustainable by reducing the pressure placed
on the overall health clinics by patients. The general architecture of ubiquitous healthcare
monitoring includes three main components: (i) WBAN, (ii) Internet-connected gateways,
and (iii) Cloud and Bigdata support. Sensors and devices of WBAN provide real-time
physiological information related to the health condition of the monitored subject. Inter-
connected gateways act as a hub between WBAN and Cloud services, which are respon-
sible for the coordination between heterogeneous sensors and their connection to WAN.
Cloud is responsible for Bigdata processing and analytics of physiological data and fur-
ther personalized healthcare and treatments. However, the architecture faces following
challenges:

(i) Sensors and devices of WBAN generate a huge amount of data and it is difficult for
Cloud system to process it in real-time due to communication overhead. Cloud computing
is not able to provide low latency, location awareness and high quality of service for real
time applications. In pratice, healthcare applications often require expeditious analysis of
health data and immediate decision. The delay of data transfer and processing over Cloud
is unacceptable.

(i1) The gateway is proficient to maintain reliable and secure network connectivity
between Sensors and Cloud. However, some advantageous services that can be potentially
offered by a smart gateway will be limited if the gateway is deployed in a standalone and
independent fashion. Smart gateway should provide more intelligence at the edge of the
network and facilitates the interplay between WBAN and Cloud system.

In Healthcare a little delay can cost a patient’s life therefore, to enhance services and
applications, Fog Computing has came in to picture. Fog computing enables the architec-
ture to support low-latency response, efficient scalability, location awareness, and devel-
oping applications offered by gateways. By utilizing geographically distributing Internet-
connected gateways, a Fog-assisted intermediary layer between WBAN and Cloud can be
formed to provide efficient healthcare services. The objectives of our paper include: (i)
proposing a framework for Fog-assisted healthcare monitoring; (ii) enabling underlying
network to provide mobility of patients with different protocols; (iii) giving intelligent
warning model based on subband energy feature; (iv) proposing security framework of
HL7 RIM-based data exchange; (v) providing health risk assessment on fusion of grey
model and Markov model.

The remainder of the paper is organized as follows: Section 2 gives a brief overview of
related works. Section 3 presents a framework for Fog-assisted health monitoring. Section
4 discusses some key technologies of proposed framework. The experiments for showing
effectiveness of proposed frameworks are setup in Section 5. Section 6 concludes the

paper.
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2. Related Works

2.1. Cloud Computing in Healthcare System

In Cloud Compting domain, in 2014, Hua-Pei Chiang et al. [5] proposed a green cloud-
assisted healthcare service on WBAN, and considered the sensing frequency of the phys-
iological signals of various body parts, as well as the data transmission among the sensor
nodes of WBAN. Transmission in WBSN is coordinated according to the number of sen-
sor nodes worn by each user and the detection frequency of the various sensor nodes;
personal physiological signals are regularly and efficiently transmitted to the cloud net-
work for processing. PhysioDroid [3] used a wearable chest belt with sensors for ECG,
heart and respiration rates, skin temperature, and body motion. It shows the severity of
health vital signs using different colors and generates an emergency call according to
them. In 2015, Shu-Lin Wang et al. [23]] proposes a framework which integrates Cloud
Computing Wireless Communication, and Wireless Sensor Networks technology, and ap-
plies a Collaborative Filtering (CF) technique to develop a Mobile Health Information
Recommendation service to help users to obtain their preferred health information more
efficiently. In 2016, Rasha Talal Hameed et al. [[10] developed health monitoring system
based on wearable sensors and cloud platform. The sensors measure various parameters,
such as a glucometer, airflow and patient position which are transmitted via microcon-
troller by a gateway to a cloud storage platform. In 2018, Prabal Verma el al. [22] pro-
posed cloud-centric IoT based disease diagnosis healthcare framework consists of three
phases. In phasel, users’ health data is acquired from medical devices and sensors. The
acquired data is relayed to cloud subsystem using a gateway or local processing unit
(LPU). In phase 2, the medical measurements are utilized by medical diagnosis system to
make a cognitive decision related to personal health. In phase 3, an alert is generated to
the parents or caretakers in context of person’s health.

2.2. Fog Computing in Healthcare System

In 2016, C. S. Nandyala et al. [17] proposed architecture for IoT based u-healthcare mon-
itoring with the motivation and advantages of Cloud to Fog(C2F) computing which inter-
acts more by serving closer to the edge (end points) at smart Homes and Hospitals. M.
Ahmad et al. [1] proposed a framework of Health Fog where Fog computing is used as
an intermediary layer between the cloud and end users. The design feature of Health Fog
successfully reduces the extra communication cost that is usually found high in similar
systems. In 2018, B. Negash et al. [[18] focuses on a smart e-health gateway implementa-
tion for use in the Fog computing layer, connecting a network of such gateways, both in
home and in hospital use. Home-based and in hospital patients can be continuously mon-
itored with wearable and implantable sensors and actuators. A. M. Rahmani et. al [19]]
proposed to exploit the concept of Fog Computing in Healthcare IoT and the strategic
position of such gateways at the edge of the network to offer several higher-level ser-
vices such as local storage, real-time local data processing, embedded data mining, etc.,
presenting thus a Smart e-Health Gateway. Sandeep K. Sood [21]] designed a Fog assisted
cloud-based healthcare system to diagnose and prevent the outbreak of chikungunya virus.
The state of chikungunya virus outbreak is determined by temporal network analysis at
cloud layer using proximity data.
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In summary, Fog computing is a paradigm extending Cloud computing and services
to the edge of the network, and thus to reduce the latency of decision making. Local de-
cision making not only reduces the latency but also network traffic resulting in a much
more energy-efficient system than cloud-assisted solutions. Many researchers have pro-
posed Fog-assisted healthcare monitoring systems but have not laid emphasis on loca-
tion awareness, intelligent warning for real time applications (e.g., heart disease, cerebral
infarction), health risk assessment for forecasting health conditions (e.g., heart attacks)
before they occur.

3. Proposed Framework

In this paper, we proposed a framework for Fog-assisted healthcare monitoring, which
is composite of body-sensing layer, Fog layer(Fog-assisted gateway) and Cloud layer
(Health Cloud). In body-sensing layer layer, wearable and implantable physiological sen-
sors of body-sensing layer generate physiological data. Fog-assisted gateway provides
protocol conversion, data preprocessing and local analytics and services, located at the
network edge. Health cloud implements data warehouse, bigdata analysis and provides
health services. A Framework of Fog-assisted health monitoring is shown as Fig.

3.1. Body-sensing Layer

Body-sensing layer is composed of a series of intelligent physiological sensors, including
fingertip oxygen sensors, blood-glucose sensors, ECG sensors, implantable sensors of
blood pressure, to measure some basic physical vital information of the patients, like
temperature, blood pressure, blood sugar, pulse rate, heart condition, respiration etc. Each
sensor is equipped with the physiological signal conditioning circuits, a microcontroller,
and a short distance protocol interface. According to demands of a patient’s disease, these
sensors can be selectively configured to monitor the respective physiciological signal.
Consequently, they provide a continuous flow of physiological information related to real-
time health conditions of the monitored subject.The physiological information initially
processed by these sensor nodes is then transmitted to the gateway via wireless or wired
communication protocols such as Bluetooth, Wi-Fi, ZigBee or 6LoOWPAN.

3.2. Fog-assisted Gateway

Physiological sensors select the nearest Fog-assisted gateway to send physiological data.
Multiple geographically distributed Fog-assisted gateway forms the fog. Each Fog-assisted
gateway supports different communication protocols, acts as a dynamic touching point
between WBAN and the local switch/Internet. It receives data from different subnet-
works, performs protocol conversion, and provides other higher-level services such as
data preprocessing, local analysis and services, including intelligent alarm, on-line real-
time monitoring, and notification service. And then, selected data is sent to Health Cloud
for further analysis based on security framework of HL7 RIM-based data exchange. Ac-
cording to framework of Fog-assisted health monitoring, Fog-assisted gateway requires
to continuously handle a large amount of sensory data in a short time and response ap-
propriately with respect to various conditions. Consequently, Fog-assisted gateway also
enhances location awareness and high quality of service for real time applications.
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3.3. Health Cloud

Health Cloud holds health monitoring archives and electronic medical records in Cloud
data center. Combined with patient’s physiological monitoring data, Health Cloud pro-
vides intelligent classification and risk assessment of chronic disease, which helps the
individuals to have a comprehensive understanding of health conditions. Intelligent clas-
sification based on cascaded deep learning helps individuals to predict the potential dis-
ease with its level of severity [12]. Health risk assessment model based on fusion of grey
model and Markov model is applied to predict relative risk and absolute risk of individ-
ual’s health status. Health Cloud provides some healthcare services and health interven-
tion with doctors, nutritionists and other medical team.
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Data Preprocessing
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Fig. 1. A framework for Fog-assisted health monitoring

4. Some Key Technologies of Proposed Framework

4.1. Protocol Conversion for Enhancing Sensor Node Mobility

As shown in Fig. [T} intelligent physiological sensors are connected to Fog-assisted gate-
way using different standards (e.g., ZigBee, 6LoWPAN, Bluetooth, Wi-Fi). Thus, Fog-
assisted gateway plays very important role in providing interoperability for the various
sensors connected via distinct network interfaces, enabling them to exchange informa-
tion wand work seamlessly. For example, ECG sensor integrates ECG sensor module,
data conversion module, power module, storage unit, wireless transceiver and other ma-
jor functional modules. ECG sensors are responsible for collecting ECG parameters. The
wireless transceiver is responsible for the communication between sensor node and Fog-
assisted gateways. IPv6 (Internet Protocol Version 6) is one of the most important connec-
tivity of the IoT, as it is not possible to add billions of devices to the IPv4 (Internet Protocol
Version 4) Internet. IPv6 is an Internet Layer protocol for packet-switched internetwork-
ing and provides end-to-end datagram transmission across multiple IP networks. In this
approach each device on the network has a unique address globally reachable directly
from any other location on the Internet. Therefore, protocol conversion is responsibile for
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uniformed mapping from different standards (e.g., ZigBee, 6LoWPAN, Bluetooth, Wi-Fi)
to IPv6.

Protocol conversion method for sensor network access Fog-assisted gateway com-
prises the following step: (i) initializing a gateway: respectively establishing a mapping
relationship between a sensor address and the gateway. For example, ECG sensors have
unique IPv6 addresses, which are configured automatically by global routing prefix, sub-
net ID and interface ID. Each sensor has EUI-48 bit Bluetooth device address, so the
interface ID can be obtained by the IEEE EUI-64 translation mechanism. To convert an
EUI-48 Bluetooth device address into an EUI-64, the interface appends the two octets FF-
FE and then copy the organization-specified extension identifier. The interface ID plus the
routing prefix FE80::/64 and automatically configures the 128 bit local link address. (ii)
simultaneously starting two processes: receiving and analyzing periodic data packets of
the sensor network by using the sensor network monitoring process, and saving the pe-
riodic data packets in a local memory according to the mapping relationship; updating
a corresponding memory by using the received new sensing data. The method finishes
communication protocol conversion at the gateway.

Sensor node
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Fig. 2. An IPv6-based network architecture
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Based on protocol conversion method, we proposed an IPv6-based network architec-
ture (see Fig.[2). Some characteristics of this architecture are as follows:

(i) The protocol stack of sensor node from bottom to top includes: Bluetooth Physical
Layer, Bluetooth Link Layer, Logical Linking Control and Adaptation Protocol, 6Low-
PAN, uIPvo6.

(ii) The protocol stack of Fog-assisted gateway from bottom to top includes: Bluetooth
Physical Layer, Bluetooth Link Layer, Logical Link Control and Adaptation Protocol,
6LowPAN and IPv6. It also supports Physical layer, Link layer, and IPv6 in dual protocol
stack.

(iii) The protocol stack of Health Cloud from bottom to top includes: physical layer,
link layer, and IPv6.

Based on protocol conversion and IPv6-based network architecture, Fog-assisted gate-
ways are used to support sensor nodes during mobility from one geographic location to
another domain. Mobile IPv6 [13] allows sensor nodes to move within the Internet topol-
ogy while maintaining reachability and ongoing connections between mobile and corre-
spondent nodes. In practice, each gateway utilizes discovery and mobility support module
to provide uninterrupted service for sensor node. For example, as sensor node moves
from Fog-assisted gateway#1 zone to Fog-assisted gateway#4 zone, it receives a broad-
cast message from the Fog-assisted gateways regarding its identity. When sensor node
receives broadcast message, it replies with a discovery request to the respective gateway,
which is processed by the device discovery and mobility support module in the gateway.
Each sensor is always identified by its home address, regardless of it is situated away from
its home geographic location.

4.2. On-line Real-time Monitoring and Processing

As a key feature of Fog computing, one-line real-time monitoring and local data process-
ing are implemented to provide intelligence at the Fog-assisted gateway, which requires to
continuously handle a large amount of sensory data in a short time and response appropri-
ately with respect to various conditions. Physiological signal analysis plays a significant
role in the on-line real-time monitoring and processing. Takes ECG monitoring for exam-
ple, ECG signal is the recording of the electrical activity of the heart which provides the
clinical information about the condition of heart. The signal is characterized by electrical
activity during a cardiac cycle named as QRS complexes, P and T waves. Detection of
QRS complex and R-peak is one of the most important parts of the ECG signal analysis.
Till now, differentiation methods and digital filters, including neural networks (NNs)[24],
Hilbert transform [14] [20] , are used for detection of QRS complex or the R-point in
the ECG signal processing. However, robustness and high detection accuracy still remain
open problems. In this paper, we exploit wavelet transforms and average-absolute differ-
ence threshold to detect more accurately the morphology of QRS complex.

Definition 1 (Wavelet Transform) The wavelet transform decomposes non-stationary
signal into a number of scales having different frequency component and analyses each
scale with a certain resolution for getting accurate features of the signal.

H(a,b) = / T e )pen(t) di )

— 0o
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() = 1, (t —-b

Soa,b - \/680 a
Where, x(t) is the original signal, * denotes the complex conjugation, ¢, ;(t) is the

window function of the mother wavelet and ¢* (%) is its shifted and scaled version.

Definition 2 (Hilbert Transform) A real valued time function is y(t), and the Hilbert
transform of the given signal is

) ©))

+oo
2(t) = Hly(t)] = ~ / y(r)—— d(r) 3)

Hilbert Transform exhibits the property of time dependency because the independent
variable is not changed in accordance with the transformation.

Definition 3 (Absolute Difference Threshold) Discrete wavelet transform decomposes
a signal at decomposition level n, the time axis is recursively divided into halves at the
ideal cut-off time ﬁts , where is sampling time. Let absolute difference be Ay; =
|yi — yi—1| , where amplitude (mV) y;, y;_1 respectively is the at the time (second) of ¢;,
ti—l .

Fig. 3. ECG signals extracted by Fog-assisted gateway

QRS complex comprises of Q wave, R wave and S wave generated due to ventricular
depolarization ((see Fig.[3]). Detection of QRS complex is the entry point of almost all
ECG signals analysis technique. In most of the ECG signals R wave appears as a sharp
peak in between Q and S waves, which are of lesser amplitude and duration with respect
to R wave. QRS complex is the region between Q wave onset and S wave offset. The
detection of the R-peak algorithm is summarized as:

ECG sensors record the signals of physiological in real-time mode, and Fog comput-
ing node extracts original ECG signal. ECG signal is de-noised by wavelet transform.
The enhanced signal undergoes to the differentiation to maximize the R-peaks with zero-
crossing on x-axis. The differentiated signal is processed by Hilbert transform to provide
a region of finding real QRS complex. Absolute difference threshold | Ay;| is calculated
in real QRS complex and set its average as set the threshold ¢ . Let difference sequence be
Ay; = |y — yi—1] i=1.2,....n, if |Ay,,| > &, then y;, the maximum point of y;, region
is determined as the R-peak.
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4.3. Intelligent Warning Model Based on Subband Energy Feature

Fog-assisted gateway collects physiological data from physiological sensor nodes. One
of goals in healthcare monitoring is detecting health changes and asses health states. In
particular, drastic health changes result from abrupt changes in process dynamics. Fog-
assisted gateway collects physiological monitoring data in real-time from physiological
sensor network. Furthermore, it needs to effective to distinguish and find the cause of the
abrupt changes, as far as possible to remind the deviation type and avoid false alarm. In
general, the process of intelligent warning is as follows:

(i) Fog-assisted gateway collects the signal under normal condition and establishes
sample library of feature parameters.

(i1) Based sample library, Fog-assisted gateway establishes and holds knowledge base
and inference rule base.

(iii) The physiological sensor keeps continuous monitoring patient, and Fog-assisted
gateway receives signals and compares with the standard sample library of feature param-
eters to determine the current health state.

(iv) If the current state is “Red” state, Fog-assisted gateway starts alarm and finds out
the reasoning from knowledge base.

Takes ECG monitoring for example, abrupt signal in ECG waveform is a sharp ridge.
The feature of subband energy distribution is extracted by discrete wavelet transform.
ECG waveform can be decomposed into high-frequency subbands and low-frequency
subbands. So it needs to design perfect reconstruction filters to extract the vector of nu-
merator coefficients of subbands energy feature. Subband analysis algorithm is summa-
rized as:

(i) By using Orthogonal wavelet packet decomposition of ECG signal sequence, the
coefficients of high frequency and low frequency are

cip =< [(1), 222t —k)|j,k € Z > “

ajx =< f(2), 22Xz — k)jk € Z > )

where ¢(t), ¢(z) are orthogonal scaling functions,j is a scale parameter, & is a time-
locationzation parameter, and wavelet function ¢(t), ¢(z) € L*(R).

(ii) Let f; ;(¢,) be ECG signal in node (i, j) of wavelet packet decomposition tree (the

4" node of level i) which is reconstructed by wavelet packet decomposition. Sequences
of subband energy areobtained by

Eij=> |l ()
k=1

where z; (j=0,1,2,...,27-1;k=1,2,...,m) is the ampltude of discrete point of fii (&),
m is the number of sampling point in node (3, j).

(iii) The feature vector [Ag, A1, ..., A(2:_1)] of 4 level is constructed as

EZ,]

201

E j=1 Eij

(iv) Fog-assisted gateway calculates deviation between ECG feature vector and sam-
ple library of feature parameters under normal condition, and determines abrupt signal

\j = j=1,2,..,2"—1. (7
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caused by sensors fault(sensor periodic fault, sensor blockage fault, sensor bias fault) or
heart disease.

44. Security Framework of HL7 RIM-based Data Exchange

Fog-assisted gateway should realize the data exchange with Health Cloud which gener-
ally adopts SaaS mode. Because the monitoring data models are different, and only by
adopting uniform standards, barrier-free transmission can be solved and interpreted un-
ambiguously by different receivers. HL7 (Health Level 7) [6] standard is an international
standard for data transmission of medical and health institutions and medical instruments
and equipment authorized by the National Standards Agency (ANSI) of the United States.
HL7 International specifies a number of flexible standards, guidelines, and methodologies
by which various healthcare systems can communicate with each other. Such guidelines
or data standards are a set of rules that allow information to be shared and processed in
a uniform and consistent manner. The HL7 RIM data model [11] can clearly express the
timing, hierarchy and logic. The purpose is to solve the inconsistency of information stan-
dards developed and formulated by different developers and provide a reference model
at the highest level for standard developers and formulators. For example, following HL7
RIM, HL7 aECG (the HL7 Annotated Electrocardiogram) [4] is a standard medical record
data format for storing and retrieving electrocardiogram data for a patient.

HL7
Dictionary

Physiological HL7-based
Monitoring |:> HL7 XML |:> Monitoring
Schema Generator

Data Data

HL7 RIM
Model

Fig. 4. HL7 RIM-based data transformation framework

Fig. @] shows a unified data transformation framework based on HL7 RIM, including
HL7 dictionary, HL7 RIM model and HL7 XML schema generator. Each data element
is either composed of simple attributes into composite data, or a list of data elements,
i.e. each is a composite data type attribute. HL7 RIM uses any element, data type, and
vocabulary in the HL7 dictionary deriving from RIM specifications to ensure consistency.
HL7 XML schema generator transforms physiological monitoring data into unified data
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format following HL7 standards. Consequently, physiological monitoring data is to easily
share clinical information.

HL7 RIM-based data transformation framework is conducive to realize data exchange
between Fog-assisted gateways and health cloud, further support personal health record
management and health risk assessment. Theoretically, this ability to exchange informa-
tion should help to minimize the tendency for medical care to be geographically isolated
and highly variable. HL7 RIM-based data is encapsulated as XML request, and sends to
receiver through Simple Object Transfer Protocol (SOAP).

Aiming at the characteristics of security requirements of HL7 RIM-based data ex-
change, combing the existing security models (e.g., Web Services Security specification
[2])), a security framework of data exchange is presented (see Fig. [5). The XML SOAP
request processing is composed of a series of message handlers as follows: security attri-
bution handler is responsible for adding security attributions including time stamp, period
of validity and sender into original SOAP message; digital signature handler puts the dig-
ital signature to the message based on XML-Signature specification[7]][15]; encryption
handler is in charge of encrypting SOAP message where cipher key is distributed accord-
ing to XKMS specification[§]]. Each handler provides the functionality for parsing XML
SOAP requests and dispatching the calls to the appropriate methods[16].

SOAP message
SOAP message ﬁ
Access Control
Pmssur
Security Attribution Signature Validation
Processor Processor
Digital Signature Decryption
Processor Processor

Encryption Authentication
Processor Processor

U

Authentication Security Attribution
Processor Processor

igs

_QI

Transport Protocol

Fig. 5. Security framework of HL7 RIM-based data exchange

4.5. Health Risk Assessment Based on Fusion of Grey model and Markov Model

Health Risk Assessment (HRA) is used to provide individuals with an evaluation of their
health risks and quality of life. The Framingham risk assessment (FRS) model [9] is a
classic health risk assessment model, which is used to predict risk of individual cardio-
vascular disease in the next 10 years. Because of different countries and regions, people’s
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living habits are different, FRS model is not universal. For example, RAWG (Risk As-
sessment Work Group) desired to build upon experience with prior Framingham 10-year
CHD risk prediction equations and the more recent Framingham 10-year general CVD
risk prediction equations. RAWG elected to capitalize on the extensive data from sev-
eral large NHLBI-sponsored cohort studies to derive a more geographically and racially
diverse database. Aiming at the limitations of Framingham model, we choose Chinese
medicine recognized factors, including age, body weight, blood pressure, blood glucose
and BMI, etc. Health Cloud holds health monitoring archives and electronic medical
records in Cloud data center. In order to help patients to have a comprehensive under-
standing of health conditions, health risk assessment model based on fusion of grey model
and Markov model is applied to predict “relative risk”” and “absolute risk” of individual’s
health status. “Relative risk” refers to the possibility of certain chronic diseases compared
with the same age group and the average level of other people. “Absolute risk” is the
possibility of individuals suffering from certain chronic diseases in the next few years.
Definition 4 (Baseline Incidence) Let RR; be the relative risk of a certain level of fac-
tors, P; be the proportion of individuals who are exposed to a level of the total population,

then the baseline incidence rate is RR; = DN 1; RixP)
o (RRixP;

Definition 5 (Relative Risk) Risk Score=(Baseline Incidence) x (Relative Risk). Let
P be the combination of m factors P = (P — 1)+ (Po — 1)+ ... + (P, — 1) + Q1 X
Q2 X ... X Qp, , where P; be risk factors (greater than or equal to 1), Q); be risk factors
(less than 1).

There are many models which can be used in chronic disease forecasting in “Ab-
solute Risk”, such as Markov chain models, Grey Models, General Regression Models,
Autoregressive Integrated Moving Average Class models (ARIMA) and Neural network.
However, these models typically require large numbers of observations and complicated
input factors to make sensible predictions. Physiological monitoring data has the charac-
teristics of random fluctuation. For better forecasting performance, hybrid models which
combined two or more single models for communicable disease forecasting have also
been explored, and previous findings indicate that hybrid models outperformed single
models. A hybrid approach combining Grey model GM(1,1) and Markov Model to fore-
cast the prevalence of physiological monitoring data.

(i) GM(1,1) Model

Stepl. Let original data sequence be X (©) = {z(0)(1), 2(®)(2), ..., 2 (n)} .

Step2. X (1 is obtained by 1-AGO (Accumulated Generating Operation)

XU = {2M(1),2M(2), ..., 2V (n)} ®)

where 21 (t) = S0 2(0(i), t=1,2,3... n.
Step3. The grey differential equation of GM(1,1) of (1) (¢) is as follows

dz™M

+azM) = ©)]

where a, u are obtained respectively by using least square method (1) (t) = [2(9) (1) —
ulg(-at) 4 u
a a

Step4. Applying the Inverse Accumulated Generating Operation (IAGO), and then we
have

Ot +1) =1 -e)z®) - S]e(_at) (10)
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(i1) Residual Error Correction of GM(1,1) Model
Step 1. Let residual error sequence be

eO@) =200 —2Q@)  i=1,2,3,...,n (11)
Step 2. #(9) (¢ + 1) is obtained by similar method as follows

2O t+1) = (1—e") 2@ (1) - Z]e(at) +sgn(t+1)(1—e™) [ (1) — %]ewlt) (12)
1
where symbol function syn(t) is obtained by the original residual errors.
(iii) Markov Model
Markov chain is a forecasting method which can be used to predict the future data by
the occurred events. We can get the simulation sequence by Equation|13|as follows

79 = {30 1),5(2), ... 5" (n)} (13)

We can divide (%) into n states. According to the relative error, any state can be
denoted as @j = [9]‘_1, @j+1}, where @j—l = g(O)(j) + a;, 9j+1 = Q(O)(j) + bj .
Assume n; is the number of original sequence, the transition probability from ©; to ©;
can be established by EquationjT4]as follows

ni; (k)

Py(k) = =2 i=123..n (14)

Where P;;(k) is the transition probability of state ©; transferred from state ©; for

k steps. Transition probability matrix can be expressed as P(k) = (Pi(f)
Pi(lk )+ Pi(zk)—l—...—l—Pi(f) = 1;i=1,2,....,n. The transition probability matrix P (k) reflects
the transition rules of the states in a system, which is the foundation of the Grey-Markov
model.In order to confirm future state transition, after the relative residual error range
[©,_1,0;41] is obtained, the median in range [©;_1,0;1] (i.e..7 (j) + %'TMJ') is se-
lected as the relative error. Furthermore, forecasting value of original data sequence is
obtained by combining with EquationI2]and Equation{T4]

Vnxn sWhere

5. Experimental Setup and Analysis

5.1. Working Process of Fog-assisted Healthcare Monitoring System

In this section, experiments to test the framework of Fog-assisted Healthcare Monitoring
are provided. We developed the prototype system of proposed framework, which is con-
nected with Health Fog and Health Cloud[12]. Health Fog has 10 Fog computing servers.
Each server is configured with Linux operating system, Xen VMM and 5 virtual machines,
as Fog-assisted gateway. Health Cloud has cloud resource pool with 40 vCPU, 100G
memory, 10T storage, support a variety of health archives management including phys-
iological factors (such as “age”, “sex”, “height”, “weight”, “smoking”, “diabetes family
history”, “ECG”, “Sp02”, etc.). Health Cloud has collected personal health records more
than 50000 copies. Wireless body sensor network is composed of physiological sensors,

including oxygen sensor, glucose sensor, accelerometer, and so on. IPv6-based network
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architecture is composed of wireless body sensor network, IPv6 transmission network,
Health Fog, and Health Cloud, mobile intelligent device. Subsets of 2.4 GHz band wire-
less IEEE 802.11 and IEEE 802.15 family standards (Wi-Fi and Bluetooth) were needed.
In order to determine the validity of the framework, we selected the 55-65 years old (male)
in Xiamen District of Jimei from as the research object. Health monitoring data of patients
was systematically generated for 30 days. The working process of the system is as follows

(See Fig.[6):

Health Fog Health Cloud

Health
Archives
Manageme

Wireless Body Sensor Network  Fog-assisted Gatewa

Medical Dietitian Medical Family
Doctor Team Caregiver

Fig. 6. Working process of Fog-assisted healthcare monitoring system

¥ 2400208

" it

Fig. 7. Interface display of mobile intelligent device

(i) Mobile intelligent device connects Health Fog based on wireless IPv6 WIFI, and
registers personal information, including personal data (“age”, “sex”, “degree of Educa-
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tion”, “diabetes family history”, etc.), life preferences (“smoking”, “drinking”, “physi-
cal exercise”, etc.), routine physical examination data (BMI(Body Mass Index; “weight”,
“height”, “waist circumference”, “hip circumference”), WHR(Waist-to-Hip Ratio)).

(ii) Wireless Body Sensor network is composed of a series of intelligent physiological
sensors which generate physiological data, including “systolic blood pressure”, “SpO2”,
“fasting blood glucose”, and “heart rate”, etc.

(iii) Health Fog is composed of Fog-assisted gateway, which has a built-in Bluetooth
gateway as boundary node of Wireless Body monitoring network, which receives data
from different subnetworks, performs protocol conversion, and provides other higher-
level services such as data preprocessing, local analysis and services, including intelli-
gent alarm, on-line real-time monitoring, and notification service. Apart from that, Fog-
assisted gateway also provides substantial connectivity and allows sensor nodes to move
within the Internet topology while maintaining reachability.

(iv) Fog-assisted gateway in Health Fog sends physiological data to Health Cloud for
further analysis based on security framework of HL7-RIM data exchange. Health Cloud
implements health archives management and personal physiological data. Health cloud
provides intelligent classification service and risk assessment service of chronic disease.
Health cloud also provides some healthcare services and health intervention with doctors,
nutritionists and other medical team.

(v) Mobile intelligent device receives health risk assessment and alarm messages as
quickly as possible. Fig. |/| shows the interface display of mobile intelligent device for
continuous monitoring of the patient’s health.

5.2. Intelligent Alarm Service

Whenever, the “heart rate”, “blood pressure”, “body temperature” and “fasting blood glu-
cose” exceed the normal values, mobile intelligent device receives alarm messages from
Fog-assisted gateway as quickly as possible. Mobile intelligent devices can send an alert
message with clinical value to the doctor and family caregiver using wireless network
through Health Fog. Takes ECG monitoring for example, the abrupt signal may be caused
by heart disease, sensor periodic fault, sensor blockage fault, sensor bias fault, which need
to be distinguished in time. Table[T]shows some subbands energy characteristics of abrupt
signals.

Table 1. Subbands energy characteristics of abrupt signals

Chronic diseases High frequency signals (%) Low frequency signals (%)
Heart disease 0-1% 99%-100%

Sensor periodic fault  98.1%-99.8% 0.2%-1.9%

Sensor blockage fault 0 0

Sensor bias fault 3.1%-7.2% 92.3%-96.9%

When the abrupt signal is judged to be the cause of the human disease, the prototype
system detects and determines two adjacent R wave time according to the mean absolute
differential threshold algorithm, and makes further five types of electrocardiogram types:
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— Ventricular Tachy (RR; < 500ms);

— Bradycardia (RR; > 1500ms) ;

— Ventricular Premature (HRV; > 120ms) ;

— Ventricular Parked (RR; > 3000ms) ;

— Ventricular Leakage (2.3RR < RR; < 2.6RR).

Under normal circumstances, if five consecutive times meet the above characteristics, pro-
totype system sends out the alarm and messages to the relatives,the doctor,or caregivers.
When it is determined that the abrupt signal is a sensor bias fault, the prototype system
prompts the human body to take the correct posture to avoid device shaking.

5.3. Response Latency

In order to evaluate performance of protype system, we compared response latency of the
system under IPv4-based Cloud-assisted environment or IPv6-based Fog-assisted envi-
ronment. Response latency of the average system under IPv4-based cloud assisted envi-
ronment is 118.43ms, and that under IPv6-based Fog assisted environment is 26.42ms.
Mobile intelligent device received response latency in different environment are shown in
Fig. @ The main reason is as follows: (i) In IPv4-based Cloud-assisted environment, mo-
bile intelligent device needs long-distance communication overhead with Health cloud.
In cloud computing where raw data is transferred from sensor nodes to cloud, if net-
work condition is unpredictable, it may cause uncertainty to response delay. However,
in IPv6-based Fog-assisted environment, mobile intelligent device is close to Health Fog
with short-distance communication. In Fog computing where implementing data analytics
and making time-sensitive decisions within the local network makes the proposed system
more robust and predictable. (ii) The efficiency of data preprocessing, on-line real-time
mointoring, intelligent alarm and notification service are similar in two environments.
Therefore, The IPv6-based Fog-assisted environment response latency proposed in this
paper is much lower than that of IPv4-based Cloud-assisted environment.

5.4. Health Risk Assessment

The chosen factors in this case are comprehensive, including: “degree of education”,
“smoking”, “physical exercise”, “heart Rate”, “BMI”, “systolic blood pressure”, “cere-
bral stroke”, “fasting blood glucose”. Table [2| shows the baseline incidences and Risk
scores of different risk factors. According to personal physiological monitoring data and
health archives in health cloud, we take one old people aged 61 for example, who has “pri-
mary education”, “no smoking”, “no physical exercise”, “BMI” (Obesity), “blood pres-
sure”’(140 mmHg/209 mmHg), “heart rate”(92), “no cerebral stroke”, “blood glucose”
(super high). “Relative risk” of chronic disease is 15.666 (1.658+2.873+42.885+6.543
+1.778+5.325—6+40.952x 0.926 =15.666). The total incidence of Hypertension in Xia-
men District of Jimei is close to 5%, so this old people’s current “absolute risk” of chronic
disease is 15.666*5%=78.78%.

A hybrid approach combining Grey model GM (1,1) and Markov Model can be used
to forecast absolute risk within 5 years. The working process of health risk assessment

based on Fusion of Grey model and Markov Model is as follows:



A Framework for Fog-assisted Healthcare Monitoring 769

300

250

IPv4-based Cloud Environment

Response Delay (ms)
I
o

50

IPv6-based Fog Environment

Fig. 8. The result of response latency testing

(i) applying the inverse accumulated generating operation (IAGO) to forecast condi-
tion of personal physiological monitoring;

(i1) computing the residual errors of GM(1,1) Model,

(iii) relying on Markov chain to predict the future data by the occurred events. For
example, states of blood pressure includes:

Hypotension (“Systolic” <90mmHg, “Diastolic” <60 mmHg);

Normotensive (“Systolic” 90-119mmHg, “Diastolic” 60-79mmHg);
Prehypertension (“Systolic” 120-139mmHg, “Diastolic” 80-90mmHg);

Stage I Hypertension (“Systolic” 140-159mmHg, “Diastolic” 90-99mmHg);

Stage II Hypertension (“Systolic” 160-179mmHg, “Diastolic” 100-109mmHg);
Hypertensive Urgency (“Systolic” >180 mmHg, Diastolic”>110 mmHg);

Isolated Systolic Hypertension (“Systolic” >160 mmHg, “Diastolic” <90 mmHg).

The transition probability matrix is obtained by Equation [I4] and Markov Model is
used to predict next state by the occurred states.

6. Conclusions

Fog computing nodes as smart gateways at the proximity of sensor nodes can tackle many
challenges in ubiquitous healthcare monitoring such as mobility, scalability, and network
latency. In this paper, a framewrok for Fog-assisted healthcare monitoring is proposed.
This framework is composite of body-sensing layer, fog layer and cloud layer. The body-
sensing layer measures physiological signals and Fog-assisted gateway collects these in-
formation. Fog-assisted gateway also provides protocol conversion, intelligent alarm, on-
line realtime monitoring and notification service. Physiological monitoring data is trans-
ferred to cloud layer for further processing and analysis, including health risk assessment
and intelligent classification. The contribution of the paper can be summarized as fol-
lows: (i) proposing a hierarchical framework for Fog-assisted healthcare monitoring; (ii)
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Table 2. Risk factors and risk score of diabetic inpatients in Xiamen (55-65 years old)

Factors Factor Values Baseline Incidences Risk Scores
Degree of Education Primary and Secondary Education 0.952 0.952
Middle School 0.901 0.754
College Degree or Above 1.105 0.524
Smoking NO 1.658 1.658
YES 0.680 2.572
Physical Exercise NO 0.926 0.926
YES 0.926 0.784
Heart Rate <90 Normal 0.658 0.765
>90 Abnormal 1.043 2.873
BMI Normal 1.265 1.625
Overweight 0.961 1.307
Obesity 0.984 2.885
Blood Pressure <120 mmHg 0.123 0.223
120-140 mmHg 0.771 0.771
140-160 mmHg 0.976 2.521
160-180 mmHg 1.383 4.654
>180 mmHg 1.573 6.543
Cerebral Stroke NO 0.978 0.978
YES 0.978 1.778
Fasting Blood Glucose Normal 0.926 0.926
High 0.978 4.152
Super High 1.548 5.325

enabling underlying network (i.e., [Pv6-based Network Architecture) to provide mobil-
ity of patients with different protocols; (iii) giving intelligent warning model based on
subband energy feature; (iv) proposing security framework of HL7 RIM-based data ex-
change; (v) providing health risk assessment based on fusion of grey model and Markov
model. The next step is to improve the intelligent alarm based on CNN (Convolutional
Neural Network) and reduce communication delay in the presence of large-scale data
collection.
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Abstract. Intrusion detection is a hot topic in network security. This paper pro-
poses an intrusion detection method based on improved artificial bee colony al-
gorithm with elite-guided search equations (IABC_elite) and Backprogation (BP)
neural networks. The IABC_elite algorithm is based on the depth first search frame-
work and the elite-guided search equations, which enhance the exploitation ability
of artificial bee colony algorithm and accelerate the convergence. The IABC_elite
algorithm is used to optimize the initial weight and threshold value of the BP neu-
ral networks, avoiding the BP neural networks falling into a local optimum during
the training process and improving the training speed. In this paper, the BP neural
networks optimized by IABC _elite algorithm is applied to intrusion detection. The
simulation on the NSL-KDD dataset shows that the intrusion detection system based
on the IABC _elite algorithm and the BP neural networks has good classification and
high intrusion detection ability.

Keywords: Intrusion Detection, Machine Learning, BP Neural Networks, Improved
ABC _elite.

1. Introduction

With the development of network technology, especially the widespread use of the In-
ternet, it is more convenient to interconnect and interoperate. However, the problem of
network security is also becoming increasingly prominent, and lawbreakers may seek
benefits through damage to the network. Therefore, the detection and defense of network
attacks is a hot topic of network security. Attackers usually leverage network protocol vul-
nerability to perform network attacks, including Denial of Service (DoS), User to Root
(U2R), Probe and Root to Local (R2L). So far, methods for detecting network attacks
include classification and clustering, which detect network attacks by analyzing network
data flow.

Machine learning methods have been widely used to identify different types of at-
tacks, and machine learning methods can help network administrators take appropriate
measures to deal with network attacks. However, most of these traditional machine learn-
ing methods belong to shallow learning and require a lot of feature extraction and feature
selection. They can’t solve the problem of a large number of attacks and intrusion data
classification problems in real network environments. In addition, shallow learning is not
suitable for the intelligent analysis and forecasting of high-dimensional and massive data.
However, the Backpropagation (BP) neural network model has good adaptability, self-
learning ability and nonlinear approximation ability, can meet these requirements, and
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has been widely used in prediction, modeling, classification, adaptive control and other
fields.

The Swarm intelligence is simply defined as the collective behavior of decentralized
and self-organizing swarms. As we all know, these swarms can be birds, fish and the
colony of social insects such as ants and bees. In the 1990s, especially two methods,
based on the ant colony and bee colony, attracted the interest of researchers. The Swarm
intelligence requires a colony to meet self-organizing features. Since the 21st century, re-
searchers have started to be interested in new intelligent methods using bee colony behav-
ior. In the past decade, some algorithms based on various intelligent behaviors of honey
bee colony have been proposed. The population algorithm originates from the resolution
of numerical optimization problems and is a meta-heuristic target optimization algorithm.

In view of the shortcomings of traditional neural network training methods, researchers
began to try to apply heuristic search algorithms to artificial neural network design and
parameter optimization. That is to say, heuristic search methods can be used to train neu-
ral networks. The fusion of the heuristic search algorithms and neural networks are called
evolutionary neural networks [29l30]. Artificial Bee Colony Algorithm (ABC) is a new
heuristic search algorithm. It was proposed at Erciyes University in 2005. The algorithm
is derived from the research and simulation of honey bee collective behavior. Compared
with other heuristic search algorithms such as Particle Swarm Optimization (PSO), Ant
Colony Optimization (ACO) and Differential Evolution (DE), ABC algorithm is simple,
robust as well as need few parameters.

The optimization technology is an application technology that uses mathematics as
the basis to find the optimal feasible solution for the objective optimization problem un-
der certain conditional constraints. Before the 1980s, the optimization algorithms mainly
were used to mathematical analysis, iterative solution and other methods to solve practi-
cal problems. They were called traditional optimization algorithms. These methods have
complete theoretical analysis and mathematical proofs, and have also achieved good re-
sults in optimization problems such as continuous and low-dimension. But they seem to
be powerless for multi-peak, high-dimension and discontinuous optimization problems.
From the 1980s, some novel heuristic search algorithms emerge, which are different from
traditional optimization algorithms. For example, the Genetic Algorithm is a computa-
tional model that simulates the natural selection and genetic mechanism of Darwin bi-
ological evolution. The idea of Simulated Annealing algorithm comes from the process
of solid material annealing in physics. All these algorithms simulate some processes that
occur in nature.

The remainder of this paper is organized as follows. In Section 2, we review the re-
lated work about the development of artificial bee colony algorithm, as well as using
artificial bee colony algorithm to train the artificial neural network, and some intrusion
detection methods in recent years. And we show the innovation about our intrusion de-
tection method, which is different from other intrusion detection methods. In Section 3,
the description of BP neural networks about neuron model, multilayer feedforward neu-
ral networks, and Backpropagation algorithm is introduced. In Section 4, we describe the
artificial bee colony algorithm and propose the improved ABC_elite algorithm. In Section
5, we introduce the BP neural networks based on IABC _elite algorithm. Section 6 high-
lights the experiment about the dataset description, the data preprocessing, as well as the



Design of Intrusion Detection System Based on Improved ABC_elite 775

experiment results. We analyze the experiment results in detail. Finally, the conclusion is
discussed in Section 7.

2. Related Work

The artificial bee colony algorithm is a heuristic swarm intelligence algorithm designed
by Karaboga in 2005 to mimic the collective behavior of the honey bee. It was originally
designed to solve some numerical optimization problems [12]]. The artificial bee colony
algorithm was used to optimize multivariate functions, and compared with algorithms
such as genetic algorithm (GA) and particle swarm optimization (PSO). The results show
that ABC is superior to other algorithms [[14]. However, the artificial bee colony algorithm
is good at exploring the solution, but it is poor in exploitation and easy to fall into a local
optimum. Ref. [32]] proposed an improved ABC algorithm called gbest-guided artificial
bee colony (GABC) algorithm, which combines the information of the global optimal so-
lution into the solution search equation to improve the exploitation. Ref. [27] proposed a
multi-strategy ensemble artificial bee colony (MEABC) algorithm. In MEABC, a pool of
distinct solution search strategies coexist throughout the search process and compete to
produce offspring. The MEABC method effectively improves the performance of ABC
on continuous optimization problems. Ref. [2] proposed an artificial bee colony algo-
rithm with Elite-Guided Search Equations combined with a depth-first framework, named
DFSABC _elite. Prioritizing more computing resources for better solutions enhances the
exploitation capabilities of the algorithm.

The use of artificial bee colony algorithm to train artificial neural networks also has
a certain historical background. In Ref. [13]], the artificial bee colony algorithm is used
to train neural networks to solve the benchmark problems of XOR, 3-bit parity, 4-bit
encoder-decoder, etc., which embodies the ability of artificial bee colony algorithm to
train neural networks. Ref. [21] proposed a hybrid algorithm combining artificial bee
colony algorithm and Levenberq-Marquardt algorithm (ABC-LM) to train artificial neu-
ral networks. The neural network is first trained with ABC, and then LM continues to
train the neural network using the optimal weight set of the ABC algorithm and attempts
to minimize training errors. The results of the experiments show that the hybrid ABC-LM
algorithm has better performance. However, this method has only been tested on bench-
mark issues such as XOR, 3-bit parity, 4-bit encoder-decoder, etc., and has not been tested
on high dimensional classification benchmark problems.

In 1999, Wenke et al. applied the machine learning method to intrusion detection for
the first time. By analyzing the network data traffic, an anomaly detection model was ob-
tained [[18]]. In Ref. [23], a distributed denial of service attack (DDos) detection method
based on BP neural network is proposed, which is carried out by simple traffic classi-
fication and feature selection. The detection of DDos traffic reaches a certain detection
rate. However, this method has a long training time and is easy to falling into a local op-
timum. Ref. [31]] proposed a recurrent neural network (RNN) deep learning method for
intrusion detection, which was simulated in binary-classification and multi-classification
environments, but the method still needs to improve the detection accuracy and reduce the
training time of the neural network model.

This paper studies the intrusion detection method based on the improved ABC_elite
and BP neural networks. The IABC _elite algorithm proposed in this paper improves the



776 Letian Duan et al.

DFSABC _elite algorithm by integrating the Gaussian search equation in Ref. [19]] into
the DFSABC_elite algorithm, which improves the exploitation ability of the artificial
bee colony algorithm and accelerates the search for the optimal solution. The use of
TABC _elite to optimize the BP neural network avoids the neural network falling into lo-
cal optimum and solves the problem of slow convergence of neural network training to
some extent. The intrusion detection method based on IABC_elite and BP neural network
improves the accuracy of intrusion detection and reduces the false positive rate. In the
NSL-KDD dataset, KDDTrain+ and KDDTest-21 were respectively selected as training
dataset and testing dataset to verify the performance of the algorithm.

3. BP Neural Networks

The Artificial Neural Network is an intelligent algorithm by simulating the structure of
the neural system and information delivery of biological neural networks. Each single
neuron performs simple operations. When numerous neurons are combined and operated
together, they make up a huge distributed and parallel computing model.

3.1. Neuron Model

Neurons are basic information processing units for neural networks. Fig.[T|shows a model
of a neuron which is the basic unit of artificial neural networks. The neuron model com-
prises three basic elements:

1) Synapses, each of them are characterized by its weight value. In particular, the
synaptic weight value w;; is a coefficient that multiplies the input signal x;. The first
subscript of the weight value refers to the query neuron, and the second subscript refers
to the receptor neuron where the weight value is located.

2) A linear combiner, it is for summing the input signals multiplied by the weight
value of the corresponding synapse according to Eq.(1).

netj = Zwljxl —+ 0]' (1)

i=1

Where z; is the ith component of the input signal, m is the dimension of the input sig-
nal, w;; is the ith component of the synaptic weight value of neuron j, 6; is the threshold
value of neuron j, and net; is the output value of the linear combiner.

3) The activation function, which limits the amplitude of the neuron output signal
and limits the value to a certain value within the allowable range. In general, the normal
amplitude of a neuron output signal value is in the range of [0, 1] or [-1, 1].

The output signal value y; of the neuron model is calculated according to Eq.(2).

y; = plnet;) @

3.2. Multilayer Feedforward Neural Networks

In layer neural networks, neurons are organized by the layers. In the most simple layer
neural networks, the source node constitutes the input layer. It is directly projected onto



Design of Intrusion Detection System Based on Improved Adit 777

Fig. 1. Neuron model

the neuron of the output layer, rather than the opposite, which is called the feedforward
neural networks. A multilayer feedforward neural network refers to one or more layers of
hidden neurons in the neural network.

Fig. 2. Three-layer feedforward neural networks

The source nodes of the input layer provide an input signal to the hidden layer neurons.
The input signal of each layer is the output signal of the previous layer. The output signal
of one layer is used as the input signal of the next layer, and it is passed on. Finally, the
output layer gives the neural network output signal of the corresponding original input
signal. The structure is shown in Fig. 2. This is a 10-4-2 neural network with 10 source
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