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Editorial

Mirjana Ivanović1, Miloš Radovanović1, and Vladimir Kurbalija1

University of Novi Sad, Faculty of Sciences
Novi Sad, Serbia

{mira,radacha,kurba}@dmi.uns.ac.rs

This third issue of Volume 18 of Computer Science and Information Systems in 2021
contains 22 regular articles. We thank all authors and reviewers for their hard work, with-
out which the current issue, and journal publication in general, would not be possible.

The first regular paper, “FPGA Implementation of Fuzzy Medical Decision Support
System for Disc Hernia Diagnosis” by Tijana Šušteršič et al. uses sensor measurements
of foot force in combination with fuzzy logic to implement a decision support system
for disc hernia diagnostics on a Field Programmable Gate Array (FPGA). Experimental
results show that the system performs comparably to its non-FPGA counterpart in both
pre-op and post-op scenarios, at the same time representing an inexpensive, portable ex-
pert system for real-time data acquisition and processing, as well as disc hernia diagnosis
and patient condition tracking.

The second article, “A New Approximate Method for Mining Frequent Itemsets from
Big Data” authored by Timur Valiullin et al. proposes a new approach for approximately
mining of frequent itemsets in a big transaction database that can miss some true item
sets, but on the other hand can be implemented in a distributed environment. The issue of
false negatives is tackled by introducing an additional hyperparameter to the algorithm.

“Reverse Engineering Models of Software Interfaces” by Debjyoti Bera et al. presents
a passive learning technique for interface models inspired by process mining techniques.
The approach is based on representing causal relations between events in an event log and
their timing information as a timed-causal graph, which is further processed and trans-
formed into a state machine with a set of timing constraints.

In the article entitled “DrCaptcha: An Interactive Machine Learning Application,”
Rafael Glikis et al. describe an interactive machine learning system that provides third-
party applications with a CAPTCHA service and, at the same time, uses the user’s input
to train artificial neural networks that can be combined to create a powerful OCR sys-
tem. This way, two problems with constructing machine learning systems identified in
the article are tackled: overfitting the training data and human involvement in the data
preparation process.

Sabina-Adriana Floria and Florin Leon, in “A Novel Information Diffusion Model
Based on Psychosocial Factors with Automatic Parameter Learning,” propose a model
for imitating the evolution of information diffusion in a social network. Individuals are
modeled as nodes with two factors (psychological and sociological) that control their
probabilistic transmission of information, with a genetic algorithm being used to tune
the parameters of the model to fit the evolution of information diffusion observed in two
real-world datasets.

“Arabic Linked Drug Dataset Consolidating and Publishing,” authored by Guma Lak-
shen et al. examines the process of creating and publishing an Arabic linked drug dataset
based on open drug datasets from selected Arabic countries and discusses quality is-
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sues considered in the linked data lifecycle when establishing a semantic data lake in
the pharmaceutical domain. The article showcases how the pharmaceutical industry can
take leverage emerging trends for building competitive advantages, at the same time ac-
knowledging that better understanding of the specifics of the Arabic language is needed
in order to extend the usage of linked data technologies in Arabic companies.

Dragana Radojičić et al. in their article “A Multicriteria Optimization Approach for the
Stock Market Feature Selection” explore the informativeness of features extracted from
limit order book data in order to classify market data vectors into two classes (buy/idle)
using a long short-term memory (LSTM) deep neural network. New technical indica-
tors based on support/resistance zones are introduced to enrich the set of features, and
multicriteria optimization is employed to perform adequate feature selection among the
proposed approaches with respect to precision, recall, and the F-score.

The article “End-to-End Diagnosis of Cloud Systems Against Intermittent Faults,” by
Chao Wang et al. proposes a fault diagnosis method that can effectively identify and locate
intermittent faults originating from processors in the cloud computing environment. The
method is end-to-end in that it does not rely on artificial feature extraction for applied sce-
narios (making it more generalizable than conventional neural network-based methods),
it can be implemented with no additional fault detection mechanisms, and is realized by
software with almost zero hardware cost.

“Distance based Clustering of Class Association Rules to Build a Compact, Accu-
rate and Descriptive Classifier” by Jamolbek Mattiev and Branko Kavšek introduces new
methods that are able to reduce the number of class association rules produced by “classi-
cal” class association rule classifiers, while maintaining an accurate classification model
that is comparable to the ones generated by state-of-the-art classification algorithms. This
is achieved by employing distance-based agglomerative hierarchical clustering as a post-
processing step to reduce the number of rules, and different strategies based on database
coverage and cluster center in the rule-selection step.

Lamia Cheklat et al., in their article “CHEARP: Chord-based Hierarchical Energy-
Aware Routing Protocol for Wireless Sensor Networks” design an energy efficient location-
independent routing protocol for data delivery in wireless sensor networks (WSNs). Con-
trary to existing protocols that connect nodes independently of their physical proximity,
this article proposes an approximate logical structure to the physical one, where the aim
is to minimize the average paths’ length.

In “Decision-Making Support for Input Data in Business Processes according to For-
mer Instances,” José Miguel Pérez Álvarez et al. propose learning the evolution patterns
of the temporal variation of the data values in a process model extracted from previous
process instances by applying constraint programming techniques. The knowledge ob-
tained is applied in a decision support system (DSS) which helps in the maintenance of
the alignment of the process execution with the organizational strategic plans, through a
framework and a methodology.

The article “Intrusion Prevention with Attack Traceback and Software-defined Con-
trol Plane for Campus Networks” by Guangfeng Guo et al. proposes an intrusion preven-
tion system (IPS) based on coordinated control between the detection engine, the attack
traceback agent, and the software-defined control plane. The solution includes a novel al-
gorithm to infer the best switch port for defending different attacks of varied scales based
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on the inverse header space analysis (HSA) and the global view of the software-defined
controller.

“Class Balancing in Customer Segments Classification Using Support Vector Ma-
chine Rule Extraction and Ensemble Learning” by Suncica Rogic and Ljiljana Kasce-
lan proposes a class balancing approach based on support vector machine-rule extraction
(SVM-RE) and ensemble learning in order to improve predictive models of customer seg-
ments for effective marketing. The approach also allows for rule extraction, which can
help in describing and explaining different customer segments.

In “Real Time Availability and Consistency of Health-Related Information Across
Multiple Stakeholders: A Blockchain Based Approach,” Zlate Dodevski et al. examine
different approaches and application of blockchain technology and identify which imple-
mentations of components are more suitable and beneficial for a specific electronic health
record (EHR) eco-system. The article presents alternative way of dealing with information
exchange across multiple stakeholders by justifying the use of the decentralized approach,
distributed access and solution to comprehensively track and assemble health related data.

“Predicting Dropout in Online Learning Environments” by Sandro Radovanović et al.
employs the lasso and ridge logistic regression techniques to create a prediction model
for student dropout on the Open University database. Two interesting questions are inves-
tigated: how early dropout can be predicted, and why dropouts occur.

The next article, “Deep Reinforcement Learning for Resource Allocation with Net-
work Slicing in Cognitive Radio Network” by Siyu Yuan et al. establishes a cognitive
radio network model based on the underlay model and proposes a cognitive network re-
source allocation algorithm based on the double deep Q network (DDQN) reinforcement
learning technique. The algorithm jointly optimizes the spectrum efficiency of the cogni-
tive network and quality of experience of cognitive users through channel selection and
power control.

“Patient Length of Stay Analysis with Machine Learning Algorithms,” authored by
Savo Tomović, tackles the problem of measuring factor importance on patient length of
stay in a medical emergency department. Based on a historical dataset containing average
patient length of stay per day, and factors agreed with domain expert, the article solves
the task of providing factors’ impact measure on specific days that do not belong to the
historical dataset (new observations) for which the average length of stay is higher than
the specified threshold.

Haiyan Li and Dezhi Han, in “Multimodal Encoders and Decoders with Gate Atten-
tion for Visual Question Answering” present a visual question answering (VQA) model
based on multimodal encoders and decoders with gate attention (MEDGA). Each encoder
and decoder block in the MEDGA applies not only self-attention and cross-modal atten-
tion but also gate attention, so that the new model can better focus on inter-modal and
intra-modal interactions simultaneously within visual and language modality.

“Identifying Key Node in Multi-region Opportunistic Sensor Network based on Im-
proved TOPSIS” by Linlan Liu et al. proposes a novel approach based on the improved
TOPSIS method to distinguish the key node from the ferry node in a multi-region op-
portunistic sensor network. Dynamic topology information is represented by a temporal
reachable graph, based on which three attributes are constructed to identify the key node.
Game theory with a combination weighting method is employed to combine the subjective
weight and objective weight, which is then used to improve the TOPSIS method.
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The article “Dynamic Fractional Chaotic Biometric Isomorphic Elliptic Curve for Par-
tial Image Encryption” by Ahmed Kamal et al introduced a modular fractional chaotic
sine map (MFC-SM) to achieve high Lyapunov exponent values and completely chaotic
behavior of the bifurcation diagram for high level security in image encryption. MFC-SM
is combined with various other approaches in the image encryption pipeline in order to
obtain an algorithm that is robust against common signal processing attacks and provides
a high security level and high speed for image encryption applications.

In “Time-aware Collective Spatial Keyword Query,” Zijun Chen et al. define the time-
aware collective spatial keyword query (TCoSKQ), which considers the positional rele-
vance, textual relevance, and temporal relevance between objects and query at the same
time. Two evaluation functions are defined to meet different needs of users, for each of
which an algorithm is proposed, with effective pruning strategies introduced to improve
query efficiency based on the two algorithms.

Concluding the issue, “Conflict Resolution Using Relation Classification: High-Level
Data Fusion in Data Integration” by Zeinab Nakhaei et al. tackle the problem of conflict
resolution in data integration systems by bridging the gap between relation estimation and
truth discovery, demonstrating that there is a natural synergistic relationship between ma-
chine learning and data fusion. Relational machine learning methods are used to estimate
the relations between entities, and then these relations are employed to estimate the true
value using some fusion functions.

We hope that this issue brings forth interesting and diverse articles that cover a wide
range of contemporary research topics. Besides being an informative read, we believe
that the presented research could be attractive and represent a good starting point and/or
motivation for other authors to extend the presented scientific achievements and continue
with similar research efforts.
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Abstract. The aim of this study was to create a decision support system for disc 

hernia diagnostics based on real measurements of foot force values from sensors 

and fuzzy logic, as well as to implement the system on Field Programmable Gate 

Array (FPGA). The results show that the created fuzzy logic system had the 

92.8% accuracy for pre-operational diagnosis and very high match between the 

Matlab and FPGA output (94.2% match for pre-operational condition, and 100% 

match for the post-operational and after physical therapy conditions). Interestingly 

enough, our system is also able to detect improvements in patient condition after 

the surgery and physical therapy. The main benefit of using FPGAs in this study is 

to create an inexpensive, portable expert system for real time acquisition, 

processing and providing the objective recommendation for disc hernia diagnosis 

and tracking the condition improvement. 

Keywords: disc hernia diagnosis, fuzzy inference systems, FPGA, medical 

decision support system, hardware. 

1. Introduction 

In diagnosing discus hernia, magnetic resonance imaging (MRI) represents the gold 

standard. However, MR scans alone are not as accurate as initially believed and should 

not be used as the only diagnostic tool [1, 2]. While MRI and CT scanning are more or 

less invasive and not appealing to the examined subject, both of these procedures are 

time-consuming screening methods, and the queue time is substantial. Therefore, in 

addition to surgical screening, using one of the appropriate imaging modalities to 

diagnose lumbar discus hernia, the patient's medical history and physical examination 

are necessary [3]. Such tests involve a set of measures (neurological evaluation of 

motor, sensory, deep tendon reflex functions etc.) that will help assess the likely cause of 

pain and the potential existence of a spinal nerve deficit [4].  
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Neurological examination takes into account dermatomes. Dermatomes are described 

as areas of skin innervated by specific nerves that originate from the spine [5, 6]. The 

innervation of the muscles and the skin region on toes originate from the nerves between 

the discs L5 and S1 in the spine, while the innervation of the heels arises from the nerves 

that arise between the discs L4 and L5 in the spine [7, 8]. This means that when disc 

herniation is present at either L4-L5 or L5-S1 level, the nerves experience pressure at 

that level on either left or right side, causing muscle weakness on the corresponding left 

or right foot. The main medical clausula, used in this paper is that innervation of the 

muscles and the area of the skin on the forefeet originates from the pressured nerve 

located between the L5 and S1 vertebrae, while the roots of the nerves innervating the 

heels are located between the spine disks of L4 and L5 [7, 8]. As a result, if disk 

herniation is located at the L4-L5 level, the subject would suffer muscle weakness on 

heels, whilst subjects with disc hernia on level L5-S1, would suffer muscle weakness on 

forefeet. Therefore, the clinical evaluation of the level of discus hernia includes pushing 

the patient's forefeet and heels against doctors’ hand and attempting to determine 

whether there is a muscle weakness on the forefoot/heel. Despite the fact that the 

neurological examination has been identified as a reliable procedure for diagnosing disk 

herniation [9, 10], the reliability depends on standardization [10] and the tests for 

muscle weakness are subjective and could be affected by many factors, including disease 

severity, doctor’s experience, etc. It can be concluded that there is a need for an accurate 

evaluation of the motor function / weakness of the toes, which is non-invasive and can 

be used as part of the decision support system in the diagnosis of disk hernia. We 

present the novel methodology for measuring feet forces using the platform with 

sensors. Such sensors, along with the custom design chip (i.e. programed FPGA chip), 

would create an independent system for disc hernia diagnostics that can replace the 

subjective neurological test. 

1.1. Related work 

Although fuzzy logic is a long-studied topic, and there is a tremendous number of papers 

that deal with FPGA-based fuzzy logic controllers [11-15], there are not so many studies 

that deal with implementation of fuzzy systems on FPGAs that are related to medicals 

diagnostics. Several attempts have been made to resolve fuzzy inference issues using 

parallel processing and reconfigurable architecture available through Field 

Programmable Gate Array (FPGA) [16]. Chowdhury et al. have published several 

papers on the topics of FPGA-based fuzzy architectures for the purposes of medical 

diagnosis [16-18]. It could be said that their designs focus on defining a processor 

architecture that would exploit the parallelism fully used in fuzzy inferences and then 

further use the implemented design in processors like FPGAs, in order to predict 

possible critical condition of a patient at an early stage [18]. For that purposes, they 

mainly investigate the coupling between the neuro-fuzzy systems. Their papers 

theoretically investigate fuzzy neural networks for the purposes of medical diagnosis 

systems and then apply it on the problem of early detection of the upcoming critical 

renal condition [17]. In that sense, only rules that have a positive degree of validation 

are exploited. Developed system is tested with the data from real patients to compare the 

results from the implemented fuzzy neural network and the “gold standard” which was 
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the actual pathophysiological state of the patient [17, 18]. Accuracy of the predicted 

critical state was 95.2% using the implemented FPGA based medical diagnostic 

decision-making system [16]. Similar to their previous work, another research focuses 

on the development of FPGA based smart processing system that can predict the 

physiological state of a patient, given the past physiological data of the patient. 

Developed system can trigger an alarm in advance, before the critical state of a patient 

and notify the doctor remotely [16]. The main conclusion from their systems is that 

physiological measures from patients are subjected to noise and uncertainty, and single 

patient data cannot be enough to derive conclusions due to the sensors’ quality and 

accuracy issues. This is even more true for the cases when decision about the future 

physiological state of the patient has to be made. Therefore, it is necessary to collect a 

sequence of patient pathophysiological state data in different time steps [17]. Cintra et 

al. [19] investigated the method that is capable of detecting cardiopathies in 

electrocardiograms and implemented that system in FPGA. In order to reduce the 

amount of data sampling, they adopted the logic of fuzzy clustering. Through a 

correlation method on the samples, they proved that it is possible to set an initial 

diagnosis of indication of a cardiopathy and their main contribution is clustering process 

that improves the hardware implementation without the loss in accuracy (achieved 

accuracy for correct diagnosis was 91%) [19]. Other authors have also investigated the 

implementation of VLSI fuzzy classifiers in biomedical applications. For example, Jothi 

et al. investigated diabetic epilepsy risk level classification and compared it with FPGA 

output [20]. The results are reported to be a good match between the FPGA and Matlab, 

however the authors do not specify how the implementation is achieved, nor report any 

details of implementation. With similar purpose to the previous research, Balamurugan 

et al. have built a simple and robust SIRM fuzzy processor to classify the epilepsy risk 

level of diabetic patients and report similar conclusions [21].  

Fuzzy logic is often combined with neural networks in order to improve the accuracy. 

Nilosey et al. employed FPGA based fuzzy interface system cascaded with a feed-

forward neural network in order to obtain an optimum decision regarding the future 

pathology physiological state of a patient. With this methodology, they claim that the 

chance of predicting the critical diabetic condition of a patient can be achieved 

accurately, more precisely 30 days ahead of actually attaining the critical condition. The 

method itself represents an expert system of its kind [22]. Another approach to 

modelling fuzzy systems is taken by Bariga et al. who adopted a fuzzy logic modeling 

style using two strategies: behavioral modeling using VHDL and a structural VHDL 

based on a specific architecture of fuzzy processor. In order to take advantage of the 

FPGA resources of the devices, they discuss different approaches and employ 

environment Xfuzzy for the fuzzy system development. This environment is based on 

the XFL3 specification language, which is a high-level description language, outlining 

the advantage of focusing on the structure of the system and the behavioral 

specifications in such way and not on the programming itself, therefore reducing the 

time for implementing the system [23].  
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1.2. Advances in FPGA-based processing systems in medical diagnosis 

On one side, the main advantage of FPGA-based processing systems is the achieved 

shorter time span in comparison to the other current processors. High speed simulation 

of neuron models is becoming the necessity [24]. Intelligent system, which is embedded 

in one single chip and contains all necessary functionality, gives the FPGAs the 

advantage over some microcontrollers as it combines high-speed processing and 

hardware performance with the possibility of software-based changes in the description 

of the circuits [25]. It has been shown in previous work by Orsila et al. that 

multiprocessor system-on-chip architecture has the potential to improve the performance 

of the whole system and reduce the costs [26]. Other researchers like Raychev et al. 

have outlined the advantages of implementing a processor in hardware [27], such as 

improved implementation flexibility and design [18]. Chowdhury et al. obtained their 

results explained in the aforementioned text within an interval of 1.92ms, which 

guarantees the real-time behavior [18]. Chowdhury et al. also justify the necessity of 

using FPGAs by explaining that in third world countries like India, doctors are scarcely 

available in rural areas (only 2% of doctors reside in rural areas). Therefore, these 

problems necessitate the use of an inexpensive, portable, low power battery operated 

high-speed equipment that can have the intelligence to predict an imminent health 

hazard and red alert the patients in rural sectors to contact the doctors for necessary care 

[17]. 

On the other side, real time response and controlled accuracy are the biggest outlined 

issues when it comes to hardware implementation. A delay of a few milliseconds in 

delivery of results is not something that can be considered a big difference in medical 

diagnosis. It could be said that software approach could give satisfactory results, 

especially in more complex systems, as it would be very hard to implement such systems 

in hardware, without much gain in speed up [16]. The main motivation for a hardware-

based implementation in medical diagnostics is the necessity for an inexpensive and 

non-invasive portable system. Here, it could be said that the main disadvantage one 

ASIC based hardware are high development costs and low reconfigurability it offers 

[16]. Contrary, FPGA solution allows new changes in the proposed diagnostic algorithm 

to be mapped onto the hardware without costly adjustments [16].  

It should be also said that medical diagnosis, as a complex and judgmental process, is 

based not only on the literature data and data obtained from medical tests, but also on 

the experience of the doctor. However, as already mentioned, subjective decisions made 

by doctors are affected by many factors including environment and emotional state of a 

person (being tired or not, influence of private life etc.) [17, 28]. Additionally, there is 

also inter-physician variability in the decision process [17]. Because of that, the authors 

of this paper in their previous work [29] have already established the development of a 

smart system that employs fuzzy logic to predict the level of disc hernia based on 

objective force values from four sensors placed on two panels designed for feet. This 

paper aims at implementing that system on FPGA chip to satisfy real time analysis and 

development of inexpensive portable on-site platform. Main contributions of the 

proposed system are: 

• implementation of the fuzzy logic for the purposes of objective disc hernia 

diagnostics on FPGA 
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• fuzzy inference system was realized in the form of look up table (LUT), to meet 

the demand for effective resource utilization 

• the system is able to connect to the portable platform for foot force 

measurements, achieving the demand for inexpensive portable on-site platform 

for objective diagnostic, independent of any computer/laptop.  

• the fuzzy system was adapted and is using Sugeno method in comparison to the 

fuzzy system that used Mamdani method described in [29] to be more suitable 

for hardware implementation 

• the portable device is user-friendly with fast analysis in real time, thus reducing 

the time and queue for patient diagnostics  

• the system is able to detect the improvement in muscle strength after the 

surgery and physical therapy in comparison to the pre-operational condition, 

which has not been investigated in any other papers before. 

2. Materials and Methods 

Complex processes that are usually controlled by human experts should be described 

using uncertainty models [30]. Although an adequate level of precision can be achieved 

by quantification of uncertainty, for the most of the processes, a better solution is 

accepting a certain level of imprecision by using fuzzy logic. This logic describes the 

imprecision and uncertainty using expert knowledge base as the fundament in 

controlling a complex process control system [30]. Fuzzy inference system (FIS), if 

organized in the form of addition and subtraction operations, would benefit from 

implementation on FPGA, in terms of resource utilization and speed-up. To implement 

division using FPGA is a challenging task and leads to losing some benefits of using 

hardware, as division occupies a lot of FPGA resources. Therefore, Bhole et al. 

proposed a novel algorithm that uses fixed to floating point conversion and used it in 

implementing floating point division in FIS. Their main conclusion was that proposed 

dignified methodology for fixed to floating point conversion reduces time requirements 

and improves resource utilization [30]. 

2.1. FPGA Implementation of Fuzzy Logic for Disc Hernia Diagnostics 

As already mentioned, the main challenges in implementation of fuzzy logic are the 

dimensionality, real time response and accuracy. These objections can be overcome by 

using reconfigurable architecture, parallel processing and floating-point operations that 

are available through Field Programmable Gate Array (FPGA). Proposed block diagram 

for the FPGA implementation of signal processing for Disc Hernia Diagnostics, coupled 

with the foot force platform measurement system is shown in Fig 1. 
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Fig. 1. Block diagram of the proposed coupled FPGA signal processing and foot force platform 

measurement system 

In this figure, on the measurement level, the patient is subjected to the measuring 

system. The measurement hardware includes two identical platforms with designated 

surface area for patient’s feet. These areas have four sensors per foot placed on specific 

points of each foot: L1-3 sensors for the left foot placed on the forefeet, L4 sensor 

placed on the heel of the left foot, R1-3 sensors for the right foot placed on the forefeet, 

R4 sensor placed on the heel of the right foot. Position of sensors could be adjusted to 

the patient foot size; therefore, the position is patient specific. Standard Flexi Force 

A201 [31] sensors are used, with force range from 0 to 440N. The placement choice of 

four characteristic points of the foot are based on the neurological exam of the doctor. 

The exam is the standard procedure done by a neurologist and includes pressing each 

foot of admitted patient against the doctor’s hand and examining the pressure that heel 

and toes are making on the hand. In such a way, the doctor is looking into any 

differences in pressures between heels and toes of the left and right foot (called muscle 

weakness in toes/heels). The system is tested with a larger number of sensors (up to 8 

sensors per foot - 16 sensors overall), in order to cover greater surface on the platform 

with sensors. Obtained results were the same, which indicates that at least 4 sensors per 

foot were enough to capture the phenomena. As a result, the smallest number of sensors 

that would achieve the highest accuracy was adopted. If another set of sensors (from 

another producer) would be used, as long as the typical performance of the sensors is not 

changed (primarily sensor sensitivity and repeatability), the system is able to correctly 

classify the output diagnosis. Depending on the producer of the sensor, if the operating 

range is different than the used FlexiForce A201 sensors, the fuzzy system has to be 

recalibrated to cover the operating range of the sensors. A more detailed explanation of 
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the constructed platform, as well as the place of the sensors L1-L4 and R1-R4 with 

respect to the platform could be found in [29, 32].  

The measurement procedure included three segments which are performed one after 

another in one continuous recording: 

1. patient is standing on both feet normally 

2. patient is standing on both feet, but only on the forefeet/toes (term forefoot/toes 

is used here for standing on the metatarsal heads) 

3. patient is standing only on heels 

Based on these measurements, average values are calculated directly on the 

microprocessor: 

1. average measurement value from the L1-L3 sensors during the left forefoot 

standing (further denoted as toes_left, also in Fig 1) 

2. average measurement value from the R1-R3 sensors during the right forefoot 

standing (further denoted as toes_right, also in Fig 1) 

3. average measurement value from the L4 sensor during the left heel standing 

(further denoted as heel_left, also in Fig 1) 

4. average measurement value from the R4 sensor during the right heel standing 

(further denoted as heel_right, also in Fig 1) 

These values are further sent to FPGA for the fuzzification. The process consists of 

the usual steps in Fuzzy Logic System (FLS) – fuzzification, inference mechanism that 

includes knowledge base and defuzzification. Defuzified value is returned to the doctor 

in the form of indicator whether disc herniation is diagnosed at all, and if it is, at which 

level it is detected:  

1. disc hernia on the left side at the L4/L5 disc level 

2. disc hernia on the right side at the L4/L5 disc level 

3. disc hernia on the left side at the L5/S1 disc level 

4. disc hernia on the right side at the L5/S1 disc level. 

2.2. Fuzzy Theory - Fuzzy Inference System Design Steps 

Generally, FLS represents a nonlinear mapping of input features into the scalar output 

based on several steps. The attractiveness of fuzzy logic is the number of possibilities 

that can be achieved with different mappings [30]. We will further only briefly present 

the FIS system and describe how it is used to suit the purposes of automatic disc 

herniation diagnostics. Every FIS should have the following steps: 

1. Definition of objectives: Our FIS system should be able to determine the level 

of disc hernia, based on foot force measurements obtained using the hardware 

described previously by the same authors [29].  

2. Determination of the antecedents, consequents, and fuzzy rules: Fuzzy logic 

means reasoning using fuzzy sets, and description of linguistic variables, 

whereas triangular or trapezoidal membership functions are most commonly 

used. Disc Hernia is a nonlinear process, which can be mapped using 

trapezoidal membership functions as it was shown in [29]. Normally, since the 

accuracy of definition is directly dependent on fuzzy patches, it is logical that if 

the number of fuzzy patches increases, resolution and accuracy increase. 

However, the complexity of FIS also increases. In order to obtain the balance 
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between complexity and accuracy, three linguistic variables are selected for 

each input – very low, low and normal (Fig 2). 

 

 

Fig. 2. Linguistic variables used in fuzzification process for disc hernia diagnostics 

3. Formulation of the knowledge base: Decision is made based on the expert 

knowledge, which in our case is defined by the medical doctor. We have 

defined 42 fuzzy rules implemented as LUT that describe the process of 

diagnosing the level of disc hernia. Examples of some rules are: 

a. If toes_left is VERY_LOW and toes_right is NORMAL and heel_left 

is NORMAL and heel_right is NORMAL, then diagnosis will be 

L5/S1 ON THE LEFT SIDE 

b. If toes_left is NORMAL and toes_right is VERY_LOW and heel_left 

is NORMAL and heel_right is NORMAL, then diagnosis will be 

L5/S1 ON THE RIGHT SIDE 

c. If toes_left is NORMAL and toes_right is NORMAL and heel_left is 

LOW and heel_right is NORMAL, then diagnosis will be L4/L5 ON 

THE LEFT SIDE 

d. If toes_left is NORMAL and toes_right is NORMAL and heel_left is 

NORMAL and heel_right is LOW, then diagnosis will be L4/L5 ON 

THE RIGHT SIDE 

4. Determination of conjunction and disjunction operators: conjunction and 

disjunction operators are defined in consultation with the medical doctor-

expert. For the operators, MAX(x1,x2,x3,x4) was used. 

5. Defuzzification: In order to determine the crisp output and final decision from 

the FIS, several methods can be applied. In Mamdany FIS, crisp conversion is 

most commonly centre of gravity method where the centroid represents the 

crisp consequence. However, Mamdani style is not suitable for this project. The 

reason for this is that Mamdani method requires finding the centroid of a two-

dimensional shape by integrating across a continuously varying function [33]. 

This method is not computationally efficient nor the output in the form of 

triangle or trapezoidal membership functions is easy to implement. Moreover, 

defuzzification calculation is very complicated to be achieved in VHDL. 

Sagaria (2008) proved that with the Mamdani method results are not 
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necessarily effective or better, and that Sugeno style is much more suitable for 

hardware implementation [13]. This is due to the fact that the output of this 

method uses spikes called singletons, meaning there is a unity at single 

particular point and it is zero elsewhere. This leads to the output of each fuzzy 

rule being constant [13]. Because of this, Sugeno method has the advantage of 

being simple as a method, which leads to fast calculations and is relatively easy 

to implement on hardware. According to [34], fuzzy processor based on the 

Sugeno method is a good trade-off between the hardware simplicity and 

efficiency, without the loss in accuracy. Therefore, we have also used Sugeno 

method to suit the hardware purposes, which is different from the Maamdani 

method used in [29].  

6. Testing and validation: Testing the system and tuning the rules has been 

achieved through several iterations, until satisfactory results are obtained. The 

proposed fuzzy inference system has already been proved to be adequate for 

disc hernia diagnostics in [29]. 

2.3. FPGA signal analysis 

The real time logic (RTL) design of the overall created system is presented in Fig 3. The 

input to the fuzzy inference system are four values of the foot force measurements as 

previously mentioned: average measurement value from the L1-L3 sensors during the 

left forefoot standing (further denoted as toes_left), average measurement value from the 

R1-R3 sensors during the right forefoot standing (further denoted as toes_right), average 

measurement value from the L4 sensor during the left heel standing (further denoted as 

heel_left), and average measurement value from the R4 sensor during the right heel 

standing (further denoted as heel_right). They are all represented as 8 bit 

std_logic_vector(7:0). Of course, inputs to the top_module are also clear (clr) and 

master clock (mclk) of 50MHz. The reason for using 50MHz is that the master clock on 

the Nexys 2 board (only available board in our case used for real time implementation) 

is of that frequency, but the frequency of the mclk can be easily changed depending on 

the available board. Output of the system is the diagnosis in the form of the 4 bit vector 

(led(3:0)), where four 0000 represent the healthy person and each 1 in the four bit vector 

represents one diagnosis (1000 – L4/L5 on the left side, 0100 – L4/L5 on the right side, 

0010 – L5/S1 on the left side; 0001 – L5/S1 on the right side). Another output of the 

system is the maximum(7:0), which represents the certainty value of the calculated 

diagnosis.  
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Fig. 3. RTL schematic of the top_module for the fuzzy disc hernia diagnosis system 

Inside the top_module, the first subsystem is U1 that represents the fuzzification 

subsystem (Fig 4). The system takes four input values and fuzzifies them according to 

the defined three linguistic variables - very low, low and normal, indicating muscle 

weakness. After this, based on the LUT table, for each input, an array of three values is 

created indicating the membership degree to each linguistic variable. This is done in 

such a way to avoid floating point format, so membership degree is scaled to be in range 

of 0-100 (instead of 0 - 1). Membership degree is calculated in advance based on the 

equation for linear function through two points and implemented as LUT table. In the 

LUT table, the y value with membership degree was calculated for the points on the x 

axis with the discretization of 0.2. The values are multiplied then with 10, same as for 

the y axis value, to avoid floating point format and work with integer values. The same 

logic was applied in [16] and [25]. This means that y value was calculated in advance 

for 0 (0), 0.2 (20), 0.4 (40) etc. and forwarded to LUT. The input values have to be 

rounded to the even number, and they are all in the range of 0 – 21 (210), which is 

covered by 8-bit vector. The system has been tested with both finer and coarser 

discretization and the adopted described discretization has been shown to have the best 

tradeoff between the complexity and accuracy. For example, for input toes_left(7:0), an 

array fuzzy_t_l is created, where fuzzy_t_l(0)(7:0) indicates the degree of membership to 

the linguistic variable very low, fuzzy_t_l(1)(7:0) indicates the degree of membership to 

the linguistic variable low and fuzzy_t_l(2)(7:0) indicates the degree of membership to 

the linguistic variable normal. The same output values are further transferred both to U2 

and U3.  
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Fig. 4. RTL schematic of U1 subsystem for fuzzification of input data 

These variables fuzzy_t_l, fuzzy_t_r, fuzzy_h_l, fuzzy_h_r are forwarded to the U2 

system (Fig 5) to combine the maximal values for the mentioned variables and 

determine one overall maximum membership degree and one maximum across three 

linguistic variables per input. The output of the system is the red colored maximum 

value (maximal membership value).  

 

Fig. 5. RTL schematic of U2 subsystem for combination of input fuzzified data 

These same variables fuzzy_t_l, fuzzy_t_r, fuzzy_h_l, fuzzy_h_r are forwarded to the 

U3 system (Fig 6), along with the calculated maximum max_1(7:0) to max_4(7:0) to 

determine which linguistic variables are active. This is organized in such a way that 

max_1(7:0) to max_4(7:0) is compared with the fuzzy_t_l(7:0), fuzzy_t_r(7:0), 
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fuzzy_h_l(7:0), fuzzy_h_r(7:0), and 001 is shifted to the left a number of times that 

corresponds to the index of the  fuzzy_x_x that matches the value of max_x. This means 

that only one linguistic variable will be active per fuzzified input bit equals 1 in the 

place corresponding to the activated linguistic variable. As follows, four outputs 

r_toes_left(2:0), r_toes_right(2:0), r_heel_left(2:0), r_heel_right(2:0) are created, 

where only one bit will be 1, and the remaining two bits will be 0.  

 

Fig. 6. RTL schematic of U3 subsystem for coding of input data 

Calculated variables r_toes_left(2:0), r_toes_right(2:0), r_heel_left(2:0), 

r_heel_right(2:0) serve as the input to the final block U4 shown in Fig 7. This block is 

responsible for rule activation. Overall, 42 rules were written based on expert 

knowledge. Final output is a four bit vector output(3:0), where position of the bit with 

the value 1 indicates the diagnosis (1000 – L4/L5 on the left side, 0100 – L4/L5 on the 

right side, 0010 – L5/S1 on the left side; 0001 – L5/S1 on the right side). The output 

diagnosis can be shown as led light on FPGA hardware board, where the position of the 

led indicates the diagnosis, so no knowledge of the hardware is necessary to understand 

the final output on the board.  
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Fig. 7. RTL schematic of U4 subsystem for final decision (defuzzification) 

2.4. Dataset 

The dataset used in this study included force measurements of 56 adult subjects pre-

operationally diagnosed with L4/L5 or L5/S1 discus hernia and 33 adult subjects after 

surgery and physical therapy. Their medical condition was assessed before operation, 

after the surgery and after physical therapy using both the designed system and doctor 

expert. Dataset was collected during the period from 2015 to 2020, in Clinical Centre 

Kragujevac, Serbia. Demographic details of subjects - gender, age, height and weight 

were assessed and noted. Information about demographic data is given in Table I in the 

form of mean ± standard deviation. Inclusion criteria for the study was that patients had 

only disc herniation at the level of L4/L5 and L5/S1 and were without any other spinal 

problems. This means that patients with spinal stenosis, spondylolisthesis, cauda equina 

syndrome, neurogenic claudication or previous spinal surgery, or diseases affecting 

multiple discs were excluded from the dataset. Patients with pathologies of the lumbar 

spine, including tumors, infections, inflammatory spondyloarthropathies, fractures, 

Paget disease, severe osteoporosis, diabetes and pregnancy were excluded from the 

dataset as well. 

Table 1. Demographic details of the tested patients – preoperational, post operational and after 

physical therapy 

Pre-operational Number Age (years) Weight (kg) Height (cm) 

Male with disc hernia 28 43.78±13.41 96.33±14.9 181.33±5.55 

Female with disc hernia 28 41.80±9.96 75.5±9.42 172.83±4.96 

Post operational and 

after physical therapy 
Number Age (years) Weight (kg) Height (cm) 

Male with disc hernia 17 42±13.37 90±13.30 182±5.66 

Female with disc hernia 16 42±13 66±9 169±7 

 



632           Šušteršič et al. 

 

Distribution of the patients with disc herniation pre-operationally, belonging to four 

different categories was as follows: 

1. disc hernia on left side at the L4/L5 disc level (12 patients) 

2. disc hernia on right side at the L4/L5 disc level (12 patients) 

3. disc hernia on left side at the L5/S1 disc level (13 patients) 

4. disc hernia on right side at the L5/S1 disc level (19 patients) 

Distribution of the patients with disc herniation post-operationally and after physical 

therapy, belonging to four different categories was as follows: 

1. disc hernia on left side at the L4/L5 disc level (9 patients) 

2. disc hernia on right side at the L4/L5 disc level (5 patients) 

3. disc hernia on left side at the L5/S1 disc level (7 patients) 

4. disc hernia on right side at the L5/S1 disc level (12 patients) 

Patients with disc hernia L3/L4 were not included in this study as there is no proven 

relationship between the muscle weakness and this diagnosis. Additionally, it is not so 

common diagnosis, and only one patient was admitted during dataset collection with this 

diagnosis. This distribution is logical as previous investigation on distribution of disc 

hernia diagnosis showed that 75% of herniated discs occur at the lumbosacral junction 

(L5/S1), 20 % at L4/L5 level and the remaining 5% of the upper lumbar levels (L3/L4 

etc.) [35]. 

3. Results and Discussion  

The results showed that the designed system is accurate enough to be used as a 

transportable system with the measurement platforms. Also, the system is able to detect 

the improvement in muscle strength after the surgery and physical therapy. As it was 

previously reported, the results show that smaller forefoot force is recorded on the 

corresponding foot in the case of the patient diagnosed with L5/S1 disc hernia, whilst 

weaker heel force was recorded on the corresponding foot in the case of the patient 

diagnosed with L4/L5 disc hernia. For example, in the case of the patient diagnosed with 

L4/L5 disc hernia on the left side, weaker heel force was detected on the left foot; if the 

patient is diagnosed with L5/S1 disc hernia on the right side, weaker forefoot force was 

detected on the right foot etc. The results are in accordance with previously published 

results by authors and with diagnostic logic used by the doctor. The medical background 

that supports this logic lies in the fact that innervation of the muscles and skin area that 

are present on the toes originate from the nerves between L5 and S1 discs in the spine, 

while innervation of the heels is done via nerves that originate between L4 and L5 discs 

in the spine [36, 37]. 

An example of the diagnosed L5/S1 disc hernia on the right side is given in Fig 8. 

The most important signals were already explained in the section Materials and 

Methods. Inputs to the system are four recorded values toes_left(7:0), toes_right(7:0), 

heel_left(7:0), heel_right(7:0). Additional variables r_toes_left(2:0), r_toes_right(2:0), 

r_heel_left(2:0), r_heel_right(2:0) show membership functions activated by each input 

variable after fuzzification. Variables max_1(7:0), max_2(7:0), max_3(7:0), max_4(7:0) 

show the membership degrees of the previously explained activated membership 

functions. The output is led(3:0) where the position of 1 indicates the diagnosis, in this 
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case, number one in the last position indicates the detected diagnosis L5/S1 on the right 

side.  

 

Fig. 8. Simulation results in the case of L5/S1 disc hernia on the right side 

The results for the pre-operational state show that out of 56 patients preoperationally, 

52 patients were diagnosed with the correct diagnosis by Matlab that matches the gold 

standard (Table 2). Out of the three wrongly classified diagnosis, two were L4/L5 on the 

left side and two were L5/S1 on the right side. This means that the overall accuracy was 

92.85%. 

Table 2. Comparison of the gold standard, Matlab and FPGA results for pre-operational 

diagnosis 

Diagnosis 

Gold Standard 

(medical 

doctor) 

Number of patients correctly 

diagnosed 

Matlab FPGA 

L4/L5 left 12 10 9 

L4/L5 right 12 12 12 

L5/S1 left 13 13 13 

L5/S1 right 19 17 15 

For the mentioned four patients with wrong diagnosis in comparison to the gold 

standard, three patients were classified as healthy, meaning the system was not able to 

detect disc herniation on any level, due to small differences in recorded forces, that were 

not big enough to diagnose herniated disc. One patient was diagnosed with L4/L5 on the 

right side (instead of L5/S1 on the right side), because the recorded value of the force on 

the right heel was close to zero. It is understandable that the system gave such output, 

both using the Matlab and FPGA, however, the recorded value may not represent the 

real case, as it could have happened that the sensors were not adjusted well to match the 

patient’s foot size adequately, and the force was not well recorded.  

Additionally, we compared the results of the fuzzy system implemented in Matlab, 

which uses floating point format in order to compare it with the results obtained with the 

implemented logic in FPGA (Table 2 second and third column). Three patients showed 

mismatch between the Matlab and FPGA output. The reason for this was the 
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discretization logic that was not detailed enough for these three cases to capture the 

phenomena. However, if a more detailed discretization is adopted, these cases could 

have been included. As a result, the patients were misclassified by FPGA, in comparison 

to the Matlab output (one diagnosis was L4/L5 on the left side and two were diagnoses 

L5/S1 on the right side). This means that sensitivity, specificity and accuracy 

respectively, using FPGA in comparison to the Matlab, were: 

 L4/L5 on the left side – 0.818, 0.977, 0.945 

 L4/L5 on the right side – 1, 0.977, 0.982 

 L5/S1 on the left side – 1, 0.976, 0.982 

 L5/S1 on the right side – 0.882, 0.975, 0.947 

The promising results when comparing the pre-operational diagnosis between the 

FPGA and Matlab were confirmed also for the post-operational and after physical 

therapy results. For the case of post-operational state, Matlab and FPGA results matched 

100%, where the improvement was detected in 18 cases (54.5% of patients) (Table 3).  

Table 3. Comparison of the gold standard, Matlab and FPGA results for improved post-

operational condition 

Pre-operational 

diagnosis 

 

Number of patients with improved condition 

Gold Standard 

(medical doctor) 
Matlab FPGA 

L4/L5 left 4 4 4 

L4/L5 right 3 3 3 

L5/S1 left 4 4 4 

L5/S1 right 7 7 7 

Out of these, 4 of the 9 patients with L4/L5 on the left side showed improvement, 3 of 

the 5 patients with L4/L5 on the right side showed improvement, 4 of the 7 patients with 

L5/S1 on the left side showed improvement and 7 of 12 patients with L5/S1 on the right 

side showed improvement. The doctor’s diagnosis confirmed these improvements, 

meaning that gold standard matched the results obtained by either Matlab/FPGA. One 

patient was wrongly diagnosed with L5/S1 disc hernia on the left side after operation, 

while before operation the diagnosis was L5/S1 disc hernia on the right side. There was 

a problem with decision regarding two patients, which had very low values on some 

sensors – one patient was the same patient as described above, with the force on the 

right heel that was close to zero. Since the same situation was noticed again after 

physical therapy, we can conclude that this patient (female) could have had very small 

feet size that were not placed well on the platform and the sensors were not adjusted 

well to fit the feet of this patient. Because we had only 33 patients, we did not want to 

exclude this patient from the dataset, but instead we give this very plausible explanation 

for the result, which will serve as a reminder for a doctor/physician that will use this 

decision support system to pay attention when adjusting the placement of sensors. A 

recommendation for the future upgrades of the system would be to create several fixed 

positions according to the size of the feet of the tested subjects, which could be changed 

similarly to the moving rack, so only some positions are available, and not the infinite 

number of positions.  

For the after physical therapy condition, even more patients showed muscle strength 

improvements (23 patients) - 7 of the 9 patients with L4/L5 on the left side, 5 of 5 
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patients with L4/L5 on the right side, 5 of the 7 patients with L5/S1 on the left side and 

6 of the 12 patients with L5/S1 on the right side (Table 4).  

Table 4. Comparison of the gold standard, Matlab and FPGA results for improved after physical 

therapy condition 

Pre-operational 

diagnosis 

 

Number of patients with improved condition  

Gold Standard 

(medical doctor) 
Matlab FPGA 

L4/L5 left 7 7 7 

L4/L5 right 5 5 5 

L5/S1 left 5 5 5 

L5/S1 right 6 6 6 

 

As already mentioned, one female patient had a recording of values close to zero for 

more than one sensor for pre-operational, post-operational and after physical therapy, 

leading to false alarms as a result of a systematic error in measurement. Other 5 wrongly 

diagnosed L5/S1 on the right side, 2 wrongly diagnosed L5/S1 on the left side and 2 

wrongly diagnosed L4/L5 on the left side matched the logic described by the doctor 

when diagnosing the level of herniated discs - it was the measurements that mislead to 

such conclusions. When it comes to the comparison of the Matlab and FPGA results, the 

match was 100%, meaning that the same outputs were given by Matlab and FPGA in all 

cases, as well as the same match was achieved when compared with the gold standard.  

The simulation time to obtain results was of ns order of magnitudes, while the device 

utilization summary is given in Table 5. The available used hardware was Nexys 2 

circuit board, which is a complete development platform based on a Xilinx Spartan 3E 

FPGA [38]. Beside the 500K-gate Spartan 3E-500 FG320 chip, the platform has 50MHz 

oscillator plus socket for second oscillator, 16MB of Micron PSDRAM &16MB of Intel 

Strata Flash ROM external memory, and several I/O devices and ports that allow user to 

perform complex implementation of different algorithms.  

Table 5. Device utilization summary 

 Used Available Utilization 

Number of Slices 522 4656 11% 

Number of Flip Flops 12 9312 0% 

Number of 4 input LUTs 933 9312 10% 

Number of IOBs 44 232 18% 

Some authors used the idea of processing only the active rules (meaning the rules that 

give a non-null contribution to the final result), instead of all of them [34]. This is done 

in order to reduce the utilization of the resources on the board. We have achieved this by 

using the LUT, and as it can be seen from the Table, even with a simple development 

board, the results are satisfying.  

We wanted to prove that discretization logic proposed in this paper, as well as 

implementation of the fuzzy logic as LUT table does not lead to the loss in the accuracy 

and in return gives the benefits of using FPGAs in signal processing like parallel 

processing, speed up etc. Additionally, the main benefit here is that the board platform 

could be used to be connected to the measurement platform, achieving the real time 
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processing, without the use of different applications, laptops/computers etc. User-

friendly interface is achieved in this study via output result that will be in the form of led 

light, where the position of the led light indicates the diagnosis. However, it could be 

also easily achieved that the diagnosis is written on the led display or similar, whatever 

option the doctor (user) finds more appealing. Standard microcontroller provides 

flexibility in the definition of the knowledge base and choosing the inference algorithms. 

Nonetheless, the same microcontrollers become inadequate when solving the problems 

that demand high inference speeds, small size, and low power consumption. For this 

reason, more specific hardware solutions must be chosen, such as FPGAs, which are 

more than adequate when the needs for applications related to portable embedded 

systems or strong real-time requirements have to be met [22,23]. 

There are couple of papers such as [6], [37] and [38] that examine the neurological 

relationship between the nerve roots and the dermatomes. However, these studies are 

conducted mainly from a medical point of view in the form of case studies and describe 

the justifications for the use of muscle weakness in the treatment of disk herniation and 

related spine problems. Except some papers from our research group [29, 32, 39], there 

are no studies that develop the platform for the purposes of disc hernia diagnostics, nor 

there are papers concerned with the application of any artificial intelligence algorithms 

on foot force signals to diagnose disk hernia at the levels of L4/L5 and/or L5/S1 levels. 

Our research group has developed a novel platform with sensor presented in [29], that 

would be used to record and detect muscle weakness on toes. Another paper by the same 

research group investigated the statistical significance of the sensor values in 

comparison to the clinical manual muscle test [39], while an early disk herniation 

identification system as a supportive tool for physicians is presented in [32], which will 

serve as a supportive tool to send the tested patients for further examination. No other 

work has developed such a framework for accurately calculating muscle weakness and 

implemented any machine learning algorithms to objectively determine disc hernia level 

(L4/L5 or L5/S1) and side (left or right). 

Fuzzy logic may not be the best approach in solving this kind of a problem in 

comparison to the more advanced artificial intelligence algorithms. This represents the 

main limitation of this study. However, fuzzy logic is easily implemented in FPGAs in 

comparison to the neural networks, SVM etc. and the presented results show the 

accuracy is high enough to be used even without the application of complex algorithms. 

The logic behind the disc hernia detection is based on IF-THEN-ELSE rules, and 

therefore the fuzzy logic stands as a logical choice in solving such problems. The main 

advantage of the system implemented on FPGA is that real time signal acquisition, 

processing and decision support system in disc hernia diagnosis and post-surgical 

recovery can be implemented. In that sense, FPGA have the precedence over GPU when 

it comes to the real time signal acquisition and analysis. 

4. Conclusion 

Fuzzy Logic provides a different approach to solving a classification problem, which in 

this study is the level of disc hernia diagnosis. This method is based on the expert 

knowledge for the formulation of the rule base, which is a powerful tool in solving the 
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problem. It is very convenient to use when there is no mathematical model to describe 

the phenomena, which was adequate in this study, as the process of disc hernia diagnosis 

is described with if-then-else rules. We have already used the explained fuzzy logic on 

the problem of disc hernia diagnostics as presented in [29]. However, system presented 

in [29] had to be connected to the laptop or desktop computer, with adequate application 

that the doctor should get familiar with etc. These main drawbacks were addressed in 

this paper, which lead to the application of the FPGA in processing the obtained signals. 

The results show that the adapted fuzzy logic system achieves satisfying results both for 

pre-operational diagnosis, but also detects the improvements after the surgery and 

physical therapy. Generally, the system showed 92.8% accuracy and very high match 

between the Matlab and FPGA output (94.2% match for pre-operational condition, and 

100% match for the post-operational and after physical therapy conditions). Some mis-

classification results were the problem of measurement, possibly due to the bad 

adjustments of the sensors to the feet of the patient.  

Future research would be focused on employing the described system in real 

conditions as a portable expert system for acquisition, processing and giving the 

objective recommendation for a final decision of disc hernia diagnosis. 
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Abstract. Mining frequent itemsets in transaction databases is an important task in
many applications. It becomes more challenging when dealing with a large transac-
tion database because traditional algorithms are not scalable due to the limited main
memory. In this paper, we propose a new approach for the approximately mining of
frequent itemsets in a big transaction database. Our approach is suitable for mining
big transaction databases since it uses the frequent itemsets from a subset of the en-
tire database to approximate the result of the whole data, and can be implemented in
a distributed environment. Our algorithm is able to efficiently produce high-accurate
results, however it misses some true frequent itemsets. To address this problem and
reduce the number of false negative frequent itemsets we introduce an additional
parameter to the algorithm to discover most of the frequent itemsets contained in
the entire data set. In this article, we show an empirical evaluation of the results of
the proposed approach.

Keywords: Approximation Method, Frequent Itemsets Mining, Random Sample
Partition, Big Transactional Database.

1. Introduction

Frequent itemsets mining is the first and most critical step of finding association rules
from a transaction database. Association rules mining is one of the main data mining tasks
in many applications, such as basket analysis [3], product recommendation [20], cross-
selling [10], etc. Huge research efforts have been devoted to solving frequent itemsets
mining problem. Many of these studies had considerable impact and led to a plenty of
sophisticated and efficient algorithms for association rules mining, such as Apriori [1,2],
FP-Growth (Frequent Pattern Growth) [8,6,13,7], and Eclat [22,21,18]. However, decade
of a fast development of e-commerce, online and offline shopping has resulted in the
fast growth of transaction data, which presents a tremendous challenge to these existing
algorithms, because these algorithms require large memory to run efficiently on large
transaction databases.

Parallel and distributed association rules mining algorithms were developed to handle
large transaction databases. Parallel association rules mining algorithms use in-memory

? This is an extended version of the DAMDID 2019 conference paper ”A New Approach for Approximately
Mining Frequent Itemsets.”
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computing to efficiently mine association rules from a large transaction database. How-
ever, their scalability is limited by the size of the memory of the parallel systems. Dis-
tributed association rules mining algorithms were developed using MapReduce [5], and
run on a Hadoop cluster platform. These algorithms have better scalability, but they are
not efficient for mining of a large transaction data sets because of frequent I/O operations
and communication overhead between nodes.

In this paper, we propose a new approach to solve the problem of mining frequent
itemsets from a big transaction data set. Similar to the distributed algorithms in MapRe-
duce, we partition the data set into same size disjoint subsets. However, we make the
distribution of frequent itemsets in each subset similar to the distribution of frequent item-
sets in the entire data set by random assignment of the transactions from the entire data
set to the subsets without replacement. As such, we can randomly select a few subsets and
run a frequent itemsets mining algorithm on each subset independently to discover the
local frequent itemsets from it. After all frequent itemsets are discovered from the sub-
sets, each frequent itemset is voted by all subsets and the one appearing in the majority of
subsets is determined as the frequent itemset, called a popular frequent itemset.

In this approach, we define the frequency (relative support) threshold for finding all
frequent itemsets in the entire transaction database as the global frequency threshold, and
the frequency threshold for mining all frequent itemsets in a subset of the transaction
database as the local frequency threshold. Based on these two thresholds, we introduce
an algorithm for finding the set of approximate frequent itemsets that estimates the set of
frequent itemsets in the entire data set. Initially, the algorithm makes the local frequency
threshold equal to the global frequency threshold for subsets to mine local frequent item-
sets. This setting results in a high-accurate approximate set of frequent itemsets, but the
result also contains insignificant amount of both false positive and false negative frequent
itemsets. To address this problem, we introduce an additional parameter to make the local
frequency threshold smaller than the global frequency threshold for subsets to produce the
set of local frequent itemsets. Using a reduced local frequency threshold helps to drasti-
cally reduce the number of false negative frequent itemsets and produce high-accurate
approximate frequent itemsets that cover most of the frequent itemsets contained in the
entire data set with respect to the global frequency threshold.

We conducted experiments to evaluate the approximate solutions on two real world
data sets. To evaluate the performance of our method, all popular frequent itemsets dis-
covered from the selected subsets using the local frequency threshold are compared with
the frequent itemsets found directly from the entire database using the global frequency
threshold. The recalls and precisions of the popular frequent itemsets obtained from the
selected subsets are used as evaluation measures. The empirical results have shown that
the proposed method is capable of producing high-accurate approximate frequent itemsets
and discovering most of the frequent itemsets contained in the entire database that can be
found with the global frequency threshold. The comprehensive analysis also shows that
reducing the local frequency threshold in the selected subsets enables obtaining all true
frequent itemsets.

The remaining part of this paper is organized as follows. Related works are discussed
in Section 2. Section 3 describes the proposed approach. In Section 4, the details of the
algorithm are presented. Experiment results are shown in Section 5. Finally, conclusions
and future work are drawn in Section 6.



A New Approximate Method For Mining Frequent Itemsets From Big Data 643

2. Related Work

Frequent itemsets mining is a well-studied problem in computer science. However, the
enormous data growth made traditional methods inadequate. Therefore, parallel and dis-
tributed algorithms came in use.

Authors of [17] implemented a new algorithm called Partition to mine approximate
frequent itemsets which achieved both CPU and I/O improvements over Apriori by parti-
tioning the database into a number of non-overlapping partitions so that the partitions are
small enough to be handled in the main memory to generate local candidates. On the next
step, the local results are merged and the global frequency of the local frequent itemsets
is checked in the entire data set. In [19], H. Toivonen introduced new sampling based al-
gorithms to make association rules mining more efficient in terms of computational cost.
The proposed approach uses a sample of a data set with a lowered frequency threshold
to generate a bigger collection of frequent itemset candidates, and then verifies the candi-
dates with the entire database. Researchers in [9] introduced the parallel implementation
of the FP-growth algorithm on GPU. In [11] and [12], the authors introduced two dif-
ferent approaches for mining frequent itemsets in a large database based on MapReduce.
In [11], researchers presented two methods for frequent itemsets mining based on Eclat
algorithm. The first one is a distributed version of Eclat that partitions the search space
more evenly among different processing units, and the second one is a hybrid approach,
where the k-length frequent itemsets are mined by an Apriori variant, and then the found
frequent itemsets are distributed to the mappers in which frequent itemsets are mined us-
ing Eclat. Authors of [12] presented a novel zone-wise approach for frequent itemsets
mining based on sending computations to a multi-node cluster. All mentioned approaches
have obtained a speed increase over the traditional algorithms and allowed to increase the
size of the data set used for mining. However, all introduced approaches require using the
entire data set to get the result, which faces the memory bottleneck when dealing with big
data and working in a distributed environment.

Researchers in [4], [15] introduced sampling techniques which theoretically proved
the existence of the tight bounds of the sample size that guarantees the approximation
with respect to the parameters specified by the user. The sample size for mining is not
dependent on the size of the database and the number of items. However, in case of a real
big data the proposed method might not be applicable since the big sample data, used
to achieve the approximation with respect to the parameters specified by the user, may
not fit in the memory of a single machine. The proposed approaches are not suitable for
the distributed environment. In [14], M. Riondato introduced PARMA algorithm (Parallel
Randomized Algorithm for Approximate association rule mining). The algorithm sends
random subsets of the database to various machines in the cluster as an input. Then, each
machine mines the received subset, and reducers combine the result. Our work follows
the idea described in [16]. The random sample partition (RSP) data model was presented,
which showed that the block-level samples from an RSP data model can be efficiently
used for data analysis.

3. A New Approach

In our approach, we split a big data set into disjoint subsets such that the distribution of
frequent itemsets in each subset is similar to the distribution of frequent itemsets in the
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entire data set. Mining smaller subsets allows using traditional frequent itemset mining
algorithms without experiencing memory limit problems. In this research, we have em-
pirically shown that by combining the results of randomly selected subsets, we are able
to produce a highly accurate approximate set of frequent itemsets.

3.1. Definitions

A transactional data set D = {t1, t2, ..., tn} is represented by a collection of n trans-
actions, where each transaction t is a subset of the set of items I = {I1, I2, ..., Im}. An
itemsetA with k distinct items is referred to k-itemset. In this paper, we do not distinguish
itemsets with different numbers of unique items. Given an itemsetA, define TD(A) as the
set of transactions in D which contain A. The number of transactions in TD(A) is defined
as the support of A by D and denoted as support(A) = |TD(A)|. The frequency of A,
i.e. the proportion of transactions containing A in D, is denoted as freqD(A) = |TD(A)|

n ,
called a relative support or frequency of A.

Under the above definitions, the task of finding frequent itemsets from D with respect
to a minimal global frequency threshold θ is defined as follows:

Definition 1. Given a minimum global frequency threshold θ for 0 < θ ≤ 1, the
frequent itemsets mining with respect to θ is finding all itemsets {Ai} for 1 ≤ i ≤M with
freq(Ai) ≥ θ, where M is the total number of frequent itemsets found in D. Formally,
we define the whole set of frequent itemsets in D as

FI(D, I, θ) = {(Ai, freqD(Ai)) : Ai ⊂ I, freqD(Ai) ≥ θ} (1)

Definition 2. Let FI(D, I, θ) be the set of frequent itemsets inD with respect to θ and
M =| FI(D, I, θ) | the number of frequent itemsets in FI . The accumulative distribution
of frequent itemsets in FI is defined as

P (f) =
1

M

∑
∀Ai∈FI

I(freqD(Ai) ≤ f) (2)

where I() is an indicator function and f is a frequency value for θ ≤ f ≤ 1. An example
of P (f) is shown in Figure 1.
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Fig. 1. Example of the accumulative frequent itemsets distribution, where θ = 0.005

Let D be a big transactional data set and P = {D1, D2, ..., Dk} a partition of D,
where

⋃k
i=1Di = D and Di

⋂
Dj = ∅ for i 6= j. Di for 1 ≤ i ≤ k is named as a block
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of transactions of data set D.

Definition 3. LetPD(f) be the accumulative distribution of frequent itemsetsFI(D, I, θ)
andPDi(f) the accumulative distribution of frequent itemsetsFI(Di, I, θ) for 1 ≤ i ≤ k.
P is a random sample partition of D if

PDi
(f)→ PD(f) as Di → D (3)

where Di → D implies that Di approaches D as the size of Di increases. Di for 1 ≤ i ≤
k is called an RSP data block.

Definition 3 is a redefined definition of random sample partition in [16] with respect
to frequent itemsets by replacing the condition of E[F̃k(t)] = F (t) with condition (3)
where F̃k(t) denotes the sample distribution function of t in Dk and E[F̃k(t)] denotes its
expectation.

3.2. Approximate Frequent Itemsets Mining

When the transaction data set D is big and cannot be held in memory, we cannot run
a frequent itemsets mining algorithm on D to find all frequent itemsets FID(D, I, θ).
In this situation, we randomly select a set of l RSP data blocks {D1, D2, ..., Dl} from
the partition P and use the frequent itemsets found from the selected RSP data blocks to
estimate the set of global frequent itemsets FID(D, I, θ). This approach is called approx-
imate frequent itemsets mining.

Definition 4. Let itemset A be a frequent itemset in FIDi(Di, I, θ) for 1 ≤ i ≤ l. A
is called a popular frequent itemset if

l∑
i=1

I(A ∈ FIDi
(Di, I, θ − ε)) > a (4)

where I() is an indicator function, ε for 0 ≤ ε < θ is a parameter to reduce the local
frequency threshold from the global frequency threshold value θ, and a is a given integer
greater or equal to l/2, so Equation 4 is a simple majority voting.

The set of all popular frequent itemsets PFI from FIDi(Di, I, θ) for 1 ≤ i ≤ l is the
estimation of the set of global frequent itemsets FID(D, I, θ). Given PFI and assuming
FID(D, I, θ) is known, an itemset A has one of the following statuses:

– true positive if A ∈ PFI and A ∈ FID(D, I, θ).
– false positive if A ∈ PFI but A /∈ FID(D, I, θ).
– false negative if A /∈ PFI but A ∈ FID(D, I, θ).

We intentionally omit the true negative frequent itemsets from the above definition
because we are not interested in mining infrequent itemsets (itemsets with frequency< θ).
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4. An Approximate Frequent Itemsets Finding Algorithm

In this section, we propose a new algorithm for finding the set of approximate frequent
itemsets from a set of l RSP data blocks {D1, D2, ..., Dl} randomly selected from the
partition of a big transaction data set D, and using the local frequent itemsets to estimate
the set of frequent itemsets in D with respect to a global frequency threshold θ. The
algorithm contains four steps: RSP data blocks generation; RSP data blocks selection;
local frequent itemsets mining; finding the approximate set of frequent itemsets from the
sets of local frequent itemsets by voting.

The pseudo code is presented in Algorithm 1. The inputs are: a transaction database
D, the number of transactions in each RSP data block m, the number of RSP data blocks
selected for finding frequent itemsets l, two parameters θ and ε, and the parameter of the
popular frequent itemset voting condition α. The output of this algorithm is the set of the
popular frequent itemsets PFI .

The first step in lines 1-6 is to convert D to a partition of k RSP transaction blocks.
Each record in D represents one purchase transaction and the transactions with one pur-
chased item are removed. Given the size of the RSP data blockm, the number of RSP data
blocks in the partition k is the number of transactions in D divided by m. To generate k
RSP data blocks, m transactions are randomly selected from D without replacement and
assigned to each RSP data block. In the second step in lines 7-9, l RSP data blocks are
randomly selected from the k RSP data blocks of the partition without replacement. In the
third step in lines 10-15, Apriori algorithm is called with parameter value of (θ− ε) as the
local frequency threshold to find the local frequent itemsets in each of l RSP transaction
blocks {D1, D2, ..., Dl}. In the fourth step in lines 16-23, all local frequent itemsets are
voted by all sets of local frequent itemsets. The result of a frequent itemsets mining algo-
rithm is a set of string objects, therefore in this article, when comparing the local results
and counting the number of appearances of a frequent itemset in all RSP data blocks, we
mean an exact match of string objects. Thus, if a local frequent itemset occurs in RSP
data blocks more than the given number as shown in Equation 4, the frequent itemset is
added to the set of popular frequent itemset; otherwise, it is discarded.

In this article, we provide a comprehensive empirical analysis of the influence of pa-
rameter ε on the approximate result. We separately consider two cases. The first one is
when we set ε = 0 which indicates that the local frequency threshold is equal to the
global frequency threshold θ. The second one is 0 < ε < θ which indicates that the local
frequency threshold is smaller than the global frequency threshold θ. In Section 5, we
will show that even the small size of the data block with sufficient number of selected
RSP data blocks enables obtaining high quality estimation of the set of global frequent
itemsets, however the set of popular frequent itemsets will contain insignificant amount
of false positive frequent itemsets, moreover setting ε = 0 does not allow discovering all
true frequent itemsets from the selected RSP data blocks. To address this problem, we
reduce the local frequency threshold for mining local frequent itemsets. Decreasing of
the local frequency threshold by increasing the value of ε will result in increasing of the
number of the local frequent itemsets for each RSP data block. Thus, more true positive
frequent itemsets can be discovered from the selected RSP data blocks, i.e. the number
of false negative frequent itemsets will be reduced, however it will also increase the con-
tent of false positive frequent itemsets in the approxiamte solution. Empirical analysis for
choosing ε and experiment results for both cases are shown in Section 5.



A New Approximate Method For Mining Frequent Itemsets From Big Data 647

Algorithm 1 Algorithm for approximate discovery of frequent itemsets from a big trans-
action database using random sample partition
Input:
-D: transaction database;
-m: number of transactions in each RSP data block;
-l: number of RSP data blocks selected for finding frequent itemsets;
-θ: the global minimum frequency threshold;
-ε: local minimum frequency threshold deduction parameter;
-α: popular frequent itemset voting condition parameter.

1: procedure RSP GENERATION(D,m)
2: k = |D|

m
. |D| is the number of transactions in D and k is the number of RSP blocks to be

generated.
3: for each Di, 1 <= i <= k do
4: randomly assignm transactions fromD to the i-th RSP data block without replacement
5: end for
6: end procedure
7: procedure RSP BLOCK SELECTION({Dk}, l)
8: {Dl} = random.sample({Dk}, l) . randomly select l RSP data blocks from the set {Dk}

and put them in set {Dl}.
9: end procedure

10: procedure LOCAL FIS({Dl}, l, θ, ε)
11: for each Dj , 1 <= j <= l do
12: FIj = Apriori(Dj , θ − ε)
13: {FIl}.append(FIj) . {FIl} is the set of l sets of local frequent itemsets.
14: end for
15: end procedure
16: procedure POPULAR FIS({FIl})
17: {FI} = dictionary(∪l

i=1FIi) . for all frequent itemsets found, create <key, value>
pair, where itemset is a key and the number of repeats in all RSP data blocks is a value.

18: for each frequent itemset ∈ {FI} do
19: if value >α then
20: PFI .append(frequent itemset) . append a popular frequent itemset to the set

of popular frequent itemsets.
21: end if
22: end for
23: end procedure
24: Output: set of the popular frequent itemsets PFI

5. Experiments

We conducted 30 experiments on two real world transaction data sets. To evaluate the
quality of the approximate results, we compared popular frequent itemsets with the fre-
quent itemsets found directly from the entire database with respect to the global frequency
threshold θ. The comparison has shown that our approach produced good approximate
results and is efficient in mining approximate frequent itemsets from a big transaction
database. In this section, we present the real world data sets, experiment settings, evalua-
tion methods and the experiment results.
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5.1. Data Sets and Experiment Settings

The two data sets used in these experiments were downloaded from Kaggle.com and
Open-Source Data Mining Library, respectively. The characteristics of the data sets are
listed in Table 1.

Table 1. The two data sets used in experiments
Kaggle data set Online Retail data set

Number of transactions 729148 541908
Number of items 791 2603

Average transaction length 8 4

Thirty experiments were conducted on each data set with different settings on the
number of RSP data blocks and the block sizes. The setting values of these experiments
are given in Table 2. The global frequency threshold was set as θ = 0.005 so a big set of
frequent itemsets was discovered from the entire data set.

Table 2. Settings on number of RSP data blocks and block sizes
Number of RSP data blocks Block sizes

50 10000, 5000, 3500, 2000, 1000
30 10000, 5000, 3500, 2000, 1000
15 10000, 5000, 3500, 2000, 1000
10 10000, 5000, 3500, 2000, 1000
5 10000, 5000, 3500, 2000, 1000

5.2. Evaluation Measures

In these experiments, we used the following three measures to evaluate the approximate
results of the proposed approach. In these evaluations, the set of popular frequent itemsets
PFI was compared with the set of global frequent itemsets. The popular frequent item-
sets in PFI were divided into two classes: true positive frequent itemsets TP and false
positive frequent itemsets FP . There is another class of false negative frequent itemsets
FN , which can only be found in the global frequent itemsets. Based on the three sets of
frequent itemsets, we define the evaluation measures as follows:

Recall =
|TP |

|TP ∪ FN |
(5)

where |TP | is the number of frequent itemsets in TP and |TP ∪ FN | is the number of
the global frequent itemsets because TP ∪ FN = FID(D, I, θ). This measure shows
how good the algorithm is in discovering true frequent itemsets. Since this measure is
very important in frequent itemsets mining, we use the parameter ε to reduce the local
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frequency threshold while mining local frequent itemsets for increasing the recall value.
As ε approaches to θ, the recall value will get close to 1.

However increasing ε to θ will affect precision value defined as:

Precision =
|TP |

|TP ∪ FP |
(6)

where TP ∪ FP = PFI . Precision measures the fraction of the true frequent itemsets
in the set of popular frequent itemsets. This measure shows how good the algorithm is
in avoiding discovering of the false positive frequent itemsets. Using (θ − ε), ε > 0 as
the local frequency threshold to mine local frequent itemsets tends to discover more local
frequent itemsets, therefore potentially increasing the number of false positive frequent
itemsets in the approximate result, which negatively affects the precision measure.

To consider the global frequent itemsets, the accuracy measure is defined as:

Accuracy =
|TP |

|TP ∪ FN ∪ FP |
(7)

This measure evaluates the approximate result in terms of both precision and recall. Since
TP ∪ FN ∪ FP = PFI ∪ FID(D, I, θ), this measure evaluates the quality of the
approximate solution in terms of its ability to discover true frequent itemsets, avoiding
discovering infrequent itemsets (itemsets with the global frequency < θ).

5.3. Experiment Results With ε = 0

In this series of experiments, we set θ = 0.005 and ε = 0, i.e. the local frequency thresh-
old is equal to the global frequency threshold. With these settings, we ran Algorithm 1 on
the entire data set on different numbers of data blocks and block sizes as specified in Ta-
ble 2. Figure 2(a) shows the accumulative distributions of frequent itemsets in the whole
Kaggle data set and RSP data blocks of different sizes. Subplot on the left shows the dis-
tribution in the entire data set. The plots in the middle are the distributions of the frequent
itemsets in the RSP data blocks with 10000 transactions. We can see that the distributions
of the frequent itemsets in the RSP data blocks are similar to each other and also similar
to the distribution in the entire data set. The plots on the right show the distributions of the
frequent itemsets in the RSP data blocks with 2000 transactions. Because the block size
is much smaller than the blocks for distributions in the middle, a big difference displays
among the blocks although the shapes of the distributions are similar to the distribution of
the entire data set. We can say that the RSP data blocks in the middle are better samples
of the entire data set than the RSP data blocks on the right.

Figure 2(b) shows the accumulative distributions of frequent itemsets in the entire
data set and the accumulative distributions of popular frequent itemsets in a number of
RSP data blocks of different sizes. Figure 2(b) shows that the three distributions are very
similar to each other. The distribution in the middle subplot is very close to the distribution
of frequent itemsets in the entire data set. The distribution on the right is also close to the
one in the middle. This indicates that the popular frequent itemsets improve the results of
frequent itemsets from individual data blocks even with a small block size, and are better
estimates of the frequent itemsets in the entire data set with respect to the same frequency
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(a) Accumulative distributions of the global frequent itemsets (left), and the local FIs (middle and right)
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(b) Accumulative distribution of the global frequent itemsets (left), and accumulative distributions of the popular
frequent itemsets (middle and right)

Fig. 2. Accumulative frequent itemsets distributions. Number of RSP data blocks = 30,
block size (middle) = 10000, block size (right) = 2000. (Kaggle data set)

threshold θ. Generally speaking, these figures show that the RSP data blocks are good
random samples for estimating the frequent itemsets contained the entire data set.

The quality of the approximate results from randomly selected RSP data blocks is
evaluated with the measures of Accuracy, Precision and Recall defined in the previous
section. Figure 3 shows the changes of accuracy against the data block size in different
numbers of selected RSP data blocks. The left figure shows the results of Kaggle data set
and the right figure is the results of Online Retail data set. We can see that the accuracy
increases as the block size increases. Also, the more the RSP data blocks are selected for
voting the popular frequent itemsets, the higher the accuracy of the approximate result is.
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Fig. 3. Accuracy changes with different numbers of RSP data blocks and block size
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Figure 4 shows the change of precision against the data block size in different numbers
of RSP data blocks. The trends are same as the trends of accuracy because the two mea-
sures are essentially same in evaluating the findings of the true positive frequent itemsets
in the entire data set from a set of selected RSP data blocks. In all cases, we can approach
above 90% of precision with a small portion of the entire data. Based on these figures, we
can assume that the bigger number of RSP data blocks is more important than the block
size because of the popular frequent itemsets voting. More investigations are needed to
find the reasons behind this phenomenon.

1000 2000 3500 5000 10000
Block size

0.65

0.70

0.75

0.80

0.85

0.90

0.95

1.00

Pr
ec

isi
on

Kaggle dataset

number_of_blocks
5
10
15
30
50

1000 2000 3500 5000 10000
Block size

0.70

0.75

0.80

0.85

0.90

0.95

Pr
ec

isi
on

Online Retail dataset

number_of_blocks
5
10
15
30
50

Fig. 4. Precision changes with different numbers of RSP data blocks and block size

In frequent itemsets mining with this approximate approach, Recall is an important
measure. Figure 5 shows the change of recalls against the block sizes and different num-
bers of RSP data blocks. We can see that the trends of recall are different from the trends of
accuracy and precision. The general trend is still that the recall increases as the block size
and the number of RSP data blocks increase. However, the number of RSP data blocks
has a bigger impact on recall. Generally speaking, recall is over 90% even with a few RSP
data blocks of a small size, but it rarely arrived 100% in case when the local frequency
threshold is equal to the global frequency threshold.
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652 Timur Valiullin et al.

5.4. Experiment Results With 0 < ε < θ

To increase recall of popular frequent itemsets from the selected RSP data blocks, we set
the local frequency threshold to (θ − ε) and make ε > 0. In this series of experiments,
we investigate the change of recalls as ε increases from 0 to θ. Since the local frequency
threshold is reduced, more frequent itemsets will be discovered for the same RSP data
blocks. The number of the local frequent itemsets increases as ε increases, so the recall
of the popular frequent itemsets will increase as well. However, as the number of the
local frequent itemsets increases, the number of the false positive frequent itemsets also
increases which decreases the accuracy and precision. Therefore, ε should be adjusted
so that the popular frequent itemsets should not contain too many false positive frequent
itemsets. In these experiments, we empirically investigated the value of ε which can make
a better trade-off between recall, accuracy and precision.

In these experiments, we used the same parameter settings from Table 2. For each
setting, we ran Algorithm 1 with a reduced local frequency threshold (θ−ε), ε > 0 to find
the popular frequent itemsets from the selected RSP data blocks. Then, we compared the
popular frequent itemsets with the frequent itemsets found from the entire data set with the
global frequency threshold θ to compute the recall. For each set of parameters from Table
2 we tested several ε values. We computed the recall distributions of the popular frequent
itemsets discovered with different values of ε for corresponding numbers of RSP data
blocks and block sizes. Figure 6 shows the recall distributions for all parameter settings
from Table 2 for Online Retail Data Set. The rows index is the numbers of RSP data
blocks in the descending order as (50, 30, 15, 10, 5), and the columns indicate the sizes
of RSP data blocks in transactions as (10000, 5000, 3500, 2000, 1000). Different ε values
were used in each setting as shown in each display block. From the first row in Figure 6,
we can see that for the settings of larger block sizes and more RSP data blocks, a small
increase of ε, e.g., from 0.0005 to 0.001, results in a big increase of recall which can reach
to 1. As the number of RSP data blocks is reduced, the larger ε is required to make the
recall approach to 1, as shown in the left column of Figure 6. Therefore, as the block size
and the number of RSP data blocks are reduced, a big increase of ε is required to increase
the recall to 1. For example, in the right and bottom display block of Figure 6, ε value
is 0.002 to make the recall approach 1. Since the global frequency threshold θ = 0.005,
the local frequency threshold is reduced with 40% from the global frequency threshold in
order to obtain a 100% recall.

We calculated precision with empirically found ε value that guarantees the absence of
the false negative frequent itemsets in the approximate solution, i.e. recall = 1 for most
settings for both data sets. The precisions of the approximate results with different settings
are shown in Figure 7. We can see the trends that precision increases sharply as the block
size and the number of RSP data blocks increase. In the case of few small RSP data blocks,
although the recall is high, the precision is low because a large number of false positive
frequent itemsets exist due to a significant reduction of the local frequency threshold. As
the block size and the number of RSP data blocks increase, ε decreases. Small ε allows
to maintain low number of false positive frequent itemsets in the approximate solution,
which makes the precision stay high. We can see that the precisions in both data sets are
over 80% in the settings of large block size and number of RSP data blocks.
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6. Conclusions and future work

In this paper, we have presented a new approach for mining approximate frequent itemsets
based on a random sample partition of a big transaction database. We have shown that
using the RSP data model for mining frequent itemsets can be very beneficial when the
amount of data is very large and traditional single machine or distributed and parallel
approaches are no longer able to process it. In this work, we introduced an algorithm
for approximate frequent itemsets mining and experimentally showed that the algorithm
is able to produce high-accurate frequent itemsets with random sample data blocks, and
capable of discovering of all frequent itemsets from the entire data set which is achieved
by parameter ε. The proposed approach is highly suitable for a distributed architecture
and can be effectively run on a computing cluster.

For the further work, we will carry out theoretically statistical analysis on the quality
of the outputs of the proposed algorithm and investigate an automatic way of estimating
the parameter ε. Besides, we are going to implement a parallel version of the algorithm
on a cluster and conduct experiments on big data sets in terabyte scale.

Acknowledgments. This research was supported by the National Natural Science Foundation of
China under Grant 61972261.

References

1. Agrawal, R., Imielinski, T., Swami, A.: Mining association rules between sets of items in large
databases. In: Proceedings of SIGMOD (1993)

2. Agrawal, R., Srikant, R.: Fast algorithms for mining association rules in large databases. In:
Proceedings of VLDB (1994)

3. Annie, L., Kumar, A.: Market basket analysis for a supermarket based on frequent itemset
mining. IJCSI International Journal of Computer Science Issues 9(3), 257–263 (2012)

4. Chakaravarthy, T., Pandit, V., Sabharwal, Y.: Analysis of sampling techniques for association
rule mining. In: ICDT ’09 Proceedings of the 12th International Conference on Database The-
ory. pp. 276–283 (2009)

5. Dean, J., Ghemawat, S.: Mapreduce: Simplified data processing on large clusters. In: Proceed-
ings of the CACM. pp. 107–113 (2004)

6. Grahne, G., Zhu, J.: Efficiently using prefix-trees in mining frequent itemsets. In: Proceedings
of the CEUR Workshop Proceedings. Melbourne, FL (2003)

7. Grahne, G., Zhu, J.: Reducing the main memory consumptions of fpmax* and fpclose. In:
Proceedings of the CEUR Workshop Proceedings. Brighton, UK (2004)

8. Han, J., Pei, J., Yin, Y.: Mining frequent patterns without candidate generation. In: Proceedings
of the 19th ACM International Conference on Management of Data (SIGMOD). Dallas, TX,
USA (2000)

9. Jiang, H., Meng, H.: A parallel fp-growth algorithm based on gpu. In: 2017 IEEE 14th Int.
Conf. E-bus. Eng. pp. 97–102 (2017)

10. Kazienko, P., Pilarczyk, M.: Data mining for inventory item selection with cross-selling con-
siderations. New Generation Computing 26, 227–244 (2008)

11. Moens, S., Aksehirli, E., Goethals, B.: Frequent itemset mining for big data. In: 2013 IEEE
International Conference on Big Data (2013)

12. Prajapati, D., Garg, S., Chauhan, N.: Interesting association rule mining with consistent and
inconsistent rule detection from big sales data in distributed environment. Future Computing
and Informatics Journal 2(1), 19–30 (2017)



A New Approximate Method For Mining Frequent Itemsets From Big Data 655

13. Racz, B.: An fp-growth variation without rebuilding the fp-tree. In: Proceedings of the CEUR
Workshop Proceedings. Brighton, UK (2003)

14. Riondato, M., DeBrabant, J., Fonseca, R., Upfal, E.: Parma: a parallel randomized algorithm for
approximate association rules mining in mapreduce. In: Proceedings of the ACM International
Conference on Information and Knowledge Management (2012)

15. Riondato, M., Upfal, E.: Efficient discovery of association rules and frequent itemsets through
sampling with tight performance guarantees. In: ECML PKDD: Joint European Conference on
Machine Learning and Knowledge Discovery in Databases. pp. 25–41 (2012)

16. Salloum, S., Huang, J., He, Y.: Random sample partition: A distributed data model for big data
analysis. IEEE Transactions on Industrial Informatics 15(11), 5846 – 5854 (2019)

17. Savasere, A., Omiecinski, E., Navathe, S.: An efficient algorithm for mining association rules
in large databases. In: VLDB ’95: Proceedings of the 21th International Conference on Very
Large Data Bases. p. 432–444 (1995)

18. Schmidt-Thieme, L.: Algorithmic features of eclat. In: Proceedings of the Workshop Frequent
Item Set Mining Implementations. Brighton, UK (2004)

19. Toivonen, H.: Sampling large databases for association rules. In: VLDB ’96: Proceedings of
the 22th International Conference on Very Large Data Bases. p. 134–145 (1996)

20. Wong, R., , Fu, A., Wang, K.: Mining evolving association rules for e-business recommenda-
tion. Data Mining and Knowledge Discovery 11, 81–112 (2005)

21. Zaki, M., Gouda, K.: Fast vertical mining using diffsets. In: Proceedings of the 9th ACM In-
ternational Conference on Knowledge Discovery and DataMining. pp. 326–335. Washington,
DC, USA (2003)

22. Zaki, M., Parthasarathy, S., Ogihara, M., Li, W.: New algorithms for fast discovery of associ-
ation rules. In: Proceedings of the 3rd International Conference on Knowledge Discovery and
Data Mining. Newport Beach, CA, USA (1997)

Timur Valiullin received the master’s degree from the Institute of Computational Math-
ematics and Information Technologies of Kazan Federal University, Kazan, Russia, in
2018. Currently He is a Ph.D. candidate in Computer Science at Shenzhen University,
Shenzhen, China.

Joshua Zhexue Huang received the Ph.D. degree in Computer Science from The Royal
Institute of Technology, Stockholm, Sweden, in 1993. He is currently a Distinguished
Professor of College of Computer Science & Software Engineering, Shenzhen University,
Shenzhen, China. He is also the Director of Big Data Institute in Shenzhen University, and
the Deputy Director of National Engineering Laboratory for Big Data System Computing
Technology, Shenzhen, China.

Chenghao Wei obtained his B.Eng. degree in electronic engineering from the Wuhan
University of Science and Technology, Wuhan, China, 2009. He received his M.Eng. de-
gree with distinction from the Department of Electrical Engineering and Electronics in the
University of Liverpool, U.K., 2010. Thereafter, he continued his study as a Ph.D. can-
didate in the same department for oil-immersed power transformer fault diagnosis. Since
then, he joined the Big Data Institute of Shenzhen University as a research assistant. His
current research focuses on machine learning, big data application, pattern recognition,
data analysis.



656 Timur Valiullin et al.

Jianfei Yin received the Ph.D. degree in Computer Science from the South China Univer-
sity of Technology, Guangzhou, China, in 2005. He is currently an Associate Professor
with the College of Computer Science and Software Engineering, Shenzhen University,
Shenzhen, China.

Dingming Wu is Associate Professor of College of Computer Science & Software En-
gineering at Shenzhen University, China. She received her Bachelor degree in Computer
Science at Huazhong University of Science and Technology, Wuhan, China in 2005, and
a Master degree in Computer Science at Peking University, Beijing, China in 2008. She
received a Ph.D. degree in Computer Science at Aalborg University, Denmark, in 2011.
Her research concerns data management, query processing, information retrieval, and data
mining.

Iuliia Egorova received the master’s degree from the Institute of Computational Math-
ematics and Information Technologies of Kazan Federal University, Kazan, Russia, in
2020.

Received: January 24, 2020; Accepted: July 15, 2020.



Computer Science and Information Systems 18(3):657–686 https://doi.org/10.2298/CSIS200131013B

Reverse Engineering Models of Software Interfaces ?

Debjyoti Bera1, Mathijs Schuts2, Jozef Hooman3, and Ivan Kurtev4

1 ESI (TNO), The Netherlands
debjyoti.bera@tno.nl

2 Philips, Best, The Netherlands
mathijs.schuts@philips.com

3 ESI (TNO) and Radboud University, The Netherlands
jozef.hooman@tno.nl

4 Altran and Eindhoven University of Technology (TU/e), The Netherlands
i.kurtev@tue.nl

Abstract. Cyber-physical systems consist of many hardware and software compo-
nents. Over the lifetime of these systems their components are often replaced or
updated. To avoid integration problems, formal specifications of component inter-
face behavior are crucial. Such a formal specification captures not only the set of
provided operations but also the order of using them and the constraints on their
timing behavior. Usually the order of operations are expressed in terms of a state
machine. For new components such a formal specification can be derived from re-
quirements. However, for legacy components such interface descriptions are usually
not available. So they have to be reverse engineered from existing event logs and
source code. This costs a lot of time and does not scale very well. To improve the
efficiency of this process, we present a passive learning technique for interface mod-
els inspired by process mining techniques. The approach is based on representing
causal relations between events present in an event log and their timing information
as a timed-causal graph. The graph is further processed and eventually transformed
into a state machine and a set of timing constraints. Compared to other approaches
in literature which focus on the general problem of inferring state-based behavior,
we exploit patterns of client-server interactions in event logs.

Keywords: passive learning, process mining, interfaces, model-driven engineering.

1. Introduction

The high-tech industry creates complex cyber-physical systems. These systems consist
of many hardware and software components. These components are either developed in-
house or made by third party suppliers. Components interact with each other over software
interfaces. Good interface descriptions are crucial for component-based development of
cyber-physical systems. Usually software interfaces are only described in terms of their
signature, i.e., the set of operations. Sometimes also the allowed sequence of operations is
specified, for instance in terms of a state machine or a few example scenarios. The timing
behavior of an interface are rarely described. For instance, the expected frequency of
notifications and the allowed time between the call of an operation and the corresponding

? This is a revised and extended version of the conference paper [39].
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response. Violations of assumptions about timing behavior, however, are an important
source of errors over the complete life cycle of these systems.

To overcome the drawbacks of current interface modeling tools, we have developed
an Eclipse-based DSL (Domain Specific Language) called ComMA (Component Model-
ing and Analysis). ComMA [26] is currently used at business unit Image Guided Therapy
(IGT) of Philips for specifying interfaces of software components. A ComMA interface
specification describes the signature and behavior of a server component. The signature
of a server captures the operations it offers to clients and the notifications that it can send
to clients. The behavior of a server is specified as a state machine describing the allowed
sequence of interactions available to a client. Next to such a state machine, timing con-
straints on interactions, and data constraints on parameters exchanged during interactions
can also be specified. Based on a ComMA specification, a large number of artifacts are
generated automatically, for example visualization of the modeled state machine, interface
design documentation, simulator, stubs and run-time monitors. The monitor is very useful
to check interface compliance after software updates or hardware upgrades. For instance,
this is useful when an updated hardware component is obtained from a supplier, or during
integration of software developed by different teams. Often during software development,
teams are working on different sub-systems with shared interfaces. To facilitate teams to
work independently and reduce the chances of costly integration issues later, stubs are
particularly useful.

Given the benefits of the ComMA approach, all new system interfaces of Philips IGT
are modeled and checked using ComMA. However, there are many existing interfaces
and they could benefit from a ComMA specification. A manual transformation based
on inspecting event logs and software artifacts (source code, documentation etc.) would
require a large reverse engineering effort, is hard to scale up and extremely error prone.
On the other hand, the idea of automatically inferring state-based behavior from event
logs (also known as passive learning) is not new. This topic has been extensively studied
by the two communities of finite state machine inference [11] and process mining [1, 29].

Within both these communities there are popular tools that provide a large variety of
techniques to infer automata or Petri net models from event logs. However it is difficult
for a non-expert to use these tools directly on event logs to infer interface protocols. For
instance, the relation between inferred models and the choice of techniques (and their
many configuration parameters and heuristics) is not always clear and may require a deep
understanding of these techniques. There is also the additional effort required to translate
the output models into a more meaningful domain specific representation. Furthermore,
most passive learning approaches focus on ordering of events (actions) but neglect data
and time aspects. Moreover, the special case of inferring interfaces of component-based
systems can benefit from exploiting patterns of client-server interactions present in event
logs. To address these challenges, we present a method to infer component interface mod-
els (state machines) and their timing constraints from event logs.

Our approach is based on process mining techniques that exploit the ordering relation
between events of an event log (such as α-algorithm [2] and inductive miner [30]). Such
techniques usually start by computing causal dependencies between events and represent
them as a causal graph (vertices correspond to events). We extend a causal graph to cap-
ture both data and time information present in an event log. From a causal graph, we
derive a state machine graph and timing constraints over events. Finally, we reduce the
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state machine graph by merging equivalent states and transform it into a ComMA state
machine. At various stages, we exploit patterns of client-server interactions in event logs
such as recurring events and compound events to achieve better generalizations in the
resulting model.

In contrast, the approach in our previous paper [39], first transforms an event log into a
type of Moore automata [24] and then into a ComMA state machine and a set of time con-
straints. The idea in that paper is to identify event groups that start with a client-initiated
event (command or signal) followed by zero or more server-initiated events (notifica-
tions). Each event group is mapped to a ComMA triggered transition. Such grouping of
events often leads to a large number of states since variations in the number and type of
notifications will result in different event groups. The approach is also not able to deal
with event logs starting with a notification, nor is it correctly able to discover compound
events.

Concerning other model learning techniques, we have experimented earlier with active
learning which stimulates the system under learning actively and infers an hypothesis
based on the responses of the system [41]. Active learning [6] requires the implementation
of an adapter to connect the System Under Learning (SUL) with the learner. This adapter
has to deal with behavior of the SUL that does not match the assumptions of the learning
techniques, such as a SUL which is not input enabled or a SUL which sends no output or
multiple outputs after a stimulus. This technique also requires frequent resets of the SUL
which may be time consuming. Furthermore, non-determinism of the SUL is a problem
for active learning.

A disadvantage of passive learning is that only the behavior that is represented in the
used traces will be in the resulting state machine. Hence, compared to the active learning
approach, the model might be less complete. An interesting approach presented in [49]
exploits the complementary nature of the results produced by passive learning and active
learning to improve the final outcome. In our case, however, a passive learning approach
is acceptable since the learned model is intended as a starting point for subsequent manual
modeling and analysis.

Structure of this paper

The paper is organized as follows. Section 2 provides a brief overview of interface spec-
ifications using ComMA. In Section 3 we present our automated workflow to reverse en-
gineer interface models from event logs. Section 4 presents our learning method to infer
state and timing behavior. Section 5 describes a few extensions to the learning algorithm.
In Section 6, we apply our learning method to two real-life cases at Philips and evalu-
ate the generated models by comparing them to the original models. In Section 7 related
work is discussed and we compare our approach to a popular state merging approach for
inferring finite state machines. Section 8 concludes the paper.

2. Model-Based Definition of Interfaces in ComMA

In this section, we introduce ComMA [26] as far as needed to understand the remain-
der of this paper. The ComMA framework consists of the following three main languages:
signature, interface and traces. We illustrate the languages using a rather simple example
of a vending machine interface called IVendingMachine.
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Fig. 1. UML Sequence Diagram of possible event types between a client and server

signature IVendingMachine {
types
enum Result { OK, NOK }

commands
void loadProduct
Result switchOn
Result insertCoin
Result orderCola

signals
switchOff

notifications
inventoryInfo(int items)

}

Listing 1.1. Example of a signature

ComMA Signature. A ComMA signature specification lists a set of events offered by a
server to its clients. The events of a signature are distinguished into three types:

– Commands are synchronous events from client to server. The client is blocked until it
receives a reply from the server.

– Signals are asynchronous events from client to server.
– Notifications are asynchronous events from server to client.

All event types may have data associated with them. Their type definitions are also speci-
fied in a signature. To describe data aspects, ComMA provides a set of primitive data types
(such as integer, string, boolean, real etc.) and allows the definition of more complex types
such as enumerated types, vectors and records.

We refer to data associated with a command or a signal as input parameters and data
associated with a reply or a notification as output arguments.

In the Fig. 1, we give one example of each type of event in the execution context of a
client and server. Observe command c and its corresponding reply c reply. The command
c has n input parameters associated with it denoted by param 1, . . . , param n. The reply
of command c denoted by c reply has one output argument arg associated with it.
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interface IVendingMachine{
variables

int items, coins

init
items := 0
coins := 0

in all states {
transition do: inventoryInfo(items)

}

initial state Off {
transition trigger: loadProduct
do: items := items + 1
reply
next state: Off

transition trigger: switchOn
guard: items > 0
do: reply(OK)
next state: On

transition trigger: switchOn
guard: items <= 0
do: reply(NOK)
next state: Off

}

state On {
transition trigger: insertCoin
do: coins := coins + 1
reply(OK)
next state: On
OR
do: reply(NOK)
next state: On

transition trigger: orderCola
guard: coins > 0 AND items > 0
do: coins := coins - 1
items := items - 1
reply(OK)
next state: On

transition trigger: orderCola
guard: coins <= 0 OR items <= 0
do: reply(NOK)
next state: On

transition trigger: switchOff
next state: Off

}
}

Listing 1.2. Example of a ComMA state machine

Note that signals and notifications do not have a corresponding reply. In listing 1.1 we
present the signature of IVendingMachine.

ComMA Interface. The behavior of an interface in terms of allowed sequence of events
is expressed in terms of state machines. A state machine has one or more states (with ex-
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Fig. 2. Server side state machine corresponding Listing 1.2

actly one initial state) and a set of declared and initialized variables. Each state must have
one or more transitions. We distinguish between triggered and non-triggered transitions.
Both kinds may have an associated guard over the set of defined variables. Triggered
transitions (denoted by transition trigger) represent an invocation by a client, i.e. either a
command or a signal. Non-triggered transitions (denoted by transition) represent an event
emitted by the server, i.e. notification or reply to a command. The body of a transition
consists of one or more clauses separated by an OR construct. A clause is a sequences of
actions corresponding variables assignments (using standard mathematical expressions)
or events (notifications or replies to commands). Non-determinism between choice of pos-
sible transitions in a state is supported by simply defining multiple transitions. Within a
transition body we express non-determinism using the OR construct.

We present the interface state machine of our IVendingMachine example in List-
ing 1.2. A brief explanation is provided below:

– Two variables items and coins are defined and initialized.
– The initial state is Off.
– Notification inventoryInfo with parameter items is possible in all states.
– In state Off there is a choice between accepting commands loadProduct and switchOn.

Observe that there are two instances of transition switchOn with different guards.
– In state On there is a non-deterministic choice between accepting commands insert-

Coin and orderCola and a signal switchOff. Observe that insertCoin has two possible
replies, expressed by the OR construct and different reply values.

In the Fig. 2, we present the communicating state machine (server side) corresponding
Listing 1.2 by borrowing the syntax of the popular modeling tool UPPAAL [28] for com-
municating automata. We extend the notation on arcs between states to represent sequence
of communicating events with expressions on variables.
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timing constraints

TimingRule1
command orderProduct and reply(OK) -> [ 2.4 ms .. 3.8 ms ] between events

TimingRule2
notification inventoryInfo and notification inventoryInfo

-> [ 400.0 ms .. 550.0 ms ] between events

Listing 1.3. Example of a few timing constraints

Timestamp: 0.000081 Notification: inventoryInfo Parameter: integer : 0
Timestamp: 2.002300 Notification: inventoryInfo Parameter: integer : 0

Timestamp: 3.030400 Command: switchOn
Timestamp: 3.567788 Reply Parameter: Result::NOK

Timestamp: 4.005600 Command: loadProduct
Timestamp: 4.206180 Reply

Timestamp: 5.640320 Notification: inventoryInfo Parameter: integer : 1
Timestamp: 6.940301 Notification: inventoryInfo Parameter: integer : 1

Timestamp: 7.046780 Command: switchOn
Timestamp: 7.666180 Reply Parameter: Result::OK

Timestamp: 13.100550 Command: orderCola
Timestamp: 13.215671 Reply Parameter: Result::NOK

Timestamp: 17.705500 Notification: inventoryInfo Parameter: integer : 1
Timestamp: 18.905500 Notification: inventoryInfo Parameter: integer : 1

Timestamp: 19.055012 Command: insertCoin
Timestamp: 20.000020 Reply Parameter: Result::NOK

Timestamp: 23.100550 Command: orderCola
Timestamp: 23.215671 Reply Parameter: Result::NOK

Timestamp: 23.908800 Notification: inventoryInfo Parameter: integer : 1
Timestamp: 24.608703 Notification: inventoryInfo Parameter: integer : 1
Timestamp: 25.888101 Notification: inventoryInfo Parameter: integer : 1

Timestamp: 26.000300 Command: insertCoin
Timestamp: 26.006180 Reply Parameter: Result::OK

Timestamp: 27.100550 Command: orderCola
Timestamp: 27.215671 Reply Parameter: Result::OK

Timestamp: 28.030440 Notification: inventoryInfo Parameter: integer : 0
Timestamp: 29.960241 Notification: inventoryInfo Parameter: integer : 0

Timestamp: 30.000300 Signal: switchOff

Timestamp: 36.000330 Command: switchOn
Timestamp: 36.006180 Reply Parameter: Result::NOK

Listing 1.4. Fragment of a ComMA trace

Timing Constraints Next to a state machine specification, a ComMA interface also
allows the specification of timing behavior as a set of timing constraints. In ComMA
there are four types of timing constraints [25], but we will only consider three of them.
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Interval rules specify the time interval between events. Conditional interval rules are a
further restriction on them. Rules for periodic events specify repetitive occurrence of an
event within a specified time period and jitter.

Listing 1.3 shows two examples of timing constraints: TimingRule1 describes the al-
lowed time between an occurrence of command orderProduct and its reply. The lower
bound (LB) is 2.4 ms and the upper bound (UB) is 3.8 ms. TimingRule2 gives another
example of how time intervals between periodic notifications are similarly specified.

ComMA Trace. The trace language in ComMA is used to represent observed interactions
between a client and a server in a language independent manner. The idea is to be able
to write custom converters from domain specific traces (e.g. sniffing network traffic or
from a generated log file) to the ComMA trace language. An example ComMA trace
conforming to the IVendingMachine interface is shown in Listing 1.4.

3. Reverse Engineering Interfaces of Legacy Systems

Fig. 3. Typical Usage of our Learning Framework
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Often the behavior of legacy components is poorly documented and understood. This
makes it hard to create an interface model having the right level of abstraction. In the
previous section, we have discussed the two ingredients of a ComMA interface model,
namely signature and interface. In Fig. 3, we present the different steps to derive a ComMA
interface model.

Generating a signature model from available source code is rather easy (step 1). On
the other hand, inferring interface behavior in terms of a state machine requires run-time
information such as event logs. Often event logs are abundantly available but the informa-
tion in them may not be very useful due to unclear semantics and incompleteness. In such
cases sniffing network channels during system execution and extracting information from
them turns out to be a very useful technique to obtain consistent and complete execution
data. In all cases, we must create custom transformations to the ComMA trace format
(step 2). A prerequisite for performing step 2 is the ability to map the custom messages
and their data to the available ComMA event types (as used in signatures) and ComMA
data types. ComMA provides the commonly used primitive types such as integer, real,
string, enumerations, records, vectors and map types. Our experience shows that these
data types are generally sufficient to support non-trivial cases. A limitation of ComMA
is the inability to use references to interface instances or services as data types (a feature
that can be found in some protocols for distributed computing). The actual conversion
from the captured communication or logs to ComMA traces usually requires developing
a custom translator. Depending on the complexity of the protocol and the data format, this
task may lead to significant efforts. In our practice we have created custom translators
that deal with proprietary company specific protocols, and also faced mixed formats that
integrate textual, binary and sometimes encrypted data. Clearly, availability of documen-
tation about the protocol is a key enabling factor. Usage of standard protocols and existing
tools can greatly reduce the effort in step 2.

The Interface Learner is an implementation of the reverse engineering method pre-
sented in Sec. 4. Once we have the set of ComMA traces and the signature model, the
interface learner generates a timed-causal graph and a ComMA state machine containing
time constraints (step 3).

Causal graphs are widely used by many commercial process mining tools [31] 5 as a
simple and intuitive means to visualize which activities in a trace can follow one another
directly 6. Most of these tools nicely capture time and frequency based information such
as execution times and activity counts.

4. Inferring State Behavior: Interface Learner

We present a step-wise method to transform an event log into a ComMA state machine.
First we represent the information in an event log as a causal graph (dependency graph)
of events extended with time. A causal graph is then transformed into a state machine
graph where edges are events and states are outputs of events (data), i.e. similar to Moore
automata [24]. Next all equivalent states (i.e. states having same set of possible events)
of a state machine graph are discovered and merged. Finally the resulting state machine
graph is transformed into ComMA state machine syntax using a simple algorithm.

5 https://www.celonis.com/, https://processgold.com/en/, https://www. my-invenio.com/
6 See https://www.gartner.com/doc/3870291/market-guide-process-mining
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First we introduce a few notations in Sec. 4.1. In Sec. 4.2 we describe our learning
method in steps: logs to causal graphs, causal graphs to state machines, merging equiv-
alent states and finally generating a ComMA interface model and a set of timing con-
straints.

4.1. Notations
General definitions A finite sequence σ over some set S of length n ∈ N is a function
σ : {1, . . . , n} → S. The set of all finite sequences over S is denoted by S∗. We denote
a sequence of length n by σ = 〈s1, . . . , sn〉, where s1, . . . , sn ∈ S and σ(i) = si for
1 ≤ i ≤ n. A sequence of length 0 is called an empty sequence denoted by ε.

A graph is a pair G = (V,E), where V is the set of vertices and relation E ⊆ V × V
denotes edges. In a directed graph, edges have directions represented by a head and tail.
In a directed graph, a sequence σ ∈ V ∗ of length n > 0 is called a directed path, if
(σ(i), σ(i+ 1)) ∈ E for all 1 ≤ i < n.

We assume a set of interface actions IA, consisting of commands, replies, signals and
notification, with a function typewhich yields the type of each action, that is, COMMAND,
SIGNAL, REPLY, or NOTIFICATION. For a command c we denote its reply by c reply.
Henceforth we use a, a1, a2, . . . to denote interface actions, c, c1, c2, . . . to denote com-
mands, s, s1, s2, . . . to denote signals, and n, n1, n2, . . . to denote notifications.

An event is a tuple (a, str), where a is an interface action and str is an output string
which is a string representation of the value of one or more output arguments associated
with a reply or notification. For commands and signals the output string is empty (see
Sec. 2). For now we abstract away from input arguments of commands and signals but
revisit it later in this section.

Given an event e, we denote its interface action by action(e) and its output string by
output(e). The occurrence of an event e at time t ∈ R+ is called a timed event, denoted as
the pair (e, t). We define the projection functions event(e, t) = e and time(e, t) = t. Let
Σ be the set of all timed events. A trace σ is a possibly empty sequence over Σ, σ ∈ Σ∗.
We denote the empty trace by ε.
As an example,

σ = 〈((c, -), 0.0); ((c reply,OK), 0.215); ((s,−), 3.51); ((n, 5), 4.11)〉

is a trace containing first command c at time 0.0 followed by its reply with value OK at
0.215, third signal s at 3.51 and fourth notification n with output 5 at 4.11.

A log L is a finite non-empty set of traces L ⊆ Σ∗. For a given log L, we define
events(L) as the set of all events occurring in traces of L and actions(L) as the set of all
interface actions occurring in events(L).

Restriction [R1] In this section we require for every trace that every occurrence of
a command is immediately followed by a reply of this command, that is, there are no
intermediate notifications. In Section 5, we will discuss how this restriction can be relaxed.

4.2. The Learning Algorithm
The learning algorithm takes a log and a signature as input and produces an interface
model as output. First we convert a log to a causal graph which is later transformed to a
state machine.
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Logs to Causal Graphs Each trace of a given log L captures a possible order of the
occurrences of events in time. A causal graph is a directed graph which describes when
two events follow each other in a trace. For a log L we define its causal graph G(L) as
the graph (V,E) where

– V = events(L)
– (e, e′) ∈ E if and only if there exists a trace 〈te1, te2, . . . ten〉 ∈ L and an i ∈
{1, . . . , n− 1} such that e = event(tei) and e′ = event(tei+1).

We denote the set of initial vertices as initial(V ) = {{event(σ(0))} | σ ∈ L}.
We associate a set of time durations to each pair of causally related events by the

function δ : E → P(R+) which is defined as follows:
δ(e, e′) = {t | there exists a trace 〈te1, te2, . . . ten〉 ∈ L and an i ∈ {1, . . . , n− 1}

such that e = event(tei), e′ = event(tei+1) and
t = time(tei+1)− time(tei)}

We refer to the pair (G(L), δ) as a timed causal graph. An example of a log containing
three traces and its corresponding timed causal graph is shown in Fig. 4. The edges are
annotated with the set of time durations, as defined by function δ.

Fig. 4. Three Traces and their Timed Causal Graph

Causal Graphs to State Machines Next we transform a causal graph into a state ma-
chine graph, where each state (vertex) represents a set of events and each transition (edge)
represents an event. An event of an incoming transition to a state belongs to the set of
events associated with that state.

A state machine is a tuple (S,A, T, s0), where S is the set of states, A is the set of
actions, T ⊆ S ×A× S is the set of transitions, and s0 is the initial state.
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Fig. 5. Causal Graph to State Machine

We do not include time durations in a state machine because a timed causal graph is
sufficient to derive timing constraints. This is discussed later in the section.

Given a log L and its causal graph G(L) = (V,E), we define a state machine
(S,A, T, init) where

– init /∈ V
– S = {{e}|e ∈ events(L)} ∪ {init}, i.e. states different from init are singleton sets,

each corresponding a distinct event from log L
– A = events(L);
– T = {(s1, e, s2) | e ∈ s2 and ((s1, s2) ∈ E or s2 ∈ initial(V ) ∧ s1 = {init})}

Note that transitions with source init are added to all initial vertices of V . The event
of a transition is obtained from the target state of the relation in E.

An example of a causal graph and its corresponding state machine is shown in the Fig. 5.
Note that we denote the state init by the node containing the symbol ∗.
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Algorithm 1: Generate ComMA StateMachine
input : state machine SM = (S,A, T, s0), name
output: ComMA state machine

print machine name {
for s ∈ S do

if s = s0 then
print initial state StateName(s) {

else
print state StateName(s) {

end
for (s, e, s1) ∈ T do

if e has-type NOTIFICATION then
print transition do: EventName(e)
print next state: StateName(s2)

end
if e has-type SIGNAL then

print transition trigger: EventName(e)
print next state: StateName(s2)

end
if e has-typeCOMMAND then

print transition trigger: EventName(e)
print do:
for path ∈ getAllPathsToReply(SM, s) do

for (s1, e, s2) ∈ path do
if e has-type REPLY then

print EventName(e)
print next state: StateName(s2)
if not last for-iteration over paths then

print OR
end

else
print EventName(e)

end
end

end
end

end
print}

end
print }

Merging Equivalent States Once we have a state machine, the goal is to reduce it by
iteratively discovering all pairs of equivalent states and merging them.

Given a state machine (S,A, T, s0), two states s1, s2 ∈ S are said to be equivalent if
and only if {a | ∃s : (s1, a, s) ∈ T} = {a | ∃s : (s2, a, s) ∈ T}, i.e., the same set of
events are possible.

In the Fig. 5, consider the two pairs of states {(n1, 5)} and {(n1, 2)}, {(n3,−)} and
{(c2 reply,OK)}. It is easy to check that both pairs are equivalent. Each state of the first
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interface ISample{

initial state init {
transition trigger: c1
do: reply(OK)
next state: executed_c1_OK
OR
do: reply(NOK)
next state: executed_c1_NOK

}

state executed_c1_OK {
transition do: n1(5)
next state: executed_n1_5_n1_2

transition do: n3
next state: executed_n3_c2_OK

}

state executed_c1_NOK {
transition do: n1(2)
next state: executed_n1_5_n_2

}

state executed_n1_5_n1_2 {
transition trigger: c2
do: reply(OK)
next state: executed_n3_c2_OK

}

state executed_n3_c2_OK {
transition do: n2
next state: executed_n2

transition trigger: s1
next state: executed_s1

}

state executed_s1 {
transition do: n2
next state: executed_n2

}

state executed_n2 {
transition trigger: c2
do: reply(OK)
next state: executed_n3_c2_OK

transition do: n3
next state: executed_n3_c2_OK

}
}

Listing 1.5. Generated ComMA State Machine

pair allows a single event (c2,−) (with destination state: {(c2,−)}), while each state of
the second pair allows two events (s1,−) (with destination state: {(s1,−)}) and (n2,−)
(with destination state: {(n2,−)}).

Given a state machine (S,A, T, s0) and two equivalent states s1, s2 ∈ S, where s2 6=
init, we define a merge operation Merge((S,A, T, s0), s1, s2) = (S′, A, T ′, s′0) where
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– S′ = S \ {s1, s2} ∪ {s} where s is the union of s1 and s2
– T ′ is obtained from T by replacing all occurrences of s1 and s2 by s
– s′0 = s, if s1 = init, s′0 = s0, otherwise.

It is easy to check that the merge operation does not disturb the set of possible paths in
the state machine (i.e. action sequences). Also note that the order of applying the merge
operation does not have an effect on the resulting state machine.

Generating ComMA Interface Model A state machine SM = (S,A, T, s0) can be
transformed into a ComMA interface model, where we assume the following methods:

– getAllPathsToReply(SM, s) returns the set of all paths of SM starting at state s and
ending with an event of type REPLY and no other event in this path is of type REPLY.
Due to restriction R1, a command event is immediately followed by a reply event.

– StateName(s) which yields a meaningful string representation (label) of state s, for
instance, as a disjunction of event output strings over all incoming edges (see state
labels in Fig. 5).

– EventName(e) which yields a string representation of event e.

Given a state machine, we present an algorithm (see Alg. 1) to generate its correspond-
ing ComMA interface model. For the last state machine (i.e. after merging) in Fig. 5, the
algorithm produces the output shown in Listing.1.5.

Remarks. Often data sets associated with a notification or reply belong to large domains
such as integers, real etc. They may also have a complex type such as records and vectors.
In such cases the number of resulting states may become very large since the output strings
are not equal (for e.g. see notification n1 with output 5 and 2 in the Fig. 5). To remedy
this we may abstract away from such data sets. This should ideally be indicated by the
user as part of configuration parameters of the learner. If we abstract away from all data
in notifications and reply (i.e. all output strings are empty), then the size of the resulting
state machine is bounded by the number of unique events in an event log. This is easy to
check since the number of vertices in a causal graph and its corresponding state machine
(excluding init) are bounded by that number.

Recall that we did not consider input arguments of commands and signals. It is straight-
forward to capture them in a similar manner as we did for output data of replies and
notifications. To achieve this we only need to extend the tuple representing an event to
be the tuple (a, ostr, istr), where a is an interface action (as before), ostr is an output
string (as before) and istr is an input string which is a string representation of one or
more argument values associated with a command or signal. Similar to the previous case,
abstraction techniques are needed to avoid an explosion of states.

It is easy to check that the resulting state machine conforms to the input event log
since (a) the causal graphs represent all possible ordering of events present in an event
log, and (b) the corresponding merged state machine is not disturbing the order of events
present in the causal graph. To validate the implementation of our learning algorithm, the
monitoring feature in ComMA is used to check for conformance between the generated
interface model and the set of input event logs [26].
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Generating timing constraints. Consider a log L and its timed causal graph ((V,E), δ).
From a timed causal graph we could generate all possible timing constraints between
pairs of events but not all of them will be useful from a functional requirements point of
view, for e.g. between two status reporting notifications or between an error and a status
notification etc. Rather timing constraints over response time of an operation to execute
a movement on a mechanical device (observable as a specific command and its eventual
reply) or between notifications reporting positions of the device are more interesting to
check for compliance with safety regulations.

Recall from Sec. 3 that one of the inputs to the interface learner is the signature file
containing the syntactic definitions of each unique event occurring in event logs. So as
part of the configuration parameters of the interface learner, the user has the possibility
to indicate which set of events in the signature are relevant and what types of timing
constraints over them would be useful to generate.

As pre-requisite for generating timing constraints from a timed causal graph, we as-
sume a few generic methods are present to compute minimum and maximum time dura-
tions between events (user indicates which events are useful) present in a log. The nota-
tions for these methods are described below.

– Given a command event c ∈ V , we denote the minimum time duration to observe any
of its reply events as cmin = min({min(δ(c, r)) | (c, r) ∈ E}) and maximum time
duration to observe any of its reply events as cmax = max({max(δ(c, r)) | (c, r) ∈
E}).

– Given two events e1, e2 ∈ V such that e2 is reachable from every path starting at
e1 and there are no cycles in between, let Γ be the set of all paths starting at e1 and
ending at e2. We denote the cumulative minimum and maximum time durations along
all paths of Γ by the interval [e1e2min, e1e2max]. For the special case of cyclic paths
where e = e1 = e2 , we denote its period by eperiod = (emax − emin)/2 and jitter
by ejitter = max(emax − eperiod, eperiod − emin).

In Listing. 1.6, we provide templates to generate three types of timing constraints. A
brief description of these is given below (for detailed semantics, see [25]):

– TimeForReply states that if command c is observed then its reply is observed within
the specified interval.

– TimeBetweenEvents states that if two events e1 and e2 are observed without observing
e1 in between then the interval between them is [e1e2min ms ... e1e2max ms].

– TimeBetweenPeriodicEvents states that if e1 is observed then e2 will occur periodi-
cally with period e2period and jitter e2jitter until e3 observed.

As mentioned earlier, the user indicates the events c, e1, e2, e3 as part of configuration
parameters of the learner. The Listing 1.7 shows four examples of timing constraints gen-
erated from the timed causal graph presented in Fig. 4.

5. Extensions

The learning algorithm presented in the previous section is very general in that it does not
exploit patterns of interaction between a client and its server. We present two extensions
to the learning algorithm to deal with some commonly occurring patterns.
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timing constraints

TimeForReply
command action(c)

-[ cmin ms ... cmax ms ] -> reply

TimeBetweenEvents
type(action(e1)) action(e1) and type(action(e2)) action(e2)

-> [ e1e2min ms ... e1e2max ms ] between events

TimeBetweenPeriodicEvents
action(e1) then action(e2) with period eperiod ms jitter ejitter ms until action(e3)

Listing 1.6. Templates to generate timing constraints

timing constraints

TimingConstraint1
command c -[ 0.1 ms ... 1.5 ms ] -> reply

TimingConstraint2
signal s1 and command c -> [ 1.5 ms ... 3.7 ms ] between events

%TimingConstraint3
%notification n1 and signal s2 -> [ 3.2 ms ... 5.7 ms ] between events

Listing 1.7. Few timing constraints of the timed causal graph in Fig. 4

The first extension detects recurring events in event logs. In practice these events are
usually periodic notifications containing status reporting information but they could also
be signals or commands. The second extension detects a generalization of a command-
reply pattern by allowing notifications in between. Such patterns are atomic from the point
of view of a client because it is blocked until the reply is received. We end the section with
a discussion about exploiting domain knowledge to detect hidden dependencies between
events present in a log. For e.g. an event in the initialization phase may have an impact on
the possible events available in the operational phase.

Using Client-Server Context to Distinguish Recurring Events. Control systems often
generate periodic events, for e.g. notifications about status information generated by a
server. If we simply transform a log containing recurring events into a causal graph, we
may end up with a model where almost every event is possible after a recurring event.

For instance, consider the example in Fig. 6. Here we have a trace containing a pe-
riodic notification n1. If we ignore n1, then we observe that there is a causal relation
between client-initiated events, i.e. command c is followed by signal s1 and then signal
s2. When we transform such a trace into a causal graph, the causal relations are lost since
n1 can be followed by either c, s1, s2. As a result, we end up allowing too much behavior.

One way to address this problem is by exploiting the fact that client-initiated events
(commands and signals) and server-initiated events (notifications) occur in context of each
other, i.e. a sequence of client-initiated events occur in the context of the last server-
initiated event and vice versa. The additional context information is easily captured by
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Fig. 6. Handling Periodic Events

extending the vertices of a causal graph with a context attribute. If a client or server
initiated event is the first event of a trace then its context attribute is empty.

In the Fig. 6, we show how vertices representing periodic notification n1 are extended
with context of client-initiated events. The occurrences of n1 are now distinguished based
on the last occurring event from a client. As a result, causal relations between events
c, s1, s2 are preserved.

Applying contexts to non-periodic events can have a negative effect on the final result.
In practice, the user should be able to decide which events can benefit from a context
attribute. This choice can be provided to the learner as part of its configuration parameters.

Inferring Compound Commands Many client-server based control systems support
the possibility for a server to raise notifications during the execution of a command, i.e.
a sequence of notifications before sending the corresponding reply. We refer to such a
pattern as a compound command. Note that the client is blocked until it receives a reply
from the server. In ComMA, we model such a pattern by adding one or more notifications
to the body of a transition trigger referencing a command.

In the Listing 1.8, we give an example where a server can receive a command switchOn
and as a response, it produces two notification inventoryInfo and powerLevel before re-
turning a reply with value OK.

The trace induced by a compound command is a sequence of events starting with a
command, ending with a reply and containing zero or more notifications in between, i.e.



Reverse Engineering Models of Software Interfaces 675

transition trigger: switchOn
do: inventoryInfo(1)

powerLevel(85)
reply(OK)

next state: On

Listing 1.8. Compound Command

a sequence of the form 〈c;n1;n2; . . . nm; c reply〉, where m ∈ N. In the Listing 1.9, we
give an example.

Timestamp: 3.030400 Command: switchOn
Timestamp: 13.908800 Notification: inventoryInfo Parameter: integer : 1
Timestamp: 13.908800 Notification: powerLevel Parameter: integer : 85
Timestamp: 3.567788 Reply Parameter: Result::OK

Listing 1.9. Trace induced by Compound Command in Listing 1.8

Recall that due to restriction R1 in the previous section, we did not consider traces
induced by a compound command. To relax this restriction, we make the following mod-
ifications to the concepts presented in the previous section.

– Drop interface action type REPLY and relax the restriction on empty output strings
for command events. So instead of using an explicit reply event, we use output string
str of a command event (c, str) to capture its corresponding reply value.

– Lift the definition of an event to be the tuple (e, σ), where e is an event (as defined be-
fore) and σ is a sequence of notification events. We require that signal and notification
events satisfy σ = ε.

These modifications imply that event logs must be pre-processed to detect and aggre-
gate subsequences induced by compound commands before constructing the causal graph
with the newly extended notion of events. For instance the trace in Listing 1.9 is trans-
formed into event e = ((switchOn,OK), 〈inventoryInfo(5); powerLevel(85)〉). We give
an example of pre-processing a log in step 1 of Fig. 7.

The transformation to a causal graph and then to a state machine stays the same (see
step 2 and step 3 in Fig. 7). However, the algorithm to generate a ComMA state machine
syntax must be modified to handle compound commands. This transformation is rather
straightforward. For instance, event e must be transformed into the ComMA syntax pre-
sented in Listing 1.8.

Note that we still require each input trace to satisfy that for every command event
there is a matching reply event.

Discussion It is often the case that we have some knowledge about the behavior of a
component which would otherwise have required a large number of traces. There are two
ways to capture such information.
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Fig. 7. Inferring Compound Command in Traces

One way is to define a set of negative traces (i.e. forbidden order of events) and adapt
the learning algorithm to take these orderings into account while constructing the causal
graph. In practice such traces are not readily available and are time-consuming to create.

Another way is to specify domain knowledge in terms of temporal constraints [38] and
use them in conjunction with a model checker to check for violations [45, 12]. The model
checking process can be further augmented by formulating and asking questions to a user
in terms of scenarios [16, 19] on the quality of the generalization. The user may accept
or reject the generalization, or can provide a new temporal property that handles a larger
class of scenarios. Constraints are usually specified as safety (must never be violated) and
liveness (must eventually happen) properties [40].
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As our algorithm takes into account only causal relations between pairs of directly fol-
lows events, a pattern such as event X is eventually followed by event Y is not exploited
(long-term dependencies). For instance consider the interface model of IVendingMachine
in List. 1.2. The interface state machine does not allow a vending machine with zero items
to switchOn successfully (i.e. with a reply OK). It is hard to infer this behavior from traces
only because other events can occur in between, e.g. loadProduct and switchOn (e.g. see
List.1.4). Such a dependency can be expressed as a Linear Temporal Logic (LTL) formula.

6. Case Studies

In order to evaluate the learning algorithm we used two example cases for which we
already constructed an interface manually earlier. For both interfaces there is a software
implementation and a number of traces collected during testing the implementation. The
first case is an interface of the power control unit; the second case is an interface of a
third-party operating table.

The goal of the presented case studies is to evaluate the interface state machines gen-
erated by the learning algorithm in terms of size and understandability. We also compare
the generated output to the original manually constructed state machines that were already
present. Furthermore, we do not evaluate the generation of timing constraints because it
is a work in progress.

Clearly the model inferred by the interface learner depends on the quality of the event
log. Most of the times, event logs only contain only a subset of the possible events, usually
determined by the execution context. Furthermore, only a part of the interface behavior
may be represented by an event log. In order to characterize the input event log we mea-
sure the percentage of the used events and the coverage of the logs measured against the
original interface models.

For both cases we first automatically checked for conformance of traces against the in-
terface model and then applied the ComMA interface learner. The results from the power
control unit case are shown in Table 1. The unit has 5 sub-interfaces: for inspecting the
event log (logging); for inspecting the unit self-test results and software version (ser-
vice); for updating the unit application software and configuration (utility); for monitor-
ing startup and shutdown state (startup/shutdown); and for performing tests by injecting
events (test interface).

Table 1. Results of learning experiment with power control unit
Interface Nr.traces Coverage % used events Size original interface Size learned interface
Logging 1 83% transitions, 100% states 100% 1 machine, 2 states 4 states
Service 2 100% transitions and states 100% 1 machine, 1 state 5 states
Utility 2 7% transitions, 17% states 25% 1 machine, 6 states 4 states

Startup/shutdown 14 29% transitions, 71% states 54% 2 machines, 7 states 8 states
Test 1 16% transitions, 36% states 50% 1 machine, 11 states 3 states

For every interface the table columns indicate the number of traces used for mon-
itoring and learning, the coverage of the trace set as a percentage of visited states and
transitions in the original interface, the percentage of the used interface signature events,
the total number of state machines and states in the original interface, and finally the
number of states in the learned state machine.
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The original Service interface is stateless (hence its specification has a single state).
In the traces, the events were observed always in the same order (4 events in total), which
explains why the learned state machine contains 5 states. It is anticipated that if the traces
contain more permutations of the 4 events then some of the states can be merged by the
learning algorithm.

For traces that cover only a small part of the behavior (demonstrated by low coverage
and low percentage of used events) the number of states in the learned machine is lower
than the original. This observation confirms the intuition that the learned behavior is a
subset of the complete one.

All learned state machines are easy to understand partly due to the rules for forming
the state names. Their size in terms of number of states is small reflecting the fact that the
behavior of the interfaces in this case study is generally not complex.

The interface in the second case study (that of the operating table) is considerably
more complex than the one for the power unit. The table can move along 5 axes indicated
here as Axis 1 to 5. Moves on several axes can be executed in parallel. All moves have
similar behavior captured in a simple state machine with 3 states. Thus the original inter-
face specification consists of 5 orthogonal machines (one for each axis) plus one machine
for the startup sequence and the generic parameter notifications. In addition, the table and
its clients exchange keep-alive messages with high frequency which results in long traces.
The keep-alive messages and parameter value notifications can happen in any state. The
experimental set contains 6 traces: one with a move for each axis in isolation and one that
combines moves along all axes. For simplicity, the traces do not include startup sequence.

Table 2. Results of learning experiment with the operating table
Trace Coverage Size learned behavior
Axis 1 15% transitions, 41% states 13 states
Axis 2 17% transitions, 47% states 13 states
Axis 3 18% transitions, 47% states 13 states
Axis 4 17% transitions, 41% states 13 states
Axis 5 30% transitions, 59% states 18 states

All axes 67% transitions, 94% states 31 states
All traces 71% transitions, 100% states 31 states

The results from this case study are summarized in Table 2. As in the previous case,
for each trace set we indicate the coverage over the original interface. First, we applied
the learner to one trace per axis to learn the behavior of each move in isolation (rows
Axis 1-5). As can be seen, the trace coverage and the size of the results are comparable
except for the trace for Axis 5 which appeared to contain moves along 2 axes. The row
”All axes” shows results for a trace containing moves along all axes. As a final step in the
experiment we fed the learner will all the 6 traces together (last row). The total coverage
of the input increases but the result is not very different in size and topology from the one
obtained from the trace with all axes.

A machine with 31 states (obtained when all traces were used) is not easy to compre-
hend but we have to say that the original behavior specification is not simple either. It was
difficult to identify the state behavior for a single move because the move-related events
were interleaved with the keep-alive messages. We see a potential to reduce the size of
this model by using domain knowledge to filter out keep-alive messages and some status
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update notifications that can happen at any time. The assumption is that these events do
not have an effect on the other events and can therefore be isolated.

As a final observation we would like to note that the generated output with this new al-
gorithm is generally smaller and more manageable than the one reported in the conference
version of the paper.

The learned interfaces were inspected by the engineers who created the original spec-
ifications thus they had domain knowledge and were experienced in modeling the in-
spected behavior. As future work we plan to investigate interfaces without pre-existing
specifications.

7. Related Work

Inferring state-based behavior from event logs is a well studied topic within Process Min-
ing and Finite State Machine (FSM) Inference communities.

FSM Inference Approaches for FSM-based inference (grammar induction) are based on
the learning framework described in [21] which shows that the class of regular languages
cannot be identified in the limit from positive strings only, since this almost always leads
to over generalization. For instance a self-loop model is always the simplest explanation
for any given positive string but such a model is not very useful for analysis. So in practice,
heuristics are used to control the amount of generalization present in the final model.

Most popular techniques for FSM inference are based on the state merging approach.
They start by representing the set of available traces as a prefix tree acceptor and then
in steps make generalizations by merging pairs of nodes based on an equivalence notion
derived from the well-known Myhill-Nerode relation [36]. So the problem of inferring a
state machine from a set of traces is reduced to identifying and scoring equivalent points
in the traces that may be suitable merge candidates. Each merge produces a state machine
with more allowed behavior (i.e. the set of all possible event orderings). Most popular
strategies for generalizing prefix trees can be characterized by Bierman’s K-tails algo-
rithm [11] which works on the idea that two points in an execution trace (nodes represent-
ing states) are equivalent and can be merged if their future behaviors (up to k-steps) are
identical. The work in [15] relaxes the equivalence notion to include subsets of possible
behaviors, carried out in the context of discovering software engineering processes. The
GK-tails method [33, 46] extends K-tails by considering the influence of data. The method
relies on Daikon invariant detection to produce an extended FSM (EFSM), i.e. FSM with
data guards on transitions.

When applying simple state merging algorithms to limited traces it is difficult to de-
termine if a compatible merge is truly valid. A bad merge earlier on can have negative
consequences on the end result. To some extent this issue is addressed by Evidence Driven
State Merging (EDSM) approaches based on the Red-Blue Fringe framework [27]. In an
EDSM based approach, each possible merge is given a score based on the amount of evi-
dence of a good merge. The merge with the highest evidence is merged. An extension to
the red-blue fringe state merging algorithm that takes into account timing information in
traces and infers a timed automata from it, is presented in [43].

Some approaches rely on the user to determine if a merge is good or bad. The work
in [16] presents strategies to formulate questions to the user. The user is also able to
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provide negative traces and temporal constraints to further improve the merge criteria. A
similar approach based on model checking is presented in [45] which is extended in [12]
using SAT solving techniques. The resulting Mealy machine is transformed into a non-
deterministic Moore machine. The trivial solution for the case of positive traces only is
the basis for the work in [39]. Note that this is different from the state merging approach.

A popular passive automata learning tool is Flexfringe [44] 7. The tool provides an
efficient implementation of the well-known evidence-driven blue-fringe state-merging al-
gorithm and its probabilistic variants. There are many options to modify search strategies
and the user can choose to extend functionality with custom algorithms or rely on standard
algorithms such as RPNI [37], ALERGIA [14], EDSM [27], Overlap [23] etc. Another
interesting tool is LearnLib 8. The tool has a focus on active learning but there are also a
few RPNI based passive learning algorithms. However most of these tools are difficult to
use by a non-expert and solve only the general problem of inferring state machines. It is
also not trivial to map the resulting models from these tools to domain specific concepts.

Comparison to the State Merging Approach To compare our approach to state merging
approaches based on K-tails, we borrow a nice example of a text editor application from
the work in [45]. The idea is simple: once a file is loaded, it can be edited. Only if a file
has been edited then it may be saved. Finally a new document can only be loaded when
the current document has been closed.

Recall that K-tails like other state merging approaches start by representing the set
of available traces as a prefix tree acceptor. In each step, pairs of nodes of this tree are
merged if their future behaviors (up to k-steps) are identical, and the resulting model is
made deterministic. In addition to the k-value, the choice of pairs and evaluation of a
merge rely on heuristics provided by the user.

In the Fig. 8, we present three traces from a log file of such an application and their
corresponding FSM generated using the k-tails algorithm with values of k = 1 and k = 2
(note that the example log and generated state machines are borrowed from [45]).

In general for a user it is difficult to determine the right value of k for which the
resulting model is useful, since the user also has not much knowledge about the model
being inferred.

Observe that for higher values of k, we get a FSM with less behavior (i.e. set of all
possible event orders). So for k = 2 the FSM is almost the prefix tree, whereas for k = 1
we get a FSM with more behavior but

– it is possible to save without having edited the file
– it is possible to edit and save the first loaded file but not to the second loaded file.
– it is not possible to load a third file

In the same figure, we also show the state machine generated by our learning method.
Since the model preserves the causal relations between events of a given trace, we do not
suffer from the problems mentioned above. Furthermore, it is easy for the user to reason
about the output state machine, since ordering relations can be checked very easily by
either inspecting the set of input traces or its corresponding causal graph.

7 https://automatonlearning.net/flexfringe/
8 https://learnlib.de/
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Fig. 8. Comparing with the K-tails Approach

Process Mining The field of Process Mining aims to discover, monitor and improve pro-
cesses by extracting knowledge from event logs [1]. Most commercially successful ap-
plications of process mining can be seen in the area of organizational business processes
(Fluxicon, Celonis, UiPath, Process Gold, ProM, PM4PY)9 10. Petri nets are a widely
used formalism to model and analyse business processes [42]. So it is not surprising that
most process mining techniques produce their output in terms of a Petri net [1]. In con-
trast to FSM based inference techniques, process mining techniques take into account the
presence of concurrent behavior in event logs.

Early work on process mining can be traced back to three independent papers [5, 17,
15]. The work in [15] developed process discovery techniques in the context of software
engineering processes. Among the three methods presented in this paper, the purely algo-

9 https://www.celonis.com/, https://processgold.com/en/, https://www.fluxicon.com/
10 https://www. my-invenio.com/, http://www.promtools.org/, https://pm4py.fit.fraunhofer.de/
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rithmic approach (based on K-tails [11]) and Markovian approach to deal with noise were
considered promising. Around the same time, the work in [5, 17] presented the first appli-
cations of process discovery in the context of business processes. The work in [17] adapts
the K-tails algorithm with probabilistic elements. However none of the three approaches
are able to discover concurrency.

The α-algorithm [2] was one of the first algorithms to mine concurrent behavior along
side choices and causal dependencies. It is a simple technique that scans the event log
for patterns and distinguishes them in log-based ordering relations, i.e. causal, choice
and concurrency. These ordering relations are used by the algorithm to create places to
connect transitions of the resulting Petri net.

The learning method presented in this paper uses ordering relations (like in the α-
algorithm) between events of a log as its starting point. However for our case of inferring
interface models, the presence of concurrent behavior in event logs is not yet a relevant
aspect but gives us the nice possibility to extend our method to detect them in the future.

Another interesting approach concerns the theory of regions where the focus is on
synthesizing a Petri net from a behavioral specification (for e.g. a transition system), such
that the behavior is preserved. There are two main approaches, state-based region [20,
4, 18] and language-based region [10, 48]. Other approaches in process mining include
frequency-based techniques such as the heuristics miner [47, 34], abstraction-based tech-
niques such as the fuzzy miner [22] and genetic algorithms [3, 35] which take into account
noise and incompleteness of event logs.

The quality of the discovered model with respect to the given log is measured using
the four quality dimensions: fitness, simplicity, precision, and generalization [1]. Most
approaches guarantee varying levels of fitness and re-discoverability. Among them region-
based approaches achieve a good fitness. The problem of guaranteeing sound models with
a good fitness is addresed in [30].

Most process mining approaches are not able to handle duplicate tasks since their
occurrences are indistinguishable in an event log. As a result, models may become overly
connected, negatively affecting the precision and simplicity of the model. Many solutions
to detect duplicate tasks have been proposed [35, 32, 13] but the rules to identify them are
not sufficiently general for all event logs. Note that we try to address this problem in our
learning method by using context information(see Sec. 5).

Freely available tools 11 such as ProM and more recently a Python library (PM4PY)
provide access to many mining algorithms. Similar to tools for FSM inference, these
tools are also difficult to use by a non-expert and apply them to domain specific concepts.
However, the many available professional process mining tools address these problems
by providing tailored solutions for the domain of business process management.

8. Conclusions

We have presented a method to infer an interface state machine and a set of timing con-
straints from an event log. The inferred model is intended to serve as a starting point for
subsequent modeling steps. In comparison to other approaches for passive learning, we

11 http://www.promtools.org/, https://pm4py.fit.fraunhofer.de/
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exploit client-server interaction patterns and also take into consideration data and tim-
ing information in event logs. Our method can also be configured to deal with recurring
events, the choice of generated timing constraints and large data domains of parameters.

Like many process mining techniques [31], we also generate an intermediate causal
graph using the directly-follows relation. For a user, such a graph serves as an intuitive
way to visualize the information present in an event log and to reason about the resulting
interface model. In contrast, the state machines produced by state merging approaches
(see Sec. 7 and 4) are difficult for a user to reason about solely based on merge heuristics.
Moreover having meaningful state names in interface models greatly improves readability
which is also an important aspect for adoption.

Most parts of the method presented in this paper are available in ComMA12, except
support for compound commands and the generation of timing constraints. In future re-
leases, we intend to add these missing features. As future work we see two interesting
extensions of our method (1) Extensions to the concept of compound commands to cap-
ture more frequently occurring domain specific patterns such as cancelations, etc. [7, 9, 8],
and (2) Extensions to infer behavior of components. In typical component-based systems,
a component has a set of provided interfaces (to provide services) and a set of required
interfaces (to consume services). So the goal is to infer a set of constraints between events
of these interfaces based on evidence in event logs. Such an inference must be able to
detect concurrent behavior in event logs. In this case exploiting the ordering relation for
parallel tasks as presented in the α algorithm [2] could be a nice extension to our method.
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Abstract. The creation of a Machine Learning system is a typical process that is 

mostly automated. However, we may address some problems in the during 

development, such as the over-training on the training set. A technique for 

eliminating this phenomenon is the assembling of ensembles of models that 

cooperate to make predictions. Another problem that almost always occurs is the 

necessity of the human factor in the data preparation process. In this paper, we 

present DrCaptcha [15], an interactive machine learning system that provides 

third-party applications with a CAPTCHA service and, at the same time, uses the 

user's input to train artificial neural networks that can be combined to create a 

powerful OCR system. A different way to tackle this problem is to use transfer 

learning, as we did in one of our experiments [33], to retrain models trained on 

massive datasets and retrain them in a smaller dataset. 

Keywords: machine learning, neural networks, transfer learning, interactive 

machine learning, ensemble techniques. 

1. Introduction 

A typical process for building a machine learning system starts with the preparation of 

the data by an expert. This process could be very long and expensive since it must be 

done manually. Then follows the construction of a model using a learning algorithm on 

these data. After training, the model is evaluated and if its performance is satisfiable it 

can be used for predictions in unseen data? But if not this long training process starts 

again after tweaking the parameters of the learning algorithm.  This procedure, many 

times involves a little trial and error and is repeated until the model performance is 

sufficient. Depending on the learning algorithm, the size of the training set and the 

hardware used this process could take from some hours to months! Another problem that 

occurs very often during the training phase is the over-fitting of the trained model to the 

training data. That makes the model lose its ability to generalize on unseen data. In this 

paper, we will try to tackle those problems by using transfer learning [20], ensemble 

[11] and interactive machine learning [18] techniques as proof of concept. 

First, let's take the problems one by one. In order to start training a model, we need to 

have a sufficient amount of labeled data, and very often the labeling of this dataset must 

be done by a human. Our approach to this issue is to outsource the labeling to a service 
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we created, that will be used by third-party applications, and use the user's data to 

prepare our dataset. The next problem we face is the long training time that does not 

allow the fast formation of a model along with the overtraining of the model in the 

training set. Our approach to this problem is not overcomplicating things and create 

simple and neat machine learning models that can be trained in a very short time and 

give us feedback very fast. But this comes with a price, since the simple models may not 

be as accurate as the complex models. To overcome this issue we can construct 

ensembles of models and use those instead. Most of the time we will find out that the 

ensemble generalizes better than any of the models that make it up. This technique is 

also useful when the training set is very small and/or the learning algorithm becomes 

prone to over-fitting. 

Having that in mind, we developed “DrCaptcha” a machine learning application that 

will serve as a Proof of Concept for the solutions we are proposing. “DrCaptcha” is an 

interactive machine learning (iML) application. The purpose of this application is to 

take advantage of the feedback provided by users and use it to optimize a machine 

learning model. The purpose of this model is to perform Optical Character Recognition 

(OCR) on handwritten characters. The latter has attracted the interest of many 

researchers [5, 6, 7, 8, 9, 13] with very good results. Our solution to the problem focuses 

primarily on the minimization of the data preparation phase. We then focus on the speed 

of the training phase along with the avoidance of overfitting. Our goal was to achieve 

state-of-the-art results with the above limitations.   

“DrCaptcha“ initially provides users with an automated CAPTCHA system with the 

ability to distinguish whether the user is a human or a machine. The system then 

compares the values given by the user with the values stored in the database for the 

CAPTCHA, and if these values match then the system recognizes that the user is human 

and otherwise not. 

The difference of this system from the classic CAPTCHA systems is that the system 

itself, for some of the images, does not know all the characters. If the system verifies 

that the user input matches the data in the database, it will take the user values for the 

non-classified digits, and classify them according to the values given by the user (see 

Fig. 1.). In case the user login is incorrect, the system will not classify the characters. In 

this way, the user provides implicit feedback to the system by classifying characters, 

which will be used later to train machine learning models. This functionality is available 

through a GUI and an API. 

Based on the classified characters the application trains some artificial neural 

networks. After training and evaluating them, stores their training parameters, structure, 

and the confusion matrix. The latter will be used to synthesize ensembles of models that 

operate in the manner described later in this paper. 

After the training of the neural networks, an administrator can create an ensemble of 

neural networks and assign weights to each of them. This ensemble acts as a meta-model 

that takes the prediction from the base classifiers and then decides which prediction to 

output. When a user creates or makes a change to this ensemble, the application 

evaluates it using a test set and saves its parameters again. 
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Fig. 1. How our CAPTCHA service works  

Finally, the application provides a more interactive evaluation method where the user 

can "paint" a character and ask the system which character it is. The system will then 

retrieve the ensemble with the highest accuracy from the database, and give the user its 

prediction. 

Also, if the base classifiers disagree and there are more than one dominant 

predictions, the system may come up with alternative results for an input. This can be 

extremely useful for an optical character recognition system. For example with the 

addition of some extra rules, even word corrections can be made. One possible solution 

that takes advantage of this feature is, for the system to be expanded to use a dictionary, 

and look at the different predictions given by the neural network ensemble, and 

comparing them with the dictionary, making the necessary corrections until the word 

matches with a word in the dictionary. 

2. Related Work 

2.1. Interactive Machine Learning 

Interactive Machine Learning (iML) is a very promising tool for enhancing both human 

and computer capabilities. In the past, attempts have been made to create classifiers 

from humans manually using interactive machine learning systems. Those systems 

usually follow the same pattern - the training of a machine learning model using training 

data, and the evaluation of this model by a human. The feedback from this evaluation is 

considered for the creation of another model. This process repeats until the model 

performance is sufficient. 

One interesting iML application is CueFlik [1]. CueFlik is an image web search 

application that allows users to quickly create their own rules for re-ranking images 

based on their visual characteristics. Users can then re-rank any future Web image 

search results according to their rule. This approach can extend the capabilities of 

existing computer vision methods to make a web search application more efficient. 
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ReGroup [2] (Rapid and Explicit Grouping) is a system that applies end-user 

interactive machine learning to help people create custom, on-demand groups in online 

social networks. It works by observing a person’s normal interaction of adding members 

to a group while learning a probabilistic model of group membership which it uses to 

suggest both additional members and group characteristics for filtering a friend list. 

Also, some attempts have been made to enable users to explicitly create classifiers. 

These methods are particularly helpful because an expert should not expect the 

automatic algorithm to discover something obvious. When such systems used by a 

domain expert, background knowledge is automatically exploited because the user is 

involved in almost every decision that leads to the induced models. 

In [3], an interactive machine learning system was put in place which enabled its 

users to create a decision tree with a graphical environment by drawing a line between 

the points (corresponding to samples) that were graphically represented for a feature 

using in a two-dimensional visual interface. In [4] transparent boosting tree was 

proposed which visualizes both the model structure and prediction statistics of each step 

in the learning process of gradient boosting tree to user, and involves user’s feedback 

operations to trees into the learning process such as add/remove a tree, select feature 

group for building a new tree, remove a node on the current tree and expand a leaf node. 

The system also allows the users to go back to any previous model in the learning loop. 

2.2. Optical Character Recognition with Neural Networks 

One of the most prevalent methods of machine learning is artificial neural networks. 

EMNIST [8] is the widely used benchmark for the hand-written recognition task. 

Multiple works [5, 6, 7, 8, 9, 13] have used machine learning models on the EMNIST 

dataset and have achieved very good results.  

In [8], EMNIST’s balanced dataset used as input for both a linear classifier and 

OPIUM-Based classifiers [10] with a different number of hidden neurons each. [6] 

proposed a deep neural network that is composed of two auto-encoder layers, with 300 

and 50 neurons respectively and one softmax layer. [7] proposed a neuro-evolutionary 

algorithm that evolves simple and successful architectures built from embedding, 1D 

and 2D convolutional, max pooling and fully connected layers along with their hyper-

parameters. 

2.3. Ensemble Techniques 

Such methods improve the predictive performance of a single model by training multiple 

models and combining their predictions. In the past, several attempts have been made in 

creating ensembles, with impressive results [11]. 

One way to increase the performance of a machine learning model is to learn multiple 

weak classifiers and boost their performance using a boosting algorithm. One 

disadvantage of those is that they require re-training based on the misclassified samples, 

and this may slow down the learning process. [12] proposed an aggregation technique 

that combines the output of multiple weak classifiers that do not require any re-training. 
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As a result, the training process is very fast while the model achieves state-of-the-art 

results. Another advantage of this framework is that it can combine classifiers that were 

created using different algorithms. 

In recent years there have been a few attempts to combine the ensemble techniques 

and deep neural networks approaches [11]. While most of them center around 

developing an ensemble of deep individual neural networks, techniques like dropout 

split the initial neural network into several pieces at training time, to avoid over-fitting. 

Such techniques aim to reduce complex co-adaptations of neurons since a neuron cannot 

rely on the presence of particular other neurons in an individual neural network. Thus 

the neural network is forced to learn more robust features [16]. 

2.4. Transfer Learning 

As stated earlier in this paper, the collection of data is complicated and expensive, 

making it extremely difficult to build a large-scale, high-quality annotated dataset due to 

the expense of data acquisition and labeling. Transfer learning [20] is the methodology 

of transferring knowledge from a source domain to a target domain. Usually, the size of 

the source domain is much larger. This process enables us to tackle problems with 

insufficient training data, which has a tremendously positive effect on many areas that 

are difficult to improve because of inadequate training data [21]. The main idea is that a 

deep neural network learning process is similar to the processing mechanism of the 

human brain, and it is an iterative and continuous abstraction process. The network's 

front-layers can be treated as a feature extractor and identify low-level features of 

training data. At the same time, subsequent layers can extract more high-level features 

that provide the network with the information needed to make the final decision.  

By assuming that the neural network can learn low-level features from another 

dataset, we can take a neural network train it on a huge dataset, acquire a lot of low-level 

features, and retrain a part or all of it with a smaller dataset. This process will enable our 

model to take advantage of the low-level features learned from the first dataset and 

combine them with the high-level features learned from the second smaller one to make 

better predictions. For example in [22] the Inception-v3 [28] was used with weights 

trained on ImageNet [26] dataset and achieved 70.1% accuracy on CIFAR-10 dataset 

[23] and 96.5% on Caltech Faces dataset [24]. While transferring knowledge from a 

model trained on a labeled dataset is ideal, we can also transfer knowledge from models 

trained on unlabeled datasets. In [25], a new machine learning framework was develop 

called “self-taught learning” that uses models trained using unlabeled data for 

classification tasks. Another benefit that emerges is that the first half of the process - the 

training on the huge dataset - can be done once and use the low-level features learned on 

various more specialized datasets making the training cycle for these much smaller.  

3. Ensemble Methodology 

The method described in this section is an ensemble technique that uses artificial neural 

networks as base classifiers. Any type of neural network could be used. The only 
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limitation is for the classifier to give the normalized probabilities for each category as a 

result. Although we are using neural networks, any type of classifier could be used as 

long as the above limitation applies. 

This method combines a series of models of artificial neural networks (base 

classifiers), M1, M2, . . . , Mk, aiming at creating an improved model, M*. To understand 

this concept, let's say we have a patient and we want to make a diagnosis based on his 

symptoms. Rather than asking for a doctor's opinion, we can ask for an opinion from 

many. So if we see that the majority of doctors agree on a diagnosis, then we can choose 

it as the final diagnosis. The final diagnosis can be made by a majority, where the vote 

of each doctor has the same weight. The majority of voters of a large group of doctors 

may be more reliable than majority voting by a small group or only one. This is the case 

in most cases for an ensemble of classifiers. 

The structure of artificial neural networks is not particularly relevant, as long as the 

last layer has a softmax activation so that the output layer gives us what normalized 

probability that the input sample can belong to. Let us call this probability pi,j where i 

denote the class, and with j the model from which it emerged. That is, the probability pi,j 

is the probability for class i by the artificial neural network j. We also can have k 

training sets, D1, D2,. . . , Dk, where Di (1 ≤ i ≤ k) is used to create the Mi classifier. 

Each of the models of artificial neural networks M1, M2,. . . , Mk has a weight  

w1, w2,. . . , wk which is normalized so that the total weights for all artificial neural 

networks are 1. Continuing with the previous example, we assume that we place weights 

on the value of diagnosis for each doctor, based on the accuracy of previous diagnoses 

they have made or based on their specialty. The final diagnosis is then a combination of 

weighted diagnoses. In the case of artificial neural networks, we can compare education 

with the training parameters and the structure of the neural network. An examination of 

previous diagnoses can be likened to the examination of the confusion matrix. 

Let us now pass a sample X as an input to all artificial neural networks. At the final 

layer of each model Mi, we will have the probability of each class for the input. Then we 

multiply all outputs of the artificial neural network Mi with the weight of the artificial 

neural network. The same action will be done for all neural networks of the ensemble, 

and at the end of the process, the probabilities of each model will be added by category, 

with the corresponding categories of all the models of the ensemble. The category with 

the largest sum of probabilities will be the output class. 

Fig. 2. shows schematically how this method works. On the left side are the base 

classifiers. On each base classifier, each output neuron is associated with the 

corresponding neuron that handles the class. The above structure looks intuitive to an 

artificial neural network in which the output layer is not connected with all the neurons 

of the previous layer. 

This process is mathematically described by Eq. 1. and Eq. 2. In those, with P i we 

denote the sum of the probabilities for class i by all neural networks. With pi,j we denote 

the probability given by the network j the class, for the class i. With wj we denote the 

weight of the neural network j, while the number of classes is c. 

Pi= ∑
j= 1

k

pi , j w j

 

(1) 
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class= argmax(P1, P2,...,Pc)  
(2) 

The advantage of this method is that it does not only take into account the only 

prediction made by neural networks. The result is deduced from the probabilities given 

by artificial neural networks for each class as output. Thus, the result is not only 

deducted as a weighted vote but also the confidence of the base classifiers in their 

prediction. Continuing our diagnosis example, now we take into account the confidence 

of each doctor along with the previous ones. 

As for the choice of weights for each artificial neural network, this can be done 

automatically by considering the accuracy of the model in a validation set with Eq. 3 

where wi is the weight for neural network i, ai is the accuracy of the neural network i, 

and k is the total number of neural networks in the ensemble.  

wi=
a

i

∑
j= 1

k

a
j

 

 

(3) 

  

This setting can also be done manually by an administrator who can adjust weights by 

looking at the accuracy of each neural network and other statistics. Those statistics could 

be different metrics such as precision, sensitivity, specificity, and f-mesure or additional 

insights we can extract from the confusion matrix of the ensemble and each base 

classifier. The administrator could also consider the data gathered during each base 

classifier's training phase, such as the number of epochs, batch size, the increase or 

decrease of loss, and accuracy on each epoch indicating the level of over-training of 

each classifier. 

Last but not least, the administrator should manually test the ensemble with their data 

(excluding train and test set), see how the ensemble and each base classifier behave and 

adjust the weights accordingly. Repeating this process multiple times ensures the 

classifier's quality and, with each iteration, enhances the ensemble more and more with 

human expertise.  

The whole process can be summarized by the following Аlgorithm 1. 

Algorithm 1. The proposed algorithm 

1. Training: 

 1. Train all base classifiers (neural networks) with the training 

set(s). 

 2. Test all base classifiers with a test set. 

 3. Manually add weights to the base classifiers. (Add more base 

classifiers to the ensemble and adjust weights) 

 

2. Prediction: 

 1. Make predictions with all the base classifiers and extract the 

probabilities for each one. 

 2. Compute the overall probability for each class. 

 3. The ensemble prediction is the class with the highest 

probability. 
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Fig. 2. Schematic representation for the proposed model 
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4. Context of Experimental Study 

To test this methodology, we created two ensembles on two different datasets. The first 

one was capable of performing optical character recognition tasks, while the second one 

was a system that can detect pneumonia from chest x-rays. The base classifiers used in 

the first set of experiments were custom made neural networks (shallow, deep, and 

convolutional). However, on the second set of our experiments, we used existing state-

of-the-art neural network architectures with some modifications to prepare them for the 

task. This way, we can confirm that our methodology works regardless of the 

architecture used. 

4.1. Optical Character Recognition System   

The OCR system predicts handwritten digits, uppercase, and lowercase characters. The 

dataset used for training was the EMNIST’s balanced dataset which consists of 47 

classes. For the creation of this system, we designed four neural networks which are 

described later in this section. Then we used these networks to assemble an ensemble.  

The first artificial neural network to be implemented is a simple neural network with 

10000 hidden neurons. The network takes an image (matrix) of 28x28 as input and 

converts it to a vector of size 784. Then it passes this image from a dense layer with 

10000 neurons using ReLU [14] function as an activation function and then a 50% 

dropout layer so that the network is not over-trained. Finally, there is a dense layer with 

47 neurons (as many as the categories of EMNIST’s balanced). The activation function 

of the last layer is a softmax function. The categorical cross-entropy was used as a cost 

function with an adadelta [17] optimizer was used as a cost function. This neural 

network had about 85.05% accuracy. 

The second artificial neural network is a deep neural network consisting of 8 layers. 

The network takes an image of 28x28 as an input and converts it to a vector of size 784. 

It then passes the image to a dense hidden layer of 4096 neurons with the ReLU 

activation function. It then goes through a 10% dropout layer. Then we still have a dense 

layer with 1024 neurons that also uses ReLU as an activation function. Then we have 

another 10% dropout layer. Finally, we have a dense layer with 512 neurons and a ReLU 

activation function followed by a 10% dropout layer. The last dense layer has 47 

neurons. The activation function of the last layer is the softmax function. The categorical 

cross-entropy was used as a cost function with an adadelta optimizer. This neural 

network achieves an approximate accuracy of 85.07%. 

The third artificial neural network is a deep convolutional neural network consisting 

of 8 layers. The first layer is a convolutional layer with 32 filters, a kernel size of 3x3 

and the ReLU activation function. This layer takes as an input a 28x28 image and 

produces as output 32 images of 32x26, one for each filter. The next layer is also a 

convolutional layer the same as the previous one but this time with 64 filters that take 

the previous layer’s images as input and produces 64 output images matrices  of size 

24x24. These “images” go to a max-pooling layer with a 2x2 window size that reduces 

the size of them to 12x12. The convolutional component of the network ends with a 

50% dropout layer. Then we have a layer that undertakes to take the images of the 
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convolutional neural network and converts them to a vector of size 9216. This vector 

enters a dense layer with 1024 neurons and a ReLU activation function followed by a 

dropout layer with a percentage of 25%. Finally, we have a dense layer with 47 neurons 

and a softmax activation function. The categorical cross-entropy was used as a cost 

function, with an adagrad [18] optimizer. This neural network achieved an average 

accuracy of 88.24%. 

The fourth artificial neural network is a deep convolutional neural network consisting 

of 8 layers. The first layer is a convolutional layer with 32 filters, kernel size of 3x3 and 

ReLU activation function. This layer takes as an input a 28x28 image and produces as 

output 32 images of size 32x26, one for each filter. The next layer is also a 

convolutional layer identical to the previous one, which takes the previous layer’s output 

as input and produces 32 24x24 “images”. These images go to a max-pooling layer with 

a 2x2 window size that reduces the size of the images to 12x12. The convolutional part 

of the network ends with a 25% dropout layer. Then we have a layer that takes the 

output matrices of the convolutional network and converts them to a vector of size 4608. 

This vector enters as an input to a dense layer with 512 neurons and a ReLU activation 

function, followed by a dropout layer of 50%. Finally, we have a dense layer with 47 

neurons and softmax as the activation function. The categorical cross-entropy was used 

as the cost function with an adagrad optimizer. This neural network achieved an 

approximate accuracy of 88.5%. 

We choose these four neural networks to ensure the robustness of our ensemble 

technique by using different styles of neural network architectures. The first one was a 

primitive type of neural network with only one hidden layer, favoring simplicity over 

complexity.  The second one was a deep neural network that had multiple hidden layers, 

generally capable to learn more difficult tasks than the first one. The other two were 

convolutional neural networks that generally train faster and perform better at image 

classification tasks such as optical character recognition. 

Subsequently, we joined the networks designed above to create an ensemble. The 

weights assigned to those can be seen in table 1. These numbers were assigned after an 

intensive study of neural network performance on the test set. The overall accuracy of 

the ensemble in the EMNIST’s balanced test set was about 88.89% which was almost 

0,4 % more accurate than the most accurate neural network in the ensemble. 

Table 1. Accuracy and weights of each neural network in the OCR ensemble. 

Neural Network Accuracy Weights 

1st 85.06 % 10.09 % 
2nd 85.07% 10.09 % 
3rd 88.24 % 34.78 % 
4th 88.5% 43.48% 

4.2. Pneumonia Detection System 

To ensure our methodology's robustness, we performed another set of experiments on 

the ChestXRay2017 [27] dataset. Specifically, we created an ensemble of classifiers that 

is capable of detecting pneumonia from chest x-rays. To assemble that ensemble, we 



 DrCaptcha: An Interactive Machine Learning Application           697 

 

used four state-of-the-art neural networks, InceptionV3 [28], ResNet50 [29], Xception 

[30], and VGG16[31]  with some modifications to prepare these neural networks for the 

task.  

We removed the output layer of each. In its place, we added a global polling layer 

followed by a dense layer of 256 neurons, followed by a 50% dropout layer and an 

output layer with two neurons and a softmax activation function. These networks were 

pre-trained on ImageNet [26] dataset, and we retrained them on ChestXRay2017 using 

categorical cross-entropy as loss function and Nadam [32] as the optimizer. In table 2, 

you can see the accuracy and the weights assigned to these networks. 

Table 2. Accuracy and weights for each base classifier in the pneumonia detection ensemble. 

Neural Network Accuracy Weights 

Inception-v3 94.39 % 40 % 
ResNet50 92.63 % 20 % 
Xception 93.43 % 20 % 
VGG16 93.59 % 20 % 

5. Experiments and Results 

The dataset used for our first set of experiments was the balanced version of EMNIST’s 

balanced dataset which consists of 47 classes of digits lowercase and uppercase letters. 

The official EMNIST’s balanced dataset consist of 112,800 training samples, and 

18,800 test samples. The samples for the two sets were taken by different groups of 

people. We trained our models on the official training set and tested it with the official 

test set. 

For the second set of experiments, we used the ChestXRay2017 dataset, which 

contains 5856 X-Ray images 5232 for the training set and 624 for the test set divided 

into two classes, pneumonia and normal. 37.5% of the cases were chest x-rays of healthy 

people, while 62.5% were of patients with pneumonia. The dataset has an equal 

distribution of the two classes in training and test sets.  

5.1. Training on EMNIST 

We trained our models for twenty epochs and a batch size of 256 on a Quad-core Intel 

Core i5-4460. Table 3 shows the difference in training time between us and our main 

competitors, TextCaps [13]. In our environment, TextCaps training took 1 day, 20 hours 

and 12 minutes to run for the whole training set while the training time for our 

methodology was only about two hours and 50 minutes. That’s about 15 times faster 

than our main competitors! 
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Table 3. Training performance comparisons between TextCaps [13] and DrCaptcha using the 

whole EMNIST’s balanced training set 

Method Training time (minutes) 

TextCaps [13] 2652 minutes 

DrCaptcha 172 minutes 
 

From our experiments, it can be seen that training time was significantly better for 

our methodology. That’s very important for every machine learning methodology since 

training time is directly related to more expensive equipment and more expenses in 

general. Subsequently, methodologies with low training time and low hardware 

requirements are more likely to be used by non-tech users and small businesses on old 

hardware and mobile devices. Another advantage of our methodology and other 

ensemble methods is that we can add more models to our ensemble later to make our 

model even stronger. The latter can be done with only a few clicks in our application. 

5.2. EMNIST Test Set Performance 

Table 4 illustrates the accuracy achieved by different methods on the EMNIST’s 

balanced dataset. It can be seen that we were able to surpass most of the existing 

methods including EDEN [7].  

Table 4. Performance comparisons between methods for the EMNIST’s balanced dataset 

Method Accuracy 

  OPIUM-Based classifiers [8] 78.02% 

CSIM [5] 85.77% 

Maximally Compact and Separated Features with Regular Polytope Networks 

[9] 

88.39% 

A mixture model for aggregation of multiple pre-trained weak classifiers [12] 88.39% 

EDEN [7] 88.3 % 

TextCaps [13] 90.46 % 

DrCaptcha 88.89 % 
 

Even though we were not able to outperform TextCaps in the  accuracy performance, 

we are very close, and this performance gap will not make much difference in a real-life 

application. In addition we highlight that with our methodology if the prediction a model 

in the ensemble and another or more predictions are likely to be true then our model 

returns all of them. This smart heuristic will make a lot of difference in a real-life 

application, and in some situations could be even better than mathematically defined 

accuracy. 

5.3. Training on ChestXRay17 

We trained the four neural networks on an NVIDIA GeForce GTX 1050 (640 Cuda 

cores, compute capability 6.1). The training took place for a maximum of 40 epochs for 

all of them, but we stopped training if the loss function stopped getting better for at least 



 DrCaptcha: An Interactive Machine Learning Application           699 

 

five epochs. We also divided each epoch into 50 steps. Because the training set was 

small for the task, we also performed some random data augmentation for each image 

during training. Specifically, we performed rotations from 1° to 15°, zooms from 1% to 

20%, and shifts within the range of 1-10% both vertically and horizontally. The average 

training time for each base classifier was 44 minutes. 

5.4. ChestXRay17 Test Set Performance 

The results of our ensemble were way better than each base classifier individually.  

Specifically, the ensemble achieved 95.51% accuracy, 97.43% precision, 95.47% 

sensitivity, 95.57 % specificity, and the f1 score was 96.44%.  A summary of each base 

classifier's performance metrics can be found in table 5. 

Table 5. Performance comparison between the ensemble and base classifiers on ChestXRay17. 

Classifier Accuracy Precision Sensitivity Specificity f-1 

  Inception V3 94.39 % 95.89 % 95.16 % 93.07 % 95.53 % 

ResNet50 92.62 % 93.33 % 94.79 % 89.16 % 94.05 % 

Xception 93.58 % 97.94 % 92.27 % 96.19 % 95.02 % 

VGG16 93.42 % 93.33 % 96.04 % 89.38 % 94.66 % 

Ensemble 95.51 % 97.43 % 95.47 % 95.57 % 96.44 % 
 

Given the fact that the distribution of training (and test) data was highly imbalanced 

(62.5% - 37.5%), the best metric for measuring the ensemble's overall performance is 

the f-1 score which, as we can see, is better than each base classifier individually. 

6. Conclusion 

In this paper, we dealt with the problem of optical character recognition and its solution 

by implementing an interactive machine learning system. The accuracy of the system 

results is quite encouraging, as we managed to achieve up to 88.89% of the EMNIST’s 

balanced with a total of 47 classes representing lowercase, uppercase and numeric 

characters in only about two hours and 50 minutes. In addition, our methodology 

enables us to make proper use of the secondary predictions of our model. The latter 

could make a significant difference in a real-life application since it enables a user to 

extend this methodology to fill his needs in order to build a more complete system. 

By using user-interactivity, we have solved the problem of labeling additional data as 

we can insert new images, and let application users label images. This is a great help as 

labeling many images would require many hours of extra work. With this approach we 

can provide more data during the training phase of our models, hoping to achieve even 

better results in the future.  

The abundance of data is crucial in the implementation of a machine learning system. 

Interactivity satisfactorily solves the problem of labeling, but finding data, especially in 

the case of images, is not a particularly easy process. One way to find more data is to 

artificially expand the training set with data augmentation techniques, as we did in our 
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second set of experiments. Data augmentation makes the dataset expansion a painless 

process that can further enhance our models, which we can train with more data to tackle 

the problem of over-training more effectively. We can also train our models with a large 

dataset from an entirely different domain and use transfer learning techniques to retrain 

our models with a smaller dataset and transfer the knowledge acquired from the first 

dataset to the field that we are interested in. 

In addition to expanding the training set, interactivity also serves to synthesize all 

artificial neural networks. A user can look at the statistics (such as the confusion matrix) 

of various neural networks, and use them to synthesize a set based on them and assign 

them the appropriate weights to achieve the desired performance. 

Although these ensembles achieve high performance, they add extra complexity to 

the system. Also, the system gets slower as new models are added to the set. Many 

researchers today are looking for ways to simplify such systems by exporting the 

functionality and performance of a set of machine learning models to a simpler model 

that ideally should have the same behavior and performance as the ensemble. 
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Abstract. Online social networks are the main choice of people to maintain their 

social relationships and share information or opinions. Estimating the actions of a 

user is not trivial because an individual can act spontaneously or be influenced by 

external factors. In this paper we propose a novel model for imitating the 

evolution of the information diffusion in a network as well as possible. Each 

individual is modeled as a node with two factors (psychological and sociological) 

that control its probabilistic transmission of information. The psychological factor 

refers to the node’s preference for the topic discussed, i.e. the information 

diffused. The sociological factor takes into account the influence of the neighbors’ 

activity on the node, i.e. the gregarious behavior. Agenetic algorithm is used to 

automatically tune the parameters of the model in order to fit the evolution of 

information diffusion observed in two real-world datasets with three topics. The 

reproduced diffusions show that the proposed model imitates the real diffusions 

very well. 

Keywords: social networks, information diffusion, psychological factors, 

sociological factors, genetic algorithm. 

1. Introduction 

The use of social networking websites is currently the most widely used form of 

communication. Social networks help us to keep in touch with our friends, create new 

relationships, develop our social life, but these can also influence our decisions 

especially when a lot of information is false or we may even become dependent through 

their excessive use. Socialization on social networks has taken on a great extent and the 

number of users has increased considerably. When analyzing social networks, we focus 

on discovering patterns of human interactions. Thus, we can observe the social 

structures, and the actions and friends of an individual are no longer random, but can be 

modeled according to well-defined rules. If we were to analyze how people interact, we 

might find that they do not make random connections with one another (e.g. some talk 

constantly, others often, and some never do). The use of social networks allows users to 

send and receive messages (both public and private), share photos, videos and gives 

them the opportunity to join certain groups. We can say that online communication 

means have become employed in all aspects of everyday life, from business to social 
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life. Thus, online social networks not only connect many users, but also collect data on 

their daily interactions. Given these collections, we can analyze how information is 

transmitted through social networks, which is a topic of great interest. 

In this paper we propose a model that imitates the information diffusion as well as 

possible, referring to the behavior of users from a real point of view, both at the 

psychological and social level. In modeling the individual from a psychological point of 

view, his/her decision in the transmission of information is a restricted one. This 

restriction consists in the fact that the individual has a certain interest in the information, 

but this information may also be useful or not for him/her. In modeling the individual 

from a sociological point of view, we consider the gregarious behavior of the individual 

regarding the transmission of information, namely that he/she is influenced by the 

activity of his/her neighbors. For both models, we take into account both the information 

credibility, and the fact that users are bored with certain information, either according to 

the passage of time or depending on the amount of information received. We also use a 

genetic algorithm to automatically learn the model parameters based on the real 

information diffusion. This model is applied on two real datasets [1, 2], and the results 

are promising. 

In the literature there are many factors considered to influence the information 

diffusion, but it is important how these factors are modeled and combined. In our model 

we introduce the following influencing factors: the boredom of an individual, the 

activation degree of an individual that is correlated with his/her interest in information 

and the usefulness of the information, the login rate depending on a certain time of day 

(daytime/nighttime) etc. The main contribution of this paper is the combination of these 

influencing factors in a model in order to reproduce the decision of an individual in an 

agent-based simulation as well as possible. Another contribution is the automatic 

learning of certain parameters of the diffusion model. This is a great advantage because 

the evolutions of the diffusions may be different depending on a certain topic being 

discussed. Moreover, by combining psychosocial modeling with automatic learning of 

parameters, our model is able to extract the relevant characteristics from various 

evolutions of diffusion. To the best of our knowledge, no other models have been 

proposed so far in the literature that combine these influencing factors and automatically 

adapt their parameters for different diffusion evolutions. 

The paper is organized as follows. In Section 2 we present some contributions related 

to information transmission models. In Section 3 we describe our model, and the 

experimental results are shown in Section 4. Finally, in Section 5 the conclusions and 

some development directions are included. 

2. Related Work  

An analysis of how information is spread through online social networks (OSNs) and 

simulation of user behavior based on their posts is presented in [3]. The method 

proposed in this paper uses a stochastic multi-agent approach, in which each agent is in 

fact a user of the social network. The analysis is made on Barack Obama’s Twitter 

network in the 2012 US presidential race. The authors show what happens if the central 

source of the network is inactive, more precisely the node that represents Barack Obama 
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and also highlights the impact of eliminating the most active users in the process of 

information diffusion. By impact it is understood that the number of messages sent by 

users is constantly affected over time. Experimental results show that eliminating the 

first 100 most active users has a greater impact on the number of messages than 

removing the central source node. 

In [4], the authors model the information diffusion using agents with well-defined 

states, similar to the epidemic SIR (Susceptible, Infected, Recovered) model and use 

two datasets from the Twitter social network to compare the efficiency of the proposed 

model regarding the realistic simulation of the diffusion. The model introduced in this 

paper is based on the fact that those users who may know that a rumor is false, will not 

spread messages that deny these rumors. Therefore, recovered users will not influence 

their neighbors, allowing them to recover as well. They use a synthetic scale-free 

network of 1000 nodes and the Euclidean distance to evaluate the difference between the 

actual and the simulated diffusion results. The authors compare the Euclidean distance 

of their model with a basic model and obtain a smaller distance for both datasets, so a 

more realistic information diffusion. 

A basic model for rumor propagation is proposed in [5] and consists of node-level 

modeling. Nodes can have well-defined states, each state allowing specific actions such 

as spreading the information, ignoring it etc. As in our work, node activity is modeled in 

discrete time events, which is why the authors can model various time constraints, such 

as: some actions of the nodes are completed after a certain period of time, a node checks 

its information from friends at least once 24 hours and at most once an hour. The 

proposed model contains a large number of parameters, this being a general impediment 

in the complex models, hence our motivation to use a genetic algorithm for automatic 

parameter learning. The authors also use synthetic networks and conclude that those 

networks with scale-free topology are more suitable for analyzing the simulation of 

information diffusion. 

In [6], a multi-agent model is proposed to reproduce the real transmission of 

information in scale-free networks. In addition, the authors also propose a mechanism to 

combat the spread of false information. Each agent has the opportunity to choose 

whether or not to transmit the information depending on his preparation level on a 

particular topic, which is a random threshold assigned to him. The authors propose three 

different ways in which an agent can spread information: spontaneous visualization, 

collective influence and communication persuasion. An analysis of the real information 

diffusion is made on a Twitter dataset with the announcement of the discovery of the 

Higgs Boson [1] in which the authors track the activity of the active users in the network 

to highlight the evolution of information diffusion. We also follow this aspect in our 

paper on the same dataset. Running the model on networks of different sizes, the authors 

observe the same form of diffusion and assume that their model does not depend on the 

size of the network, but only on the simulation parameters. Also, to study the spread of 

false information, the authors use the real dataset where fake news was spread during the 

Occupy Wall Street protest. In order to model the spread of fake news, the authors 

introduce in their model a new type of agent that is able to recognize fake news and alert 

its neighbors. In this experiment, based on the number of posts of users over time, they 

obtain a good dynamic of the event on networks of different sizes. 

A spatio-temporal characterization of the information diffusion process and a model 

that describes the dynamics of information spreading on the Higgs dataset [1] are 
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presented in [7]. Regarding the spatial and temporal characteristics of the observed data, 

the authors studied the behavior of the user both at the global (macroscopic) and 

individual (microscopic) levels. The users’ activities are: posting message (tweet), 

sharing post (re-tweet) or replying to existing tweets. Starting from the observed 

characteristics, the proposed diffusion model takes into account the fact that a user no 

longer posts a certain period of time after having a recent post. Also, the authors 

introduce two different rates of activation or deactivation of nodes that are time-varying 

and can be independently modified. The probability that a node will post a message is 

also influenced by the number of its neighbors who repeatedly post over time. Their 

model has a good accuracy in reproducing the information diffusion and could be 

applied in other processes of diffusion of social networks. 

A protocol in which the network becomes more immune to the spread of false 

information based on the evidence theory (Dempster-Shafer theory and Yager’s rule) is 

presented in [8]. Their model is based on the choice of two source nodes, one that 

transmits true information and one that transmits false information. The effects of the 

collision of the two pieces of information through the network are shown, but also the 

effect of using the evidence after establishing the ground truth. This approach based on 

the evidence theory plays an important role in the individual’s decision to transmit or not 

the received information. The authors also consider the confidence degree of the 

neighbors regarding the character of the information spread by a certain source. Once 

the ground truth is established, the authors show how the spread of false information is 

blocked. Also, the work [9] is an extended version of the work [8] in which the 

following case studies are considered: different positioning of the source nodes, a source 

node might not always transmit the same information during a simulation, use of a larger 

network, adding new connections to the original networks and analyzing the number of 

messages during information diffusion. 

There are many other approaches that analyze the process of information diffusion 

through the network. For example, a dynamic model is proposed in [10] to investigate 

the influence of node activity on the information spread process. Through an active 

node, the authors refer to the fact that it can contact all its neighbors, while an inactive 

node can only communicate with its active neighbors. The behavior of the model is 

studied on both homogeneous and heterogeneous networks. In [11], the authors study 

the dynamics of the information diffusion on homogeneous social networks in which 

they consider a mechanism to combat false information. A stochastic model for 

information diffusion is proposed in [12] and the authors mention the limited attention 

property of the users, in which they may lose some of the received messages if they have 

many connections. In [13], an extension of the Susceptible-Infected diffusion model is 

proposed, in which the authors include elements of human dynamics, such as bursty and 

limited attention, with a significant impact on the diffusion process. In [14] a 

competitive model of information diffusion is presented, which consists in the 

simultaneous spread of two different pieces of information. A diffusion model called GT 

is presented in [15], in which the nodes are considered intelligent and rational agents 

and have two types of payoff: a social and an individual one. Also, the proposed model 

can be used to predict what behavior the users will have in a certain time frame. 

Other models of information diffusion are also presented in surveys on this topic: 

[16-18]. 
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3. Model Description 

In this paper we propose a protocol of information diffusion in social networks in which 

we take into account as many realistic factors as possible in order to model the 

individual’s decision to transmit information or not. We consider both the personality of 

the individual from a psychological point of view, as well as his degree of sociability. 

We model user behavior using two categories of influences: internal and external. These 

categories are presented by [19] in a detailed analysis of consumer behavior. Some 

examples of internal influences of a consumer’s behavior presented by the authors are 

perception, motivation, learning, memory, attitude, and the main external influences are 

those of groups or different factors of a society (e.g. demographic or cultural factors). 

We refer to these internal factors as psychological factors of an individual, while 

external factors are correlated with sociological factors. These terms can be jointly 

referred to as “psychosocial” factors. In psychological modeling we chose the 

perception and motivation of an individual as internal factors: perception is modeled as 

the usefulness of information, while motivation is modeled as a combination of the 

individual’s interest and the usefulness of information. In sociological modeling, we 

chose the external factors related to the influence of the neighbors on an individual. 

In addition, we propose that an individual may be influenced by the information 

credibility when making a decision in its transmission. The credibility of the information 

or the credibility of the source of information is difficult to assess. In an online social 

environment, a user usually assesses credibility based on certain indicators provided by 

the social platform. For example, in [20] the authors analyze the relevance of certain 

indicators on Twitter based on which users try to assess the credibility of posts. The 

most important indicators are those that refer to an official source, or posts that contain 

links, facts, informative or professional messages. To analyze these indicators, the 

authors chose different evaluators to judge the credibility of the posts and used the 

majority vote for the final evaluations. The aforementioned credibility indicators cannot 

be used in our model because we do not make an analysis based on the content of the 

messages. However, in [20] the authors show that the number of posts is also an 

indicator of credibility. Therefore, in our model we propose to use the number of the 

neighbors’ messages as an indicator of information credibility. We propose that the 

information held by a node has an initial credibility, which is a value in the range (0, 1]. 

In our model there are two ways in which a node can have information: it is assigned to 

it by simulation (source node or informant node) or it can receive it from neighbors 

(special node). The mechanism for determining credibility applies only to special nodes. 

Majority voting is an intuitive strategy to model an individual’s decision when multiple 

options are available. For example, [20] and [21] use majority voting to assess the final 

credibility of posts, and [22] uses majority voting as a mechanism for modeling the 

gregarious behavior of a node. The majority vote cannot be applied in our model 

because the credibility of the information is not a categorical variable, but a real one. 

Therefore, as an alternative, we propose that a node weigh the credibility of information 

received from neighbors. Moreover, in this model we assume that the credibility of the 

information increases as it is discussed more. To achieve this growth, we increase the 

weight of that credibility received from the neighbor with the highest number of 

messages. 
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Users cannot always send information, but only during certain periods. We start from 

the premise that they log on to a social platform with a certain average login rate. 

Most of the parameters of the proposed model are learned using a genetic algorithm. 

Therefore, having a diffusion model and the automatic learning of the parameters, our 

objective is to obtain an accurate evolution of the information diffusion, comparing it 

with the real diffusion. 

The first dataset we use contains both the structure of a social network on Twitter and 

the activity of users during the announcement for the discovery of the Higgs Boson. The 

second dataset does not contain the structure of the network, but only the activity of 

users in the Twitter social network on certain topics, of which we have chosen two, 

namely: “lipstick on a pig” and “fundamentals of our economy are strong”. We chose 

datasets that contain the timestamps of communication between users. Based on these 

timestamps, we managed to extract the evolution of information diffusion. Regarding the 

second dataset, the subjects were chosen at random. 

3.1. User Login Rate and User Handling 

When a person initiates an activity on a social network, we say that by this action he or 

she logs in. For this purpose, we choose that users have an average login rate (λlogin) 

following a negative exponential distribution law according to equation (1), where u 

represents a randomly generated number in the range [0, 1) and tlogin is the time period 

between two successive logins of a user expressed in minutes: 

ln(1 )
login

login

u
t




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(1) 

For example, if an individual logs in every two hours, then the average login rate is 

1 1
0.0083

2[ ] 2 60[ ]
login

h m
   


 logs per minute. For this login rate, one can see in 

Fig. 1 on the Y axis that tlogin is generated in an interval of approximately [0,600] 

minutes. We can also see that we have a higher chance of generating short duration 

times and we mark with the dotted line the duration of 200 minutes, i.e. in about 80% of 

cases we will have small values. 

We consider that the nodes are handled in the order of the login duration. Thus, after 

the login duration of a node has been generated, it is added to a sorted list. We chose to 

increment the simulation clock in discrete steps, where each step represents a period of 

one minute. After each increment of the simulation clock, the list is checked to identify 

which nodes are able to log in, i.e. a minute has passed and some nodes may be able to 

log in. A node that is able to log in is extracted from the list and then it is checked 

whether it can transmit its information to its neighbors according to the two models 

(from a psychological and sociological point of view). Subsequently, a new time period 

is generated for this node and it is added back to the list, such way that the list remains 

sorted (i.e. the node that has the smallest login period is placed first in the list). 
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Fig. 1. Generation of time between two successive logins according to the uniformly distributed 

random variable u 

Before describing how we handle nodes, we specify that in our model we have three 

types of nodes, namely: source node, special node and informant node. A source node 

holds the information and its transmission is based only on the basic probability attached 

to the node. Also, the transmission of a source node is not influenced by the information 

credibility or by the psychosocial modeling. A source node will change its type into a 

special node when at least one piece of information is received from one of its 

neighbors. If the source node does not receive any information from its neighbors, it 

automatically becomes a special node after a period of time to avoid the continuous 

transmission of messages. The second type of node, the special node, has a transmission 

probability that is determined according to the two models and it is also influenced by 

the information credibility. The last type of node, the informant node, has 100% 

probability of transmission and 100% credibility for information. We propose this type 

of node for the moment when we want to suddenly encourage socialization between the 

nodes, i.e. several nodes adopt the information when it is transmitted very often. 

Informant type nodes spread information for a certain period of time (Tmax_informant), after 

which they become special nodes.  

3.2. Transmission of Information 

In the initial phase only the source nodes hold the information along with the credibility 

attached to it. After a node has logged in, its decision to transmit or not the information 

is a probability determined according to the type of node: 

,
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Prob P special node
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(2) 

where Pb is the basic probability (the same for all nodes), and Pf is the final probability 

determined according to the psychosocial modeling. Depending on this probability, if 

the node has the chance to transmit the information, it will spread the information to all 

its neighbors along with the credibility attached. A node can transmit information 
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multiple times due to repeated logins and also a node counts the information received 

from each of its neighbors separately. The special node has a particular behavior when it 

spreads information. For this type of node, we determine a final probabilityPf, which is 

based on both the psychological and sociological modeling and also on the information 

credibility: 

( ) ( )f P p S S tP P W P W InfoCred n    
 

(3) 

where Ppis the probability from the psychological modeling, Psis the probability from 

the sociological modeling, Wpand Wsare weights that control the impact of Pp and Ps, 

and InfoCred(nt) is the credibility that the node nt has on the information. InfoCred(nt) is 

computed based on all information received from the neighbors of the nt node. 

3.3. Determining the Credibility that a Node Has on the Information  

In our model, a node stores statistics for each neighbor. Thus, when a node receives 

information from a neighbor, it stores the information credibility and also the number of 

messages received. The node has these two fields separately for each neighbor. We 

choose that the information from certain neighbors should be more important or less 

important depending on the number of messages received. To determine the information 

credibility of a transmitter node (nt), we weight each credibility received from neighbors 

according to equation (4), where v represents the number of neighbors of node n, and 

InfoCred(i) is the credibility received from neighbor i: 
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The weight Wi associated with the neighbor i is computed as the ratio between the 

number of information received from the neighbori and the total number of the 

information pieces received from all the neighbors: 
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In order to implement a mechanism for increasing the credibility of information, we 

choose that the maximum weight should be encouraged by a percentage increase. In 

other words, we take into account to a greater extent the credibility of that neighbor who 

transmitted the highest number of messages: 

*
max max max credW W W W  

 
(6) 

max max( ), 1,...,iW W i v 
 (7) 

where W
*

max is the maximum adjusted weight, and Wcred represents a parameter that 

controls the increase in credibility (the same for all nodes). The value of the control 

parameter Wcred is learned using the genetic algorithm.  
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This process can indeed be manipulated by artificially developing a high number of 

neighbors or another approach by spamming messages [20]. We do not use a mechanism 

for detecting and correcting such manipulations, but we propose a simple mechanism for 

combining the information that a user has from friends. 

In Fig. 2 we show an example on a small network in which we determine the 

credibility that node 3 has for the information. 

 

Fig. 2. Example for computing the information credibility of a node 

3.4. Modeling the Individual from the Psychological Point of View 

Regarding the modeling of the individual from the psychological point of view, we 

propose that his/her decision to spread or not the information (probability Pp) should be 

influenced by the individual’s activation degree and an attenuation factor. We also 

consider the basic probability of the node (Pb) and a weight for the activation degree 

(Wact): 

pPAttenuationp act bP Activation W P   
 

(8) 

We propose that the node’s activation degree should be correlated both with the 

node’s interest for information and with the level of usefulness of the information. 

Therefore, we define the following measures: Ninterest is the level of interest that the node 

has for the information and Nusefulnessis the level of usefulness of the information. Ninterest 

and Nutil have the same definition domain: integers in the range [1, 10]. Before starting 

the simulation, we initialize Ninterest from each node with a random value in the range [1, 

10], thus each node has its own interest for the information. Nusefulness is attached to the 

information that is spreading and this measure does not differ from one node to another. 

Nusefulness is also initialized with a random value in the range [1,10]. Our model is capable 

of spreading a single type of information during the simulation, thus the value of 

Nusefulness remains constant. Ninterest and Nusefulness are used to determine the node’s 

activation degree and this step is done before the node transmits the information: 
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where Maxinterest and Maxusefulness are the maximum limits for Ninterest and Nusefulness. The 

node’s activation degree is directly proportional to both Ninterestand Nusefulness. Basically, 

the activation degree increases in greater proportion as both levels (Ninterest and Nusefulness) 

increase (Fig. 3). 
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Fig. 3. Example of activation degree for Ninterest=5 and Ninterest =10 

Using this approach, we want to model various boundary cases. For example, when 

the interest of a node is very high, but the usefulness of the information is low, we can 

say that the activation degree has a small value. This behavior is due to the fact that 

although the node is very interested in information, the reduced utility of the information 

does not satisfy the node. The behavior is the same if Ninterest is small and the Nusefulness is 

very large: the information is satisfactory, but the individual has no interest in it. We 

also attach a weight (Wact) for the activation degree in order to control the impact it has 

on the sending probability of the psychological model (Pp). Depending on the diffusion 

evolution, the value of the Wact weight is learned by the genetic algorithm in the range 

[0.2, 1]. 

As a topic is discussed more often, the number of messages received by the node 

increases. We propose that the node should get bored of the topic discussed as the number 

of messages received becomes larger. In other words, we introduce an attenuation (10) 

that depends on the total number of messages received by a node (Msgtotal) from all its 

neighbors and by an attenuation factor (Fattenuation) learned by the genetic algorithm. 

attenuation total

p

F Msg

v
PAttenuation e





 

(10) 

We divide the exponent into the total number of neighbors (v) because we would 

obtain different results for networks of different sizes. The total number of messages of 

a node in a small network is smaller than in a large network (where the nodes have more 

neighbors).  
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a)                                                                         b)  

Fig. 4. Example of attenuation for a) Fattenuation = 0.5; b) Fattenuation = 1 

In Fig. 4 we show the attenuation evolution according to the number of messages 

received from a certain number of neighbors for two cases: Fattenuation = 0.5 and Fattenuation 

= 1. In the case of a node with 10 neighbors and 40 received messages, one can see that 

the attenuation AttenuationPp changes as follows: when Fattenuation is 0.5, 

0.25
pPAttenuation  (Fig. 4.a), and when Fattenuation is 1, 0.07

pPAttenuation  (Fig. 

4.b). 

3.5. Modeling the Individual from the Social Point of View 

In this type of modeling we focus on the percentage of active neighbors of the node 

because we want the probability provided by this modeling (Ps) to depend only on the 

activity of its neighbors and not on the amount of information received by the node. To 

model this probability, we start from a sigmoid function (Psocial_infl) to which we include 

an attenuation (AttenuationPs): 

inf ss social_ l PP P Attenuation 
 

(11) 

inf
inf

1

1 neighbors social_ l
social_ l (θ Pct F )

P
e
  


  

(12) 

We choose the sigmoid function (12) because, considering its shape, we want 

Psocial_inflto have a lower value in the beginning, when the number of active neighbors is 

relatively small. Then, as users discuss more, we want Psocial_inflto have a sudden increase 

at one point, thus modeling the social behavior of a node. In order for the evolution of 

the sigmoid function to start from the origin on the X axis and not from the negative 

domain, we introduce a parameter θ with the value –5. Also, we introduce in Psocial_infla 

social influence factor (Fsocial_infl) in order to control the shape of the curve. We show in 

Fig. 5 the impact of Fsocial_inflfor two different values, 5 and 10. These values are actually 

the limits of this parameter. 
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Fig. 5. Evolution of Psocial_inflfor two values of Fsocial_infl: 5 and 10 

We choose the value 5 for the lower limit of Fsocial_infl because in this case the sigmoid 

function shape is incomplete and one can see that Psocial_inflreaches the maximum value of 

0.5. This is the situation in which the individual is weakly influenced by the percentage 

of his active neighbors. We choose the value 10 for the upper limit of Fsocial_inflbecause 

we want a complete sigmoid shape. Therefore, Psocial_infltends to value 1, modeling the 

fact that an individual is more influenced by the activity of his neighbors. The 

Fsocial_inflparameter, which represents the social influence of the node, is not learned by 

the genetic algorithm, but is randomly generated in the range [5, 10] for each node at the 

beginning of the simulation. As in the case of psychological modeling, we introduce an 

attenuation (AttenuationPs) in the probability Ps (11) to simulate the fact that a node gets 

bored with the activities of its neighbors. In Ps probability, the node does not take into 

account the amount of information from its neighbors, but the number of active 

neighbors expressed as a percentage. Therefore, AttenuationPs (13) does not dependent 

on the number of messages received by the node, but we choose to be time dependent. 

However, a node does not have many neighbors active at the beginning of the diffusion, 

so it is important to choose a start time (T) from which we can consider that the 

neighbors of the node are quite active. We choose to define the moment T when Ws>Wp, 

i.e. when probability Ps is more important than probability Pp. We consider that this 

criterion is suitable because the weight of Ws is dependent on the percentage of active 

neighbors of the node: 

_ ,

1 ,

elapsed social tolerance

s

T F

s p
P

s p

e W W
Attenuation

W W

  
 

  

(13) 

_
elapsed

max_socialization

Simulation clock T
T

T




 

(14) 

In Fig. 6 we show an example where the moment T is defined. The Ps probability is 

affected by the attenuation AttenuationPs from the beginning of time T. After defining 

the moment T, we can also determine the elapsed time (Telapsed) to evaluate the degree of 

attenuation. 
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Fig. 6. Example in which the moment T is defined 

The elapsed time (14) is the difference between the current simulation time 

(Simulation_clock) and the start time T. We normalize Telapsed according to a maximum 

socialization time (Tmax_socialization) to obtain a period expressed in percentages and which 

is specific to each node. Thus, AttenuationPs tends to 0 (maximum attenuation for Ps) as 

Telapsed tends to 100%. In our model, Tmax_socialization is the time required for a node to 

become completely bored with the activity of its neighbors. Each node has its own value 

for Tmax_socialization and is generated randomly at the beginning of the simulation with a 

period between 1 and 7 days. In this way, each node has a different period length in 

which it gets bored with the activity of its neighbors. The genetic algorithm controls 

AttenuationPs by learning the parameter Fsocial_tolerance defined on the range [1, 15]. 
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Fig.7. Example of attenuation for a) Fsocial_tolerance = 1 b) Fsocial_tolerance = 15 

In Fig. 7 we show two examples for the evolution of AttenuationPs. One can see a 

severe attenuation when Fsocial_tolerance =15, i.e. probability Ps is completely suppressed 

when the elapsed time is 30% of the Tmax_socialization. In the case of Fsocial_tolerance=1, the 

attenuation is very low and 0.4
SPAttenuation   at 100% elapsed time. 

3.6. Determining the Weights 

The final sending probability (Pf) for a special node (3) depends on the Pp and Ps 

probabilities. Pp and Ps are weighted by Wp and Ws, which are complementary weights 

(i.e.Wp = 1 – Ws). So, we will only discuss about Ws, which is defined as follows: 
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(15) 

where Pctneighbors is the percentage of active neighbors of the node, and Fact_social_modelis a 

control parameter. We say that a node is active if it has transmitted at least one 

information, so the weights Wpand Ws are not influenced by the number of messages 

from the neighbors of a node. Instead, Wp and Ws are influenced by the state of the 

neighbors (i.e. active or inactive node).  
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Fig. 8. Evolution of Ws for Fact_social_model= 0.8 and Fact_social_model= 2 

We control the evolution of the weight Ws by using the parameter Fact_social_model. In 

this way we actually control the degree of an individual to be influenced by others, or 

how quickly the individual adopts a gregarious behavior. In Fig. 8 we show the 

evolution of Ws for two values of the parameter Fact_social_model: 0.8 and 2. These two 

values are in fact the limits in which Fact_social_modelis learned by the genetic algorithm. 

If a node has, for example, 40% active neighbors, one can see that 25%sW  when 

Fact_social_model has the value 0.8 and 55%sW  when Fact_social_model has the value 2. 

Therefore, when the value of Fact_social_model is higher, the node is more encouraged to 

follow its neighbors during information diffusion. Also, the login rate of a node is 

influenced by Ws during the simulation: 

,

,

normal s p

lo gin
social s p

W W

W W







 

  

(16) 

We choose a lower login rate (λnormal) for a node when it is not strongly influenced by 

the activity of its neighbors and a higher login rate (λsocial) when the node has a 

gregarious behavior: 

_

,11 _ 11

,11 _ 11
2

lo gin

final lo gin lo gin

AM simulation clock PM

PM simulation clock AM



 

 


 
 

  

(17) 

Moreover, we consider a change in the login rate of the nodes depending on the time 

of day. Thus, we define two time periods (17): the time interval 11AM – 11PM is 

considered the daytime period (λlogin remains unchanged for users), and the time interval 
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11PM – 11AM is considered the nighttime (λlogin is halved for each user). In this way, 

we model the fact that users are less active at night. 

3.7. Learning the Model Parameters 

The proposed information diffusion protocol contains a large number of parameters that 

influence the evolution of the diffusion. It is difficult to adjust so many parameters in 

order to obtain an evolution of the diffusion as close as possible to the real one. The 

automatic learning of the parameters is the solution that helps us in this problem and we 

have chosen to use a genetic algorithm. In Table 1 we show the parameters of our 

diffusion model that are learned by the genetic algorithm, and in Table 2 we show the 

parameters that are not learned. 

Table 1. The parameters of the diffusion model that are learned by the genetic algorithm 

Parameter Definition range Comment 

λnormal [120, 240] The login rate used by the nodes with a small 

number of active neighbors (e.g. the minimum 

value means 1 login every 120 minutes) 

λsocial [30, 60] The login rate used by the nodes with a high 

number of active neighbors 

Tmax_informant [1, 90] The maximum time period (in minutes) in which 

an informant node spreads the information 

Fattenuation [0.01, 1] Attenuation factor for probability Pp 

Wcred [0.01, 0.2] The control weight over increasing the 

information credibility over time 

Fact_social_model [0.8, 2] Control factor to adjust the evolution of the Ws 

weight 

Fsocial_tolerance [1, 15] Control factor to adjust the attenuation of the Ps 

probability 

Wact [0.2, 1] The control weight of the activation level from 

the Ppprobability 

Table 2. The parameters of the diffusion model that are not learned by the genetic algorithm 

Parameter Definition range Comment 

Fsocial_infl [5,10] Control factor to adjust the evolution of Pinf_social 

Source nodes 5% Percentage of source nodes 

Informant nodes 30% Percentage of informant nodes 

Pb 0.8 The basic probability of the nodes 

Tmax_socialization [1, 7] The maximum time period (in days) in which a 

node becomes bored with the activity of its 

neighbors 

CredInfo 0.3 Initial credibility of the information (used by the 

source nodes) 

Tstart_informant Depending on the 

real diffusion 

The time when the informant type nodes 

activate and suddenly encourage the spread of 

information 
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3.8. The Genetic Algorithm 

Background. Genetic algorithms are based on the principles of natural selection [23], 

which states that the survival of an organism consists in the survival of the most adapted 

species. For a species to survive in time, the following stages are required: selection, 

reproduction and mutation. The selection process consists in the fact that certain 

organisms of the species better tolerate the environment in which they live and, 

consequently, have a greater chance of survival. Thus, these organisms are more adapted 

(fitted) to the environment, due to specific genes (the set of all genes is called a 

chromosome). More adapted organisms have a higher chance of reproducing. In the 

crossover process, parents transmit certain genes to the offspring. The new generation 

that results from the crossover is a new epoch and this process represents a way to 

simulate the evolution of the species over time. However, selection and reproduction are 

not sufficient to ensure long-term improvement of an organism’s adaptation. Also, there 

is the possibility that an organism will suffer changes of the genes that did not result 

from the crossing of the parents and these changes may lead to a better adaptation of the 

new individual. The process in which these new genes suffer unexpected changes is 

called mutation. 

By analogy with the search for solutions to a problem, the genetic algorithm is based 

on the concept of biological evolution to simulate a finite number of epochs in order to 

find the most fitted individuals that ultimately represent the desired solutions. [24]. The 

set of all individuals of an epoch is called population. In our case, the genetic algorithm 

learns certain parameters (Table 1) to obtain an evolution of the information diffusion as 

close as possible to the real one. The real evolution of diffusion and the result provided 

by our diffusion model from a particular individual are both represented as a one-

dimensional array. We choose that the stop condition of the genetic algorithm should be 

given by the iteration of a certain number of epochs. The following operations are 

performed at each epoch: selection, crossover and mutation. 

Selection. There are different methods of selecting parents to create the new generation, 

and we choose the tournament selection. The basic idea for this type of selection is as 

follows: 

 We sample k random individuals from the current population and choose the one with 

the best fitness as a parent (k=2 in our case); 

 The procedure is repeated to select more parents. 

We also use the elitism operation in which we get the individual with the best fitness 

from the previous population and add it to the new population. In this way we will never 

lose the best solution found throughout the epochs. 

Crossover. After the selection process is completed, the selected parents (i.e. mating 

pool) are used for crossover. We choose pairs of two parents to create children with new 

genes for the new population. In Fig. 9 we show how the parents are paired. If the 
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number of created children is not sufficient to create the new population at the expected 

size, then the pairs of parents are crossed again to obtain other children. 

 

Fig. 9. The way the parents are paired for mating 

In our case, the genes from each individual have a real numerical representation, and 

we use the arithmetic crossover: 

(1 )i i iz x y     
 (18) 

where xi and yi are the i-th gene of the two parents, zi is the i-th gene of the child, and α 

is a uniformly distributed random number in the interval [0, 1]. 

Mutation. Each gene of a new child has a small chance of undergoing unexpected 

changes. This unexpected event represents the mutation operation. We choose the 

random resetting mutation, in which the value of a gene is replaced by a random value 

from its given range (Table 1). 

General Pseudocode. Below one can see the general pseudocode of a genetic algorithm 

(Algorithm 1), as used for the experiments in the present paper. 

Algorithm 1. The proposed algorithm 

1. For epoch = 1 to MAX_EPOCH do 

2. //Compute the fitness of all individuals in the 

3.   //population. The dissemination of information is 

4.   //simulated for each individual and is compared to the 

5.   //real one 

6. Compute_fitness(Population); 

7. //Parent selection for the mating pool 

8. Mating_pool = Selection(Population); 

9. //Elitism: the best individual is always chosen for the 

10.   //next population 

11. Best_individual = Best(Population); 

12. //Empty the population and keep only the best individual 

13. Clear_population(Population); 

14. Population.Add(Best_individual); 

15. //Create (MAX_INDIVIDUALS - 1) children 

16. Children = Crossover(Mating_pool, MAX_INDIVIDUALS - 1); 

17. //Modify newly obtained children 

18. Final_children = Mutation(Children); 

19. //Add children to the population 

20. Population.Add(Final_children); 

21. End 

22. //The best solution obtained 

23. Get_parameters(Best_individual); 
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The Fitness Function. The fitness of an individual, which is used in the selection 

process, is computed using a fitness function that is problem specific. In our case, the 

fitness function (19) computes the difference between the real and the simulated 

diffusion using the Euclidean distance, where Oi is a sample from the real diffusion, Si is 

a sample from the simulated diffusion, and N is the size of the arrays. 

2

1

( )

N

i i

i

f O S


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(19) 

In our case, a better individual will have a lower value for f: the smaller the f, the 

closer the individual is to the optimal solution. 

In Fig. 10 we show an example in which the parameters of each individual are used in 

the information diffusion model to provide an evolution of the diffusion. Then, the 

obtained evolution can be compared with the real one using the fitness function to obtain 

the fitness of an individual. 

 

Fig. 10. Example of fitness computation for each individual 

In our case, the genetic algorithm has the following configuration: epochs – 100, 

population size – 100 individuals, and mutation rate – 10%. This algorithm aims to learn 

8 parameters from our diffusion model, shown in Table 1. 

4. Experimental Results 

4.1. Description of the Two Real-World Datasets 

In order to evaluate the efficiency of our information diffusion model, we use two real 

datasets that contain the activity of users over time. We use the genetic algorithm to 

learn the parameters of our information diffusion model for each real diffusion of a 

dataset. The first dataset is a collection of information on the activity of Twitter users 
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during the announcement for the discovery of the Higgs Boson [1], which also contains 

the network structure. The activity of a user on Twitter represents his/her action to share 

a piece of information he/she saw on a neighbor’s page (retweet). The shared 

information is visible to all of the user’s neighbors. The dataset also contains the 

timestamps when users share their information. Therefore, we can extract the activity of 

users over time and correlate it with the evolution of information diffusion, i.e. the target 

solution used by the genetic algorithm. The second dataset, memetracker9 [2], is a large 

collection of data in which the exchange of information between users is described by 

text messages or links to other web pages. This dataset contains the diffusions of several 

topics that are collected over several months. The diffusion of each topic discussed by 

users is easily identified in paper [25], and we choose two of them: “lipstick on a pig” 

and “fundamentals of our economy are strong”. The diffusion evolutions from each 

dataset are provided to the genetic algorithm to learn the parameters of our diffusion 

model and to obtain evolutions as close as possible to the real ones. 

4.2. Results for the Higgs Dataset 

For the Higgs dataset, we apply the genetic algorithm on a synthetic network of 1000 

nodes with scale-free topology because the original network contains 456,626 nodes and 

14,855,842 connections, which results in a very high simulation time and cannot be used 

in the genetic algorithm. In [6], the authors state that the evolution of information 

diffusion in scale-free networks is similar even if the networks have different sizes. 

Thus, we can apply the genetic algorithm without having to simulate a very large 

network. 

The parameters learned by the genetic algorithm are initialized with random values in 

their specific range (Table 1), and it is expected to obtain weaker solutions in the first 

epochs. In Fig. 11 we show an evolution example of the best solutions from each epoch 

on the diffusion of the Higgs dataset and one can see that the solutions are drastically 

improving in the first 20 epochs. We consider that 100 epochs is an acceptable stop 

condition for the genetic algorithm because no significant improvements can be 

observed for a higher number of epochs. 
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Fig. 11. The best fitness obtained at each epoch 

In the case of the Higgs dataset, we show in Fig. 12.a the evolution of the information 

diffusion obtained by our diffusion model on the 1000-node synthetic network. The 
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continuous line represents the real evolution of the diffusion, while the dotted line 

represents the diffusion obtained by our model. The simulated diffusion is obtained by 

counting the active nodes at intervals of one hour. Then, we use the learned values of the 

diffusion model parameters to run a simulation on the real network provided by this 

dataset. 
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a)                                                                   b)  

Fig. 12. Simulated diffusion on: a) synthetic 1000-node network, b) real network 

We show the result in Fig. 12.b and one can see that the obtained diffusion is close to 

the real one, except that the simulated diffusion has a greater attenuation. We could not 

make any further adjustments of the parameter values on this large network because it 

takes a day to run 2-3 simulation rounds. 

We mention that for the Higgs dataset we do not use the modeling for the daytime 

and nighttime periods because users had different geographical positions on several 

distant continents, according to [7], and our algorithm does not take into account 

different times of the day between users. 

Using a Community Network. Given that real networks contain many communities, we 

want to observe the impact of using a synthetic network with communities in our 

information diffusion model. The motivation of this study is due to the fact that the 

simulated diffusion has a greater attenuation (Fig. 12b). Regarding the high peak 

obtained with our model on the real network (Fig. 12b), in our investigations we observe 

a very similar behavior when we use a synthetic network with communities. This 

community network has 1000 nodes and was generated using the Gaussian random 

partition graph [26]. In Fig. 13a, one can see the evolution of simulated diffusion both 

on the real network and on the network with communities. These evolutions are 

provided by our model using the parameters learned by the genetic algorithm on the 

synthetic scale free network. Due to the similarity between these two evolutions, we use 

the genetic algorithm to learn the parameters of the diffusion model on this network with 

communities. We want to simulate the diffusion of information on the real network with 

two different sets of parameters: the first set is learned by the genetic algorithm on the 

synthetic scale free network and the second set is learned on the synthetic network with 

communities. We can observe in Fig. 13b that the simulation of the real network with 

the second set of parameters now has an evolution closer to the real diffusion. Based on 

these observations we can say that a limitation of our model is the choice of a synthetic 

network with a certain topology. 
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a)                                                                   b)  

Fig. 13. Comparative simulations: a) real network and community network, b) real network with 

different model parameters 

4.3. Results for the memetracker9 Dataset 

The second dataset (memetracker9) is very large and contains conversations between 

users for several months, between 2008 and 2009. This dataset does not provide the real 

network, so we show experimental results using only the 1000-node synthetic network. 

In paper [25], the authors provide a picture that contains various diffusions from this 

dataset and highlight the main phrases (i.e. the topic of discussions) for each diffusion. 

In our work, we use specific keywords to extract the diffusion of the following two 

topics from September 2008: “lipstick on a pig” and “fundamentals of our economy are 

strong”. The keywords used to identify the phrases of the first topic are “lipstick” and 

“pig”, while for the second topic we use the keywords “strong”, “economy” and 

“fundamentals”. Our diffusion model is capable of providing a single evolution of the 

diffusion for a single topic discussed by users. In Fig. 14 we stack the diffusion of the 

two topics on the same plot to easily observe the different time periods in which these 

diffusions are active and also it is easier to compare the evolution of the diffusions with 

those of [25]. The continuous lines represent the real diffusions and the dotted lines are 

the simulated diffusions. We also distinguish the two topics by line width: high width for 

the “lipstick on a pig” topic, and low width for the second topic. The simulated diffusion 

is obtained by counting the active nodes at six-hour intervals. 

The evolution of diffusion from each topic is obtained by a separate simulation using 

the genetic algorithm, therefore the parameters learned for the diffusion model have 

different values for the two topics. Regarding the parameters that are not learned with 

the genetic algorithm, the main difference between the simulation of the two topics is 

that we change Tstart_informant, which is the moment when the information is suddenly 

spread (i.e. users discuss a lot about the given topic). Although the diffusion model is 

applied on the synthetic network, one can see in Fig. 14 that the obtained diffusion is 

very close to the real one. 

In our model we propose that the user login rate depends on the time of day (i.e., day 

or night). In [27] a detailed analysis of user activity is presented on two datasets and a 

certain sinusoidal periodicity is observed in this activity. The authors notice that these 

activities are periodic at 24-hour intervals on both datasets. They also illustrate the 
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activity of users during a week, and an interesting aspect is that they identify a consistent 

drop in activity during weekends on both datasets. Our model does not take into account 

an attenuation of user activity during weekends, therefore it cannot reproduce these low 

amplitudes of periodicity as the real data (e.g. Fig. 14, time frame 230-270 or 460-480). 
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Fig. 14. Information diffusion simulation for two topics in the memetracker9 dataset 

4.4. Influence of Parameters 

In this section we make an analysis for some of the individual parameters of our 

diffusion model. The impact of a parameter can be analyzed separately by simulating the 

diffusion if we keep all the parameters constant and adjust only the parameter of interest. 

If we refer to the parameters learned by the genetic algorithm, we can show, for 

example, the impact of the login rate (Fig.15) and that of the boredom of the nodes (Fig. 

16). Depending on the two models we have: 

 psychological modeling: normal login rate (λnormal), boredom over the amount of 

information (Fattenuation) 

 sociological modeling: social login rate (λsocial), boredom over the activity of 

neighbors (Fsocial_tolerance) 



 A Novel Information Diffusion Model Based...           725 

0

0.02

0.04

0.06

0.08

0.1

0.12

0.14

0.16

0 50 100 150 200 250 300 350 400 450 500

A
ct

iv
e 

n
o

d
es

 (
%

)

Time (hours)

Initial simulation Login rate 1/(2h) Login rate 1/(4h)

0

0.02

0.04

0.06

0.08

0.1

0.12

0.14

0.16

0 50 100 150 200 250 300 350 400 450 500

A
ct

iv
e 

n
o

d
es

 (
%

)

Time (hours)

Initial simulation Login rate 1/(30min) Login rate 1/(60min)

 

a)                                                                       b)  

Fig. 15. Login rate modeling: a) normal login rate; b) social login rate 
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a)                                                                       b)  

Fig. 16. Boredom modeling: a) over the amount of information; b) over the activity of neighbors 

We can see that the parameters of sociological modeling have a great impact on 

diffusion. The continuous black line represents the simulated diffusion using the values 

of the parameters obtained with the genetic algorithm. The other two evolutions are 

obtained by varying a single parameter (the one of interest) to observe its impact on the 

diffusion. 

Unlike other works (e.g. [5, 6]) in which the parameters are manually adjusted 

through repeated simulations, we present a model in which its parameters are 

automatically learned, and the obtained diffusions are very promising compared to the 

real ones. 

5. Conclusions 

Developing models capable of imitating the information diffusion on a social network is 

a challenging task at the moment. In this paper we propose such a model that imitates 

the diffusion of information as well as possible. The model is based on stochastic node-

level decisions. Each node has its own set of rules by which its actions are defined. The 

decision of a node, whether or not to transmit information, is modeled both from a 

psychological point of view and from a sociological point of view. In modeling from the 
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psychological point of view, we propose that the decision of a node should be influenced 

by its preferences on the content of the information. On the other hand, when modeling 

from the sociological point of view, we propose that the decision of the node should be 

influenced by the activity of its “friends”, i.e. we model the gregarious behavior of the 

node. Also, most of the parameters of our diffusion model are learned by means of a 

genetic algorithm to eliminate the effort of adjusting their values. Then, we can use the 

learned values in the proposed diffusion model to obtain an evolution of information 

diffusion as close as possible to the real one. We use two datasets that contain real 

diffusions, and the results show that our model reproduces them very well. 

However, one must take into account the fact that there is no unique model for all 

situations. One goal of our work was to show that the proposed model with psychosocial 

factors is capable of approximating real data. But every case will likely need different 

values of the parameters, which can be found through automatic search using genetic 

algorithms or other optimization methods, e.g. based on gradients. 

As a future direction of investigation, one can investigate the inclusion of additional 

parameters in the model (such as those accounting for weekend activity or the different 

geographical distribution of users on different continents), in order to further increase 

the prediction accuracy. One must also consider the trade-off between increase 

flexibility and the growth of the search space, while applying the automatic 

determination of parameter values. 
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Abstract. The paper examines the process of creating and publishing an Arabic 

Linked Drug Dataset based on open drug datasets from selected Arabic countries 

and discusses quality issues considered in the linked data lifecycle when 

establishing a semantic Data Lake in the pharmaceutical domain. Through 

representation of the data in an open machine-readable format, the approach 

provides an optimum solution for information and dissemination of data and for 

building specialized applications. Authors contribute to opening the drug datasets 

from Arabic countries, interlinking the data with diverse repositories such as 

DrugBank, and DBpedia, and publishing it in a standard open manner that allows 

further integration and building different business services on top of the integrated 

data. This paper showcases how drug industry can take full advantage of the 

emerging trends for building competitive advantages. However, as is elaborated in 

this paper, better understanding of the specifics of the Arabic language is needed 

in order to extend the usage of linked data technologies in Arabic companies. 

Keywords: drug management applications; Linked Data; methodology; open 

ecosystems; quality assessment. 

1. Introduction 

Today, data is growing at a tremendous rate on the Web, and is expected to reach 35 

Zettabytes (1 ZB= 10
21

 bytes) by the end of 2019, and exceeds 175 zettabytes by 2025 

[1]. This amount of data creates new opportunities for modern enterprises, especially in 

the context of analyzing value chains in a broader sense. The value chain considered in 

this study is the one presented in Fig. 1 that can be divided into 3 layers: 

 Data sources layer, where different data sources and systems generate data. The 

interconnected systems in this layer are property of the organization or its partners, or 

the data is freely available on the Web. 

 Data management layer, where the data is acquired via customized interfaces or 

crawled from the Web and transmitted using interconnected networks into storage 
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