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Contemporary Research Trends in Computer Science and
Informatics – Editorial

Mirjana Ivanović, Miloš Radovanović, and Vladimir Kurbalija

University of Novi Sad, Faculty of Sciences
Novi Sad, Serbia

{mira,radacha,kurba}@dmi.uns.ac.rs

In this second issue of Computer Science and Information Systems for 2022, we are
happy to announce the impact factors of our journal, updated for 2021: the new two-year
IF is 1.170, and the five-year IF 0.922. We would like to thank all our productive authors
and diligent reviewers, whose work in challenging and exciting areas carries the impact
of our journal. We hope to continue in the same direction and that the current issue will
offer our readers interesting articles in contemporary and emerging research areas.

This issue consists of 22 regular articles and 2 articles in the special section containing
selected and extended versions of papers published in proceedings of the International
Conference on INnovations in Intelligent SysTems and Applications (INISTA) 2021. We
are once again grateful for the hard work and enthusiasm of our authors and reviewers,
without which the current issue, as well as the publication of the journal itself, would not
have been possible.

The first regular article, “Neural Coreference Resolution for Slovene Language” by
Matej Klemen and Slavko Žitnik kicks off this issue by introducing a coreference res-
olution dataset for Slovene language comparable to English-based corpora. The article
also presents a series of analyses using various models from simple linear ones to current
state-of-the-art deep neural coreference approaches, investigating robustness of the mod-
els using cross-domain data and data augmentations, thereby justifying the introduction
of the new corpus with respect to an already existing smaller data set.

The second article, “A Novel Security Mechanism for Software Defined Network
Based on Blockchain” by Xian Guo et al. tackles the problems of centralized software
defined fetwork (SDN) schemes by proposing a security framework for SDN based on
Blockchain (BCSDN) which adopts a physically distributed and logically centralized
multi-controller architecture. Simulation of the new scheme is implemented on the Mininet
network emulation platform, with experiments performed to verify the solution.

In “Reasoning on the Usage Control Security Policies Over Data Artifact Business
Process Models, ” Montserrat Estañol et al. propose an enrichment of the standard busi-
ness process model Notation (BPMN) with a UML class diagram to describe the data
model, that is also combined with security policies defined using the UCON ABC frame-
work, with the goal to provide a context where more complex reasoning (for model verifi-
cation and business process validation) can be performed. This is achieved by integrating
the original models, including security policies, into the BAUML artifact-centric business
process modeling framework.

Guojiang Shen et al., in their article “Enhancing Interactive Graph Representation
Learning for Review-based Item Recommendation” propose IGRec, a new recommen-
dation model enhancing interactive graph representation learning for review-based item
recommendation by combining information about users, items and reviews in a single
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graph, fuzing edge information into nodes, apply the multilayer graph convolutional net-
work to learn the high-order interactive information of nodes, obtain the final embedding
of users/items, and adopt the factorization machine to complete the rating prediction.

“A Study on Optimally Constructed Compactly Supported Orthogonal Wavelet Fil-
ters” authored by Yongkai Fan et al., designs compactly supported orthogonal wavelet
filters, in which both the scaling and wavelet functions have many vanishing moments,
by approximately solving a system of nonlinear equations using proposed optimization
algorithms for the Gauss-Newton type method that expand the selection range of initial
values.

The article “Eye Movement Analysis in Simple Visual Tasks” by Kiril Alexiev and
Teodor Vakarelsky proposes two approaches for noise cancellation in eye-tracker signals
and two approaches for microsaccade detection. The obtained results can be a good start-
ing point for interpretation by neurobiologists about the causes of different types of move-
ment and their dependence on the individuality of the observed person and the specific
mental and physical condition.

Andrea Stevens Karnyoto et al., in “Transfer Learning and GRU-CRF Augmentation
for Covid-19 Fake News Detection” applied BERT and GPT2 as pre-trained using the
BiGRU-Att-CapsuleNet model and BiGRU-CRF feature augmentation to solve the fake
news detection problem in the Constraint @ AAAI2021 – COVID19 Fake News Detec-
tion in English data set. Experimental results show that the hybrid models outperform the
non-hybrid baseline, and that BERT consistently outperformed GPT2, achieving accuracy
of over 90%.

“Performance and Scalability Evaluation of a Permissioned Blockchain Based on the
Hyperledger Fabric, Sawtooth and Iroha” by Arnold Woznica and Michal Kedziora com-
pares different Blockchain platform implementations: Hyperledger Iroha implementing
YAC consensus, Sawtooth implementing the PoET algorithm, and the Hyperledger Fab-
ric framework implementation. Various parameters were varied and average transaction
latency, network throughput, and transaction failure rate used as measures for evaluation.
The results shed light on the impact of a particular parameter on the private blockchain
network performance and show how they can be adjusted to improve performance.

In “PE-DCA: Penalty Elimination Based Data Center Allocation Technique Using
Guided Local Search for IaaS Cloud,” Sasmita Parida et al. propose an approach to lo-
cate suitable data centers (DCs) with reduced cost, response time, and processing time
for particular user requests by taking into consideration that other requests should not be
penalized in terms of time and cost. The approach, Penalty Elimination-based DC Allo-
cation (PE-DCA), addresses, computes, and eliminates the penalties involved in the cost
and time through iterative technique using the defined objective and guide functions.

Fatima Zohra Merabet and Djamel Benmerzoug, in “QoS Prediction for Service Se-
lection and Recommendation with a Deep Latent Features Autoencoder,” propose a novel
framework named auto-encoder for neighbor features (Auto-NF) for predicting quality of
service (QoS) values and reduce prediction error. The approach consists of three steps:
extended similarity computation method to compute the similarity between users, form
clusters of similar neighbors and partition the initial matrix into sub-matrices based on
these clusters to reduce the data sparsity problem, and build a simple autoencoder that
can learn deep features and select an ideal number of latent factors to reduce the overfit-
ting.



Editorial iii

“ProRes: Proactive Re-Selection of Materialized Views” by Mustapha Chaba Mouna
et al. first presents a concise state of the art of the materialized view selection problem
(VSP) in the database field, and then propose a proactive re-selection approach that con-
siders three important query properties concurrently: largescale queries, query dynam-
icity, and high query interaction. Extensive experiments are conducted using the Star
Schema Benchmark data set to evaluate the effectiveness and efficiency of the approach.

Milan Segedinac et al. in “A Neuroevolutionary Method for Knowledge Space Con-
struction” propose a novel method for the construction of knowledge spaces based on
neuroevolution, where knowledge states are considered as neurons in a neural network.
The main advantage of the proposed approach is that it is more suitable for constructing
large knowledge spaces than other traditional data-driven methods.

The article “Hyper-graph Regularized Subspace Clustering With Skip Connections for
Band Selection of Hyperspectral Image” by Meng Zeng et al. proposes a novel clustering
method for band selection of hyperspectral image. The approach, hyper-graph regularized
subspace clustering with skip connections (HRSC-SC), combines subspace clustering into
a convolutional autoencoder by treating it as a self-expressive layer. Symmetrical skip
connections are added to the networks to pass image details from encoder to decoder in
order to tackle the problem of vanishing gradients.

In “Optimized Placement of Symmetrical Service Function Chain in Network Func-
tion Virtualization,” Nhat-Minh Dang-Quang and Myungsik Yoo address the problem of
efficiently finding suitable placement of virtual network functions (VNFs) in network
function virtualization (NFV) when linking the VNFs together as a service function chain
(SFC) in situations when SFCs have a complex structure. This is achieved by formulating
VNF placement as an optimization problem with symmetrical SFCs that can support both
symmetric and asymmetric traffic flows.

Zeyu Sun et al., in “MEC-MS: A Novel Optimized Coverage Algorithm with Mobile
Edge Computing of Migration Strategy in WSNs” propose a novel optimized coverage
algorithm with mobile edge computing of migration strategy (MEC-MS) with the goal of
reducing the overall number of sensor nodes. Experimental results show that the average
number of working sensor nodes in the MEC-MS algorithm is 9.74% lower than that of
two baseline algorithms, and the average value of network coverage is 9.92% higher.

“Recent Advancements in Privacy-Aware Protocols of Source Location Privacy in
Wireless Sensor Networks: A Survey” by Pradeep Kumar Roy et al. is a review article
that summarises the protocols proposed in recent research on secure location information
in wireless sensor networks (WSNs). Source location privacy (SLP) is an area that attracts
a lot of research attention, which a large number of solutions are provided for it. An up-
to-date survey of the field does not currently, which is a gap addressed by this article.

The article “RG-SKY: A Fuzzy Group Skyline Relaxation for Combinatorial Deci-
sion Making” by Sana Nadouri et al. proposes to extend group skyline dominance by
making it more demanding so that several groups leave incomparable. Then, the original
group skyline will be enlarged by some interesting groups that are not much dominated by
any other group. This is achieved by introducing a new fuzzy preference relation named
“much preferred.”

In “An Approach to Email Categorization and Response Generation,” Sasa Arsovski
et al. present the personal email responder (PER): a novel system for email categorization
and semi-automatic response generation, whose key novelty is in the approach to email
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categorization that distinguishes query and non-query email messages using natural lan-
guage processing (NLP) and neural network (NN) methods.

Manjie Zhai et al., in their article “A Consortium Blockchain-Based Information Man-
agement System For Unmanned Vehicle Logistics” design and implement a system based
on the hyperledger fabric blockchain platform to address the risks of order data leakage
and tampering in the intelligent logistics distribution environment employing unmanned
vehicle delivery. Experimental results show that the proposed system can maintain high
throughput in a large-scale request environment under the premise of ensuring data secu-
rity.

“A Dockerized Big Data Architecture for Sports Analytics” authored by Yavuz Melih
Özgüven et al. describes a big data architecture based on Docker containers with Apache
Spark, and evaluates the architecture on four data-intensive case studies in sport analytics,
including structured analysis, streaming, machine learning approaches, and graph-based
analysis.

Charbel Obeid et al., in “A Novel Hybrid Recommender System Approach for Stu-
dent Academic Advising Named COHRS, Supported by Case-based Reasoning and On-
tology” propose hybrid a hybrid recommender system (RS) approach named COHRS
that incorporates the knowledge base (KB) and collaborative filtering (CF) recommender
techniques, in the domain of student academic advising. Experimental evaluation demon-
strates high accuracy of COHRS based on two criteria: the accuracy of retrieving the most
similar cases and the accuracy of generating personalized recommendations.

The final regular article “A Machine Learning Approach for Learning Temporal Point
Process” authored by Andrija Petrović et al. proposes a novel methodology for learn-
ing temporal point processes based on one-dimensional numerical integration techniques.
These techniques are used for linearising the negative maximum likelihood (neML) func-
tion and enabling backpropagation of the neML derivatives.
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Guest Editorial – Intelligent systems and their
applications

Zeynep Hilal Kilimci, Serdar Solak and Süleyman Eken

Information Systems Engineering, Kocaeli University
Umuttepe Campus, Izmit 41001, Kocaeli, Turkey

{zeynep.kilimci,serdars,suleyman.eken}@kocaeli.edu.tr

International Conference on INnovations in Intelligent SysTems and Applications
(INISTA) 2021 aims to bring together the researchers from the entire spectrum of the
multi-disciplinary fields of intelligent systems and to establish effective means of com-
munication between them. In particular, it focuses on all aspects of intelligent systems
and the related applications, from the points of view of both theory and practice. From
around three submitted papers to this particular section, two papers were selected based
on the reviews. Each paper was reviewed by at least two reviewers and went through at
least two rounds of reviews. The brief contributions of these papers are discussed below.

Keziban Günce Orman, “Dynamic Network Modelling with Similarity based Aggre-
gation Algorithm”. Modeling complex systems correctly allows for the finding of hidden
knowledge that cannot be explored using standard approaches. The author concentrated
on two fundamentally interconnected problems of dynamic network: determining the ap-
propriate/ideal temporal window size for dynamic network snapshots and obtaining a
proper dynamic network model using this size. Experiments were realised on four simple
or complex data sets by comparing proposed methodology with baseline approaches. Ac-
cording to experiments, compression ratios can extract more noise-free and informative
networks than baseline techniques. Furthermore, the aggregation approach has reduced
noise levels even further without jeopardizing the overall and critical properties of the
system.

Traian Lavric, Emmanuel Bricard, Marius Preda, and Titus Zahari, “A Low-Cost AR
Training System for Manual Assembly Operations”. The authors proposed a low-cost AR
training system for a manual assembly process in a boiler-manufacturing factory. They
discussed the design and the implementation of the proposed AR authoring tool, dedi-
cated to shop floor experts for capturing assembly knowledge in a one-step authoring pro-
cess. Further, they presented how the captured information was conveyed and consumed
via AR, for training purposes by novice workers. During their long-term case study, they
discovered that relying on low-cost visual assets like text, image, video, and predeter-
mined supplementary information, rather than CAD data and animations, was the optimal
compromise for addressing industrial difficulties and needs. They performed two field
tests in a real-world use-case to test their hypothesis. According to the results of the first
field experiment, spatially registered 2D low-cost visual assets are sufficient and effec-
tive for transferring industrial production experience to beginner workers via AR. In the
second field experiment, they compared a CAD-enhanced instruction set to the original
(low-cost-based) to see if there were any advantages to transmitting assembly information
using non-animated, registered CAD models.



vi Zeynep Hilal Kilimci, Serdar Solak and Süleyman Eken
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Abstract. Coreference resolution systems aim to recognize and cluster together
mentions of the same underlying entity. While there exist large amounts of research
on broadly spoken languages such as English and Chinese, research on coreference
in other languages is comparably scarce. In this work we first present SentiCoref
1.0 - a coreference resolution dataset for Slovene language that is comparable to
English-based corpora. Further, we conduct a series of analyses using various com-
plex models that range from simple linear models to current state-of-the-art deep
neural coreference approaches leveraging pre-trained contextual embeddings. Apart
from SentiCoref, we evaluate models also on a smaller coref149 Slovene dataset to
justify the creation of a new corpus. We investigate robustness of the models using
cross-domain data and data augmentations. Models using contextual embeddings
achieve the best results - up to 0.92 average F1 score for the SentiCoref dataset.
Cross-domain experiments indicate that SentiCoref allows the models to learn more
general patterns, which enables them to outperform models, learned on coref149
only.

Keywords: coreference resolution, Slovene language, neural networks, word em-
beddings.

1. Introduction

Coreference resolution is a task where the goal is to identify and group all entity men-
tions that refer to a common entity in the text. It is an important part of the attempt to
understand language at a higher level and has its role across many other tasks in natural
language processing. One such example is question answering, where the user can pro-
vide a complex query, often mentioning the same entity with different words to construct
a less monotone sentence. For the system to determine what the user is asking and respond
correctly, it must be able to figure out what the user is referring to across a long span of
text.

Generally, the task can be thought of as a combination of mention detection and men-
tion clustering, and many approaches explicitly perform these two steps when doing coref-
erence resolution. The mention detection step deals with the detection of all entities that
refer to some entity in the text. Mention clustering then divides the entities into groups
based on the entity they refer to.

The most researched languages on this topic include broadly spoken languages such
as English and Chinese. However, less-researched (and less-resourced) languages often
possess interesting phenomena that do not appear in English and could provide a source
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of difficulties for English systems. In our work, we focus on Slovene, an example of such
a language, so far being the topic of few analyses.

We experiment with two datasets: coref149 and SentiCoref, with our work being the
first analysis performed on the latter. As such, we provide a detailed description of the
dataset and compare it with coref149 and some commonly used English coreference res-
olution datasets. We simplify our analysis, only studying the performance of systems on
the mention clustering task and assuming that the system can do the mention detection
step sufficiently accurately in advance. We analyze the performance of variously com-
plex models on datasets providing a substantially different amount of resources to learn
from. The studied models range in complexity from a simple linear baseline with features
described by existing literature, to complex models that use contextual embeddings, pre-
trained on general multilingual or Slovenian data. Additionally, we study how transferable
the patterns learned on both datasets are by either augmenting the datasets or learning a
model on one dataset and evaluating its performance on the other. Throughout the anal-
ysis, we probe the effect of certain architectural decisions, such as embedding size or
the amount of provided context, to additionally examine the capabilities of models and
datasets. We complement the quantitative evaluation (using automated metrics) with ad-
ditional qualitative analysis, outlining common mistakes in the best performing model.
The source code for our experiments is available online 1.

The rest of the paper is structured as follows. In Section 2 we provide an overview
of existing approaches to coreference resolution. In Section 3 we describe the datasets
used in our experiments, with additional focus on SentiCoref. In Section 4 we describe
the methods we use in our experiments. We then present and analyze the empirical results
in Section 5. Finally, in Section 6, we summarize our work and provide some possible
directions for further research.

2. Related Work

Coreference resolution is a widely studied problem in computational linguistics. Anapho-
ras and coreferent entities form a subset of discourse parsing [1] which is crucial for text
understanding. A discourse is a group of interrelated sentences that contribute to a clear
understanding only when read together. Anaphora on the other hand represents references
(i.e. mentions) to items mentioned earlier in discourse. The primary anaphora type is the
pronominal anaphora [2]. In contrast to anaphora, coreference identifies words or phrases
(i.e. mentions) referring to an underlying unique entity. Most coreference resolution sys-
tems deal with two tasks: (a) mention detection and (b) mention clustering. As mention
detection could be heuristically solved to identify mention candidates based on part-of-
speech tagging, most systems focus on solving mention clustering. The latter is also the
main focus of our work.

2.1. Coreference Resolution in English

Most approaches in coreference resolution transform the problem into a binary classifi-
cation problem, where the goal is to determine whether two selected mentions are coref-

1 https://github.com/matejklemen/slovene-coreference-resolution

https://github.com/matejklemen/slovene-coreference-resolution
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erent or not [3,4]. Prior to the use of deep learning approaches, methods based on condi-
tional random fields [5] and rule-based methods [6] were achieving state-of-the-art results.
The problem with such approaches is that they treat all coreference candidates indepen-
dently, so they cannot choose the most probable candidate when multiple valid ones exist.
Mention ranking was introduced as an improvement over those methods [7]. In these
approaches, candidates for coreference are scored using a score and the best scoring can-
didates are selected as coreferent ones. The benefit of such an approach is that it does not
consider candidates in isolation but jointly with other mentions. Another improvement is
the entity-mention approach [7], where the models are trained to determine whether the
observed mention belongs to one of the coreference clusters [8].

Recently, Lee et al. [9] introduced and evaluated the effectiveness of an end-to-end ap-
proach for coreference resolution, where the steps of mention detection and clustering are
trained jointly using deep neural networks. They introduce a span ranking approach and
optimize the two steps jointly by factoring the coreference compatibility score between
two spans i and j into a part that models how likely it is that the two spans are actual
mentions and a part that models how likely span j is an antecedent of span i. A potential
problem of such an approach is that there are a lot of candidate spans to consider, which
is solved by pruning the space of candidate spans. The method considers only a portion of
the top N spans, selected based on the score that models how likely span i is a mention. In
later work, the same authors [10] introduce another part to the coreference compatibility
score that roughly models how likely span j is an antecedent of span i and use it to prune
the candidate space even further. Subsequent work includes modifications such as the use
of more sophisticated contextual embeddings [11] or more specialized ones [12] inside the
end-to-end system. The latter work introduces SpanBERT, a modified version of Bidirec-
tional Encoder Representations from Transformers (BERT) [13], which introduces a span
masking and a span boundary objective as customized optimization objectives, designed
to help span modeling tasks, such as coreference resolution.

2.2. Coreference Resolution in Non-English Languages

Due to the ubiquity of the English language and the availability of resources, the majority
of work on coreference resolution is focused on the analysis of English data. However,
studies exist for a wide variety of languages, presenting approaches that use rules, classic
machine learning techniques or deep neural networks. Early approaches for various lan-
guages often tend to rely heavily on rules. Examples of such approaches include various
systems in Polish [14], Lithuanian [15] and Russian [16]. These approaches offer a good
starting point due to being well-studied and showing promising results in different lan-
guages. They are also relatively transparent, which enables their use in specific domains.
For example, the Lithuanian approach performs coreference resolution on medical data.

After using rule-based systems, there was a shift towards using machine learning mod-
els combined with hand-engineered features. A positive aspect of such approaches is that
there exist common features that work well across different languages, although they
might have different importance. However, the features can automatically be weighted
and combined by the models. This claim is supported by literature which adapts En-
glish systems and applies them to another language, such as the Polish adaptation [17] of
Beautiful Anaphora Resolution Toolkit (BART) [18] as well as in the existing literature
for Slovene language [19], where Žitnik and Bajec analyze the effectiveness of a wide
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range of features, previously proposed for English. Similarly, a baseline approach in our
work uses proven features in combination with a linear model and is shown to perform
well across both Slovene datasets but still worse than the approaches using deep learning.

Lately, the approaches for languages other than English are also starting to shift to-
wards the use of deep learning. Park et al. [20] use word embeddings and a feed-forward
neural network to model coreference resolution as a binary classification problem and
show its effectiveness for the Korean language, while Nitoń et al. [21] experiment with
deep learning approaches that use a combination of word embeddings and handcrafted
features and either a fully-connected neural network or a Siamese network [22] in a men-
tion ranking or entity-mention approach. Training deep neural networks typically requires
a large dataset to tune the weights stably. For some languages, annotated resources are
either not available or very scarce, which is one of the reasons why authors experiment
with learning cross-lingual coreference resolution. For example, Urbizu et al. [23] present
a coreference resolution system for the Basque language, which they train on an English
corpus. They compare the cross-lingual system with a monolingual (Basque) one and
show that the cross-lingual system works slightly better. Similarly, although motivated
by language similarity instead of data scarcity, Cruz et al. [24] present a coreference res-
olution system for Portuguese, which they learn on a Spanish corpus. They are able to
achieve competitive performance to a monolingual system, trained on Portuguese.

Our work draws inspiration from existing literature and studies it in terms of the
Slovene language. To the best of our knowledge, there currently exist no Slovene coref-
erence resolution systems based on deep learning. In addition to this, our work is the first
to analyze coreference resolution systems on the SentiCoref dataset [25].

3. Coreference Resolution Datasets

The majority of the state-of-the-art systems were evaluated on specialized shared tasks
at MUC (Message Understanding Conference) [26], ACE (Automatic Content Extrac-
tion) [27], SemEval2010 (Semantic Evaluation) [28], and at CoNLL-2011 and CoNLL-
2012 (Conference on Computational Language Learning) [29,30]. Nowadays, datasets
presented at these shared tasks or conferences still represent the main coreference reso-
lution benchmark datasets. Recently, some specific coreference resolution datasets were
produced, such as gender-focused coreference resolution [31], commonsense-related coref-
erence resolution [32] and coreference resolution as a part of general language under-
standing dataset [33].

In our experiments we use two Slovene coreference resolution datasets: coref149 [19],
containing 149 documents, and SentiCoref [25], containing 837 documents. First, we pro-
vide some general statistics for both datasets and compare them to commonly used En-
glish datasets. Then, as our work presents the first analysis on SentiCoref, we provide a
more detailed description of the dataset in Section 3.1.

We provide general statistics for both used datasets in Table 1. In addition, we note
statistics for some other commonly used English datasets. We can see that coref149 is
comparably small to the other datasets, being composed of less documents and contain-
ing less tokens. On the other hand, SentiCoref 1.0 dataset contains more documents than
ACE 2004 and SemEval2010 which seems promising for training coreference resolution
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models for Slovene. Most of the corpora (except coref149) are made up of news docu-
ments.

Table 1. Dataset statistics for the Slovene (coref149 and SentiCoref 1.0) and most of-
ten used English (ACE 2004, SemEval2010 and CoNLL-2012) coreference resolution
datasets.

Statistic coref149 SentiCoref 1.0 ACE 2004 SemEval2010 CoNLL-2012

Documents 149 837 450 314 2, 135
Tokens 26, 960 433, 139 191, 387 102, 952 1, 468, 889
Entities 1, 277 14, 572 12, 439 20, 921 37, 330

Trivial 831 7, 721 - - -
Mentions 2, 329 42, 738 29, 724 28, 242 174, 437

Overlapping 196 4, 212 - - -

Interestingly, the ratio of tokens per document is similar among all datasets. The num-
ber of entities per document is comparable between SentiCoref 1.0 and CoNLL-2012,
while it is lower for ACE 2004 and SemEval2010. Such rough comparison can provide
an initial insight into whether SentiCoref 1.0 dataset is on par with the commonly used
English datasets.

It is important to notice that there are a number of differences between the Slovene and
English language. Apart from the fact that Slovene is a highly inflected language, it intro-
duces verb as a new mention type. In Slovene texts, references to entities are often implic-
itly hidden in verbs and not mentioned explicitly as in English. Due to annotation specifics
(which we describe in more detail in Section 3.1), we also report the number of trivial en-
tities and overlapping mentions. Trivial entities contain only one mention in a document,
while overlapping mentions are mentions that overlap in tokens, although they can refer to
different entities. For example, the text “Slovenian football club Olimpija” contains three
mentions (“Slovenian”, “Olimpija” and “Slovenian football club Olimpija”), which refer
to two entities (Slovenia and football club Olimpija).

3.1. SentiCoref 1.0 Dataset

In this section, we provide a more detailed description of SentiCoref 1.0, a dataset that
was created to enable Slovene coreference resolution experiments on a larger scale. It is
publicly available online [25].

For SentiCoref 1.0 we selected 837 articles from the existing SentiNews 1.0 cor-
pus [34] which consists of 10, 427 manually annotated Slovenian news articles for senti-
ment analysis. The content represents online news related to politics, business, economics
and finance. The news were randomly sampled from Slovenian online news portals 24ur,
Dnevnik, Finance, RTVSLO and Žurnal24. In SentiNews, each article is independently
annotated by between two and six annotators for sentiment analysis using a five-level
Lickert scale (very negative, negative, neutral, positive and very positive) on three lev-
els of granularity (document, paragraph and sentence level). For SentiCoref, we selected
documents from SentiNews that contain between 50 and 73 named entities, as detected
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by Polyglot [35]. In Figure 1 we show a part of an annotated document from the dataset.
It contains three types of annotations, which we describe next.

Named entity annotation: The basis for coreference resolution and target-level senti-
ment analysis are entities. In the corpus we therefore focused only on entities that
contain at least one named entity mention in a document. This means that entities
never explicitly mentioned in the corpus are not taken into account (e.g. if the entity
is always referred to using pronouns). Based on the existing Slovene named entity
recognition dataset [36] we decided to annotate:

(a) persons or groups of persons: For example [Alfred Nobel], [poslanec SKD] (eng.
parliament member from the SKD party) or [zamejci] (eng. Slovenes abroad).

(b) organizations: For example [Švedska centralna banka] (eng. Swedish Central
Bank). This category also includes political parties, for example [SKD] (SKD
party).

(c) geographical names: For example locations, such as [Maribor] and [Washing-
ton], political geographical units, such as [EU].

Coreference resolution annotation: Coreferences are annotated only for entities that
contain at least one named entity mention in a document and represent identity-level
coreferences. Thus, each coreference chain refers only to one specific underlying en-
tity and not, e.g., a part-whole concept.

Target-level sentiment analysis annotation: One of the aims of the dataset was also to
provide sentiment annotation for each entity in a document. As an entity is repre-
sented as a list of coreferent mentions, the task is to identify the sentiment of an
entity in the context of a document. So, if there is a description of a crime that a per-
son committed, then such entity would be annotated as a negative entity. Annotations
for the entities are added to the last mention of an entity in a document.

Prestižno nagrado sta lani prejela Američana Oliver Williamson in Elinor Ostrom , slednja kot prva ženska v zgodovini . 

Nagrajenca sta po mnenju žirije dokazala, da lahko gospodarska analiza osvetli večino oblik družbene ureditve. To je 

zadnja objava dobitnika ene od šestih nagrad sklada, ki ga je ustanovil švedski industrialec in izumitelj dinamita 

Alfred Nobel . Nagrajenci bodo nagrado prevzeli 10. decembra letos na obletnico smrti Nobela . Sklad za nagrado je leta 

1968 v spomin Alfredu Nobelu ustanovila Švedska centralna banka , prvo Nobelovo nagrado pa so podelili leta 1969.
POSITIVE POSITIVE

POSITIVEPOSITIVE

Fig. 1. Part of an annotated document from SentiCoref. Each entity and its coreferences
are marked with the same color. Sentiment annotation is marked at the last mention of an
entity. The English translation of the text is: “The prestigious award went to Americans
Oliver Williamson and Elinor Ostrom, the latter being the first woman in history to receive
it. According to the jury, the winners have shown that economic analysis can shed light
on most forms of social regulation. This is the latest announcement of the winner of one of
six awards given by the organization, founded by the Swedish industrialist and inventor of
dynamite Nobel. The winners will receive the prize on 10. December on the anniversary
of Nobel’s death. The Prize Fund was established in 1968 in memory of Alfred Nobel by
the Swedish Central Bank, with the first Nobel Prize being awarded in 1969.”
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In Table 2 we show the general statistics of named entity types and sentiment values.
Note that there is a difference of 451 entities between Table 2 and Table 1. This is the
number of entities that do not have a sentiment value annotation. The lack of annotations
was discovered after the end of the annotation campaign.

Table 2. Number of entities by their type and sentiment in the SentiCoref 1.0 dataset.

Positive Neutral Negative All

Person 637 2, 611 542 3, 790
Organization 756 4, 455 986 6, 197
Location 274 3, 603 257 4, 134

All 1, 667 10, 669 1, 785 14, 121

The dataset was annotated by a total of eight different annotators, with each document
being annotated by two different annotators. All the documents were then manually cu-
rated by the second author of this paper. Compared to English datasets, SentiCoref 1.0
contains the following specifics.

– It contains annotations for overlapping mentions, the number of which we provide in
Table 1. These can appear as mentions of different entities or the same. The latter are
mostly left predicate complements (premodifiers), for example, “[head of engineering
[Zoran Arnež]1]1” contains two overlapping mentions referring to the same entity.
On the other hand, in case of right predicate complements (i.e. postmodifiers), there
is always a character between the two mentions, such as ‘-’, ‘v’, ‘(’, ‘/’ or ‘,’. Such
apposition is for example “[Zoran Arnež]1, [head of engineering]1.”

– In Slovene, the mentions can implicitly be hidden inside a verb. In such cases, we
annotate part of verbs that contain information about the entity. Such an example
is the text “[Postal je]1 učitelj”, which would be directly translated into English as
“[Became]1 a teacher”, although it is implied that the statement is about a man.
These annotations exist only in cases where no explicit mention of an entity exists in
a sentence. Another example is shown in Figure 2.

Med možnimi ukrepi EU je Barnier omenil obnovo zemlje v prahi.

“Možen ukrep so tudi dodatne kvote na področju mleka,” je dejal .

Among possible EU measures, Barnier mentioned the restoration of set-aside land. 

"Additional quotas in the field of milk are also a possible measure," he said. 

Fig. 2. An example of a Slovene coreference where a coreferent mention is “hidden”
within a verb. The figure shows two entities and three mentions. The bottom part is the
English translation of the Slovene example.
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In Figure 3 we show the part of speech tag distribution in SentiCoref 1.0. We used
Stanza [37] to annotate the corpus automatically. In the case of a multi-word mention,
we take the type of the first word as the tag of the mention. We observe that nouns are
most common, also because named entities are nouns. The next are adjectives which often
play the role of a premodifier of a mention. The third and fourth are verbs and pronouns.
Compared to English, verbs in Slovene implicitly contain pronoun mentions which are
always explicit in English, so these would be represented as one group in English datasets.
Other part of speech types are rare and represent special cases that appear at the beginning
of mentions, for example, titles (“dr. Lahovnik”) or abbreviations (“B. Bonnaud”).

Fig. 3. Distributions of part of speech types of first words of the mentions in SentiCoref.

Lastly, we show three additional distributions for SentiCoref 1.0 in Figure 4: entity
size, document size and distance between coreferent mentions. As described in Table 1,
there are a lot of trivial entities in the dataset (around 50%). Still, entities containing up to
10 mentions are well represented and mostly contain other half of entities. The distribution
of distances between two consecutive coreferent mentions (upper right) is important as it
explains the maximum possible performance of a coreference resolution model that can
take up to N consecutive mentions as input. For example, distance 0 means that mentions
are directly consecutive (no other mentions in between), and distance 1 means that there
is one other mention in between. We can observe that by collecting mentions up to a
distance of 10 we could address most of the existing coreferences (around 95%).

As we selected only documents that contain at least 5 named entities, the minimum
number of mentions per document is larger than that (i.e. 13 mentions). From Figure 4
we observe that most of the documents contain between 30 and 70 mentions. There exist
documents with up to 145 mentions, but these are less frequent. These documents are
typically sports game reports where a number of players and sports clubs are mentioned.
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Fig. 4. Distributions of entity sizes in SentiCoref based on the number of mentions (upper
left), distances between consecutive coreferent mentions (upper right) and document sizes
based on the number of mentions (bottom).

4. Methods

4.1. Mention Ranking Formulation of the Task

In all of our approaches, we treat coreference resolution as a mention ranking problem.
We are given a document with information about which spans of words (mentions) refer
to the same entity. We move through the mentions in the order of their appearance in
the document. For every mention, we determine which preceding mention (antecedent)
it is coreferent with. This is done by assigning a coreference compatibility score to all
candidates and selecting the mention with the highest score among them as the coreferent
mention. Figure 5 shows an example of a mention ranking algorithm.

The goal of the models is to make the coreference compatibility score high for coref-
erent mentions and low for non-coreferent mentions. Formally, the models minimize the
cross-entropy between predicted and the ground truth antecedent probability distribution.

4.2. Baseline Model

Our baseline model is a linear mention pair scorer based on handcrafted features. Scores
are obtained for every antecedent candidate appearing in the document and then normal-
ized using the softmax function. For constructing the features, we use additional metadata
such as part of speech tags and lemmas. For coref149, this metadata is provided in the
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My sister has a dog and she loves him . He is cute. 

0.05
0.05 0.30.6

Fig. 5. Mention ranking algorithm. Marked words represent mentions of two different
entities, split by color, based on the entity they reference. Mention currently being pro-
cessed is “He”. We compute scores for all antecedent mentions. The mention with the
highest score is selected as a coreference.

ssj500k dataset, while for SentiCoref, this metadata is not provided, so we obtain it au-
tomatically using the Stanza library [37]. The features we use in our baseline model are
based on already-proven ones reported in existing literature [5]. They are described in
Table 3. Categorical features are encoded into binary ones using one-hot encoding. In the
following sections, we refer to this approach as linear baseline.

Table 3. Features used in our linear baseline model.

Feature Description

string match exact match for pronouns or match in lemmas

same sentence are both mentions in same sentence

same gender one-hot encoded vector for values: same gender, different gender

same number one-hot encoded vector for values: match in number, don’t match in number

is appositive both mentions have noun-related tag and previous mention is followed by
comma

is alias one mention is a subset of another

is prefix one mention is prefix of another

is suffix one mention is suffix of another

is reflexive one mention is followed by another that is reflexive pronoun

jw dist distance value between two mentions according to Jaro-Winkler metric

4.3. Neural Models

In this section, we first describe the used neural coreference scoring architecture. We
describe it by detailing the process of obtaining the coreference score for a given mention
and a coreference candidate. Next, we present our three variations of the architecture,
which differ in the type of embeddings, used to represent the mention tokens.
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Our neural architecture follows the neural network-based scorer, originally introduced
as part of an end-to-end system for coreference resolution [9]. The scorer is shown schemat-
ically in Figure 6 and described next.

… Michel Barnier pointed that out as a difficult job.  EC’s Head of Task Force for Relations with the UK initiated …

Token 1 Token 2 Token n…

Mention i word embeddings

Token 1 Token 2 Token m…

Mention j word embeddings

Word embedding technique

Token 1 
embedding

Token n 
embedding

Average token 
embedding

Mention i representation

Token 1 
embedding

Token m 
embedding

Average token 
embedding

Mention j representation

… … …

Mention i Mention j Mention i ⊙ Mention j

…

…

Coreferent / Not coreferent

Fig. 6. Neural coreference scorer architecture. Input to the scorer represents both mention
representations and their element-wise product. Mention representations consist of first
mention token embedding, last mention token embedding and average token embedding
of mention tokens.

The input to the scorer are tokens for a mention, and one of the candidate mentions for
coreference, while the output is a coreference compatibility score between two mentions,
representing how likely it is that the two mentions are coreferent. First, the tokens are
embedded using one of the embedding types described later in this section. Then, a three-
part mention representation is constructed independently for each mention. This is done
by concatenating the embedding of the first token of a mention, the embedding of the last
token of a mention and a learned weighted combination of embeddings for all mention
tokens. The first and second parts of the representation are used to capture the left and
right context of a mention, while the third part is used as an approximate representation of
the head word inside a mention. Once the mention representations are obtained for both
mentions, a three-part mention pair representation is constructed by concatenating the
representations of the first mention, the second mention and their element-wise product.
Finally, this is fed into a two hidden layer feedforward neural network with rectified linear
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unit (ReLU) activation function to produce a coreference compatibility score, which is
then used in the mention ranking framework, described in Section 4.1.

One aspect of the neural architecture, which is still vaguely described, are the em-
beddings used to represent the tokens. We experiment with different types of embeddings
to produce three variations of the previously defined architecture. Specifically, we use
non-contextual (word2vec and fastText), contextual ELMo (Embeddings from Language
Models) and contextual BERT embeddings. The process of obtaining these embeddings
is shown schematically in Figure 7 and described next.

Token 1
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Token n
…

Token a

Token b+1
…

Embedding 1

Embedding 2
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…
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…

…
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Fig. 7. Different embedding techniques used in our work. The input mention is marked
in yellow. The figure shows methods to get (a) non-contextual word embeddings such as
word2vec and fastText, (b) contextual word embeddings such as ELMo and BERT, and
(c) the additional step that is used for processing ELMo embeddings: a pass through an
additional bi-LSTM. For BERT-based embeddings (b), we use the output of its last hidden
layer as embeddings.

Non-contextual Embeddings For experiments with non-contextual embeddings, we use
word2vec embeddings [38] and fastText embeddings [39], which we provide in their
original form as the input to the coreference scorer. Specifically, we use word2vec em-
beddings trained with the skip-gram architecture and fastText embeddings trained us-
ing the continuous bag of words architecture, a decision which we make based on the
fact that such embeddings are already provided online. In our primary experiments, we
use 100-dimensional word2vec embeddings [40] and 100-dimensional fastText embed-
dings, which we additionally fine-tune for coreference resolution. As we are dealing with
datasets of very different sizes that might not both allow the learning of complex models,
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we also experiment with a smaller (50) and bigger (300) dimensionality of word embed-
dings. For tokens appearing in the vocabulary that do not have an associated pretrained
word embedding, we randomly initialize their embeddings to random [0, 1) vectors of
used dimensionality.

In the following sections we refer to these approaches as word2vec and fastText.

Contextual Embeddings: ELMo In the first approach using contextual embeddings, we
use Embeddings from Language Models (ELMo) [41]. Following the setup used by the
authors of ELMo, we learn a task-specific linear combination of the three ELMo layers.
Additionally, we encode the resulting embedded document tokens using a bidirectional
LSTM [42], processing each sentence independently. We use a pretrained Slovene ELMo
model [43], whose weights we fine-tune together with the weights of coreference scoring
module. In the following sections, we refer to this approach as elmo-lstm.

Contextual Embeddings: BERT In the second approach using contextual embeddings,
we use BERT embeddings [13], following the setup described in existing literature [11],
where BERT-embedded tokens are given as input to the coreference scorer. Because
BERT has an effective maximum input length, we divide the longer documents into
non-overlapping segments of pre-determined maximum length and embed them indepen-
dently. The embeddings we input to the coreference scorer correspond to the last hidden
layer of BERT. To perform batched coreference score computation, we pad the mentions
to a fixed maximum span size. Mentions which are longer than the maximum size are
truncated. The size is set in a way that most mentions do not get truncated. We use two
types of BERT: a trilingual BERT model (CroSloEngual BERT) [44] and multilingual
BERT. In the following sections, we refer to these approaches as CroSloEngual BERT
and multilingual BERT.

5. Results and Discussion

In this section, we first explain the experimental settings and metrics used in our coref-
erence resolution experiments. Then, we present the analysis of results obtained by our
approaches on Slovene datasets.

5.1. Experimental Framework

There is no general agreement on which metric to use for the coreference resolution task.
We adopt the most commonly used measures in the literature, which are described below.
Prior to the measures we use in this paper, a graph-based scoring algorithm had been used
that produced very unintuitive results [45,46]. There have been several metrics proposed,
so we evaluate the system using the following most commonly used measures:

MUC The key idea in developing the MUC measure [47] was to give an intuitive expla-
nation of the results for coreference resolution systems. It is a link-based metric (it
focuses on pairs of mentions) and is the most widely used. MUC counts false posi-
tives by computing the minimum number of links that need to be added to connect
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all the mentions referring to an entity. On the other hand, recall measures how many
of the links must be removed so that no two mentions referring to different entities
are connected in the graph. Thus, the MUC metric gives better scores to systems with
more mentions per entity while ignoring entities with only one mention (singleton
entities).

BCubed The BCubed metric [48] (B3) tries to address the shortcomings of MUC by
focusing on mentions, and measures the overlap of the predicted and true clusters
by computing the values of recall and precision for each mention. If k is the key
entity and r the response entity containing the mention m, the recall for mention m is
calculated as |k∩r|

|k| , and the precision for the same mention, as |k∩r|
|r| . This score has

the advantage of measuring the impact of singleton entities, and gives more weight to
the splitting or merging of larger entities.

CEAF The goal of the CEAF metric [49] is to achieve better interpretability. The result
reflects the percentage of correctly recognized entities. We use entity-based metric
(in contrast to a mention-based version) that tries to match the response entity with at
most one key entity. For CEAF, the value of recall is total similarity

|k| , while precision

is total similarity
|r| .

We report on precision, recall and F1 score For each metric. Results are computed
using neleval2 package.

In addition, we also report on the CoNLL 2012 score, which is the average F1 score
of the three metrics (i.e., MUC, B3 and CEAF) and is intended to serve as a compact sum-
mary of the model’s performance. It was also used during CoNLL 2012 shared task [29]
to rank participating coreference resolution systems. Unless noted otherwise, we use this
metric to determine if method M1 is better than method M2.

We compute the described metrics using different evaluation techniques. On coref149,
we use 10-fold cross-validation (CV), meaning we divide the dataset into 10 parts, train
a model on 9 folds and evaluate it on the remaining fold. We repeat this 10 times, each
time evaluating on a different fold, and report the mean score (along with the standard
deviation) across the folds as the final result of a method. On SentiCoref, we instead
decide to use a single split into a training, validation and test set in ratio 70%:15%:15%.
We choose to do so primarily due to the substantially larger size of the dataset, which
reduces the random fluctuation in the performance of the models. The validation set is
used to select the best hyperparameters for our model as well as for regularization. The
best model is selected with early stopping: once the loss on the validation set does not
decrease for 5 consecutive epochs, the training is stopped, and the best state is used for
evaluation. In each iteration of CV, an internal 3-fold CV is used in place of a validation
set for hyperparameter and model selection.

5.2. Empirical Comparisons

The results achieved by presented methods are shown in Table 4 for coref149 and Table 5
for SentiCoref. Besides our baseline scorer and variations of a neural coreference scorer,
we also include results obtained by two trivial models, which show what kind of scores

2 Neleval package repository: https://github.com/wikilinks/neleval (Accessed on: April 9,
2021)

https://github.com/wikilinks/neleval
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Table 4. MUC, B3 and CEAFe F1 scores of our approaches on the coref149 dataset,
ordered by average F1 score. The numbers represent the means and standard deviations
across 10 folds of CV.

Model MUC B3 CEAFe Avg. F1

All-in-one
0.617

(0.070)
0.358

(0.046)
0.152

(0.029)
0.376

(0.047)

Each-in-own
0.000

(0.000)
0.688

(0.049)
0.562

(0.062)
0.417

(0.037)

fastText100
0.125

(0.090)
0.707

(0.041)
0.589

(0.050)
0.473

(0.043)

word2vec100
0.342

(0.099)
0.670

(0.100)
0.565

(0.113)
0.525

(0.048)

elmo-lstm
0.4246
(0.080)

0.7131
(0.038)

0.645
(0.042)

0.594
(0.035)

linear-baseline
0.539

(0.092)
0.793

(0.043)
0.701

(0.060)
0.678

(0.058)

multilingual BERT
0.719

(0.049)
0.841

(0.038)
0.801

(0.047)
0.787

(0.043)

CroSloEngual BERT
0.720

(0.081)
0.839

(0.033)
0.806

(0.031)
0.788

(0.039)

Table 5. Achieved MUC, B3 and CEAFe F1 scores of our approaches on the SentiCoref
dataset.

Model MUC B3 CEAFe Avg. F1

Each-in-own 0.000 0.525 0.389 0.305

All-in-one 0.770 0.231 0.050 0.350

linear-baseline 0.605 0.691 0.565 0.620

word2vec100 0.708 0.705 0.658 0.690

fastText100 0.778 0.773 0.753 0.768

elmo-lstm 0.855 0.819 0.810 0.828

multilingual BERT 0.923 0.891 0.886 0.900

CroSloEngual BERT 0.939 0.916 0.912 0.922
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one can expect by default: the “Each-in-own” model puts each mention in its own clus-
ter, while the “All-in-one” model puts all mentions of a document into a single cluster.
Comparing these methods in isolation, we can see that the former has a higher average
score on coref149, while the latter has a higher score on SentiCoref, which agrees with
the statistics of trivial entities presented in Section 3: because coref149 contains a larger
proportion of trivial entities, the “Each-in-own” model achieves a slightly higher score
there.

Linear baseline achieves an average F1 score of 0.678 on coref149 and 0.620 on
SentiCoref. It serves as a relatively strong baseline, beating both methods using non-
contextual embeddings and one using contextual embeddings on coref149, where data is
scarce. On SentiCoref, its performance is inferior to the mentioned methods since their
weights can be more reliably tuned there. The results indicate that simpler methods based
on manual feature engineering might be viable when we have a small amount of training
data. Another desirable trait of the linear model is our ability to inspect what the model
has learned by plotting the feature weights. The learned weights on Figure 8 indicate
that string equivalence features (such as string match and suffix indicator) are universally
useful, while the importance of some other features differs substantially.
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Fig. 8. The weights of linear baseline coreference scorer. For both datasets, the model
assigns high importance to the string equivalence based attributes.

Although desirable on small datasets, the results achieved by linear baseline are sur-
passed by the neural approaches using either non-contextual or contextual embeddings
once more data is available, as is the case with SentiCoref.
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Focusing on the models using non-contextual embeddings first, we see that they achieve
average F1 scores of 0.690 (word2vec) and 0.768 (fastText) on SentiCoref, while they
achieve poor average F1 scores of 0.525 (word2vec) and 0.473 (fastText) on coref149.
FastText embeddings offer increased flexibility in representing small variations of words
due to being based on subword units, though they also amount to a larger amount of train-
able weights than word2vec embeddings. The results seem to indicate that the fastText
embeddings can not be tuned reliably on the coref149 dataset, so they perform worse than
word2vec. Conversely, SentiCoref offers enough data to tune them, which results in a
noticeable performance boost (+0.078 average F1 score over word2vec).

The outlined statement is further supported by our experiment with different non-
contextual embedding sizes, the results of which are shown in Table 6 for coref149 and
Table 7 for SentiCoref. On coref149, the top F1 scores are achieved by smaller embed-
dings (50-dimensional fastText and 100-dimensional word2vec) since they can be fit most
reliably. On SentiCoref, approaches using fastText embeddings of all sizes outperform
the approaches using word2vec embeddings. We note however that the two types of em-
beddings are obtained using different architectures, i.e. skip-gram and continuous bag of
words. Some of the outlined differences could also be caused by this, though we do not
explore the comparison further.

Table 6. MUC, B3 and CEAFe F1 scores of neural approaches using non-contextual
embeddings of different dimensions on the coref149 dataset. The numbers represent the
means and standard deviations across 10 folds of CV.

Model MUC B3 CEAFe Avg. F1

fastText100
0.125

(0.090)
0.707

(0.041)
0.589

(0.050)
0.473

(0.043)

fastText300
0.132

(0.074)
0.706

(0.040)
0.591

(0.049)
0.477

(0.042)

word2vec50
0.361

(0.111)
0.607

(0.092)
0.479

(0.105)
0.483

(0.046)

word2vec300
0.210

(0.139)
0.680

(0.095)
0.568

(0.102)
0.486

(0.045)

fastText50
0.169

(0.090)
0.711

(0.041)
0.602

(0.059)
0.494

(0.059)

word2vec100
0.342

(0.099)
0.670

(0.100)
0.565

(0.113)
0.525

(0.048)

The results for models using contextual embeddings lead to similar conclusions. On
coref149, the models using ELMo embeddings cannot learn many patterns and therefore
achieve a poor average F1 score (0.594). This means that even the best score does not
surpass the performance of a linear baseline on coref149. Surprisingly, the story is differ-
ent for BERT models: the multilingual and trilingual BERT model approaches surpass the
baseline and achieve a practically equivalent average F1 score (0.787 and 0.788).
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Table 7. MUC, B3 and CEAFe F1 scores of neural approaches using non-contextual
embeddings of different dimensions on the SentiCoref dataset.

Model MUC B3 CEAFe Avg. F1

word2vec50 0.697 0.698 0.642 0.679

word2vec100 0.708 0.705 0.658 0.690

word2vec300 0.733 0.726 0.704 0.721

fastText50 0.768 0.765 0.748 0.761

fastText100 0.778 0.773 0.753 0.768

fastText300 0.785 0.788 0.759 0.777

On SentiCoref, the contextual models can be tuned much better, pushing the achieved
scores far above those of non-contextual models and the linear baseline. The model using
ELMo embeddings achieves an F1 score of 0.828, while the multilingual and trilingual
BERT achieve F1 scores of 0.900 and 0.922, respectively.

The results show the overall effect of using different approaches to model coreference
resolution, with the results for BERT on SentiCoref looking particularly impressive. To
get additional perspective into the limits of our methods, we qualitatively observe the
wrong predictions made by the best performing approach on SentiCoref and point out
some error patterns which we observe multiple times, their likely causes and possible
solutions. The examples which we refer to in descriptions of error patterns are also shown
in Figures 9, 10 and 11.

– Errors due to limitations of architectural decisions. One type of error is due to the
limited context made available to the BERT model. For example, the model assigns a
mention at the end of a long document to a new entity, although the same entity was
already detected at the start of the document. In our case, this is likely a consequence
of representing the documents as independent segments of a fixed maximum size.
The dilemma of how to represent long documents is still an open problem, although
one possibility to reduce the number of such errors could be to represent documents
as a combination of partially overlapping segments of maximum size, as outlined in
work by Joshi et al. [11].
The second type of error we mention here are the locally consistent but globally in-
consistent assignments. For example, consider a document with the following three
mentions (Figure 9): “Šrot” (in this case implying a man’s surname), “nadzornik v
odvisnih družbah” (meaning “supervisor”) and “Tone Turnšek” (another man’s name
and surname). The model first assigns “Šrot” as the antecedent of “nadzornik v odvis-
nih družbah”. Next, it assigns “nadzornik v odvisnih družbah” as the antecedent of
“Tone Turnšek” . Although both of the assignments are potentially valid on their
own, they form an inconsistency once both are taken together since the names clearly
refer to different persons. The reason for these errors lies in the mention ranking
framework, which does not explicitly consider existing entity assignments. Besides
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changing the problem formulation, a possible improvement that tries to fix such in-
consistencies is the use of an iterative refinement mechanism [10].

Naj dodamo, da je Šrot lani z vodenjem Laškega zaslužil 230.000 evrov, kot
nadzornik v odvisnih družbah pa še dodatnih 18 tisočakov.
…
Ponovno bo v nadzornem svetu sedel Tone Turnšek, poleg njega pa še 
Aleksander Svetelšek, Marjan Mačkošek in Vladimir Malinkovič.

Let us add that Šrot earned 230,000 euros last year by leading Laško and
an additional 18 thousand as the supervisor in the subsidiaries.
…
Tone Turnšek will be member of the Supervisory Board again, along with
Aleksander Svetelšek, Marjan Mačkošek and Vladimir Malinkovič.

Fig. 9. Example of an error that the best BERT model makes on SentiCoref, likely due
to limitations of architectural decisions. “Tone Turnšek” should have been assigned to a
separate entity.

– Lack of common sense. For example (Figure 10), the model assigns the mentions
“Merkur” (a Slovene company) and “nakelski trgovec” (meaning “a retail company
based in Naklo”) to a different cluster, although the two both refer to the same com-
pany. Such situations are arguably challenging even for humans if one does not have
the background knowledge, and the modeling of common sense is still an open prob-
lem.

Po pisanju Financ naj bi Kordež in drugi menedžerji Merkurja iz podjetja
odtujili 185 milijonov evrov.
…
Bineta Kordeža in še tri osebe sumijo več kaznivih dejanj pranja denarja v
času, ko je Kordež vodil nakelskega trgovca.

According to Finance, Kordež and other Merkur managers are responsible 
for disposal of 185 million € from the company.
…
Bine Kordež and three other people are suspected of several money laundering
offenses during the time Kordež was running the merchant from Naklo.

Fig. 10. Example of an error due to lack of common sense by the best BERT model
on SentiCoref. “merchant from Naklo” should have been assigned the same cluster as
“Merkurja.”

– Assignment of similar, but semantically different, named entities to same cluster.
For example (Figure 11), the mentions “Britanija“ (meaning “Britain”) and “Brioni”
(a group of islands in Croatia) get clustered together, although they refer to two dif-
ferent geographical locations. This may be a consequence of the model putting too
much emphasis on the common prefix “Bri” instead of taking into account the entire
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words. A possible way to solve this could be to use a gazetteer to divide the mentions
into two entities.

Zadnjič je bila v bližini - na Brionih - leta 1972, ko jo je kraljevsko gostil
tedanji jugoslovanski predsednik Josip Broz Tito.
…
“Britanija ima dolgo zgodovino, kraljica je simbol tradicionalnih vrednot
za veliko ljudi,” še dodaja.

She was last nearby - at Brioni - in 1972, when she was royally hosted by
the then-Yugoslav President Josip Broz Tito.
…
“Britain has a long history, the Queen is a symbol of traditional values
for a lot of people,” he adds.

Fig. 11. Example of an error due to assignment of similar, but semantically different men-
tions by the best BERT model makes on SentiCoref. “Britanija” should have been a sep-
arate entity.

The quantitative results show that the highest scores obtained on the two datasets differ
significantly. To see whether this gap can be narrowed, we perform additional experiments
using augmented datasets. We expand the training subset of one dataset with all examples
of the other dataset and rerun the training and evaluation procedure. Additionally, we
perform cross-domain experiments, in which we take a model trained on one dataset and
evaluate it on the other dataset without additional fine-tuning. The aim of this is to see
how transferable the learned patterns are between datasets. We show the results in Table 8
for coref149 and Table 9 for SentiCoref and summarize them next.

The outcome can roughly be divided into two cases. The linear baseline performs
equally or worse both with the augmented dataset as well as in cross-domain experi-
ments. As seen in Figure 8, the weights for many features differ substantially between
the datasets, so they cannot be set in a way that would benefit both datasets at once. The
other approaches generally see a performance increase when using a dataset augmented
with SentiCoref, and a comparable or worse performance when using a dataset augmented
with coref149. The only model that benefits slightly from the augmentation with coref149
is the ELMo based model. Experimental results show that models trained on SentiCoref
or an augmented dataset perform better on coref149 than those trained only on coref149,
with the best trilingual BERT model achieving the new highest average F1 score (0.869).
This strongly indicates that SentiCoref allows the models to learn more general patterns
behind coreference. Therefore its use should be prioritized over coref149.

Throughout our experiments, the results show that once enough data is available, the
methods using contextual embeddings (ELMo, BERT) start performing well and learn
general patterns behind coreference. In our last set of experiments, we check the effect
of certain architectural decisions on the performance of these methods on SentiCoref.
Specifically, we observe the effect of three types of modifications:
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Table 8. MUC, B3 and CEAFe F1 of our approaches in experiments involving augmented
datasets (augm.) and cross-domain evaluation (marked as SentiCoref as the models are
trained only on SentiCoref). The methods are evaluated on coref149, and the numbers
represent the means and standard deviations across 10 folds of CV.

Model MUC B3 CEAFe Avg. F1

linear-baseline (SentiCoref)
0.303

(0.077)
0.742

(0.044)
0.636

(0.058)
0.560

(0.047)

word2vec100 (SentiCoref)
0.468

(0.069)
0.675

(0.034)
0.589

(0.033)
0.578

(0.033)

word2vec100 (augm.)
0.506

(0.064)
0.713

(0.037)
0.625

(0.048)
0.615

(0.036)

linear-baseline (augm.)
0.491

(0.095)
0.781

(0.044)
0.683

(0.061)
0.652

(0.060)

fastText100 (SentiCoref)
0.539

(0.065)
0.790

(0.030)
0.728

(0.036)
0.686

(0.031)

fastText100 (augm.)
0.572

(0.101)
0.802

(0.042)
0.737

(0.054)
0.704

(0.060)

elmo-lstm (SentiCoref)
0.683

(0.063)
0.819

(0.037)
0.767

(0.042)
0.757

(0.040)

elmo-lstm (augm.)
0.705

(0.097)
0.850

(0.035)
0.816

(0.040)
0.790

(0.048)

multilingual BERT (SentiCoref)
0.787

(0.058)
0.856

(0.039)
0.826

(0.052)
0.823

(0.044)

multilingual BERT (augm.)
0.794

(0.050)
0.882

(0.039)
0.854

(0.050)
0.843

(0.031)

CroSloEngual BERT (augm.)
0.816

(0.073)
0.900

(0.028)
0.876

(0.039)
0.864

(0.043)

CroSloEngual BERT (SentiCoref)
0.826

(0.052)
0.904

(0.030)
0.877

(0.036)
0.869

(0.026)

– Does providing more context to the method using ELMo embeddings bring its per-
formance closer to methods using BERT embeddings? To check this, we replace the
independent encoding of sentences with the encoding procedure used in BERT-based
models and instead encode non-overlapping segments of 256 words.

– How much does freezing the underlying embeddings and only fine-tuning the remain-
ing layers decrease the performance?

– Does using a learned linear combination of all 12 hidden layers in BERT-based mod-
els improve the performance over using only the last hidden state?

The results of modified models are shown in Table 10. First, we can see that providing
more context to the ELMo-based model has a negative effect, with its average F1 score
decreasing by 0.016 in comparison to the model using a single sentence context. Besides
decreasing the performance, the modification also increases the training time as the in-
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Table 9. MUC, B3 and CEAFe F1 of our approaches in experiments involving aug-
mented datasets (augm.) and cross-domain evaluation (marked as coref149 as the models
are trained only on coref149). The methods are evaluated on SentiCoref. Note that mod-
els marked with coref149 are trained using a single 70%:15%:15% data split instead of
CV in order to keep the scores comparable.

Model MUC B3 CEAFe Avg. F1

fastText100 (coref149) 0.106 0.538 0.412 0.352

word2vec100 (coref149) 0.350 0.592 0.445 0.462

elmo-lstm (coref149) 0.547 0.546 0.512 0.535

linear-baseline (coref149) 0.611 0.694 0.564 0.623

linear-baseline (augm.) 0.608 0.693 0.568 0.623

word2vec100 (augm.) 0.668 0.703 0.647 0.673

multilingual BERT (coref149) 0.761 0.704 0.666 0.710

CroSloEngual BERT (coref149) 0.764 0.746 0.718 0.743

fastText100 (augm.) 0.783 0.776 0.755 0.771

elmo-lstm (augm.) 0.864 0.830 0.827 0.840

multilingual BERT (augm.) 0.911 0.890 0.885 0.895

CroSloEngual BERT (augm.) 0.921 0.890 0.881 0.897

creased number of words inside a segment means more words are processed sequentially
using a LSTM. Second, freezing the underlying embeddings has a noticeable effect on
BERT-based models and a small effect on ELMo-based models. The latter is a conse-
quence of the model having an additional LSTM context encoder, which manages to act
as a rough replacement for the trainable weights of ELMo. All three variations with frozen
embeddings however still outperform the models using non-contextual embeddings. Last,
we find that using a learned linear combination of all 12 BERT hidden layers instead of the
last hidden layer does not improve the performance further. Multilingual BERT achieves a
practically equivalent F1 score of 0.900, while the modified trilingual BERT sees a slight
performance decrease with an average F1 score of 0.910.

6. Conclusion

We have introduced a new coreference resolution dataset for the Slovene language and
performed experiments on it using variously complex models, showing that it allows us
to learn strong models, to the point that they show strong performance even on a differ-
ent dataset (coref149). Simultaneously, we have evaluated the methods on the existing
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Table 10. MUC, B3 and CEAFe F1 scores of our approaches using contextual embed-
dings with three types of modifications: using 256-word context instead of a single sen-
tence, using a learned linear combination of 12 hidden BERT layers and freezing of un-
derlying embeddings (`). The methods are evaluated on SentiCoref. For reference, we
repeat the results of unmodified approaches (at the beginning).

Model MUC B3 CEAFe Avg. F1

(elmo-lstm) 0.855 0.819 0.810 0.828

(multilingual BERT) 0.923 0.891 0.886 0.900

(CroSloEngual BERT) 0.939 0.916 0.912 0.922

elmo-lstm (segments of 256 words) 0.853 0.802 0.780 0.812

multilingual BERT` 0.828 0.799 0.801 0.810

elmo-lstm` 0.852 0.806 0.799 0.819

CroSloEngual BERT` 0.847 0.813 0.815 0.825

multilingual BERT (12 layers) 0.915 0.896 0.891 0.901

CroSloEngual BERT (12 layers) 0.934 0.903 0.895 0.910

(smaller) dataset and shown that its small size can present a problem for learning more
complex models.

Although the best of the analyzed methods show surprisingly good results, it should be
noted that we have only tackled the mention clustering part of the problem. The mention
detection step undoubtedly introduces some noise to the process. As an example, the au-
thors of the first end-to-end neural coreference resolution system [9] note that the average
F1 score of their system increased by 0.175 when they replaced mention detection with
oracle mentions. One of the logical next steps would be to check how well an end-to-end
approach would work on Slovene data.

Additionally, knowing that the SentiCoref dataset is suitable for learning complex
models, a possible next step would be to check if we could use it to aid the learning
of coreference resolution for a different language that is similar to Slovene, for example
Croatian.
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Abstract. The decoupling of the data plane and the control plane in the Software-

Defined Network (SDN) can increase the flexibility of network management and 

operation. And it can reduce the network limitations caused by the hardware.  

However, the centralized scheme in SDN also can introduce some other security 

issues such as the single point of failure, the data consistency in multiple- 

controller environment and the spoofing attack initiated by a malicious device in 

the data plane. To solve these problems, a security framework for SDN based on 

Blockchain (BCSDN) is proposed in this paper. BCSDN adopts a physically 

distributed and logically centralized multi-controller architecture. LLDP protocol 

is periodically used to obtain the link state information of the network, and a 

Merkle tree is establised according to the collected link information and the 

signature is generate based on KSI for each link that submitted by a switch by the 

main controller selected by using the PoW mechanism. Such, the dynamic change 

of network topology is recorded on Blockchian and the consistency of the 

topology information among multiple controllers can be guaranteed. The main 

controller issues the signature to the corresponding switch and a controller checks 

the legitimate of a switch by verifying the signature when it requests the flow rule 

table from the controller later. The signature verification ensures the authenticated 

communication between a controller and a switch. Finally, the simulation of the 

new scheme is implemented in Mininet platform that is a network emulation 

platform and experiments are done to verify our novel solution in our simulation 

tool. And we also informally analysis the security attributes that provided by our 

BCSDN. 

Keywords: SDN, LLDP, Blockchain, KSI. 

1. Introduction 

With the rapid development of Internet application, the Software-Defined Networking 

(SDN) is coming into being to meet the increasing demand for the network traffics and 

have been widely applied in many areas [1-5]. While the SDN provides convenience in 

network management and operation, the split of the control plane and the data plane also 

maybe result in some security issues [3, 6-9], such as the single points of failure in the 

control plane, and the fragile channels between the control plane and the data plane, the 

data consistency in multiple controllers environment and all kinds of attacks initiated by 

a malicious switch and so on. The control plane is the most important component of 
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SDN. It is a key research area to resolve the problems that mentioned above. The 

redundant manner that uses the multi-controller architecture is a generic solution, such 

as the master-slave backup [10-13] and Byzantine Fault Tolerance scheme (BFT) [14-

17]. In the master-slave backup architecture, these two controllers that are respectively 

called the master controller and the slave controller are used. When the master controller 

is shut down because of some failures or other reason, the slave controller is initiated 

and replaces the master controller to provide the network management task. The 

mechanism can ensure the data consistency and can improve the resiliency of the control 

layer. However, the method can’t fundamentally solve the single point of failure. In [14-

17], Byzantine fault-tolerant mechanisms based on Byzantine protocol are proposed to 

achieve the data consistency on different controllers and to confirm a failure controller. 

However, in these mechanisms, when the main controller fails, a view shift needs to be 

performed, which can cause a great overhead of network resources.  

Blockchain [18-19] is a proof-tamper, and distributed database that is jointly 

maintained by multiple parties. It can achieve credible data sharing without the 

participation of a Trusted Third Party (TTP) and can increase the scalability and 

flexibility of the network. A survey about deployment of Blockchain in SDN is done in 

[20]. To solve the security problem of the control plane in SDN, some solutions based 

on Blockchain are proposed in [21-29]. However, these schemes still adopts the native 

structure of SDN about the internal structure of the controller, so they can’t fully take 

advantage of the Blockchain features, and don’t provide a systematic security 

mechanism.  

In addition, the Link Layer Discovery Protocol (LLDP) [30] is a standard protocol of 

the network topology. However, some attacks such as the switch spoof, LLDP flood and 

so on, are found in [31]. Secondly, the establishment of a secure channel between the 

control plane and the data plane in SDN is also a hot research direction. The Transport 

Layer Security Protocol (TLS) [32] used by the Openflow protocol is by default a 

protocol between a controller and a switch. However, due to the complex configuration 

and the communication cost, TLS is considered as an alternative solution in later 

versions, which often lead to some security issues such as DDoS attack [33].  

Keyless Signatures Infrastructure (KSI) [34] is a globally distributed system for 

providing timestamp and server-supported digital signature service. Only hash operation 

is used in KSI, so the scheme will not be impacted by some security problems such as a 

key leakage. KSI can ensure the long-term validity of digital signature and often is used 

for achieving a reliable communication. Using of KSI can prevent some attacks such as 

the switch spoof and so on. However, although KSI provides a complete cryptographic 

system, the core layer must calculate the root of the hash tree generated every time and 

publish it in the database. At present, there are still problems such as the lack of a 

credible mechanism for the database, the release cycle cannot meet the more fine-

grained requirement, and the release channel must be a secure channel. The combination 

of Blockchain and KSI can solve these above problems. The hash calendar (Merkle tree) 

generated when the network topology change can be stored on Blockchain.  

Aiming to the SDN security issues discussed before, a security framework for SDN 

based on Blockchain (BCSDN) is proposed in this paper. BCSDN adopts a physically 

distributed and logically centralized multi-controller architecture, and uses blockchain 

technology to build a unified database among controllers. All nodes in the network will 

periodically collect the link state information according to the instruction comes from 
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the main controller selected by the consensus scheme PoW [35-36]. A Merkle tree will 

be set up according to the link state information and the signature will be generated for 

each switch by the main controller based on KSI. The data consistency among multiple 

controllers can be ensured by using of the Blockchain. And the root hash value 

generated in every round will be written into the block header. The main controller will 

issue the signature to the corresponding switch. The proof-tamper, auditable and 

traceable features of Blockchain and KSI’s features provide security guarantees. Finally, 

the simulation of BCSDN is implemented in Mininet platform [37] that is a network 

emulation platform and experiments are done to verify our novel solution in our 

simulation tool. And we informally analysis the security attributes that provided by our 

BCSDN. 

The rest of the paper is organized as follows. Section 2 presents the related work. 

Some backgrounds on our solution are given in section 3, followed by our new scheme 

BCSDN in section 4. In section 5, security attributions of BCSDN are informally 

analyzed. Implementation and performance analysis of our solution are introduced in 

section 6. Finally we conclude our work in section 7. 

2. Related Work 

A redundant manner that uses the multi-controller architecture is a generic solution to 

resolve the single point of failure in SDN. The architecture is a scalable control plane 

solution for the large-scale SDN. To achieve high resilience, an SDN switch can connect 

one master controller for normal operation and one slave controller that backup the 

function of the master controller. Once the master controller fails, one of the slave 

controllers will be assigned to switches to works as the new master controller. However, 

the inappropriate slave controller assignment may cause controller chain failure, where 

running out of the capacity of the assigned controller, even crash the entire network. In 

[10], a dynamic slave controller assignment that prevents the network crash by planning 

slave controller assignment ahead of the controller failures is proposed. The controller 

chain failure phenomenon that incurred by unreasonable slave controller assignment can 

be solved. The slave controller assignment problem is formulated as a multi-objective 

mixed optimization problem that considers multiple network factors such as latency, 

load balancing and robustness. And it has been proven that it is a NP-complete 

complexity problem. A dynamic slave controller assignment (DSCA) scheme is 

introduced in [10]. DSCA firstly checks whether there are controller failures in state 

detection module, then completes the elastic slave assignment and generates a new slave 

assignment for switches in efficient slave assignment module. Finally, in role adjustment 

module, it changes the roles of some controllers and reconnects switches. Simulation 

results show DSCA can decrease the worst case latency under controller failures by 

35.1% averagely, and reduce the probability of network crash. 

In multi-controller architecture, the uneven distribution of traffic load in the 

controllers can degrade system performance. In [11], a self-adaptive load balancing 

(SALB) scheme that balances load among multiple controllers dynamically with 

multiple switch migration from source controllers to target controllers is proposed. The 

key feature of SALB is an effective distribution of load under high load condition while 

https://www.sciencedirect.com/topics/computer-science/master-controller
https://www.sciencedirect.com/topics/computer-science/optimisation-problem
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considering the distance between switches and target controllers simultaneously. The 

efficacy of SALB is demonstrated through experimentation in [11] and the experimental 

results show that SALB experiences a small number of packet drops, which is less than 

1.23% of the total number of message exchanges among the controllers. 

Robustness and fault tolerance are two important metrics to be considered in 

assessing SDN’s advantage. The currently available SDN controllers offer different fault 

tolerance mechanisms. In [12], existing fault-tolerant SDN controller solutions are 

surveyed and a mechanism is proposed to design a consistent and fault-tolerant Master-

Slave SDN controller. The scheme [12] is able to balance consistency and performance. 

The main objective of [12] is to bring the performance of an SDN Master-Slave 

controller as close as possible to the one offered by a single controller. This is achieved 

by introducing a simple replication scheme, combined with a consistency check and a 

correction mechanism, that influence the performance only during the few intervals 

when it is needed, instead of being active during the entire operation time. 

Despite many advantages of SDN, its deployment in the practical field is restricted 

since reliability and fault-tolerance capabilities of the system are not satisfactory. To 

overcome these difficulties of SDN, an architecture called FT-SDN has been proposed 

in [13]. The proposed architecture consists of a simple and effective distributed Control 

Plane with multiple controllers. FT-SDN uses a synchronized mechanism to periodically 

update the controller’s state within themselves. In case of failure, FT-SDN has the 

ability to select another working controller based on the distance and delays among 

different network entities.  

In the multi-controller architecture, most of state synchronization processes on 

different controllers depend on the assumption of a correct decision-making in the 

controllers. Successful introduction of SDN in the critical infrastructure networks also 

requires catering to the issue of unavailable, unreliable (e.g. buggy), and malicious 

controller failures. A framework tolerant to unavailability and Byzantine failures is 

proposed in [14]. It is called as MORPH. The MORPH can distinguish and localize 

faulty controller instances and appropriately reconfigure the control plane. A prototype 

SDN controller that can tolerate Byzantine faults in both the control and data planes is 

proposed in [15]. The performance of the novel solution is compared with current 

standard fault vulnerable open source SDN controllers. The experiment shows there is a 

reasonable slowdown of [15] as is expected in the transition from a fault vulnerable to a 

fault tolerant design. Their best controller can show only a 2x slowdown even though it 

only need 4 replica components, and so it can tolerate a single compromised component 

without affecting control and/or forwarding decisions in the networks. However, 

controllers in [15] are not fit for high performance levels to be adopted in large-scale 

networks. 

A security framework based on the Byzantine protocol is proposed in [16]. In the 

scheme, controllers execute the Byzantine protocol and each switching device is 

managed by a controller view. The control information is given after multiple controllers 

arbitrate. By quantifying the heterogeneity of controllers, a two-stage controller view 

election algorithm is designed to ensure the availability of the network and the security 

of views. 

Network survivability is the ability to maintain service continuity in the presence of 

failures. In [17], the network survivability of SDN is discussed in disaster situations. 

The solution in [17] considers multi-controller failure and the mechanism can reduce the 
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non-operational network devices in disaster situations. Preliminary results show that, by 

applying the proposed new approach, it is possible to achieve substantial improvements 

in network survivability. 

To resolve security and privacy issues in SDN, some solutions based on Blockchain 

have explored. In [21], Blockchain Security over SDN (BSS) is proposed which protects 

privacy and availability of resources against non-trusting members. To verify their 

solution, mininet emulator is used for simulating custom SDN network topology. 

OpenDaylight controller is integrated with OpenStack controller. For testing purpose of 

Blockchain, Pyethereum tester tool under Ethereum platform is implemented. Serpent 

programming is used for creating contract in the blockchain. The simulation result 

shows that BSS facilitates files sharing among SDN users in distributed peer-to-peer 

basis using OpenStack as a cloud storage platform. 

Since the large number of devices connected to the Internet of things (IoT) networks, 

the SDN-based network architecture makes the deployment and configuration of IoT 

much easier. In the IoT network, the fine-grained network traffic is critical to network 

management. In [22], a novel scheme based on Blockchain is proposed to measure the 

fine-grained network traffic in the SDN-based IoT networks and to ensure the security 

and consistency of the statistics. To measure flow traffic with low overhead and high 

accuracy, an ARIMA model and forecast the network traffic with the coarse-grained 

measurement of flows is designed. An objective function in ARIMA mode can decrease 

the estimation errors. A heuristic algorithm to obtain the optimal solution of the fine-

grained measurement is used due to the objective function is an NP-hard problem. 

To improve forwarding efficient of devices in the data plane of SDN, a method called 

TrustBlock is proposed in [23], which introduces trust as a security attribute in SDN 

routing planning. Besides, in order to enhance the integrity and controllability of trust 

evaluation, the double-layer blockchain architecture is established in [23]. In the first 

layer, the behavior data of the node is recorded, and then the trust calculation is 

performed in the second layer. In the evaluation model, nodes’ trust is calculated from 

three aspects: direct trust, indirect trust and historical trust. Firstly, from the perspective 

of security, blockchain is used to achieve identity authentication of nodes, after that, 

from the perspective of reliability, the forwarding status is used to calculate the trust 

value. Secondly, consensus algorithm is used to filter malicious recommendation trust 

value and prevent colluding attacks. Finally, the adaptive historical trust weight is 

designed to prevent the periodic attack. In [23], the entropy method is used to determine 

the weight of each evaluation attribute, which can avoid the problem that the subjective 

judgment method is not adaptable to the weight setting. Simulation results show that the 

detection rate of the TrustBlock is up to 98.89%, which means this model can 

effectively identify the abnormal nodes in SDN. Moreover, it is attractive in terms of 

integrity and controllability. 

In Software-Defined Networking (SDN), Northbound Interface provides APIs, which 

allow network applications to communicate with SDN controllers. However, a malicious 

application can access to SDN controller and perform illegal activities via these APIs. 

Although some studies proposed AAA (Authentication, Authorization, Accounting) 

systems to protect SDN controllers from malicious applications, their proposed systems 

also exist several limitations. Attackers can compromise a system, then modify its 

database or files to gain higher privileges. This system can be taken down because of 

Single Point of Failure threat. A novel system BlockAS is proposed to improve security 
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for the Northbound interface in [24]. It is used to authenticate, authorize and monitor 

accessing critical controller resources from applications. Specifically, BlockAS 

leverages Blockchain features to maintain the immutability and decentralization of 

credential data. In SDN, the lack of consistent records of network data poses difficulties 

for network management, and heterogeneous device heterogeneity poses a hindrance to 

software-defined network interoperability. [25] summarizes the development status and 

existing problems of software-defined network, proposes, realizes distributed consistent 

record of software-defined network data, and breaks the multi-vendor device isolation 

for fault recovery. Reduce the cost of network failure recovery and achieve unified 

scheduling of business capabilities. A security framework is also proposed that 

integrates Blockchain technology with multi-controller SDN in [26]. The main idea of 

the framework is to associate a set of controllers to each domain and to ensure a secure 

and trustworthy inter-controller communication. So, the proposed architecture considers 

a master controller and redundant controllers for each network domain. The architecture 

also integrates a reputation mechanism to identify a malicious controller. In [27], a 

distributed Blockchain-based SDN-IoT enabled architecture is proposed. It is the main 

goal of this framework to manage smart building. The traditional approach that manages 

the health-related data is often the centralized approach. It is not convenient to share and 

process electronic health data across the different institutions. In [28], an alternative way 

based on Blockchian technology is proposed to deal with information exchange across 

multiple stakeholders. A Blockchain-enabled Packet Parser (BPP) of the SDN is 

proposed in [29]. The scheme not only can detect attack in SDN and also can implement 

Blockchain protocol in data plane. 

3. Research Background 

3.1. The SDN Architecture 

To resolve some issues in traditional network architecture, Software Defined Networks 

(SDN) is proposed. SDN is an emerging network architecture that decouples the control 

plane from the data plane and provides a software-based centralized controller. By this 

separation of control plane and data plane, switches in network become simple 

forwarding devices. Whereas, routing decision making is shifted to the controller, which 

can provide a global view of the network and a programming abstraction. This 

centralized entity provides a capability that an operator can program and real-time 

control underlying networks and devices. By using SDN, the network management 

becomes simply and helps in removing rigidity from the network. 

The layered structure of SDN architecture, as shown in Fig. 1 has three major planes 

such as the data plane, the control plane, and the management plane. The data plane 

contains physical network elements, which form the path for data transmission. The 

control plane has a Network Operating System (NOS), also referred to as a controller, 

which generates the flow rule table for devices in data plane. These rules and policies 

are designed in the management plane of SDN architecture. The communication 
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between these planes is established by using well-defined Application Programmable 

Interfaces (APIs). These interfaces are divided into southbound, northbound, eastbound, 

and westbound APIs. The communications between the control plane and the data plane 

is implemented through the southbound API, which enables flow installation and 

configuration of devices. The control plane and the management plane use northbound 

API to provide programmability in SDN. Inter-controller communication of SDN 

domains is established using eastbound API, whereas westbound API is responsible for 

the legacy domain to SDN domain communication. The detail of these interfaces can be 

found in some literatures. 

Application 1 Application 2 Application 3

MP:Management plane NB API:REST API

Controllers:OpenDayLight,

Floodlight,ONOS etc.

Control plane

SDN Controller

Source Destination

SB API:OpenFlow

Data plane

 

Fig. 1. The SDN Architecture [3] 

3.2. The Link Layer Discovery Protocol 

The decoupling between the control plane and the data plane introduced by SDN allows 

operators to employ remarkably cheap but very fast hardware to forward packets, 

moving the control logic to the much smarter controller. The controller plays the role of 

an operating system of the network. One of fundamental functions that a controller must 

offer is an accurate, nearly real time view of the network topology. This function is 

known as the topology discovery. The Link Layer Discovery Protocol (LLDP) [30] is a 

standard method of the network topology discovery in SDN. Fig. 2 shows the principle 

that how LLDP works. To discover the unidirectional link s1 → s2, the controller 
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encapsulates a LLDP packet in a Packet-out message and sends it to s1. The Packet-out 

contains instruction for s1 to send the LLDP packet to s2 via port p1. When s2 receives 

the LLDP packet via port p2, s2 encapsulates it as a destination switch in a Packet-in 

message and sends it back to the controller. The controller receives the LLDP packet 

and concludes that there is a unidirectional link from s1 to s2. The same process is 

performed to discover the opposite direction s2 →s1 as well as all other links in the 

network. After all switches perform such operations, the controller will obtain the 

network topology information of the entire network. However, the network topology will 

dynamically change incurred by switches leave and join the network. So the controller 

needs to periodically repeat the process described in Fig. 2. 

LLDP

Packet-in +

LLDP

Packet-out +

LLDP

P2P1

Controller

S2S1
 

Fig. 2. The link discovery process [30] 

3.3. Blockchain and PoW 

Blockchain technology has been applied in many areas [18-19]. Blockchain is a 

system that is composed of nodes, communicating with each other through a protocol. A 

node can be a physical machine or a virtual machine. The IP address is used to identify 

the node in the Blockchain network. The public key is used as an user identification in 

the network. The private key is generally used for signing on message transmitted on the 

network. As a result, each user can log in from any node in the system. The consistency 

of data stored on Blockchain must be guaranteed on the entire network and can be 

achieved by some consensus algorithm such as PoW, PoS and so on [36].  And data on 

the Blockchain network is digitally signed to guarantee authenticity and accuracy 

properties. Blockchain technology can ensure an immutable storage and a fraud 

protection property. The work mechanism of the Blockchain network is shown in Fig. 3. 

The transaction data is stored in a specific data structure called “block” in Blockchain. 

The blocks generated during the transaction process are linked together via the 

cryptographic hash function to form a chain of blocks. That is to say, each block inside 

the Blockchain stores a hash value of the previous block. Thus, the chain of blocks is 

grouped or linked in a chronological order. As a result, the data that stored on the 
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Blockchain won’t be modified without cooperation of all nodes inside the system. So, 

the mechanism provides a proof-tamper feature. 

Header

Block # 208364

Hash: 00000566b52cd2e2f2330015234005112d02bc0  
Previous block Hash: ...e3a23

Nonce: 1165787096

Meta-data

Merkle root: 

hash of block n-1

Transactions

Block n

hash of block n

Transactions

Block n+1

hash of block n-2

Transactions

Block n-1

Block # 208363

:  ...e3a23

TX TX TX TX TX TX

TX TX TX TX TX TX

e3b990     

 

Fig. 3. The Blockchain and block structure [18] 

Blockchain technology has been applied in many areas [18-19]. Blockchain is a 

system that is composed of nodes, communicating with each other through a protocol. A 

node can be a physical machine or a virtual machine. The IP address is used to identify 

the node in the Blockchain network. The public key is used as an user identification in 

the network. The private key is generally used for signing on message transmitted on the 

network. As a result, each user can log in from any node in the system. The consistency 

of data stored on Blockchain must be guaranteed on the entire network and can be 

achieved by some consensus algorithm such as PoW, PoS and so on [36].  And data on 

the Blockchain network is digitally signed to guarantee authenticity and accuracy 

properties. Blockchain technology can ensure an immutable storage and a fraud 

protection property. The work mechanism of the Blockchain network is shown in Fig. 3. 

The transaction data is stored in a specific data structure called “block” in Blockchain. 

The blocks generated during the transaction process are linked together via the 

cryptographic hash function to form a chain of blocks. That is to say, each block inside 

the Blockchain stores a hash value of the previous block. Thus, the chain of blocks is 

grouped or linked in a chronological order. As a result, the data that stored on the 

Blockchain won’t be modified without cooperation of all nodes inside the system. So, 

the mechanism provides a proof-tamper feature. 

3.4. Proof of Work 

Blockchain is a key technology to build a distributed trust in the environment that users 

don’t trust each other and there doesn’t exist a Trust Third Party (TTP). In Blockchain 

network, the consensus scheme ensures the consistency of data stored on the 

Blockchain. More recently, some consensus schemes for Blockchain have been 
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proposed and most of them are based on three basic algorithms that often used in a 

distributed network, such as Proof of Work (PoW) [35], Proof of Stake (PoS) and Direct 

Acyclic Graph (DAG). A comprehensive performance comparison is done among them 

in [36].  
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End
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Fig. 4. Proof of Work 

PoW [35] used in Bitcoin is the most classical consensus algorithm in the Blockchain. 

The PoW involves a scanning of a hash value that computed by using a hash algorithm 

such as SHA-256. The hash value begins with a string of 0 bits. The average workload is 

exponent in the number of 0 bits required and can be verified by executing a single hash. 

The PoW is implemented by incrementing a nonce in the block until a hash value that 

contains the required number of 0 bits in the block’s hash. Fig. 4 shows how the PoW 

works. Once the computed value satisfies the requirement of PoW, the block cannot be 

changed without re-executing the work. As subsequent blocks are chained to the new 

generated block, modifying a block means regenerating all the blocks after the modified 

block. So the core idea of PoW used in Blockchain is that miners use their computing 

power to compete the hashing operation. The winner who first finds the hash value 

lower than the announced target has the right to insert a new block into the blockchain 

and get a certain amount of reward. 

3.5. Keyless Signature Instructure 

The Keyless Signature Instructure (KSI) [34] is a globally distributed system for 

providing digital signature services. KSI is an alternative solution to traditional PKI 

signature. It has some benefits and has been payed widely attention. It can detect the 

change status of digital assets and submit this information for further audit and 
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investigation. A mechanism with multiple signatures can be obtained in KSI. That is to 

say, multiple documents can be signed together at once. The signing process includes 

the following three steps. Hash: a hash value of the data or file generated by the client 

will be calculated; Aggregation: The gateway layer collects and processes the hash 

values that comes from the clients, aggregates them into a Merkle tree, and sends the 

generated root hash value to the aggregation layer. The aggregation layer server 

processes the root hash value generated and sent by the gateway layer, and adds it to the 

Merkle tree. Finally, the generated root hash value will be transferred to the core layer; 

Release: a permanent hash tree will be created according to the first three hash values of 

the aggregation tree collected each time and it is released as a trust anchor.  

x12 = h(x1|x2) x34 = h(x3|x4)

xtop = h(x12|x34)

x1 x2 x3 x4

x1

y3= h(y2|x34)

y2 = h(x1 | y)

y

x34

 

Fig. 5. Hash Tree and Hash Calendar. [34] 

Hash Trees: Hash-tree aggregation process described before was first introduced in 

[38]. In hash-tree time-stamping scheme, a one-way hash function is used to convert a 

list of data or files into a fixed length hash value that is generally associated with time. A 

signature token generated by the service according to a hash of a document from client 

is considered as a proof that the data sent by the client existed at the given time and that 

the request was received through a specific access point. All received requests are 

aggregated together into a large hash tree; and the top of the tree is fixed and retained 

for each second as shown in Fig.5. The signature token contains data for reconstructing 

a path through the hash tree—starting from a signed hash value (a leaf) to the top hash 

value. For example, to verify a token y in the place of x2 (Fig. 5), a concatenation 

operation is firstly done between y and x1 (retained as a part of the signature token) and 

then a hash value y2 = h(x1 | y) is calculated and is used as the input of the next hash step, 

the process will be end when it reach the top hash value, i.e. y3 = h(y2|x34) in the example 

case. If y3 = xtop then it is safe to prove that y was in the original hash tree. 

Hash Calendar: These top hash values obtained in each round are linked together to 

generate a globally unique hash tree (The hash tree is called a hash calendar in [34])—so 

that new leaves are added only to one side of the tree. Time value is encoded as the 

shape of the calendar—the modification of which would be evident to other users. 

However, the top hash of the calendar is required to periodically publish in widely 

witnessed media. There is a deterministic algorithm to compute the top hash of the 

linking hash tree, giving a distinct top level hash value at each second. Also there is an 

algorithm to extract time value from the shape of the linking hash tree for each second, 

giving a hard-to-modify time value for each issued token. 
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4. BCSDN Framework 

The BCSDN architecture proposed in this paper is a distributed multi-controller 

architecture. In the control plane of BCSDN, the controllers collect the link status 

information from each switch that joined to the network, by using the link discovery 

protocol LLDP during the link discovery phase. A switch will package the link 

information in a Packet_in packet during the link discovery, and then it will submit the 

Packet_in packet to a controller. In BCSDN, the submission is considered as a 

transaction process in the Blockchain network. The consensus algorithm such as PoW is 

used to elect a main controller from these controllers. The selected main controller that 

plays a role of a miner verifies the transaction and aggregates all of hash values to 

generate a Merkle tree according to KSI algorithm. Finally, it will generate a block of 

the root hash value and storage on the Blockchian network, and then it will issue 

signature to each switch according to KSI signature rule. Each block is related to a hash 

calendar. Thus, the chain of blocks records and represents the dynamical change process 

of the network topology. The main controller will issue the latest network topology 

information collected from the network to other controllers so that the scheme ensures 

the consistency of the network view among controllers. When a switch in the network 

needs to forward a data, interaction will be performed between the switch and the 

controller that directly connected with the switch to request the flow rule table. The 

controller sends the latest flow rule table after verifying the signature owned by the 

switch. So, our BCSDN framework is shown in Fig. 6 and it is consisted of the 

following 5 components: The network topology generation, Blockchain establishment, 

the selection of the main controller, the signature generation and signature verification. 

n+2 n+3

application 1 application 2 application 3 application 4

Controller 1 Controller 3Controller 2

Send network 

stream

Send network status 

resources

switch switch

n n+1

Global network topology

KSI
Send network 

stream

Send 

request

Application 

plane

Control 

plane

Data 

plane

Blockchain 

layer

 

Fig. 6. The Entire Framework of BCSDN 
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4.1. The Network Topology Generation 

In BCSDN, the standard link layer discovery protocol LLDP introduced in section 3.2 is 

used to collect the network link state information. The SDN controller initiates the link 

discovery process. The process consists of the following 4 steps. (1) The SDN controller 

periodically sends a LLDP packet Packet_out packet to all switches that connected with 

it. (2) Once a switch receives the Packet_Out packet from the SDN controller, it will 

broadcast the Packet_out packet to all of devices that connected with the switch via all 

of its ports.（3) In our BCSDN, we assume that the neighboring switches are an 

OpenFlow switch. That is to say, the switch have no a special flow rule entry for 

processing LLDP messages, so they will send a LLDP packet Packet_in packet to the 

controller connected with them. (4) After the controller receives a Packet-In packet, it 

will analyze the data packet and save the link information between the two switches in 

its link discovery table and calculate a hash value of message in the Packet-In packet by 

using SHA256. The algorithm is described in Algorithm 1. 

 

Algorithm1: Hash the Link Information  

Input: Packet_out{} 

Output: temptxList{} 

1：while a switch receives packet_out{} message do 

2：      forward the message to neighboring switches 

3：      neighboring switches  sends the packet_in to the controller 

4：              temptxList{} ← sha256(packet_in )  

5：return temptxList{} 

4.2. Blockchain Establishment 

Algorithm2: Merkle Tree Construction 

Input: temptxList{} 

Output: root 

1： while newTxList.size() != 1 do 

2：      index = 0 

3：      while index < tempTxList.size() do 

4：              left ← tempTxList.(index) 

5：              index++ 

6：              right ← " " 

7：              if  index != tempTxList.size() then 

8：                     right = tempTxList(index) 

9：              newTxList{} ← SHA256(left , right) 

10：            index++ 

11：root ← newTxList(0) 

12：return root 

 

In BCSDN, the main controller will generate a Merkle tree according to the KSI scheme 

during the link discovery process. The main controller will save the hash value of the 

root node as a block on the Blockchain maintained by these controllers according to the 
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principle of Blockchain. A new block on Blockchain is set up as shown in Fig. 6. That is 

to say, an update (a hash calendar) of the network topology will generate a new block on 

the Blockchain. That is to say, the Merkle tree locally represents the current network 

topology information. The construction algorithm of the Merkle tree is shown in 

Algorithm 2. 
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Fig. 6. A block generation on Blockchain 

4.3. Selection of a Main Controller 

In order to solve the single-point failure problem incurred by a single controller in SDN, 

a multi-controller architecture is adopted in our BCSDN framework. These controllers 

are deployed in physically distributed and logically centralized manner. The PoW 

introduced in section 3.4 is used for selecting a main controller from these controllers. 

The algorithm is described in Algorithm 3.  

The main controller just selected will play a role of a miner in the Blockchain network 

and issue the topology information to all of controllers. So, our novel BCSDN can 

ensure the consistency of the network topology information on these different 

controllers. 
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Algorithm3: Proof of Work 

Input: index，  rootHex，  time，  previousBlockHash，  random，  TargetValue 

Output: Block 

1：  Block ← index + rootHex + time + previousBlockHash + random 

2：  while true do       

3：        if  SHA256(SHA256(Block))  >=  TargetValue  then 

4：           random ++  

5：           Block ← index + rootHex + time + previousBlockHash + random 

6：        else 

7：           break 

8：        end if 

9：   end while   

10： return Block 

4.4. The Signature Generation 

The main controller selected in PoW process will manage the entire network. The main 

controller will use the KSI scheme to generate and issue a signature to each switch that 

submitted the correct link information to it. The signature information generated by the 

main controller is a concatenation of these hash values on nodes which is located on the 

Merkle tree. These nodes together form a path from a leaf node that represents 

information of a link to the root of the Merkle tree. So, this signature means that the 

switch sent a Packet_In packet containing the link information to construct the Merkle 

tree that recorded the current network topology information. The signature process is 

shown in Algorithm 4. 

Algorithm4: Signature Generation 

Input: CalculationPath, node 

Output: HashSignature{} 

Initialization： HashSignature{}= ∅ 

1： if  the node is in CalculationPath and is a leaf 

2：      HashSignature{} ← node 

3： if  the node is in CalculationPath  

4：      traversing left and then right 

5： otherwise   HashSignature{} ← node 

6： return  HashSignature{} 

4.5. Signature Verification 

When a switch need to forward data for an end user, it firstly checks if there is a 

matching entry in a flow rule table. If the check fails, a forwarding request event is 

generated and then the switch sends the request with signature the main controller issued 

to it to the controller connected with it. When the controller receives the request, it 

verifies the signature of the switch according to KSI algorithm. If the verification is 

successful, the controller transfers the latest flow rule table to the switch. Otherwise, it 

drops the request and don’t response to the switch. The algorithm of signature 

verification is described in Algorithm 5. The signature scheme used in BCSDN can 
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efficiently authenticate the switch and prevent some attacks such as spoofing incurred by 

malicious switches controlled by adversary.  

 

Algorithm5：  Signature Verification 

Input：HashSignature{node 0,node 1…node i}, root 

Output：result 

Initialization: HashNode = ∅  

1：  HashNode ← node 0 

2：  for (n=1, n<=i, n++) 

3：     HashNode= sha256(HashNode, node n) 

4：  if  HashNode == root  then 

5：      result ← verify successfully 

6：      break 

7：  else 

8：     result ← verify failed 

9：  end if 

10：return  result 

5. Security Analysis 

In this section, we informally discuss the security issues solved in our BCSDN. BCSDN 

can efficiently solve the single point of failure, the view consistency of multi-controller 

SDN network and the authentication of the interaction between a controller and a switch. 

Proposition 1: BCSDN can solve the single point of failure. 

Proof: In BCSDN, the multi-controller architecture is used to solve the single point of 

failure. That is to say, a logically centralized and physically distributed multi-controller 

framework is adopted in the control plane of SDN. The selected main controller 

manages the entire network. When the main controller shut down because of some 

reason, the re-elected main controller will take over the network management task. 

Therefore, the multi-controller architecture can conquer the single point of failure, 

improve the processing capacity of the control plane, and also ensure the reliability of 

the network management. 

Proposition 2: BCSDN can ensure the consistency of the network topology on the 

different controllers. 

Proof： In BCSDN, the mechanism based on Blockchain is implemented in the 

control plane. The dynamic change of the network topology will be recorded in 

Blockchain. These features of Blockchain such as proof-tamper, auditable, distributed 

storage and so on will ensure that the network topology information stored in the 

Blockchain is correct and won’t be modified and also guarantee that the network 

topology information stored on the different controllers is consistent.  

Proposition 3: The communication between a controller and a switch can be 

authenticated. 

Proof: In BCSDN, KSI is used when a controller collect the topology information of 

the network. That is to say, the controller will generate a signature for each switch 

according to the KSI mechanism in link discovery process. The signature is a proof that 

javascript:;
javascript:;
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proves the switch ever took part in the link discovery process in the corresponding 

network topology. That is to say, each link (that submitted by the switch) in the network 

topology is a legal link.  The KSI scheme ensures that the signature that the controller 

sent to each switch can’t be forged and these signatures information are saved on 

Blockchain. When a switch that needs to forward data requests the flow rule table from a 

controller, the controller will verify the signature generated in link discovery process 

and owned by the switch. So, using of KSI can ensure the authenticated communication 

between a controller and a switch. 

6. BCSDN Implementation 

6.1. BCSDM simulation Implementation 

 

 

Fig. 7. The Simulated Network Topology. 

In this section, we implement our BCSDN architecture by using simulation method. The 

network emulator Mininet on Ubuntu 16.04 system is used to simulate a custom 

topology of a SDN network. The Floodlight controller is used to establish a multi-

controller architecture for SDN to manage the entire network. We illustrate the 

operation of the BCSDN network by a simply network topology as shown in Figure 7. 

Three Floodlight controllers are used to establish a multi-controller architecture. These 

controllers together form a simply p2p network and are used to manage and maintain a 

Blockchain network. The main controller is selected by using the PoW alogrithm. We 

implement the network architecture instance of BCSDN in the network simulation 

platform Mininet. These controllers in BCSDN periodically collect the network link 

information by the link discovery protocol LLDP introduced in 3.2 section.  The main 

controller generates the signature corresponding to each link according the Merkle tree 

that presents the current network topology. The network state information is  recorded 

on the Blockchain as a distributed ledger. The simulation topology includes 2 OpenFlow 

switches and 4 hosts connected to these two switches respectively. Built-in Mininet 

network commands such as “ping” and so on can be used to test the correctness, 
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feasibility and overhead of BCSDN. The details of each node in the simulation topology 

are described as shown in Figure 8. In Fig. 9a, the information from the log file of the 

node displays the block creation and the collection of the network topology. In Fig. 9b, 

the signature verification result is shown when the switch applies for the flow rule table 

from the controller.  

 

Fig. 8. Information of the Network Nodes. 

2020-08-11 09:04:21.988 INFO  [n.f.l.i.LinkDiscoveryManager] 

Received LLDP packet on sw 00:00:00:00:00:00:00:01, port 2

The first block：     Block{

                                  index=0,

                                  rootHex='IFmBkeOfebmNHm0qTf508QsMrfPTflqMt5yKph8LsYU=', 

                                  time=1597161862025, 

                                  previousBlockHash=0, 

                                  random=945}
 

The second block：Block{

                                  index=1, 

                                  rootHex='65Bm8Zbb69XU3pWHDusPh8mc7sicAm9TmRqJoFlwcTs=', 

                                  time=1597161862064,

                                  previousBlockHash=NebGApj7T6pIv7Ho87IbMNDdfPLOrE3ix1wU7D0mjm4=, 

                                  random=388}
 

a. Block information 

2020-08-11 09:05:46.865 INFO  [n.f.f.Forwarding] sign pass

 

b. The Signature Verification 

Fig. 9. The results of the Network Simulation. 

6.2. Performance Analysis 

The performance of BCSDN is analyzed under different network scale in this section.  

We compare performance metrics such as the network convergence time, network 
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throughput and the response time between the singe controller solution and our BCSDN. 

The Floodlight controller is used in the experimental analysis. 

  

Fig. 10. The Network Convergence time 

Fig.10 shows the convergence time of these two simulated networks that one only 

uses a single controller and another uses our BCSDN solution. It can be clearly seen that 

these different networks can converge successfully in three different network sizes and 

obtain the entire network topology. BCSDN needs to set up Blockchain network 

according to the change of the network topology. So, the convergence time is higher 

than the solution used the single controller. But, we can see that the curve of the 

convergence time in BCSDN will become smooth as the network size increases. That is 

to say, BCSDN is better than the network that there exists only a single controller in 

large scale network. 

 

Fig. 11. Throughput Comparison Between the Sing Controller network and BCSDN 

The network throughput is compared between BCSDN and the network with the 

single controller as shown in Figure 11. In BCSDN, three controllers are used. the 

processing ability is indeed stronger than the network with a single controller. This 

shows that our multi-controller network architecture is more excellent than the single 

controller network architecture. 
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                          a. CPU usage                                             b. The Response Time 

Fig. 12. Comparison of CPU usage and the Response Time  

In addition, the CPU usage rate and the response time are analyzed in these two 

solutions as shown in Fig.12. Clearly, because using of Blockchian, the CPU usage rate 

in BCSDN is higher than the solution that used a single controller as Fig. 12a. However, 

the response time is tested by using performing 20 ping operations. As shown in Figure 

12b, it can be seen that the ping response time of BCSDN and a single controller 

network is almost the same except that the time of the first ping. That is to say, BCSDN 

can meet the requirements of network rapid processing. 

7. Summary 

In this paper, a security framework for SDN BCSDN is proposed by integrating 

Blockchain and KSI in this paper. The BCSDN adopts a physically distributed and 

logically centralized multi-controller architecture. In BCSDN, LLDP protocol is used to 

obtain the topology information of the network, and the dynamic change of the network 

topology is recorded on Blockchain. The main controller selected according to PoW 

play a role that manage the entire network. So, BCSDN can efficiently solve the single 

point of failure in single-controller architecture. In addition, using of Blockchain scheme 

ensures the consistency of the topology information on different controllers. Using of 

KSI is used to authenticate the communication between a controller and a switch. The 

correctness, reliability and feasibility are verified by an emulation method in mininet 

emulation platform in this paper. We also simply analyze security attributes and 

performance of the BCSDN framework. We will further improve our solution in the 

future work.  

 
Acknowledgments. This work is supported by NSFC No. 61461027; Gansu province science and 

technology plan project under grant No. 20JR5RA467; Innovation Promotion Education Fund of 

Ministry of Education No. 2018A05003. 



 A novel Security Mechanism for Software           543 

References 

1. Rishikesh Sahay, Weizhi Meng, Christian D. Jensen.: The application of Software Defined 

Networking on securing computer networks: A survey [J]. Journal of Network and Computer 

Applications, Vol. 131, 89-108. (2019) 

2. Y. Zhao, Y. Li, X. Zhang, G. Geng, W. Zhang and Y. Sun.: A Survey of Networking 

Applications Applying the Software Defined Networking Concept Based on Machine 

Learning [J], IEEE Access, Vol. 7, 95397-95417. (2019)  

3. Ali, J.; Lee, G.-M.; Roh, B.-H.; Ryu, D.K.; Park, G.: Software-Defined Networking 

Approaches for Link Failure Recovery: A Survey [J], Sustainability, Vol. 12, No. 10, 4255. 

(2020)  

4. Sanjeev Singh, Rakesh Kumar Jha.: A Survey on Software Defined Networking: Architecture 

for Next Generation Network [J]. Journal of Network and Systems Management, Vol. 25, 

321-374. (2016) 

5. Hu T, Guo Z, Yi P, et al. Multi-controller based software-defined networking: A survey [J]. 

IEEE Access, Vol. 6, 15980-15996. (2018) 

6. Heng Zhang, Zhiping Cai, Qiang Liu, Qingjun Xiao, Yangyang Li, Chak Fone Cheang.: A 

Survey on Security-Aware Measurement in SDN [J], Security and Communication 

Networks, vol. 2018, 14 pages. (2018) 

7. Y. Liu, B. Zhao, P. Zhao, P. Fan and H. Liu.: A survey: Typical Security Issues of Software-

Defined Networking [J], China Communications, vol. 16, no. 7, 13-31. (2019) 

8. Juan Camilo Correa Chica, Jenny Cuatindioy Imbachi, Juan Felipe Botero Vega.: Security in 

SDN: A Comprehensive Survey [J], Journal of Network and Computer Applications, Vol. 

159, 102595. (2020) 

9. Tao Han, Syed Rooh Ullah Jan, Zhiyuan Tan, et. al.: A Comprehensive Survey of Security 

Threats and Their Mitigation Techniques for Next-generation SDN Controllers [J], 

Concurrency and Computation： Practice and Experience, Vol. 32. (2020) 

10. Tao Hu, Peng Yi, Zehua Guo, Julong Lan, Yuxiang Hu.: Dynamic slave controller 

assignment for enhancing control plane robustness in software-defined networks [J], Future 

Generation Computer Systems, Vol. 95, 681-693. (2019) 

11. Madhukrishna Priyadarsini, Joy Chandra Mukherjee, Padmalochan Bera, Shailesh Kumar, 

A. H. M. Jakaria, M. Ashiqur Rahman. An adaptive load balancing scheme for software-

defined network controllers, Computer Networks, Vol. 164 (2019) 

12. A. J. Gonzalez, G. Nencioni, B. E. Helvik and A. Kamisinski.: A Fault-Tolerant and 

Consistent SDN Controller [C], In Proceeding of 2016 IEEE Global Communications 

Conference (GLOBECOM), Washington, DC, 1-6 (2016) 

13. Das, R.K., Pohrmen, F.H., Maji, A.K. et al.: FT-SDN: A Fault-Tolerant Distributed 

Architecture for Software Defined Network [J]. Wireless Personal Communication, Vol. 114, 

1045–1066. (2020). 

14. E. Sakic, N. Ðerić and W. Kellerer. : MORPH: An Adaptive Framework for Efficient and 

Byzantine Fault-Tolerant SDN Control Plane [J], IEEE Journal on Selected Areas in 

Communications, Vol. 36, No. 10, 2158-2174. (2018) 

15. K. ElDefrawy and T. Kaczmarek. : Byzantine Fault Tolerant Software-Defined Networking 

(SDN) Controllers [C], In Proceeding of 2016 IEEE 40th Annual Computer Software and 

Applications Conference (COMPSAC), Atlanta, GA, 208-213. (2016) 

16. Gao J., Wu J. X.,Hu Y. X,et al. Research on Anti-attack of Software-Defined Network 

Control Surface Based on Byzantine Fault Tolerance [J]. journal of Computer Applications, 

Vol. 37, No. 8, 2281-2286. (2017) ( in Chinese). 

17. Luis Guillen, Hiroyuki Takahira, Satoru Izumi, Toru Abe, Takuo Suganuma.: On Designing 

a Resilient SDN C/M-Plane for Multi-Controller Failure in Disaster Situations [J], IEEE 

Access, Vol. 8, 141719-141732. (2020) 



544           Xian Guo et al. 

18. Dharmin Dave, Shalin Parikh, Reema Patel, Nishant Doshi.:A Survey on Blockchain 

Technology and its Proposed Solutions [J], Procedia Computer Science, Vol. 160, 740-745. 

(2019) 

19. Gamage, H.T.M., Weerasinghe, H.D. & Dias, N.G.J.: A Survey on Blockchain Technology 

Concepts, Applications, and Issues [J]. SN Computer Science, Vol. 1, 114. (2020). 

20. TALAL ALHARBI.: Deployment of Blockchain Technology in Software Defined Networks: 

A Survey [J], IEEE Access, Vol. 8, 9146-9156. (2020) 

21. S. R. Basnet and S. Shakya.: BSS: Blockchain security over software defined network [C], In 

Proceeding of the 2017 International Conference on Computing, Communication and 

Automation (ICCCA), Greater Noida, 720-725. (2017) 

22. Huo, L., Jiang, D., Qi, S. et al.: A Blockchain-Based Security Traffic Measurement Approach 

to Software Defined Networking [J]. Mobile Networks and Applications, (2020) 

23. Bo Zhao, Yifan Liu, Xiang Li, Jiayue Li, Jianwen Zou.: TrustBlock: An adaptive trust 

evaluation of SDN network nodes based on double-layer blockchain [J], PLoS One, Vol. 15, 

No. 3, e0228844. (2019). 

24. Hien Do Hoang, Phan The Duy, Van Hau Pham.: A Security-Enhanced Monitoring System 

for Northbound Interface in SDN using Blockchain [C], In Proceedings of the Tenth 

International Symposium on Information and Communication TechnologyDecember, NY, 

USA, 197–204. (2019) 

25. C. Xue, N. Xu and Y. Bo. : Research on Key Technologies of Software-Defined Network 

Based on Blockchain [C], In Proceeding of 2019 IEEE International Conference on Service-

Oriented System Engineering (SOSE), San Francisco East Bay, CA, USA, 239-2394. (2019)  

26. A. Derhab, M. Guerroumi, M. Belaoued, O. Cheikhrouhou. : BMC-SDN: Blockchain-Based 

Multicontroller Architecture for Secure Software-Defined Networks, Wireless 

Communications and Mobile Computing, vol. 2021, Article ID 9984666, 12 pages. (2021)  

27. A. Rahman, M. K. Nasir, Z. Rahman, A. Mosavi, S. S. and B. Minaei-Bidgoli. 

DistBlockBuilding: A Distributed Blockchain-Based SDN-IoT Network for Smart Building 

Management [J], IEEE Access, vol. 8, 140008-140018. (2020) 

28. D. Zlate,  F. Sonja,  M. Anastas,  T. Vladimir. : Real time availability and consistency of 

health-related information across multiple stakeholders: A blockchain based approach [J], 

Computer Science and Information Systems, Vol. 18, No. 3, 927-955. (2021) 

29. Abbas Yazdinejad, Reza M. Parizi, Ali Dehghantanha, Kim-Kwang Raymond Choo.: P4-to-

blockchain: A secure blockchain-enabled packet parser for software defined networking [J], 

Computers & Security, Vol. 88. (2020)  

30. W.-Y. Huang, T.-Y. Chou, J.-W. Hu, and T.-L. Liu. : Automatical end to end topology 

discovery and flow viewer on SDN [C], In Proceeding 2014 28th International Conference 

on Advanced Information Networking and Applications Workshops, Victoria, BC, 910-915. 

(2014) 

31. Mowla Nishat I,  Doh Inshil, Chae Kijoon,: CSDSM: Cognitive switch-based DDoS sensing 

and mitigation in SDN-driven CDNi word [J], Computer Science and Information Systems, 

Vol. 15, No. 1, 163-185. (2018) 

32. Dierks T, Rescorla E. The transport layer security (TLS) protocol version 1.2. RFC 5246, 1-

104. (2008). 

33. A. Azzouni, N. T. Mai Trang, R. Boutaba and G. Pujolle. : Limitations of openflow topology 

discovery protocol [C], In Proceeding of 2017 16th Annual Mediterranean Ad Hoc 

Networking Workshop (Med-Hoc-Net), Budva, 1-3. (2017) 

34. Buldas A., Kroonmaa A., Laanoja R.: Keyless Signatures’ Infrastructure: How to Build 

Global Distributed Hash-Trees [C], Nordic Conference on Secure IT Systems, Lecture Notes 

in Computer Science, Vol. 8208, 313-320.( 2013) 

35. Bin Cao, Zhenghui Zhang, Daquan Feng, et. al. : Performance analysis and comparison of 

PoW, PoS and DAG based blockchains [J], Digital Communications and Networks, Vol. 6, 

480-485. (2020) 



 A novel Security Mechanism for Software           545 

36. Satoshi Nakamoto.: Bitcoin: A Peer-to-Peer Electronic Cash System, 

https://bitcoin.org/en/bitcoin-paper. 

37. R. L. S. de Oliveira, C. M. Schweitzer, A. A. Shinoda and Ligia Rodrigues Prete. : Using 

Mininet for emulation and prototyping Software-Defined Networks [C], In Proceeding of the 

2014 IEEE Colombian Conference on Communications and Computing (COLCOM), 

Bogota, 1-6. (2014) 

38. Merkle, R.C.: Protocols for public-key cryptosystems [C]. In Proceedings of the 1980 IEEE 

Symposium on Security and Privacy, Oakland, CA, USA, 122–134 (1980) 

 

 

Xian Guo, is an associate professor of School of Computer and Communication, 

Lanzhou University of Technology. He is a visiting scholar at University of Memphis. 

He received MS and PhD in Lanzhou University of Technology, China, in 2008 and 

2011, respectively, and BS in Nothwest Normal University. His current research 

interests include network and information security, cryptographic, and blockchain. E-

mail: iamxg@ 163.com.  

 

Chen Wang, is currently a master student at Computer and Communication School of 

Lanzhou University of Technology. He received his Bachelor degree from Lanzhou 

University of Technology in 2017, and started his master studying in 2018. His research 

interests are Software Defined Networking, security of wireless network, blockchain.  

 

Laicheng Cao, is a professor of School of Computer and Communication, Lanzhou 

University of Technology. He received MS in Lanzhou University, China, in 2004. His 

current research interests include network and information security, cryptography etc.  

 

Yongbo Jiang, is a lecturer of School of Computer and Communication, Lanzhou 

University of Technology. He received MS and PhD in Xidian University, China, in 

2008 and 2013, respectively. His current research interests include network and 

information security, information-centric networking etc.  

 

Yan Yan, is an associate professor of School of Computer and Communication, Lanzhou 

University of Technology. She received MS and PhD in Lanzhou University of 

Technology, China, in 2005 and 2018, respectively. Her current research interests 

include machine learning, privacy computing, and blockchain. 

 

 

Received: February 02, 2021; Accepted: December 27, 2021. 

 

 





Computer Science and Information Systems 19(2):547–572 https://doi.org/10.2298/CSIS210217061E

Reasoning on the Usage Control Security policies over
Data Artifact Business Process Models
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Abstract. The inclusion of security aspects in organizations is a crucial aspect to
ensure compliance with both internal and external regulations. Business process
models are a well-known mechanism to describe and automate the activities of the
organizations, which should include security policies to ensure the correct perfor-
mance of the daily activities. Frequently, these security policies involve complex
data which cannot be represented using the standard Business Process Model Nota-
tion (BPMN). In this paper, we propose the enrichment of the BPMN with a UML
class diagram to describe the data model, that is also combined with security poli-
cies defined using the UCONABC framework annotated within the business process
model. The integration of the business process model, the data model, and the secu-
rity policies provides a context where more complex reasoning can be applied about
the satisfiability of the security policies in accordance with the business process and
data models. To do so, we transform the original models, including security policies,
into the BAUML framework (an artifact-centric approach to business process mod-
elling). Once this is done, it is possible to ensure that there are no inherent errors
in the model (verification) and that it fulfils the business requirements (validation),
thus ensuring that the business process and the security policies are compatible and
that they are aligned with the business security requirements.

Keywords: Business Process, Security policy, Usage control model, Data artifact,
Reasoning.

1. Introduction

Business processes specify the workflow of the activities in an organisation facilitating
decision-making support [43] to achieve its objectives. These activities are not carried out
in a void, but in many cases, they have to follow certain compliance rules which govern
the operation of a company [17]. In this respect, compliance rules are also used for risk
management [60] to control threats. Thus, a set of compliance rules may refer to security
policies to control security threats. According to the SANS Institute definition, a security
policy is a set of security requirements or rules (i.e., access control restrictions) that must
be met in order to achieve the business goals. Thereby in this paper, we assume that a
set of rules may represent a security policy of an organisation. The necessity of including
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security policies in business process models is well-known and has been studied in the
literature [33], but security issues are mostly overlooked by default and not tackled in a
practical way.

Security policies are not necessarily defined at the same time as the business process;
rather, they are usually defined and implemented at later stages of software development.
As a result, many times they are specified independently from one another. However,
security policies and business process must be aligned [2]. Ensuring this will reduce risky
situations and the propagation of errors during process deployment [53]. The combination
of both business processes and policy rules is fundamental for the Business Continuity, as
described in ISO 22301:2012.

Unfortunately, traditional approaches to process modelling are insufficient when it
comes to defining security policies. The inclusion of security controls into process-aware
information systems is currently an open challenge [26]. Most of the process-centric ap-
proaches try to incorporate access control mechanisms by adapting traditional access con-
trol models [29]. However, they fail to incorporate the flexible and complex security poli-
cies that modern business information systems demand. These process-centric approaches
tend to focus on representing the sequence of activities in the process and disregard or
place little importance on the data required. However, security policies may refer to com-
plex data, which cannot be represented through the process-centric approaches. Further,
security policies can represent restrictions regarding the number of uses of the resources.
One such example is found in the context of a customer’s loan request to a credit provider
[32]. A security requirement could be that it is not possible to request a loan when there
are previously denied loan requests or a staff member is not allowed to review more than
ten loan requests in a period of time. Note that, due to the lack of a data model, it would
be impossible to represent this policy.

On the other hand, artifact-centric approaches incorporate data in the definition of
the process, and are more appropriate when security policies are involved, since it will
be possible to represent them. Not only this but following an artifact-centric approach
makes it possible to apply reasoning techniques to the process model and the security
policies. Through these techniques, it can be checked that the process model and the
security policies are aligned, i.e. there are no contradictions between them (verification),
and that they fulfil the business requirements (validation).

As mentioned previously, the importance of specifying security-aware business pro-
cesses is well-known [5]. Moreover, security policy complexity has been studied in [50],
but it was only sketched how they could be modelled in an artifact-centric paradigm. In
terms of reasoning, existing artifact-centric approaches do not yet consider verification
and validation of security policies. For these reasons, there is a need for a proposal that
deals with the verification of the security of business processes. As we have explained,
it should be based on the use of an artifact-centric approach to be able to represent com-
plex data structures related to security policies. Therefore, the main challenges to tackle
are twofold: 1) the specification security policies based on UCON models into artifact-
centric process models, and; 2) the provision of reasoning techniques to verify the security
policies using an artifact-centric approach.

Summarising, the main contributions of this paper are:

1. Definition of an enriched model that includes security policies over data arti-
facts. We have defined a model which enables the definition of UCON-based secu-
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Fig. 1. Proposed Framework

rity policies [39] for artifact-centric process models. To do this, we use BPMN [36]
and UML class diagram [37], which are de facto standards for process modelling
and data specification respectively. We combine and enrich both notations by using
security policies defined in Object Constraint Language (OCL) [10] following the
UCONABC model. This provides a data artifact process model with security policies
defined in OCL.

2. Transformation of partial models into the BAUML framework. We have defined
and implemented a transformation of the initial models into a BAUML framework
[15] which can be used for reasoning on the model, detecting potential errors and
ensuring that it fulfils the requirements and goals.

3. Reasoning using the enriched model. After a transformation process, we propose
to reuse existing techniques [15] for verifying and validating the artifact-model as a
whole, considering also the security policies and the data involved in the policies into
a BPMN model.

4. Evaluation of feasibility. We have used a running example as a Proof-of-Concept
(PoC) during the explanation in each stage and to demonstrate how our approach can
reach the verification of a security policy.

The remainder of the paper is structured as follows. Section 2 presents the enriched
model and the different parts that form it with an example. Section 3 details how these
initial models can be translated into the BAUML framework for reasoning. Section 4
presents the types of reasoning that can be tackled thanks to using the enriched model.
Section 5 analyses the related work. Finally, Section 6 presents the conclusions and further
work.

2. Enriching Process Models with Security Policies

This section presents the models used in our approach: the UML class diagram, the BPMN
diagram, OCL operation contracts and the UCONABC framework to represent security
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policies. In addition, we introduce a running example, to make our proposal easier to
understand.

The UML class diagram is used to represent the data in the domain of interest, and the
BPMN diagram to model the process. Both models are interrelated in so far as UML dia-
grams are able to represent the data and their relations while BPMN provides an activity-
centric perspective about the activities that can make changes to the data. Both languages
are the standard and most common formalisms for representing data and processes, re-
spectively. In addition, we use OCL operation contracts to formally specify each task in
the business process, similarly to [12, 38]. This provides the ability for reasoning or exe-
cuting the resulting models. We then enrich the models including security policies defined
using the UCONABC framework.

To illustrate our approach, a running example based on the customer’s loan request
[32] is used through the paper. The running example consists of a loan request to a credit
provider which considers two acceptance reports before deciding on the request.

2.1. UML Class Diagram

A UML class diagram is formed of a set of classes (or concepts), which may be in a hi-
erarchy, n-ary associations among such classes (where some of them might be reified, i.e,
association classes), and some attributes inside these classes. In addition, a UML schema
might be annotated with minimum/maximum multiplicity constraints over its association-
ends/attributes, and hierarchy constraints (i.e., disjoint/complete constraints).

Figure 2 shows the UML class diagram representing the data required by the process
in our running example. For example, a LoanRequest is defined by its id, amount, pending,
accepted, date and risky. Pending and accepted attributes represent whether the loan is
waiting for approval or has been accepted, respectively. In turn, a Customer may submit
several loan requests, which are going to be revised by the Operation Staff of the Credit
Provider to decide on the risk and the rate of the loan.

2.2. BPMN Diagram

BPMN (Business Process Model and Notation) is a widely used and well-known ISO and
OMG standard language for modelling business processes known as the defacto standard
for business process modelling [25]. In a nutshell, the language uses nodes to represent the
activities or tasks of the process, whose execution order is determined by a set of directed
edges. Different gateway nodes are available to control the flow, to allow for parallel or
alternative execution paths, for instance. Moreover, using BPMN it is also possible to
represent the interaction between different parties involved in the process, messages and
business objects are able to flow between various business processes [41].

The BPMN model is shown in Figure 3 where three different pools cover its main
functions: pool Customer manages the request process from the viewpoint of a customer;
pool Credit Provider describes how the administration staff manages the loan request,
obtains the acceptance reports and notifies customers about the decisions; and pool Oper-
ation Staff deals with the evaluation of the loan requests. We use in the example some col-
laboration components since various data with different cardinalities flow through busi-
ness process instances [40, 31]. Single instances of the process Credit Provider need to
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Fig. 2. Data Model of the Loan Request

interact and be synchronised with multiple instances of processes Customer and Opera-
tion Staff simultaneously [18]. Loop Activities (⟳) and Parallel Activities (|||) are included
to describe the synchronisation between the pools. Data objects, such as LoanRequest or
Customer, appear in the BPMN diagram but their details are modelled in the UML class
diagram, as we have shown.

2.3. OCL Operation Contracts

In order to define the behaviour of the tasks that perform work in the BPMN model, we
propose the use of OCL operation contracts. Each contract contains: a header, including
the operation name and input parameters; a precondition, stating the conditions that must
be true before the task can be executed; and a postcondition, describing the state of the
system after the successful execution of the activity. Below we present the contracts of
two tasks of the example, RequestALoan and SendApprovedNotification. OCL contracts
for the other activities would be defined similarly.

RequestALoan(pId: String, am: int, c: Customer, t: Date, cp: CreditProvider,
r:boolean)

post: LoanRequest.allInstances()->exists(l | l.oclIsNew() and l.id = pId and
l.amount = am and l.date = t and l.accepted = false and l.pending = true and
l.creditProvider = cp and l.customer = c and l.risky=r)

Activity ReceiveNotification has no OCL operation contract because it waits until receiv-
ing a message through the incoming message flow.
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Fig. 3. BPMN Model for the Loan Request

SendApprovedNotification(l: LoanRequest, acc: boolean)
post: l.accepted = acc and l.pending = false

2.4. Describing Security Policies

Finally, the last elements of our proposal are the security policies. They can be seen as
business compliance rules [17] with specific security semantics, such as Separation of
Duties (SoD) [9]. There is not a standard framework or formalism to specify them. In this
paper, we follow the UCONABC model [39] which has emerged as a generic formal model
to represent complex, adaptable and flexible security policies in new environments, such
as Internet of Things (IoT). For instance, Digital Right Management (DRM) is an access
control mechanism which can be modelled by UCONABC . Moreover, other traditional
access control and trust management mechanisms can be defined by using this model. A
UCONABC model consists of the following components:

– A Subject is a component which holds or exercises certain rights on objects. An Ob-
ject is an entity that a subject can access or use with certain rights.

– Rights are privileges that a subject can hold and exercise on an object.
– Predicates for the evaluation:

• Authorisations (A) have to be evaluated for usage decisions and return whether
the subject (requester) is allowed to perform the requested rights on the object or
not.

• Obligations (B) represent functional predicates that verify mandatory require-
ments a subject has to perform before or during a usage exercise.
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• Conditions (C) evaluate environmental or systems factors to check whether rele-
vant requirements are satisfied or not.

All these predicates can be evaluated before or while the rights are exercised. For
this reason, the UCONABC model splits each predicate into two types of sub-predicates
depending on when it must be evaluated: (1) a pre-Authorisation (preA) predicate is eval-
uated before a requested right is exercised; and (2) an on-Authorisation (onA) predicate is
checked while the right is exercised. Likewise, obligations and conditions can be divided
into pre- and on-predicates. Further, UCONABC introduces a new factor to be considered
in predicates: the use of inmutable or upgradeable attributes. Thus, in certain predicates
we may need to check the conditions based on the inmutability or the updating of subject
and/or object’s attributes. To summarise, all types of predicates and updating predicates
supported are given in Table 1 as indicated in [39]. For instance, an onA3 predicate rep-
resents a usage control scenario where the access decision is evaluated during beginning
the usage and it also requires a post-update of attributes during the access. Furthermore,
thanks to the use of UCON, it enables us to represent traditional access control (e.g.,
MAC) by means of preA0 and preA1 predicates.

Table 1. The predicates supported by UCONABC [39].

0 (inmutable) 1 (pre-update) 2 (ongoing-update) 3 (post-update)
preA ✓ ✓ ✗ ✓
onA ✓ ✓ ✓ ✓
preB ✓ ✓ ✗ ✓
onB ✓ ✓ ✓ ✓
preC ✓ ✗ ✗ ✗
onC ✓ ✗ ✗ ✗

The policies according to [50] are shown in Figure 4. Although our approach can sup-
port most of the predicates, just some of them have been used in the running example.
They have been modelled together with the BPMN model (cf. Figure 3). The reason be-
hind this is that these policies can help to improve the documentation, the analysis and
optimisation of the process model, and the alignment of systems according to the given
security requirements, as proposed in [34].

The BPMN model has been designed in an extension of the bpmn.io modeller which
integrates a security DSL [52] which enables the graphical specification of security poli-
cies employing locks (cf. locks in the diagram) attached to activities. Although the type
of rules have been pointed out as text annotations attached to each security policy.

For each rule, the left-hand side of the double implication refers to the right, whereas
the right-hand side states what needs to be evaluated. For example, policy onB1 (cf. R4)
states that the staff can only review a maximum of 10 loan requests. Some rules use a
preUpdate predicate in the right-hand side. It establishes an update of an object’s attribute
prior to the usage. For instance, onA1 (cf. R6) checks if the rate of a loan requests is
greater or equal than six and the risk assigned is low or medium. In terms of subjects and
objects, onC0 (cf. R4) is an on condition (C), and its subject is the credit provider and its
objects are a loan request and a loan request report.

For a better understanding, a brief description of the security policies is given below:
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Fig. 4. Security Policies for the Loan Request

1. R1 : preA0: the request of more than one loan is not permitted when there are previ-
ously unaccepted loans.

2. R2 : preB0: the loan requests of more than fifty thousand are not permitted for the
credit provider without accepting a clause of risk.

3. R3 : onC0: the loan request is accepted iff risk is medium or low.
4. R4 : onB1: an operation staff cannot review more than ten loan requests at the same

time.
5. R5 : preA0: the second review must not be the same than the first one (Separation of

Duties principles).
6. R6 : onA1: the reviewer is able to send a loan request report with a rate of six (or

greater), an amount less than five thousand, and risk low or medium since requires
supervision (Four eye principle).

3. Transforming the Models into an Integrated Solution

Given the models described in the previous section, our goal is to determine the cor-
rectness of the business process model as a whole (i.e. considering the data and process
models, and the definition of the activities) and its security policies. This means check-
ing that there are no errors, and that the requirements are fulfilled when the models and
security policies are considered together, basing our reasoning approach on [15].

Three steps need to be carried out to achieve this objective:

1. Formalize the security policies, so that they can be incorporated into the models.
2. Transform our starting models to be able to reason with them.
3. Perform the reasoning itself, after merging the formalized security policies with the

model.

The first two steps are described in the remainder of this section. Step 3 is explained
in section 4.

3.1. Formalizing Security Policies Utilizing OCL Constraints

The security policies defined in Figure 4 give an intuitive idea of their meaning, but as they
are, cannot be added to the model for reasoning due to a lack of formalization. To solve
this, we specify them using OCL language. This is not a limitation since the transforma-
tion from informal models to specific formal models has been tackled in previous works
[42] and using OCL as a formalism to specify UCONABC policies has been considered
in previous work [27].
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Each security policy defines conditions over a set objects. We propose representing a
security policy as follows:

<SecPolicyName>

Objects: <obj1>:<Type1>, ..., <objN>:<TypeN>

Condition: <OCL expression>

where OCL expression refers to obj1 to objN using OCL constructs and should result
in a Boolean value. Note that these objects should either be input parameters of the tasks
to which the policies are attached or be created by them.

We also allow the use of @post in OCL expression, to refer the new value of an
attribute. This is necessary for policies that include the expression preUpdate, indicating
that the new value of the element should be considered. Below, we show policies R1, R2,
R4 and R6 expressed in OCL:
R1 (preA0):

Objects: c:Customer
Condition: c.loanRequest->forAll(l | l.pending=false and l.accepted=true)

R2 (preB0):

Objects: lr:LoanRequest
Condition: (lr.amount ≤ 50,000 ∧ lr.risky = false) ∨ (lr.amount > 50,000 ∧

lr.risky = true)

R4 (onB1):

Objects: op:OperationStaff
Condition: op.loanRequest@post->size() ≤ 10

R6 (onA1):

Objects: l:LoanRequestReport
Condition: l.rate@post ≥ 6 ∧ l.loanrequest.amount ≤ 5000 ∧ (l.risk = ’low’ ∨

l.risk = ’medium’)

3.2. Transforming the Models into BAUML

As stated earlier, our goal is to be able to verify UCONABC policies in the context of a
business process model annotated with data artifacts that support complex data structures.
To achieve this, we will apply the verification techniques for artifact-centric business pro-
cess models [15]. In order to do so, we need to adapt our starting models to the input
required by the BAUML framework.

BAUML uses four different models: a UML class diagram, a UML state machine di-
agram, UML activity diagrams and OCL operation contracts. Therefore, we will need to
translate or map the starting models (BPMN diagram, UML class diagram, OCL operation
contracts and security policies) into these, to be able to reuse the existing techniques. Intu-
itively, there will be an (almost) direct mapping between the class diagrams and the OCL
operation contracts in both approaches. However, we will need to translate the BPMN di-
agram into a state machine diagram and a set of activity diagrams to obtain an equivalent
BAUML model. For this reason, we introduce state machine and activity diagrams.
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Definition 1. A state machine diagram is defined as SA = ⟨V, vo, vf , E,X, T ⟩, where V
is a set of states, vo ∈ V is the initial state, vf ∈ V is the final state, E is a set of events,
X is a set of effects, and T ⊆ V ×OCLM ×E ×X × V is a set of transitions between
pairs of states, where OCLM is an OCL condition over M that must be true in order
to the transition to take place. Note that vo cannot have any incoming transition, and vf
cannot have any outgoing transition.

Definition 2. P is a set of UML activity diagrams, such that for every state machine
diagram S=⟨V, vo, vf , E,X, T ⟩ ∈ S, and for every event ε ∈ EXTEVENTS(S) there
exists exactly one activity diagram Pε ∈ P . Pε is a tuple ⟨N,no, nf , F ⟩, where N is a set
of nodes, no ∈ N is the initial node, nf ⊂ N is the set of final nodes and F is a set of
transitions between pairs of nodes.

Obtaining an equivalent BAUML model The main challenge is to translate the BPMN
diagram into a state machine diagram and a set of activity diagrams. This is not a trivial
task since the former shows the interaction among the evolution of different classes in the
class diagram, whereas in the BAUML modelling approach this interaction is implicitly
represented using state machine diagrams. Other approaches also tackled this type of
problem as in [14] where the authors propose the synthesising of object life cycles (state
machines) from business process models.

Due to this complexity we deal here with a fragment of the BPMN diagram. In par-
ticular, we will translate only one of the pools, the Customer one. We focus on this pool
because its tasks have a direct effect on the evolution of class LoanRequest, as shown on
the contracts of activities or tasks RequestALoan and ReceiveNotification.

For this purpose, we will distinguish two types of tasks in the BPMN diagram:

– Tasks that send information or perform certain work by themselves. They can be
identified by the dark envelope or by the lack of a symbol. We will refer to them as
action tasks.

– Tasks that receive information and, as such, they are waiting for something to happen
outside the scope of the pool. They can be identified by a white envelope symbol. We
will call them receive message tasks. If these tasks do not have an incoming message
flow, we will refer to them as passive tasks.

The first type of task will correspond to events in the state machine diagram, whereas
the second type to states, but will require the incoming message flows to be considered
in the translation process. Moreover, XOR-split nodes will also correspond to states. We
will globally refer to XOR-split nodes, initial nodes and passive tasks as passive nodes.

Obtaining the State Machine Diagram. Algorithm 1 begins the translation process by
obtaining a list of all the nodes in the BPMN diagram and translating them into the corre-
sponding element in the state machine diagram. Note that the algorithm merely translates
the nodes and not the connections between them.

Action tasks will correspond to events E. Passive tasks, XOR-split nodes and the final
node correspond to states V . Initial nodes correspond to the initial pseudo-state vo of the
state machine diagram. XOR-merge nodes do not correspond to a specific node in the
resulting state machine diagram. Finally, each incoming message flow will correspond to
an event.
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Algorithm 1 translateNodesAndMessages()
nodeMap = ∅
▷ We first create a map containing the task nodes in the BPMN diagram and their translation to an event or a state.
▷ nodeList contains all the nodes in the BPMN diagram
for all node ∈ nodeList do

if node is ActionTask then
nodeMap.add(<node, new Event(node)>)

else if node is PassiveTask then
nodeMap.add(<node, new State(node)>)

else if node is XOR-split then
nodeMap.add(<node, new State(node)>)

else if node is InitialNode then
nodeMap.add(<node, new InitialPseudostate(node)>)

else if node is FinalNode then
nodeMap.add(<node, new State(node)>)

end if
end for
▷ We then create an event for each incoming message flow in the pool
▷ receiveMessageTaskList contains all the tasks with incoming message flows
▷ messageMap will contain a map between the receive message task and the incoming message flows, translated to
events
messageMap = ∅
for all rm ∈ receiveMessageTaskList do

incomingFlowList = rm.getIncomingMessageFlows()
eventList = ∅
for all if ∈ incomingF lowList do

sourceNode = if.getSource()
event = new Event (sourceNode)
eventList.add(event)

end for
messageMap.add(<rm, eventList>)

end for

Algorithm 2 initiates the processing of the nodes. It iterates over all the nodes and
obtains the next nodes for the current node. Then it provides the current node, the next
nodes and the node map (obtained by Algorithm 1) to Algorithm 3.

Algorithm 2 translateToSMD()
▷ nodeList contains all the nodes in the BPMN diagram
▷ nodeMap corresponds to the nodeMap obtained previously
for all node ∈ nodeList do

▷ We go through the elements of the list in order (i.e. before the processing of a node all its previous nodes must have
been processed)

nextNodeList = node.getNextNodes()
▷ getNextNodes() ignores XOR-merge nodes and returns the targets of the XOR-merge
if !nextNodeList.isEmpty() then

for all nextNode ∈ nextNodeList do
processNode(node, nextNode, nodeMap)

end for
end if

end for

Algorithm 3 is executed for every node (and its next node) in the pool of interest in
the initial BPMN diagram. As input, the algorithm receives the following: the current
node (node), the next node (nextNode), and the node map (nodeMap), which contains
the correspondence between the nodes in the BPMN diagram and the state machine dia-
gram, previously created by Algorithm 1. The algorithm assumes that all the nodes that
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can be executed previous to the current node have already been translated and connected
properly.

Current

Previous 
Node

Current 
Node

Next 
Node

inter_PreviousCurrent inter_CurrentNext

XOR Split

Current

Current

Visual Paradigm for UML Community Edition [not for commercial use] 

(a) BPMN fragment (b) Translation of fragment in (a)

Fig. 5. Translation of an action node surrounded by passive nodes

Then, it translates the connections between the current and the previous/next nodes
according to their types. If the current node is an action task, it will correspond to an
event in the state machine diagram. Hence, we will have to create a transition with the
event, which will require a source and a target state. These source and target states will
correspond to other BPMN nodes, if the surrounding nodes are passive nodes or a message
receive task (see Figure 5). In contrast, if the surrounding nodes are action tasks, they will
require an auxiliary state (see Figure 6).

Current

Previous 
Node

Current 
Node

Next 
Node

Previous Next

(a) BPMN fragment (b) Translation of fragment in (a)

Fig. 6. Translation of an action node surrounded by other action nodes

If the current node is a receive message task, the semantics of BPMN state that it is
not possible to move to the next node until a message is received. Therefore, for each
incoming message flow in the node, the state machine diagram will require a transition
with the message represented as an event to move to the next state. Considering this, the
current node corresponds to a state acting as the source state of the transition. Then we
need to consider the next node. If the next node is another receive message task or a
passive node (e.g. XOR-split), then the target state will be the corresponding state in the
state machine diagram (see Figure 7). Otherwise, if the next node is an action task , an
intermediate state will need to be created to act as the target state (Figure 8).

If the current and next node are passive nodes, the only thing that needs to be done
is to create a transition between both (see Figure 9). This transition will be automatic as
there will be no events between both. Note that we do not consider the case of the next



Reasoning on the Usage Control Security policies over Data Artifact BPM 559

(a) BPMN fragment (b) Translation of fragment in (a)

Fig. 7.Translation of a receive message task followed by a passive node

(a) BPMN fragment (b) Translation of fragment in (a)

Fig. 8.Translation of a receive message task followed by an action

node being an action or a receive message task, as in this case the necessary changes will
be made by the algorithm in the next iteration.

(a) BPMN fragment (b) Translation of fragment in (a)

Fig. 9.Translation of a passive node followed by another passive node
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