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Editorial

Mirjana Ivanovié¢, Milo§ Radovanovi¢, and Vladimir Kurbalija

University of Novi Sad, Faculty of Sciences
Novi Sad, Serbia
{mira,radacha,kurba} @dmi.uns.ac.rs

Starting 2023, this first issue of Volume 20 of Computer Science and Information
Systems features 13 regular articles and three special sections: “Engineering of Computer
Based Systems” (5 articles), “Management of Digital EcoSystems” (4 articles) and “Par-
allel and Distributed Computing and Applications” (3 articles). As is already customary,
we are thankful for the hard work and enthusiasm of our authors, reviewers, and guest
editors, without whom the current issue and the publication of the journal itself would not
be possible.

This issue marks a milestone in the publication of our journal — due to general lack of
demand we are switching to publishing in electronic form only. Not without sadness we
express special gratitude to our long-time partner, printing house Sigra Star, for being with
us from the start and providing high-quality and timely printing services for the better part
of the last 20 years.

The first regular article, “Homomorphic Encryption Based Privacy-Aware Intelligent
Forwarding Mechanism for NDN-VANET” by Xian Guo et al. tackles security and pri-
vacy issues faced by machine-learning solutions for intelligent forwarding strategies in
vehicular ad-hoc networks (VANET). The article proposed PABRFD, a privacy-aware ex-
tension of the BRFD smart receiver forwarding decision solution for named data VANETS
(NDN-VANET). PABRFD achieves this by using homomorphic encryption (HE) and a
secure Bayesian classifier to resolve the security and privacy issues of information ex-
changed among vehicle nodes.

In the second regular article, “Cloud-Based ERP Construction Process Framework in
the Customer’s Perspective,” Seung-Hee Kim et al. provide a theoretical foundation for
standardized research on cloud enterprise resource planing (ERP) construction methods,
as well as a practical guideline. The article provides a detailed overview, comparison of
cloud and on-premise ERP, and classification of process frameworks for implementing
cloud ERP into infrastructure-as-a-service (IaaS), platform-as-a-service (PaaS), content-
as-a-service (CaaS), and software-as-a-service (SaaS).

Qasim Khalid et al., in “SBEO: Smart Building Evacuation Ontology” propose a
reusable ontology for indoor spaces, based on three different data models: user, building,
and context. The ontology provides a common representation of indoor routing and navi-
gation, describes users’ characteristics and preferences, grouping of individuals and their
role in a specific context, hazards, and emergency evacuation. Evaluation demonstrates
that SBEO is flexible, comparable to other ontologies in the field, and that it success-
fully addresses the information needs of context-aware route recommendation systems
for emergency evacuation in indoor spaces.

The article “” by Xin Xu et al. considers the influence of sentimental intensity to im-
prove extraction accuracy in the task of emotion-cause pair extraction (ECPE) from tex-
tual input. This is achieved through the proposed SEE-3D model based 3D convolutional
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neural networks and sentiment analysis, which combines clustering of emotion clauses,
application of a pre-trained sentiment analysis model to compute emotional similarity,
and fusion of similar features.

In “Solving the P-Second Center Problem with Variable Neighborhood Search,” Dal-
ibor Risti€ et al. tackle a variant of the well-known and highly studied problem pertaining
to the identification of p of the potential n center locations in such a way as to minimize
the maximum distance between the users and the closest center (p-center problem). The
variant, p-second center problem, minimizes the maximum sum of the distances from
the users to the closest and the second closest centers. The solution is found using the
proposed variable neighborhood search algorithm.

“T'S-GCN: Aspect-level Sentiment Classification Model,” by Shunxiang Zhang et al.,
addresses the problem of aspect-level sentiment classification (ASC), which refers to de-
termining sentiment polarity of aspect words in the text. The proposed model, TS-GCN
(truncated history attention and selective transformation network-graph convolutional net-
works) combined BERT and BiLSTM text feature extraction models, selective transfor-
mation networks for predicting implicit words, and graph convolutional networks for sen-
timent classification.

Hua-Yi Lin, in “Secure Cloud Internet of Vehicles Based on Blockchain and Data
Transmission Scheme of Map/Reduce” addresses the issues surrounding personal infor-
mation security in vehicle-to-vehicle transmission of information in open environments.
The study combines blockchain to ensure the security of vehicle-based information trans-
mission, elliptic curve Diffie-Hellman (ECDH) key exchange protocol, as well as a secure
conference key mechanism with direct user confirmation combined with the back-end
cloud platform Map/Reduce.

“Reinforcement Learning-based Adaptation and Scheduling Methods for Multi-source
DASH” authored by Nghia T. Nguyen et al. studies video streaming from multiple sources
in the dynamic adaptive streaming over HTTP (DASH) framework. The article proposed
proposes two algorithms for streaming from multiple sources based on the reinforcement
learning (RL) paradigm: RL-based adaptation with greedy scheduling (RLAGS) and RL-
based adaptation and scheduling (RLAS). The efficiency of the proposed algorithms is
demonstrated through extensive simulations with real trace data.

In “Analyzing Feature Importance for a Predictive Undergraduate Student Dropout
Model,” Alberto Jiménez-Macias et al. extend a previous study that proposed a predictive
model to identify students at risk of dropout from the beginning of their university degree
by analysing feature importance for dropout segmented by faculty, degree program, and
semester in the different predictive models, as well as proposing a dropout model based
on faculty characteristics. Results suggest that variables related to grade point average
(GPA), socioeconomic factors and pass rate of courses have a more significant impact on
the model than other factors.

Gozde Karatas Baydogmus, in “Solution for TSP/mTSP with an Improved Parallel
Clustering and Elitist ACO,” design a low-cost and optimized algorithm for the traveling
salesman problem (TSP) by using GPU parallelization, machine learning, artificial intel-
ligence approaches. This is achieved in three stages: clustering the points in the given
dataset with K-means clustering, finding the shortest path using the ant colony approach
in each of the clusters, and connecting each cluster at the closest point to the other.



Editorial iii

In their article “Sternum Age Estimation with Dual Channel Fusion CNN Mode,” Fuat
Tiirk et al. address the problem of adult age determination through sternum multidetec-
tor computed tomography (MDCT) images using artificial intelligence algorithms. The
authors propose a dual-channel convolutional neural network (CNN) architecture, which
is able to predict the age groups defined as 20-35, 35-50, 51-65, and over 65 with 73%
accuracy over sternum MDCT images.

Finally, “Self-Service Kits to Scale Knowledge to Autonomous Teams — Concept,
Application and Limitations” authored by Alexander Poth et al. propose a self-service kit
(SSK) approach that fosters team autonomy while enabling successful knowledge spread
and sharing throughout a large organization. The methodology is presented and instan-
tiated in an enterprise context which faces the challenges of handling similar topics and
reinventing the wheel, at the same time needing to distill practices to make them share-
able.
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Guest Editorial — Engineering of Computer Based
Systems

Miodrag Djukic and Miroslav Popovic

University of Novi Sad, Faculty of Technical Sciences
Trg D. Obradovica 6, Novi Sad, Serbia
{miodrag.djukic, miroslav.popovic} @uns.ac.rs

This special section includes extended versions of selected papers from the 7th Con-
ference on the Engineering of Computer Based Systems (ECBS 2021), organized by the
University of Novi Sad, Faculty of Technical Sciences, in-cooperation with the ACM,
ACM SIGAPP, and ACM SIGOPS, at the University of Novi Sad, Serbia, on May 26-
27, 2021. There were 23 accepted papers in the conference, and 5 of them were selected
for this special issue. All these papers were carefully revised, extended, improved, and
judged acceptable for publication in this special section. Each paper has undergone a re-
view process of two rounds; also, it has been reviewed by two referees at least. The aim
of this special issue is to present some new directions and research results in the area of
engineering of computer based systems.

The first paper “Multi-constrained Network Occupancy Optimization” is authored by
Amar Halilovic, Nedim Zaimovic, Tiberiu Seceleanu and Hamid Feyzmahdavian. In this
paper, the authors present an approach for network occupancy minimization by optimizing
the packing process while satisfying multiple constraints. They formulate the minimiza-
tion problem as a bin packing problem, and we implement a modification of the Best-Fit
Decreasing algorithm to find the optimal solution.

The second paper “Formalization and Verification of Kafka Messaging Mechanism
Using CSP” is authored by Junya Xu, Jiaqi Yin, Huibiao Zhu and Lili Xiao. In this paper,
authors firstly apply the process algebra CSP and the model checking tool PAT to analyze
Kafka messaging. Secondly, to further analyze the security of Kafka, they add the intruder
model and the authentication protocol Kerberos model, and compare the verification re-
sults of Kafka with and without Kerberos.

The third paper “Complete Formal Verification of the PSTM Transaction Scheduler”
is authored by Miroslav Popovic, Marko Popovic, Branislav Kordic and Huibiao Zhu.
In this paper, authors propose a method for complete formal verification of trustworthy
software, which jointly uses formal verification and formal model testing. As an exam-
ple, they test the CSP model of PSTM transaction scheduler, correct and extend the CSP
model, and analyze the algorithms’ performance based on PAT results.

The fourth paper “Supporting 5G Service Orchestration with Formal Verification”
is authored by Peter Backeman, Ashalatha Kunnappilly and Cristina Seceleanu. In this
paper, authors propose a novel framework for modeling and verifying 5G orchestration,
considering simultaneous access and admission of requests and virtual network function
scheduling and routing. By combining modeling in user friendly UML, with UPPAAL
model checking and SMTs based model finding, their framework supports both modeling
and formal verification of service orchestration.

The fifth paper “Blockchain-based model for tracking compliance with security re-
quirements” is authored by Jelena Marjanovi¢, Nikola Daléekovi¢, and Goran Sladi¢. In



vi Miodrag Djukic and Miroslav Popovic

this paper, authors consider a decentralized, tamper-proof system that will provide trust-
worthy visibility of the SDL metrics over a certain period, to any authorized auditing
party. They provide a model for creating a blockchain-based approach that allows inclu-
sion of auditors through a consortium decision while responding to SDL use cases defined
by this paper.

We gratefully acknowledge all the hard work and enthusiasm of authors and reviewers,
without whom the special section would not have been possible.
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Guest Editorial - Management of Digital EcoSystems

Djamal BENSLIMANE!, Zakaria MAAMAR?, and Ladjel BELLATRECHE?

! Claude Bernard Lyon 1 University, Lyon, France djamal.benslimane @univ-lyon1.fr
2 University of Doha for Science and Technology, Doha, State of Qatar
3 LIAS/ISAE-ENSMA - Poitiers University, Poitiers, France bellatreche @ensma.fr

This volume contains the revised and extended versions of papers presented at the
13" International Conference on ManagEment of Digital EcoSystems (MEDES’2021),
which was held virtually in Hammamet, Tunisia during the period of November 1 to 3,
2021. MEDES Conference is a platform for academics, scientists, and industry part-
ners who get together to discuss the latest developments and challenges related to digital
ecosystems in terms of resource management, data privacy, operation continuity, to men-
tion just some. The selected papers have been reviewed by a panel of experts providing
constructive feedback to their authors.

The first paper, The Application of Machine Learning Techniques in Prediction of
Quality of Life Features for Cancer Patients, considers that training predictive Quality of
Life (QoL) models in the medical field poses many challenges due to data privacy and lack
of of patient data. It then analyzes classification and regression machine learning models
to predict QoL indicators for breast and prostate cancer in centralized and federated learn-
ing settings. The experimental evaluation shows that long-term periods centralized models
provide better predictions. It also shows that federated models perform well only for the
short-term predictions.

The second paper, Internet of Things and Agent-based System to Improve Water Use
efficiency in collective irrigation, describes an effective intelligent irrigation system based
on smart sensors and multi-agents. Smart sensors collect data whereas agents take care of
supervision, planning, and prediction. A real-time irrigation decision is proposed and is
based on a predicted soil moisture estimated.

The third paper, Combining Offline and On-the-fly Disambiguation to Perform Semantic-
aware XML Querying, presents a fully automated XSemSearch system for XML keyword
search. Using semantic concepts of a knowledge base, both XML documents and keyword
queries are transformed into semantic representations. The proposed solution exploits two
distinct disambiguation strategies: offline context-based XML document disambiguation
strategy and online global keyword query disambiguation strategy. Three alternative query
processing algorithms to evaluate query processing time and quality are also provided.

The fourth paper, Data-centric UML Profile for Agroecology Applications: Agricul-
tural Autonomous Robots Monitoring Case Study, deals with the lack of conceptual mod-
els for Internet of Things data, and proposes a UML profile that takes into account both
the representation of data gathered from different kinds of devices and non-functional
requirements. The feasibility and integration of the proposed UML profile in complex
systems are discussed through a theoretical quality assessment and an implementation in
the agroecology case study for the monitoring of autonomous agricultural robots.

We thank all reviewers for their nice and hard work and hope that readers will enjoy
the content of this special issue inspiring them for more research.
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Computational systems that can perform multiple operations or tasks simultaneously
have been under many years of development and evolvement, adapting to the requirements
on energy efficiency and conservation in global economy. The objective of this special
collection is to publish and overview recent trends in the interdisciplinary area of parallel
and distributed computing, applications and technologies. This special collection include
the following 3 papers, covering topics of data locality optimization in Spark computing
environment, neural network accelerators with optical computing and communication,
human action recognition based on skeleton features.

The first paper ”Optimizing Data Locality by Executor Allocation in Spark Com-
puting Environment” improves the data locality in Spark computing by executor alloca-
tion for reduce stage. They firstly calculate the network distance matrix of executors and
formulate an optimal executor allocation problem to minimize the total communication
distance. Then, when the network distance between executors satisfies the triangular in-
equality, an approximate algorithm is proposed; and when the network distance between
executors does not satisfy the triangular inequality, a greedy algorithm is proposed.

The second paper “Efficient Neural Network Accelerators With Optical Computing
and Communication” presents a comprehensive review for the efficient photonic comput-
ing and communication in electronic Artificial Neural Networks accelerators. The related
photonic devices are investigated in terms of the application in ANNSs acceleration, and
a classification of existing solutions is proposed that are categorized into optical comput-
ing acceleration and optical communication acceleration according to photonic effects and
photonic architectures. They also discuss the challenges for these photonic neural network
acceleration approaches to highlight the most promising future research opportunities in
this field.

The third paper "Human Action Recognition based on Skeleton Features” proposes a
novel feature descriptor, named as ExGist, to describe the skeleton information of human
bone joints for human action recognition. The joint coordinates are extracted using Open-
Pose and the thermodynamic diagram, and ExGist is used for feature extraction. The
advantage of ExGist is that it can effectively characterize the local and global features
of skeleton information. By comparing the performance on different classifiers, ExGist
achieves better results with an accuracy rate of 89.2%.
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Abstract. Machine learning has been widely used for intelligent forwarding
strategy in Vehicular Ad-Hoc Networks (VANET). However, machine learning
has serious security and privacy issues. BRFD is a smart Receiver Forwarding
Decision solution based on Bayesian theory for Named Data Vehicular Ad-Hoc
Networks (NDN-VANET). In BRFD, every vehicle that received an interest
packet is required to make a forwarding decision according to the collected
network status information. And then decides whether it will forward the received
interest packet or not. Therefore, the privacy information of a vehicle can be
revealed to other vehicles during information exchange of the network status. In
this paper, a Privacy-Aware intelligent forwarding solution PABRFD is proposed
by integrating Homomorphic Encryption (HE) into the improved BRFD. In
PABRFD, a secure Bayesian classifier is used to resolve the security and privacy
issues of information exchanged among vehicle nodes. We informally prove that
this new scheme can satisfy security requirements and we implement our solution
based on HE standard libraries CKKS and BFV. The experimental results show
that PABRFD can satisfy our expected performance requirements.

Keywords: VANET, Bayesian decision theory, BRFD, homomorphic encryption.

1. Introduction

VANET has the characteristics of high-speed movement of vehicle nodes and frequent
changes of network topology, which will cause frequent disconnection of the link
between vehicle nodes [1, 2]. To ensure the reliability and stability of network
connection, the routing protocol is a key to affect the performance of the VANET. In
recent years, many intelligent solutions based on machine learning have been proposed
[3-9]. Literature [10] made a comprehensive research on the security and management
challenges for applying machine learning in VANET. To improve the VANET
performance, the Bayesian classification algorithm has been widely used in predicting
vehicle behavior [11-15]. In [16], we proposed a Bayesian-based Receiver Forwarding
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Decision (BRFD) scheme to solve the broadcast storm in Named Data Vehicular Ad
Hoc Networks (NDN-VANET).

Although machine learning has been widely used for VANET and other environments
[17], the security and privacy problems in machine learning have been a focus of
academia and business. A comprehensive investigation of privacy and security issues in
machine learning is made in the literature [18]. Machine learning consists of two stages:
the training stage and the testing stage. The poisoning attack[19, 20] is the best-known
attack method in the training stage, and the attacks aiming at the testing stage include the
membership inference attack[21], the evasion attack [22], and the model extraction
attack[23, 24]. In this paper, we study security and privacy issues in the testing stage of
BRFD.

The privacy-preserving machine learning (PPML) is firstly proposed by Lindell et al.
[25]. The PPML allows two participants to extract the joint dataset without revealing
their privacy. The early researches of PPML mostly used Yao's garbled circuit protocol
[26], which has a large computational and communicating overhead. At present, the
privacy protection technologies to achieve PPML have three broad categories, which are
based on differential privacy (DP) [27-31], secure multi-party computation (SMPC) [32-
38], and homomorphic encryption (HE) [39-44]. Adding noise to the sensitive data is a
key method of differential privacy to achieve privacy protection. However, the
increasing noise may lead to an accuracy decrease of machine learning. The schemes
based on secure multi-party computation require multiple information interactions
between participants, which is not suitable for the NDN-VANET with fast topology
changes. Homomorphic encryption supports calculation on ciphertext, which can ensure
the classification accuracy of the Bayesian model. Therefore, this paper adopts
homomorphic encryption mechanism to solve security and privacy issues in BRFD we
proposed in [16].

In BRFD, the vehicles exchange network status information in plaintext to make
forwarding decision and no cryptographic mechanism is used in BRFD. The vehicle’s
privacy information such as location, speed, and so forth can be revealed to other
vehicles. Aiming at the security and privacy issues caused by information exchange of
network status used by machine learning in BRFD, a Privacy-Aware intelligent
forwarding solution PABRFD is proposed by integrating HE [45] into BRFD in this
paper. In PABRFD, HE is integrated into the Bayesian-based forwarding decision to
protect the network status information of the vehicle. In addition, we improve the
calculation method of the Bayesian probability values in BRFD and enhance the
efficiency of the classification protocol by removing the complicated Gaussian formula
calculation. We implement our novel scheme based on the CKKS library and BFV
library [46] and make a performance comparison. We also informally analyze the
security attributes of the PABRFD.

The remainder of this paper is structured as follows. The related works are reviewed
in Section 2. The theoretical knowledges related to PABRFD are introduced in Section
3. The detailed PABRFD is described in Section 4. The experimental results of the
PABRFD scheme are analyzed in Section 5. Finally, the conclusion and future work are
introduced in Section 6.
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2. Related Works

At present, researchers have proposed many privacy-preserving solutions based on HE
aiming at machine learning for various applications. In this section, we review some
solutions for VANET. In the vehicle-to-everything (V2X) communication system, in
order to realize intelligent communication, vehicles and infrastructure equipment need to
exchange data regularly. Therefore, the confidentiality and integrity of data need to be
protected in an unverified and untrusted environment. Ulybyshev et al. [39] proposes a
HE-based secure data exchange mechanism to protect the communication privacy
between vehicles. The solution provides an access control scheme based on roles and
attributes, which can detect and prevent data leakage caused by internal users. In
addition, the authors propose a search method based on HE, which can query a vehicle’s
record stored on an untrusted cloud server based on ciphertext. The authors prove that
their solution can protect vehicle and its owner’s sensitive information against curiosity
or malicious attacks.

Kong et al. [40] proposes a HE-based VANET secure data sharing scheme to protect
a vehicle’s private data. Each vehicle node is required to build a comprehensive data
report and send the data report to RSU for secure data aggregation. Finally, the
aggregated results will are sent and stored in a traffic management agency. After
receiving a data query request, the RSU will share the aggregated result with the vehicle
node.

In VANET, a reputation system often is used to judge whether a vehicle agrees to
communicate with the target vehicle or not, according to the feedback information of
other vehicles. So the feedback information plays a crucial role in the trust evaluation of
neighbor nodes. In [41], a privacy-preserving vehicle feedback (PPVF) scheme is
proposed based on HE and the data aggregation technique for VANET with cloud
assistant system. The cloud service provider obtains the parameters related to vehicle in
the vehicle feedback information, which is used for reputation calculation without
revealing the private information of the vehicle that provides the feed information.
Theoretical analysis and simulation experiment show that PPVVF can achieve privacy
protection for the feedback vehicle and PPVF has acceptable computational accuracy
and communication consumption.

As machine learning-based routing algorithm is widely used in VANET, routing
scheme also faces various security threats. An opportunistic routing protocol (ePRIVO)
for vehicular delay-tolerant networks (VDTN) based on HE is proposed in [42]. The
ePRIVO can protect some sensitive information during a routing decision of a vehicle.
The ePRIVO models VDTN as a time-varying neighboring graph, and the graph’s edge
corresponds to the neighboring relationship between vehicles. In the ePRIVO, vehicles
use HE to calculate the graph’s similarity and secretly compare route metrics.
Furthermore, their experimental results and analysis show that the accuracy of the
ePRIVO is about 29% higher than other related routing protocols for privacy-
preserving.

Alamer et al. [43] propose a privacy-preserving bidding framework VCC for VANET
based on HE to protect the private interaction between a vehicle and a cloud server. An
incentive mechanism is used in the bidding framework to encourage the interaction
between the cloud server and the vehicle. The cloud server selects a participation
vehicle to complete a task in cooperation. The selected vehicle will receive a certain
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reward after the task is completed. Moreover, this mechanism ensures the authenticity of
all participants and provides an allocation rule that enables the VCC framework to select
the best resources for the task. In addition, due to using the HE technology, VCC and
RSU can run an effective bidding process without acquiring the sensitive information of
a vehicle.

A decentralized privacy-preserving deep learning model (DPDL) is proposed by
integrating deep learning, blockchain, and FHE into VANET in [44]. DPDL can
effectively reduce network communication overhead and congestion delay by
decomposing computing tasks from a centralized cloud service to edge computing (EC)
nodes. Blockchain is used to establish a secure and reliable data communication
mechanism between RSU and EC nodes. In addition, the DPDL model provides a
privacy-preserving data analysis scheme for VANET, and the fully homomorphic
encryption (FHE) is used to encrypt the traffic data on each EC node and input it to the
local DPDL model, thereby it can effectively protect the privacy and trustworthiness of
the vehicle. Using of Blockchain can provide a reliable distributed update mechanism
for the DPDL model, and the parameters of each local DPDL model are stored in the
blockchain to share with other distributed models. In this solution, all distributed models
can update their models in a reliable and asynchronous manner.

3. Preliminaries

3.1. Bayesian Theory Foundation

Bayesian Classification Algorithm

Bayesian classification algorithm [47], which is widely used for sample classification, is
based on the Bayes theorem. The Naive Bayesian classification algorithm is one of the
Bayesian classification algorithms. The Naive Bayes classification algorithm assumes
that each attribute value is independent with the others and does not affect the
classification results. The idea of the Naive Bayes classification algorithm is shown as
follows.

Let X = {x4,x5,, %} is an item to be classified, each x;(i = 1,2,--, m) is a feature
value of X. Given a set of categories ¥ = {vy,¥2,7-, vo} Where each y;(i = 1,2,-,n)
represents a category. If the posterior probability
P(y|X) = max {P(v11X), P(y31X),~, P(yu |X)}P (v; |X) (i = 1,2,,n), X belongs to
the k-th classification.

The posterior probability of each category P(y;|x) is shown as
follows.
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P(X|y;) is the prior probability of X, P(y;) is the probability of each category.

Bayesian Classifier

The Bayesian classifier [48] is a simple probabilistic classifier based on a Naive
Bayesian algorithm. In this classifier, the model w consists of several probabilities:
{P(y:)}i=, is the probability of each category y;, and {{P(x; |y,-)}§‘:1}j,-”=1 is the prior
probability (When the X belongs to the i-th category y;, the j-th feature value of X is x;.
m is the dimension of the X, k is the total number of categories). The classifier selects
the category of the highest posterior probability as the final decision result, and the
decision result is denoted as k.
ko = P(y;|1X)
=ar maxP(le!)P(v!)
a%[k] P(X) 2
=argmaxP(X|y;)P(y;)-
ic[k]

In the above formulation, removing the denominator P(X) does not affect the
final result due to the characteristics of the argmax function. In the Naive Bayes
classifier, the m feature values of X are independent of each other, k, is shown as
follows.

ko = argmaxp(y) | [PCylyo). @
=1

3.2. BRFD

Due to the characteristics of faster computing speed and higher classification accuracy,
the Bayesian classification algorithm is widely used in VANET to improve network
performance by predicting vehicle’s behavior. In [16], we proposed a scheme called
BRFD based on the Naive Bayes classifier to mitigate the broadcast storm problem
incurred by interest packets in NDN-VANET. The BRFD mainly consists of three
stages: the HELLO interaction, the Naive Bayesian decision, and the back-off
forwarding.

HELLO Interaction

In BRFD, the special interest packets with the HELLO tag are used to regularly
exchange the network status information ¢ = {(x;,v;), speed,, dis;, num;, D;} between
neighboring nodes. In C, (x;,y;) denotes the vehicle location, speed; denotes the vehicle
speed, dis; denotes the distance, num; denotes the number of neighbor vehicles, and D;
denotes the Bayesian Decision result. When the neighbor vehicle receives the HELLO
packet, it will store the vehicle status information in its Decision Neighbor List (DNL).
DNL is shown as follows.
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X, Yy, sSpeed, dis; num, D,
X, Yy, speed, dis, num, D,

(4)

X, Y, speed, dis, num,6 D

n n n n

Naive Bayesian Decision

In BRFD, after a vehicle a receives an interest packet from the neighboring vehicle s,
firstly, the vehicle a reads the network status
information € = {(x;,v;), speed,, dis;, num,, D;} of the vehicle s to obtain the Bayesian
decision condition {dis(s,a), speed,, dis,, numg,}, and then calculates the forwarding
probability of P(F|C) and the non-forwarding probability P(F|C) of the received
interest packet according to the DNL. Finally, the vehicle decides whether it will enter
the back-off forwarding process or not by comparing the value of the P(F|C) and the
P(F|0).

Back-off Forwarding

The BRFD is a scheme based on the receiver-forwarding decision. Each vehicle does
not know whether other vehicles also will forward the received interest packet.
Therefore, a conflict may be incurred by the same copies of an interest packet due to
multiple vehicle nodes forward the same interest packet. To solve this problem, a back-
off forwarding mechanism is adopted. Each node will set a back-off delay according to
its forwarding probability calculated in the Naive Bayesian decision stage.

3.3. Homomorphic Encryption

HE[49] is a cryptographic technique based on a certain mathematical problem. The
detailed description of HE is as follows. Let p; and p, be two plaintexts in the plaintext
space M, PK is the public key and SK is the private key respectively. Enc and Dec are
two algorithms for encryption and decryption respectively. “©” represents operation on
ciphertexts, “-” represents operation on plaintexts. The HE operation satisfies the
following equation.

P1° P2 = Decsg(Enceg(p1)OEnce(p;)) - (5)

HE is one of the common privacy protection technologies. Due to the computation on
the two ciphertexts is equal to the direct computation on the two plaintexts as shown in
equation (5), it is widely used for privacy-preserving in machine learning applications.
At present, HE can be divided into Partially Homomorphic Encryption (PHE),
Somewhat Homomorphic Encryption (SHE), and Fully Homomorphic Encryption
(FHE). PHE only allows one type of operation but does not limit the number of
operations. The classic cases of PHE are EI-Gamal[50], Paillier[51] and RSA[52]. SHE
allows multiple types of operations, but the number of operations is limited. The classic
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case of SHE is BGN[53]. FHE does not limit the type and number of operations. The
classic case of FHE is Gentry[45].

The SEAL library provides two fully homomorphic encryption schemes: the BFV
scheme and the CKKS scheme [54]. The BFV scheme supports integers operation, and
the CKKS scheme supports floating-point numbers operation. There are a lot of floating-
point numbers in the process of Bayesian classification probability calculation. So, when
the BFV scheme is used, it is necessary to convert the eigenvalues in the motion data to
integers by an expansion factor. This process will lead to a loss of data accuracy, further
reducing the model classification accuracy. So, we adopt the CKKS scheme to
implement our PABRFD scheme in this paper.

CKKS allows the addition and multiplication of encrypted real or complex numbers.
It is a common scheme for privacy-preserving in machine learning applications. CKKS
includes six basic algorithms: Key generation algorithm (KeyGen), Encode algorithm
(Ecd), Decode algorithm (Dcd), Encryption algorithm (Enc), Decryption algorithm
(Dec), and ciphertext calculation algorithm (Eval).

The CKKS is designed based on RLWE. The plaintext space of RLWE is a
polynomial ring R = Z[X]/®,,(X) (Here, ®,,(X) is the M-th cyclotomic polynomial of
degree N = ®(M), M is a positive integer). However, the plaintext space of CKKS is a
complex vector space C¥®™)/2 Therefore, it is necessary to find the mapping
relationship between the two. CKKS defines the canonical embedding mapping o:
R — H and the natural projection 7z: H — C*®)/2 hoth 7 and o are full mappings, and
their inverse mappings are m~tand o1, Let H = {(zf)-ew 1z, =Z,Vj € z;j; cen,
Let T be a multiplicative subgroup of Zj, satisfyingj iﬁ/T: {+1}. For a vector
z € C*/2 the encoding procedure first expands it into the vector 7~ 1(z) € H, and
then computes its discretization to o(R) after multiplying a scaling factor A. At last, the
corresponding integral polynomial ism(x) =LA~ n‘l(zﬂo = The decoding procedure
of CKKS is the inverse process of the encoding algorithm, so it will not be introduced in
detail.

cPM)/2 ZIX)/ Dy (X) (Zq[X1/ @y (X))
encode encrypt
Message m » Plaintext p(x) » Ciphertextc
c=flc)
decode decrypt
Message m' [« Plaintext p' (x) |« Ciphertext ¢’

Fig.1. Overview of CKKS Scheme

An overview of the CKKS scheme is shown as follows Fig.1: A message m that
used to perform a specific computation is first encoded into plaintext polynomial
p(X)=Ecd(m) and then is encrypted by using the public key. Once a message m is
encrypted into a ciphertext c=Enc(p(X)), the CKKS scheme provides addition and
multiplication operations. A combination of homomorphic operations is denoted as f.
Decrypting ¢’ with the secret key will obtain p’(X)=Dec(c’) and then decoding to
m’=Dcd(p’(X)). More detailed techniques are mentioned in [54].
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3.4. Argmax Protocol

The argmax function is usually used to obtain the subscript of the maximum value in the
set. In [55], the authors combine the argmax protocol with HE to obtain the subscript of
the maximum value in the Bayesian classification results. Assuming a participant A
holds a set of encrypted probability values encrypted with the counterpart’s public key
pk, and the other participant B has a decryption key sk. For convenience, [[x]] denotes
Encp(x). Let [[a]] and [[b]] denote two ciphertexts to be compared. Let G denotes a set
of a linear polynomial from g(x)=Cx where C is a positive integer. Since g€g is a linear
polynomial with positive coefficients, we obtain g(a)— g(b) > 0 when a>b and g(a)-
g(b) <0 otherwise.

When comparing two ciphertext values, A randomly chooses geg and computes
h=[g(@10[1gMO)I=g([al)©g([b]). Then A sends [h] to B who decrypts it to obtain
h. if ~>0, B updates index and generates a ciphertext [d]=[1], which is an encryption of
vector whose values are all 1. Otherwise, B will not update index and generate [d]=[[0],
which is an encryption of vector whose values are all 0. B sends [d] to A, who then
computes ([[d]I®([[a]]) @ (AS][[d]])®I[b]]). The resulting ciphertext is the higher value
and will be used in the next comparison. The comparison is repeated until all values
have been compared. Once all comparisons are made, B sends the index to A, who
reverses the permutation to obtain the actual index i.

4. Our Solution PABRFD

In this section, we present our new solution PABRFD. To explain our PABRFD, we
firstly describe a simplified NDN-VANET network model as shown in Fig. 2. In this
network model, the vehicle nodes are roughly divided into two categories: The vehicle
node R and the neighbor vehicle nodes of R (They are denoted by a set
S ={5.,5,,,S,.}). Here, we assume that the vehicle node R received an interest packet
from some adjacent vehicle node S; and then it needs to decide whether it should
forward the received interest packet or not according to our PABRFD solution. The
neighboring vehicles of R in S will periodically provide network status information to R
by a special HELLO packet and R will store these information in DNL according to
BRFD [16]. The network status information is important data that is used to make an
intelligent forward decision by the vehicle R.

HELLO packet

Vehicle S;

@ Interest packet w |
Vehicle S; | HELLO packet
| Naive Bayesian Model | i

L _VehﬁR_ _ I Vehicle S,

Fig.2. The Simplified Network Model
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4.1. Security Requirements

To ensure secure and privacy exchange of network status information, we assume that

the vehicle nodes in the set S are semi-honest, so the PABRFD scheme should satisfy the

following security requirements:

1. System correctness: A vehicle node that received an interest packet can correctly
make a forward decision.

2. Data integrity: It is required that the content in a HELLO packet cannot be
modified when it is transmitted in NDN-VANET.

3. Data confidentiality: Some sensitive information such as the vehicle location and
speed and so forth, will not be revealed when the HELLO packet is transmitted in
NDN-VANET.

4.2. System Building Blocks

To achieve these security requirements mentioned in section 4.1. We propose a novel
scheme PABRFD based on BRFD [16] by integrating security mechanisms such as HE
into BRFD in this paper and by improving BRFD. This PABRFD consists of the
following modular.

Key Generation

In PABRFD, all vehicle nodes need to initialize their own public key, private key, and
evaluation key. We assume that A is a security level parameter, and L represents the
upper limit of the ciphertext length. Choose a large integer p>0 as the base and g as the
modulus, let g; = p' - q,0 <1 = L, [ is the ciphertext depth. For a real number ¢>0,
Dg(o?) extracts a vector in Z¥ by drawing its coefficient from the discrete Gaussian
distribution of variance o°. For a real number 0<p<1, the distribution ZO(p) draws each
entry in the vector from {0,-1,1}", where the probability of selecting 1 and -1 is p/2, and
the probability of selecting 0 is 1-p. For a positive integer h, HWT(h) is the set signed N-
dimensional binary vector set {0,1,-1}" whose Hamming weight is exactly h.

Key generation algorithm Keygen(1*)->(pk, sk, evk): Generate a secret key sk, a
public key pk for encryption, and an evaluation key evk.

According to the security parameters 4 and q; choose a power-of-two M = M(4, q;)
for cyclotomic polynomial, an integer h = (4, q;), integer P = P(4, q.), real number
o =0(AqL)

s « HWT(h),a < R, ,e < Dg(a?). (6)

Let the private key sk < (1,s), the public key pk < (b,a)€ IH’\%L, where
b« —a-s+e(modgq.), R, represents a polynomial ring. Sample
a < R,.q,.e" < Dg(c?), and then the evaluation key evk is

evk < (b',a") e R;.,, . (7
where b’ « —a’ -s+te’ + P - s2(mod P - q;) .
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Bayesian Model Construction

The Bayesian model consists of the prior probability of each feature attribute and the
class probability of each category. We assume that P(F;)(i = 1,2) denotes Interest
Forwarding Event, F; means that the vehicle node R will forward the received interest
packet, and F, means that the vehicle node R won’t forward the interest packet.

Let Ng, be the number of interest packets forwarded in the training set. Let Ng, be the
number of interest packets not forwarded in the training set, then the forwarding and
non-forwarding probabilities are shown as follows.

N .
P(F)= m (i=12). (8)

Let the N 4,52,y is the number of the dis in the training set that the decision result is
Fi(i = 1,2). Let the Nuumr,) is the number of the num in the training set that the
decision result is F;(i = 1,2). Let the N(speealr,) is the number of the speed in the

training set that the decision result is F;(i = 1,2). Then the prior probability of each
feature value is shown as follows.

. Nais |5
P(dis?|F,) = —2= 15
(@s?lF) = =5~
N(num|F;)
P(oum|F)=—7T7"—". 9)
N,
N(speed|F;
P(speed|F;) = %
F

The vehicle node R stores the probability of classification F;(i = 1,2) and the prior
probability of each feature value into a vector of length t+1(t is the number of feature
values, t=3 in this
scheme), Wg, /1 = P(G;|Fy) We, [t + 1] = P(F)(i = 1,2,j = 1,2,3),

C = {dis’, speed, num}, C; represents the j-th element in C. In model W = {w,,w,},
wy and w, represent forwarding and non-forwarding categories respectively, and the
model matrix W is shown as follows.

P(Cy|Fy) P(C|Fy)  P(G3|Fy) P(Fl)]
)

Model W =
P(G,|F,) P(C,|F,) P(G|F,) P(F,

(10)

4.3. Implement of PABRFD

In this section, we present the implementation details of the PABRFD scheme. PABRFD
can be divided into the following four stages: System Initialization stage, Network
Status Information Exchange stage, Naive Bayes Decision stage, and Secure Argmax. A
detail flow chart of the PABRFD is described in figure 3 :



Homomorphic Encryption Based Privacy-Aware... 11
System Initialization

In this system initialization process, we firstly initialize cryptographic materials as
described in section 4.2.1. And then we will prepare the Bayesian model for PABRFD
according to section 4.2.2. In our novel scheme, we use SUMO traffic simulation
software [56] to generate vehicle motion data. The simulation area of the network road
is set to 200m*200m. The number of vehicle nodes in the network is 10-60. The speed
of the vehicle is between 0-100 mph. In BRFD [16], dis, speed, and num are regarded as
continuous values and assume that these continuous values obey a Gaussian distribution
of mean x and variance o®. The conditional probability of each feature value is
calculated by the following formula.

1w
e 2g=
\,’ﬁa

gx, o) = (11)

System Initialization

!

Secure Information Exchange
of Network Status

Hello Tag ="True”

A

Secure naive Bayes Decision

Write into CDNL

A

Secure Argmax Protocol

N A
Discard

e

;

orward Tag ko ="True’

Backoff forward process

Fig.3. PABRFD flow chart

In PABRFD, to improve the computational efficiency of HE, we choose to discretize
dis, speed, and num. The value of dis is between 0 and 200+/2. In our simulation
experiment, we use the square of dis as a feature value to train the model. Therefore, the
value of dis? is between 0 and 80000, we divide it into 400 intervals, and replace the
entire interval with the middle value of each interval. The set of dis? after division is
{100,300,-,799003}. In the same way, the value of speed is between 0 and 100, we
divide it into 10 intervals, and the set of speed after division is {5,15,-,95}. The num is
between 0-60, we divide it into 10 intervals, and the set of num after division is
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{0,3,9,15,-,57} (When the number of neighboring nodes is 0, the node cannot forward
interest packets, so 0 is a special value and needs to be divided separately).
The algorithm of the Bayesian model training stage is shown in Algorithm 1:

Secure Information Exchange of Network Status

In PABRFD, all nodes in the network need to periodically send their network status
information to their neighbor nodes. We assume that some nodes S;(i = 1,2,~-) need to
send its network status information. It will firstly encode the network status information
C = {(x;,v;), speed,;, dis;, num,;, D;} into polynomial m(C) and then encrypts m(C), the
encryption process does as follows:

Sample v < Z0(0.5), ey, e; = Dg(a?).

Final output:

cev-pks + (m(C) +ey,e.)(mod q)) . (12)

And then the node S; writes ¢ into an interest packet with a HELLO tag and
broadcasts the interest packet to its neighboring nodes. The vehicle node that received
the HELLO packet will update Ciphertext Decision Neighbor List (CDNL) according to
the information carried in this HELLO packet.

Algorithm 1: Bayesian model training algorithm

Input: Vehicle motion datasets € = {(x;,v;), speed;, dis;, num;, D;}
Output: Model W

//Data discretization

dis® : (0,80000) — {100,300, ---,79900}
speed :[0,100] — {5,15,---,95}
num:[0,60] —»{0,3,9,15,---,57}

/[Calculate the class probability and the prior probability of each feature attribute
fori=1to 2:

N, .
P(F,) Ny, + Ny, //Calculated the class probability
N ;2
2 _ CT(disT|Fy)
P(dis*|F;) = Ne,
N(num|F,) . -
P(num|F,) = — /I Calculate the prior probability
Fi
N d|F;
P(speed|F;) = % .
Fi
end for
//Build the model matrix W
fori=1to 2:
forj=1to 3:
W [j1= P(|F,) /1 Write the prior probability
end for
We. ] = P(F) /I Write the class probability
end for

Return model W
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Secure Bayesian Decision

We assume that a vehicle node R receives an interest packet from some vehicle node
S;(i = 1,2,~)that want to request some interested data on the network, the vehicle node
R will extract the encrypted network status information
{10 [ 1D, [[speed ], [[numg]], [[Ds]]} from CDNL. And then the node R will use
homomaorphic encryption to calculate the values used in the secure Bayesian Decision.
Firstly, it calculates the square of the distance [[dis?(S,R)]], and then constructs the
item [[C]] = {[[dis?*(S, R)]], speedg, numgz} to be classified. For each class Fi(i=1,2),
the node R matches [[C]] with the Naive Bayesian model W={w;, w,} and calculates the
posterior probability [[P(Fi|C)]]. The [[dis?(S,R)]] is shown as follows.
[[dis? (S, R)]] = ([[xs]] — x2)* + ([[s]] — y&)? 13
= (Dl + (D61 = 2 xp - [l6s]] = 23 - s +xg 493 (19

The posterior probability P(F;|C) can be calculated by the following formula:

[[P(CIF)N - P(F)

PRI =55

(i=12). (14)

In the above formula, P(F;) is the class probability, which has been obtained in the
Bayesian training stage. Due to the characteristics of the argmax protocol (Details are
shown in 3.1.2), P(C) does not affect the final result, so it is not necessary to calculate.
We assume that the feature values of the network status information are independent, so
P(C|F,) can be calculated by the following formula:

[[P(cIF)]] = [[P(([[dis* (S, RN)TIIF)TIP(speedg | F) P(numpg|F) . (15)

The three conditional probabilities can be calculated by the formula (9) introduced in
the Bayesian model training stage. Bring the calculation result of the formula (15) into
the formula (14) to obtain the posterior probability [[P(Fi|C)]].

The detailed algorithm is shown as follows.

Algorithm 2: Secure naive Bayes Decision
Input: Items to be classified [[C]] = {[[dis?(S,R)]],speeds, numy}, natural
projection z, Naive Bayesian model W={wy, w,}
Output: The ciphertext sequence {[[P.¢;]11}
/lcalculates the forwarding and non-forwarding probability [[P(Fi|C)]1(i=1,2)
fori=1to 2 do
temp «[[C]] ®W, //Match every probability
[[P(FilC)]]«—add(temp)
end for
The ciphertext sequence is

t
(1P} = IPCFION = PE) [ [IP(GIE) a1 jera
j=1
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Secure Argmax Protocol

After calculating the classification probability {[[P.¢)]1}(i = 1,2), the vehicle node R
needs to interact with its neighboring vehicle nodes in S to obtain the final classification
result ky. That is to say, we need to compute the maximum value in these classification
probabilities {[[P.»]I}(i = 1,2).

The argmax protocol is executed between the vehicle node S; and the vehicle R, and
the final forwarding decision result kg is output.

As mentioned in sections before, the interaction process between the vehicle node R
and some neighboring node S; is shown in figure 4.

The detailed algorithm is shown as follows.

Algorithm 3: Secure argmax protocol
R’s input: Encrypted category probability{[[P, ]}

S’s input: private key SKs, and public key PKg
Output: Subscript of maximum probability ko

selLap Polynomial set G

S:
index «1
R:
[[max]] < [Pecp]]
fori=1to 2 do
R:
Random sampling geg
[[temp]] «~g([[P=»]]) © g([[max]])
send [[temp]] to S
S:
temp < Decsg ([[temp]])
if temp>0 : re-1,index<«i
if temp<0: r<-0
[[r]] < Encegg(r)
send [[r]] to R
R:
[[max]] «([[rI®[[Pr»]D®((1 © [[F]D® [[max]])
end for
S:
send index to R
R:

ky = n 1 (index)
Output category Fy, is the final classification result
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5. Security and Performance Analysis

5.1. Security Analysis

We informally prove that PABRFD can satisfy the security requirements proposed in
4.1.

Proposition 1. System correctness: Any vehicle node that received an interest
packet can correctly make the forward decision.

Proof: We assume that vehicle nodes are semi-honest in PABRFD, that is to say, a
node will also follow the requirements of a protocol even if it is controlled by an
attacker. In addition, PABRFD only introduces cryptographic mechanism to protect

privacy in contrast with BRFD. So, the correctness of BRFD can ensure the correctness
of PABRFD.

Vehicle S; Vehicle R

1. (pks;,sks,evks)= Keygen(1') 1. (pkg,skp,evkg)= Keygen(1*)
2. c=Encp,(m(C))

c«— v-pks+(m(C)+ep,e;)mod g, 3. [[P(Fi| c)]]=Evaleu(c)

»
>

a.PGEION = PE [ [UPGIE etz et

J=1

A

5.argmax([[P(F;| c)]])

6. obtain k,
? 7. forward or drop

\4

Fig.4. The interaction process between S; and R

Proposition 2. Data integrity: Any malicious vehicle node can’t modify data in the
HELLO packet when it is transmitted in NDN-VANET.

Proof: In PABRFD, HE is used to protect privacy in a HELLO packet when a vehicle
node exchanges network status information with other vehicles. That is to say, a vehicle
node will encrypt network status information such as location, speed, and so forth in the
HELLO packet. Therefore, HE actually is a public key encryption scheme. So, using of
HE in PABRFD can guarantee data integrity in the HELLO packet. Of course, data in

the HELLO packet can’t be modified by other nodes that they are malicious in semi-
honest.
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Proposition 3. Data confidentiality: Some sensitive information such as the vehicle
location and speed and so forth, will not be revealed when the HELLO packet is
transmitted in NDN-VANET.

Proof: the proof is similar to proposition 2. The information in the HELLO packet is
encrypted by using HE when it is transmitted in NDN-VANET or stored in CNDL.
Therefore, the vehicle node without the corresponding decryption key cannot obtain the
sensitive information of other vehicle nodes.

5.2. Performance Analysis

In this section, we evaluate PABRFD and two relative schemes such as BRFD and BFV-
BRFD in terms of computational and communication efficiency. The BFV-BRFD that
we specially designed to compare the performance with PABRFD is a scheme based on
BRFD.

Experimental data and environment

The experimental data comes from SUMO [56] traffic simulation software. We use the
ndnSIM [57] platform to evaluate and analyze our scheme PABRFD and the relative
schemes. The simulation area of the network road is set to 200m*200m. The number of
the vehicle nodes is 10-60, and the speed of the vehicle is set between 0-100 mph. The
duration of each experiment is set to 100s, and the experiment results are average of 10
experiments we do.

Classification performance

As shown in the Table 1 below, we conduct experimental tests from different
dimensions to evaluate the performances of BRFD, PABRFD, and BFV-BRFD
schemes. We use three common metrics such as Precision, Recall, and Accuracy as
follows.

procision — TP

TEecCislon = TP +FP "

Recall = —

T TPr N (16)
TP +TN

Precslon = o TN+ FP+ FN -

Here, parameters TP, TN, FP, and FN are explained as follows.

TP(True Positive): The true class of the sample is positive, and the predicted result is
positive.

TN(True Negative): The true class of the sample is negative, and the predicted result
iS negative.

FP(False Positive): The true class of the sample is negative, and the predicted result
is positive.
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FN(False Negative): The true class of the sample is positive and the predicted result
is negative.

Our experimental results in Table 1 show that the Precision, Recall, and Accuracy of
the PABRFD and BFV-BRFD schemes are lower than those of the BRFD scheme
without cryptographic mechanism. Integrating the encryption mechanism into BRFD in
the PABRFD and BFV-BRFD schemes incurs the decline of the classification
performance. In addition, in the PABRFD and BFV-BRFD schemes, the motion data is
discretized to improve the computational efficiency of Bayesian classification
probability. However, the discretized motion data also results in a decrease in the
classification performance. It is worth mentioned that the classification performance of
the PABRFD and BFV-BRFD schemes is still within an acceptable range. In addition,
the classification performance of the PABRFD scheme is higher than that of the BFV-
BRFD scheme, because the motion data needs to be converted into integers in the BFV-
BRFD scheme. So, loss of the accuracy of the motion data also results in a decrease in
the classification performance.

Table 1. Classification performance

scheme Accuracy Precision Recall
BRFD 0.97 0.98 0.99
PABRFD 0.96 0.97 0.99
BFV-BRFD 0.93 0.94 0.98

Table 2. Time consumption comparison of homomorphic encryption

poly_modulus_d encryption decrypt addition multiplication

scheme

egree (ms) (ms) (ms) (ms)

2048 287 18 1 80

BFV-BRFD 4096 1423 78 23 421
8192 4810 241 71 1213

2048 314 16 7 65

PABRFD 4096 1513 72 22 208
8192 4818 233 70 841

Communication overhead

The computational time of the HE algorithm is highly related to the degree of
polynomial modulus (poly_modulus_degree) and the modulus of ciphertext
(coeff_modulus). The larger the poly_modulus_degree is, the security higher of the
scheme is, but the ciphertext complex also increases, which will decrease the
computational efficiency of the homomorphic operation. Therefore, in our experiments,
we test the classification performance by using different polynomial modulus degrees:
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2048, 4096, and 8192. As we can see in the Table 2 below, the performance of the
PABRFD scheme is better than that of BFV-BRFD, especially in terms of multiplication
operation time. As the poly_modulus_degree increases, the time consumption of the
PABRFD scheme increases slowly.

In addition, to further evaluate and compare the performance of PABRFD, BRFD,
and BFV-BRFD, we compare the computational performance of the three schemes in
performing a Bayesian decision. As shown in Table 3, due to the introduction of the
homomorphic encryption mechanism, the time consumption in running a Bayesian
decision in the PABRFD and BFV-BRFD significantly increases. At the same time, as
the poly_modulus_degree grows, the time consumption also increases exponentially and
the result is similar in the PABRFD and BFV-BRFD. At the same time, the model
Accuracy of the BFV-BRFD scheme is lower than that of BRFD. The BFV-BRFD
scheme needs to convert floating-point numbers to integers in the Bayesian decision,
which loses the Accuracy of the motion data. So, it is difficult for the BFV-BRFD
scheme to achieve the accuracy of BRFD.

Table 3. Time consumption comparison in a Bayesian decision

poly_modulu . Whether to achieve the
Scheme s_degree Average Time(ms) Accuracy of BRFD
BRFD / 3.8 /
BFV- 4096 614 no
BRFD 8192 1411 no
4096 519 yes
PABRFD 8192 1267 yes

Like the work [16], we also introduce the following metrics such as IPSD, NFIP, and
NSIP to evaluate the PABRFD scheme: IPSD indicates an interest packet satisfaction
delay. That is to say, it is a time interval from a node sends an interest packet to the node
receives a data packet related to the sent interest packet. IPSD is an important indicator
to evaluate the NDN performance. NFIP notes a total number of forwarding interest
packets in a simulation period. And NSIP indicates a total number of satisfied interest
packets in the simulation period. That is to say, all of the nodes that sent these interest
packets got the intended content.

Firstly, we compare the IPSD of PABRFD, BFV-BRFD, and BRFD. In NDN-
VANET, high-speed movement of vehicles results in intermittent wireless links between
adjacent nodes. So, the vehicle nodes should forward the received interest packets with
minimal delay. As shown in Figure 5, after integrating the homomorphic encryption
mechanism, the IPSD of the PABRFD scheme and the BFV-BRFD scheme is much
higher than that of the BRFD scheme.

Secondly, we compare the NFIP of PABRFD, BFV-BRFD, and BRFD schemes. In
the NDN-VANET network, NFIP represents the total number of Interests forwarded
during the simulation, which is an important indicator for evaluating broadcast
suppression. The lower the NFIP, it has the fewer redundant interest packets, and the
better network performance. The BRFD scheme adopts a receiver-forwarding decision
scheme based on Bayesian to suppress broadcast storms. As shown in Figure 6, the
NIFP in the PABRFD is 5%-10% higher than that in the BFV-BRFD. Because the
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classification accuracy of the BAPRFD scheme is higher than that of the BFV-BRFD
scheme, the NFIP of the PABRFD scheme is closer to that of the BRFD scheme.

3.0q

—=— BRFD
—4— PABRFD

257 | —e—BFV-BRFD

20 e ))0’/"{.
| c— em— S—— S -

o

E;LS«
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Fig. 5. IPSD
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Fig. 6. NFIP

Finally, we analyze the NSIP of PABRFD, BFV-BRFD, and BRFD schemes during
the simulation. NSIP represents the total number of Interest packets satisfied during the
simulation, and NSIP also reflects the accuracy of the forwarding decision mechanism,
which is an important evaluation index in NDN. As shown in Figure 7, the PABRFD
and BFV-BRFD scheme reduces NIPS, mainly due to the decline of NFIP.
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Fig. 7. NSIP

6. The conclusion and future work

In this paper, a Privacy-Aware intelligent forwarding solution PABRFD is proposed by
integrating HE into BRFD. In PABRFD, a secure Bayesian classifier based on HE is
used to protect the security and privacy of vehicle nodes. In PABRFD, First of all, the
vehicle motion data in NDN-VANET is discretized to avoid the complex Gaussian
calculation in the BRFD scheme, and the calculation efficiency of Bayesian
classification probability is improved, which also provides a convenience for a secure
and efficient naive Bayesian classifier. Secondly, we propose a HE-based secure
network status exchange and storage mechanism suitable for the NDN-VANET
environment, which can protect the private information of vehicles in NDN-VANET.
Finally, we informally analysis security attributes that we hope to achieve. And we also
implement the PABRFD and compare it’s performance with related schemes BRFD and
BFV-BRFD. Our experimental results show that our novel solution can satisfy our
expected requirements.

However, the PABRFD scheme has limitations, and HE increases the time
consumption of the PABRFD. Therefore, finding a solution with lower time
consumption and better performance is one of our main research works in the future. At
the same time, the security and privacy issues in the Bayesian training phase are also one
of our future research works.
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Abstract. Process frameworks for the implementation of cloud enterprise resource
planning (ERP) were derived and each process was examined through detailed
comparisons with on-premise ERP construction processes, using process
engineering characteristics. The process frameworks for implementing cloud ERP
are classified into infrastructure-as-a-service (laaS), platform-as-a-service (PaaS),
content-as-a-service (CaaS), and software-as-a-service (SaaS), depending on the
construction type, and are defined based on 6 derived processes, 21 activities, and
numerous specific tasks. The process engineering characteristics of the final
proposed process framework were further analyzed and examined in comparison
to on-premise ERP construction processes with respect to differences and
similarities. This study provides a theoretical foundation of standardized research
on cloud ERP construction methods. As a practical guideline for stakeholders, it
can be used in practice as a process tailoring tool, providing information on
specific activities and tasks for each construction phase, contributing to the
construction and spread of reliable cloud-based ERP systems from the customer’s
perspective.

Keywords: Cloud ERP, ERP comparison, SaaS ERP, CaaS, PaaS, laaS

1. Introduction

Enterprise resource planning (ERP) is a system for the integrated management of
business processes of a company and refers to a commercial software package [1] that
supports management in an integrated manner, in real-time. ERP usually integrates main
business activities and increases the value of the business process operation performed
by all business functions [2,3]. The integration of business processes through ERP
ensures information integrity, and falls into the software category of corporate
organizational data management [4]. An ERP system can facilitate information flow by
automating activities between all business functions within the organization by
combining internal and external management across the organization [5].
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ERP software can be installed locally on computer hardware built in-house by the
company and on user personal computers, depending on the construction type [6].
Regardless of the installation, most ERP software are classified into on-premise ERP
and cloud ERP. The former refers to a traditional ERP system construction method
where the maintenance of servers or software, such as manual upgrade and update, are
performed by the owner company, and the latter refers to a system hosted by the cloud
vendor that provides all services [4]. In recent years, most experts identify the cloud
ERP as being the future of business technology [7]. In a 2021 ERP report [8], 53.1 %
selected cloud ERP, and according to Forbes [6], cloud computing spending has grown
at 4.5 times the rate of IT spending since 2009. In the 2018 ERP report of Panorama
Consulting [9], 85 % of ERP systems adopted are SaaS or cloud-based ERP systems. In
the “Best ERP Software Vendor Companies Comparison 2021” by SelectHub [10], the
top 10 ERP leaders among 125 products are Oracle JD Edwards EnterpriseOne, SAP
business ByDesign (ByD), sageX3, SYSPRO, Microsoft Dynamics 365 ERP, Infor
Syteline, Oracle Suite, EPICOR Kinetic, and IFS Applications from top to bottom in
ranking.

Cloud computing is typically divided into the following models according to the
construction type. The model is classified as 1aaS when only the computer infrastructure
is leased, as PaaS when the vendor hosts all infrastructure and programming tools for the
implementation of web-based application programs, and as SaaS when the costs are paid
for the software hosted by the vendor [5]. In terms of deployment models, three-quarters
of the organizations that chose cloud ERP are using the SaaS model [8]. Cloud
computing ERP is a hosting service provided through the Internet [5], whereas, the ERP
system in the SaaS model resides in the cloud and provides computing functions to run
the ERP system.

SaaS Model refers to the application hosted as a service, and the user can access the
application through Web-based software in the browser without installing or maintaining
any software [26]. Therefore, cloud-based ERP construction and SaaS ERP have
different ranges of meaning. Saas ERP is considered a service within a SaaS model. By
contrast, cloud-based ERP refers to a cloud computing-based ERP service, among which
laaS, PaaS, and SaaS service models are included. Herein, this approach is referred to as
cloud ERP or cloud-based ERP.

Drawbacks to cloud ERP have been pointed out, such as difficulties in changing and
conducting ongoing training for the processes [8], security [8,12,13], confidentiality
[12], network reliability and integration problems [12], an increased risk of data loss [8],
and ambiguity in the performance of cloud services and data processing [13].

On-premise ERP systems are hosted by organizations who handle their own
infrastructure, operating systems and software, and database services and hardware [27].
However, such an approach makes it difficult to access information remotely [26], and
the system data are not in real-time, which indicates an inadequate reliability [28]. In
addition, the organization must install and operate all hardware and software, which
requires intricate work [29]. However, cloud ERP systems have a variety of advantages,
such as a fast construction, low initial cost, rapid upgrades and updates, the ability to
handle changes and growth, and the ability to back up and restore data [30].

In general, on-premise ERP and cloud ERP have a commonality in that they both
require tasks and tests for integration with other linked systems [8], but there are very
clear differences in the construction methods and maintenance of fundamental
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technology, TCO calculation, implementation / distribution / update / maintenance of
solution applications with respect to task changes, scalability, security, performance, and
technical support. Despite these differences, most cloud ERP providers use conventional
on-premise ERP construction methods to carry out vendor-oriented cloud ERP
construction projects. Vendor-specific construction processes, pricing policies, billing
methods, solution flexibility, and support programs increase the difficulty for the
customer who wants to select and implement the optimal cloud ERP solution through a
strategic approach [14]. Therefore, the development of a standardized cloud ERP
construction process framework from the customer’s perspective is required for
application to all cloud ERP selection methods, while increasing the reliability and
scalability to overcome the limitations of on-premise ERP systems, such as system
integration issues within an organization and the cost constraints [15, 16, 17].

In this study, a cloud-based ERP construction process framework from the customer’s
perspective is proposed by gathering and classifying the construction processes used by
each commercial cloud ERP vendor, currently having a high market share. Furthermore,
process engineering characteristics of the proposed model are examined through
comparisons with those of the on-premise ERP. The results of this study can be used as
basic data for the development of a standardized cloud ERP construction methodology
to provide guidelines at a practical level for customer’s perspective cloud ERP
construction.

2. Related Work

2.1. Comparison Between Cloud-based ERP and Traditional On-Premise ERP

In reviewing previous studies related to ERP, the focus is on comparing traditional on-
premise ERP and cloud ERP, which is a new method of implementing ERP. Table 1
shows the results. However, despite a variety of comparative studies on cost, usability,
maintenance, scalability, implementation, security, mobility, and quality, studies on
specific comparisons or methods of construction processes are lacking. Table 1 lists
comparative studies conducted on cloud ERP and on-premise ERP. In the comparison
results (which include the factors, criteria, and high and low grades), this paper cites the
results of studies by various researchers without modification, or comparison factors
found in the papers comparing cloud ERP and on-premise ERP, and the main content is
presented in the comparison results.

2.2. Spiral Model of software development

The primary functions of a software process model are to determine the order of the
stages involved in software development and evolution and to establish the transition
criteria for progressing from one stage to the next [70]. A spiral model is one type of
software development process model, and as its main feature, it adopts a risk-oriented
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approach to the software processes. As shown in Fig. 1, the spiral model expands a
system by repeatedly cycling through 4 phases. In Phase 1, the objectives, methods, and
constraints are determined. In Phase 2, the risk factors are analyzed and resolved. In
Phase 3, the software is developed and evaluated. Finally, in Phase 4, plans for the next
phase are generated. The radial dimension shown in Fig. 1 represents the cumulative
cost incurred in accomplishing the steps to date; in addition, the angular dimension
represents the progress made in completing each cycle of the spiral [70]. The main
advantages of this model are an improved software quality and the flexibility to respond
to changes owing to the nonlinear and iterative nature of the development. However,
when systems are developed incrementally, it can lead to high costs and failure if each
cycle is not managed well or if a risk analysis is not properly conducted. As such, this
model is suitable for projects in which problems with the technology and performance
are anticipated.

Table 1. Comparison between cloud-based ERP and traditional on-premise ERP through
preliminary studies

Factor Criteria Cloud ERP On-Premise ERP
1. Cost Upfront investment Not High High
[12],[13],[14].[15].[16].[17].[18],
[19],[20],[24],[36],[37],[38],[39],
[40],[41],[42],[43],[44],[45]

License [12], [13], [14], [17], Low, handled by the High, user license

[32],[36].,[46],[47] provider, services in pay- required
per-use mode

Energy [13] Low High

Maintenance [12], [13], [14], [15], Low High

[16], [17], [21], [22], [32], [36],
[44], [46], [48], [49], [50]. [51l,

[52], [53]
Server [12], [14] Low, availability High
Configuration [13] Low High
Reduction in IT staff [14] Low High

2. Usability Testability [13] High Low
Upfront validation [13] Easy Difficult

3. Maintenance  Training [12] required Not required

Upgrading and debugging [12], Easy, upgrading can be done Difficult
[15], [26], [37], [40], [42], [45], without affecting the services
[48], [53],[54], [55]

Switching provider [12] Easy Not possible

Target scope [12] Focus shift to main Overall
competencies

Data and environmental standards Not ensured Easy

[12], [15], [21], [22]

Availability & reliability [12], [14] System and data recovery System and disaster

possible recovery are difficult.
Controlling single point operation Easy Difficult
[14]
Enhancement [12], [22], [37], [40], Moderately Easy Difficult

[42],[45].[48],[53],[54],[55]
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Compliance [12]

Moderately difficult

Easy

Resource share and assignment
[12], [14], [16], [38], [41], [42],
[47], [50],[52],[56].[57].[58], [59]
[60], [61],[62]

Easy, improves Agility

Very difficult

Excellent dedicated staff [5],[32] Required Not required
4. Scalability ~ Extended services High Low
[12],[13],[14],[22],[36]
Integrated  applications  [12], Difficult Possible
[15].[16].[18],[21],[36]
Reports and analyses [12] All the information can be
grouped together easily and
reports are generated in the
required format
Data grouping Moderately easy Moderately difficult
5. Time [13], [23], [36], [38], [41], Very little Long, 6 to 12 months
Implementation [42], [43], [45], [47], [48]. [49], or more
[55], [62], [63], [64]
Change [13],[36] rapid long
Location [12] Only  client  machines on the company
installed at the customer site premises
Requirements [12] Does not support complete High, rich

back office requirements

functionality

Customization

[12],[15],[21],[22],
[23],[37]1,[39],[401,[41],[48],[49].[
51],[53],[541,[561,[64],[65],[66]

Provider
integration difficult

based approach,

Complete
customization and
integration supported

Type [14]

SME company

Large enterprise

Migration [12], [16]

Easy

Moderately complex

6. Security Control privilege Low, owned by product High
[13], [16], [20], [22], [23] owner
Control safety Low High
[13],[16],[20],[21],[22],[23],[45],
[471,[671,[68]
Attacks targeting shared tenancy High Low
environment [14]
Security  and confidentiality Very difficult Very high
[12],[36].[45],[49],[65]
Web security [8] High Low

7. Mobility System flexibility High Low
[12],[15],[16],[22]
Accessibility [12],[36],[41], Low High
[43],[56],[59],[67],[69]
Efficiency [1], [4] Improved Low
Decision making process [12] Improving, easier Low

8. Quality Network performance [12],[32] Completely dependent on Not dependent on

Performance optimization Low High

[15], [21].[22]

Accuracy [12] Improved

Data integrity [14],[47],[67],[68] High Moderately low
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Fig. 1. Spiral model of the software process [70]

3. Research Procedures and Methods

3.1 Research Procedures

For this study, the construction processes used by each commercial cloud ERP vendor as
well as the actual work breakdown structure (WBS) and schedule data used when
constructing the cloud ERP systems were collected. Based on this, the processes,
activities, and tasks for ERP construction were derived in three hierarchical levels
through the KJ technique. Furthermore, the on-premise ERP construction process
framework, derived as a result of preliminary research conducted separately, was
combined with the study results of other researchers related to cloud ERP processes, to
develop a customer-based process framework, which was further classified into laaS,
PaaS, CaaS, and SaaS according to the construction type of cloud ERP. To examine the
differences, commonalities, and implications, the process engineering characteristics of
the finally confirmed cloud-based ERP construction process framework from the
perspective of the customer were analyzed and compared with those of the on-premise
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ERP construction process framework. Fig. 2 shows the procedures and methods used in

the study described above.
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Process engineering review of cloud-based ERP|

versus on-premise ERP

Fig. 2. Research process and Method

3.2. Research Method

KJ Method

The KJ technique, named after Kawakita Jiro, is used to classify and group various
items based on their similarity or relevance [33]. In this study, the technique was used to
group similar or identical process items and attach representative process names to the
grouped results, based on the results of various studies on cloud ERP construction
methodologies, processes, and frameworks, as well as vendor-specific methodologies,
WBS, and schedules, which are practical types of data. Through this technique,

fragmented information can be organized into groups with a high logical cohesion.

Expert Judgment

Expert judgment is defined as judgment provided based upon expertise in an application
area, knowledge area, discipline, industry, etc., as appropriate for the activity being
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performed, such expertise may be provided by any group or person with specialized
education, knowledge, skill, experience, or training [34]. Expert judgement has always
played a large role in science and engineering. Increasingly, expert judgement is
recognized as just another type of scientific data, and methods are developed for treating
it as such [35]. Such judgement was used as a method to validate the results of the cloud
ERP construction process framework derived through this study, focusing on experts
with ample experience in cloud ERP construction.

Each expert presented opinions on the laaS, PaaS, CaaS, and SaaS ERP models,
referring to a table of the processes, activities, and tasks for constructing the derived
framework and the cloud ERP. The experts wrote their opinions in advisory documents,
which included questions regarding each phase of the framework, such as, “Are the
cloud ERP construction process (commercial vendor phase) and cloud ERP model
division appropriate?” In addition, “Are all of the major activities for each process
included?” Finally, “Are any major tasks omitted for each process activity?” This study
sought validation opinions regarding the study results from experts working at
YoungLimWon SoftLab and incorporated these opinions into the study. YoungLimWon
SoftLab is a Korean ERP specialist company that launched its own ERP brand, called
K-System, in 1997 and currently services over 25,000 customers in Korea and abroad
[11]. The experts who provided the expert judgment for this study were the company’s
executive vice presidents, who have over 20 years of actual experience in carrying out
cloud-based ERP construction projects.

4. Suggestion of a Cloud-based ERP Construction Process
Framework in the Customer’s Perspective

4.1. Data Collection

Considering the market share and utilization size, data and processes were collected for
vendor-specific construction methods by selecting the commercial ERP software of
eight companies: SAP S4HANA Cloud Process, Oracle Cloud, Microsoft Dynamics
365, Acumatica Cloud, Intuit, YoungLimWon SaaS Cloud, Infor Cloud, and Epicor. As
shown in Table 2, processes are classified into a minimum of five phases up to a
maximum of eight phases. Vendors are observed to follow very different processes.
Furthermore, the number and scope of activities performed in each procedure for each
process are very different. Detailed construction processes are provided with six phases
and 86 tasks / activities for the SAP SAHANA Cloud ERP construction, whereas
activities for each process are not clearly and explicitly defined for Microsoft Dynamics
365, Acumatica Cloud ERP, Intuit, and YoungLimWon Cloud ERP.

In examining the intrinsic characteristics of the processes, it was found that the
review activities prior to construction were highly sub-divided in the case of Acumatica
Cloud ERP, and the live phase was excluded from the processes in the case of Infor
Cloud ERP. On the other hand, the processes of Epicor Cloud ERP consisted of prepare
and plan, unlike SAP Cloud ERP. Considering the case of cloud-based ERP
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construction projects that transform on-premise-based information services to cloud-
based information services, the research results of Deok-Soo Oh et al. [24] were
reviewed and reflected upon in addition to the activity and task items of each process.

Table 2. Processes and activities by Cloud ERP Vendor

Vendor

Cloud ERP S/W

Process

Activity

SAP

S4HANA Cloud ERP 1. Discover 2. Prepare

3. Explore 4. Realize 5.
Deploy 6. Run

71 activities including
Discovery Assessment

Oracle

Oracle Cloud
ERP

1. Plan 2. Implement 3.
Verify 4. Prepare 5.
Deliver

21 activities including
Project Definition

Microsoft

Dynamics 365 ERP

1. Preparation and
planning 2. Procedure
review 3. Data
preparation 4. Testing
and training 5. Rollout
and evaluation

15 activities including
Project Team Building

Acumatica

Acumatica
ERP

Cloud

1. Discovery 2. Plan &
Monitor 3. Analyze 4.
Build 5. Stabilize 6.
Deploy 7. Post Go live

12 activities including
Project Strategy
Development

Intuit

Intuit ERP

1. Research and
planning 2. Product-
company fit 3.
Budgeting 4. Data
migration 5. Testing 6.
Training 7. Go-live 8.
Post-implementation
considerations

11 activities including
Requirement Review

YoungLimWon

SaaS Cloud
ERP

1. Discover 2. Prepare
3. Provisioning 4.
Consulting 5. Live

15 activities including
Verification of Service
Goods

Infor

Infor Cloud

1. Inception 2.
Elaboration 3.
Construction

4, Transition 5.
Optimize

16 activities including
SW Supply

Epicor

Epicor Cloud

1. Prepare 2. Plan 3.
Design 4. Validate 5.
Deploy

17 activities including
Scope Definition

Traditional ERP construction consists of the following stages: pre-implementation,
project planning, an as-is study, a to-be design, a gap analysis and customization, system
configuration, conference room pilot, user training, user acceptance testing, installation

and set-up, data migration, go-live, and post-implementation [25].

However, major ERP vendors devise and use their own methodologies for properly
implementing their products. Typical examples include methodologies such as SAP’s
Accelerated SAP (ASAP), Oracle’s Unified Method (OUM), and Microsoft Dynamics
Sure Step. These methodologies are compared in Table 3, which was created by
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reorganizing the studies in [13],[25],[31],[71]. In particular,

OUM, which is a follow-up

to the Application Implementation Methodology (AIM), reclassified 6 phases and 12

processes of AIM into 5 phases and 35 processes.

Table 3. Vendor specific methodology (ASAP, OUM, Sure Step)

SAP Preparation Business Blueprint Realization Final preparation Go Live &
Support
«Initial ProjecteProject Management ~ *Project Management  *Project Management <Migration to
Planning * Organizational Change Organizational Change*Training Production
*Project Procedures Management Management *System Management Environment
* Training * Training * Training *Detailed ProjectsProduction Support
« Kick Off *Develop SystemeBaseline ConfigurationPlanning *Monitoring
*Technical Environment & Confirmation « Cutover *Performance
Requirements *Organizational StructuresSystem Management  *Quality Check Optimization
*Quality Check Definition *Final Configuration &
*Business ProcessConfirmation
Analysis *Develop Programs,
*Business ProcessInterfaces etc.
Definition «Final Integration Test
*Quality Check *Quality Check
OUM  Project Design Configure Validate Transition Realization
Plan Project « Setup Applications *Update Setups *Migrate *Manage
*Conduct Kickoff Meeting +Validate Configuration <Prepare  ValidationConfiguration toTransition to
*Schedule Workshops *Load & Validate Data  Scripts Production Steady state
*Conduct Functional Design*Build &  ValidateeLoad &  ValidateMigrate Operations
Workshops Integrations Data Integrations &+Post  Go-Live
*Conduct Technical Design*Apply &  ValidateConduct End-to-EndExtensions toSupport
Workshops Extensions andReview Production *Handoff to
*Conduct Design Review  Extensible items *Prepare for Training <Load, Reconcile &Customer
*Develop  Security — andeImplements Security ~ *Conduct  Train-the-Validate Data inRelationship
Validation Strategies andePrepare CutoverTrainer Workshops ~ Production Manager
Plans strategy *Conduct *Conduct Final*Gain
*Conduct  Implementation*Conduct ImplementationImplementation Validation Review Acceptance
Checkpoint Checkpoint Checkpoint *Verify Production*Close Project
*Project Management *Project Management  *Project Management & Operational
Readiness
*Begin  Production
Use
*Conduct
Implementation
Checkpoint
*Project
Management
Sure  Diagnostic Analysis Design Development Deployment Operation
Step
«Cultivate *Finalize Project*Conduct  Core*Configure/Setup *Conduct Train theeSystem Go-Live
Customer Plan and ProjectTeam Training  solution Trainer (TTT)+Post  Production
Relationship Charter *Develop *Conduct ProcessTraining Support
*Pre-Sales Support *Execute Functional DesignTesting *Conduct Use
*Execute DecisionFunctional Documents  forsConduct Training [Additional Phases]
Accelerators Requirements Configurations  Integration *Conduct User- Optimization
*Complete SOW  Workshop (Fits) Testing Acceptance Testing- Upgrade
*Execute Fit GapeDevelop FDD’s*Manage  ScopePerform  Go-Live
Analysis for and ResolveReadiness
*Develop  TestCustomizations  Issues Activities
Plan (Gaps) *Complete *Ready Solution for
*Demo CRP (ForSolution  DesignProduction
Rapid ProjectDocument Deployment

Type)
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4.2. Merging and Classification of Cloud-based ERP Construction Processes,
Activities, and Tasks Using the KJ Technique

After combining all collected data, unique numbers were assigned to the cloud ERP
methods, processes, and activities to derive standard processes independent of the
vendor. The relevance index was evaluated by focusing on specific activities and tasks.
In deriving processes, similar and same processes are classified as one group for each
vendor in the primary KJ. In the secondary KJ, processes are grouped again by
determining the uniqueness of each process when the task scope is broad or the agent
performing the role is unclear. Based on this, a total of six processes were derived
through mapping. In the tertiary KJ, tasks derived from a previous study [24] are added
onto the processes for the construction of on-premise ERP.

The tasks were all reassigned to vendor-specific activities according to the derived
processes. Unique numbers were used instead of activity or task names to efficiently
derive tasks for each process. Because the finalized tasks were assigned based on this
process, the characteristics, the scopes, domains, and agents of the tasks were very
broad. Therefore, tasks were reclassified and grouped to clarify the scope and domain of
each, and a suitable name was given to each group, thus deriving a major activity for
each process.

4.3. Cloud-based ERP Construction Processes

A refining process was performed to finalize the results classified in the form of process,
activity, and task in the final cloud ERP construction process. Through this procedure,
the names of processes, activities, and task terms were modified to clarify the meaning.
Furthermore, when it became necessary to classify the processes in terms of users and
vendors, terms were redefined based on the role, even for the same activity name. The
procedural tasks for deriving final construction results, such as understanding of
customer’s business and project communication, were deleted considering the diversity
of the methods.

4.4. Development and validation of Cloud-based ERP Construction Process
Framework in the Customer Perspective

The derived processes, activities, and tasks were classified into SaaS, CaaS, PaaS, and
laaS according to the type of cloud ERP construction. Typically, cloud ERP is
purchased as SaaS, PaaS, or laaS based on the construction type. However, four phases,
including CaasS, were provided so that vendors and customers could all refer to them for
solutions based on the application, and the roles and collaboration conditions could be
clarified.

To practically validate the derived framework, review opinions were collected from
two expert executives at YoungLimWon SoftLab, and who have many years of
experience in constructing actual cloud-based ERP. The first expert has experienced the
construction of laaS- and SaaS-based ERP systems more than 20 times over the course
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of a 5-year period. The other expert has over 7 years of experience in ERP construction
and has applied SaaS ERP in more than 30 location. For validation, the experts reviewed
the derived framework and all of its processes and answered 15 questions to confirm
whether the construction procedure, model classifications, and the activities and tasks
included in each process were appropriate or had any omissions. After confirming these
issues, they provided their opinions. Table 4 provides an overview of the review
opinions.

Table 4. Overview of expert opinions

Expert Overview of expert judgements

- The derived cloud ERP construction process is thought to be suitable for medium-sized
companies or larger customers whose business processes are standardized into an
Organization Process Assert (OPA) format and whose company possesses adequate human
resources.

- The process will be difficult to apply to customers who are relatively small businesses and
do not have clear process standards and who rely on best-practice processes.

- A cloud-based ERP construction model selection activity/task must be added to the project

Expert 1 . .
planning and preparation of the customer process.
- A configuration management activity/task must be added to the explore and rollout
preparation process
- A data migration verification activity/task must be added to the realization and data
migration process
- An integrated test and verification task must be added to the verification and training
process activities.
- In relation to cloud ERP construction processes, from the end-user perspective, it would be
a good idea to separate the construction used to introduce SaaS-based ERP from the cloud
computing-based laaS and PaaS.
- It would also be a good idea to conduct additional research on the customization.

Expert 2 - Activities/tasks related to the introduced customization of the customer must be

supplemented in the explore and rollout preparation process.

- There is a need for activities/tasks related to the provisioning (infrastructure, platform, and
software) during the realization and data migration process.

- There is a need for a usage analysis activity/task in the Post Go-Live process in the service
management dimension.

The cloud-based ERP process framework was finalized to reflect the judgements of
the experts. The cloud-based ERP process framework was suggested in the form of
adding application content as a service (CaaS), as shown in Table 5, to clarify the scope
of modularized unit services and the roles of the process framework between users and
the vendor when constructing a cloud-based ERP system. This is to secure the flexibility
of the framework that is useful to both users and vendors.

Based on preliminary studies [5], [13], [15], and [72], laaS and PaaS were
reconfigured by reflecting their phases and activities recently provided by vendors. CaaS
and SaaS were classified based on Software Engineering Body of Knowledge
(SWEBOK), a knowledge system of software engineering that is defined based on
ISO/IEC 24773. SWEBOK is largely composed of SW engineering and SW
management areas. In the derived activity, the element corresponding to SW engineering
was placed as CaaS and that corresponding to SW management was placed as SaaS.
Based on the same principle, the framework of commercial vendors such as SAP,
Oracle, and MS is presented by dividing them into vendor, customer, and shared roles
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based on the activity subject. Therefore, considering the SWEBOK theory and
framework of commercial vendors, customers perform service preparation, testing, and
data validation through the use of production functions, operations management, and
support activities. In contrast, vendors perform activities related to function and
technology for services, design, service and security implementation, data transfer and
verification, and implementation verification and check. Considering this theoretical
basis and the framework of commercial vendors, the service for customers was placed
on the Saa$ layer, and the vendor role was placed on the CaaS layer.

In addition, to minimize customer risk, which is the biggest advantage of this
framework, an ERP SW technical review was placed in the Project Planning and
Preparation of Customer Process of the PaaS and CaaS Layers to enable risk analysis by
layer and process iteration cycle within one layer. This minimized the risk of cloud ERP
deployment by allowing technology-focused analysis of all risks that can be derived
from cloud ERP implementations, such as organizational, skills’, project management,
system, user, and technical risks [71].

Table 5. The process framework for cloud-based ERP construction

Project Plz.innlng Explore and Realization  and Verification and Deployment and .
and Preparation of Rollout I o AN Post Go-live
. Data Migration Transition Distribution
Customer Preparation
Project
governance,
Software- ERP . project Application  user Evaluation,
as-a-service planning, ERP project kick- trainini System go-live
ERP SW technical proJ % Validation Y 9 ’ Evaluation
(end-user . off Data migration, Inspection and
service) TEVIEW, . Quality control completion (report)
Preparation inner,
Enterprise/
organization
- Test & -,
Application ERP SW technical Realization, verification, Addition and
Component . . . . - . Deployment, release  of
review (Risk Analysis & design Integration, Transition, ; .
-as-a- Analysis) Quality control ~ Training, Qualit System go-live new service,
service 4 9 Y Optimization
control
ERP SW technical Middleware . Biz. Analysis,
. (development tools Realization, -
review, I Monitoring
Platform- . and processes), Data,  migration . .
. License Quality control  (security and
as-a-service 1) 2 System SW (OS, support, .
CAPEX Y, MSP : regulation
3) DB, WAS, JDK), Quality control -
& CSP . monitoring)
Runtime
Virtual server, Exec_u tion / Execution/ Management-as-a
Infrastructure and . Monitoring of - -
Infrastructu . Virtual LAN . Monitoring  of service,
re-as-a- solution, configurations project, roject Execution/ Management
) CAPEX, MSP & 9 ' Request and project, . P -as-a service
service Storage shares : System go-live,  Monitoring of
CSP receive system,

Quality control Quality control  project

1) CAPEX (Capital expenditures), 2) MSP (Managed Service Provider), 3) CSP (Cloud Service Provider)

Table 6 shows the cloud ERP construction processes finally derived through this
procedure.

Expert 1 held the opinion that when cloud ERP is introduced, the customer size, data
processing personnel, and links to existing legacy systems are extremely important
factors in selecting the type of cloud computing-based ERP model. As such, the laaS
ERP construction model was recommended for customers requiring cloud ERP
customization, PaaS for organizations with well-organized business development
personnel, and SaaS for organizations with relatively small sizes whose systems are
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being formed. In additio

n, because customization according to the customer

requirements is practically unallowed for services in an SaaS format, Expert 1 was of the

opinion that it is necessary

to consider plans for how to flexibly respond if customers

introducing SaaS want to develop their own processes as well as processes specialized

for their specific industry.

Table 6. Processes, activities, a

nd tasks for cloud-based ERP construction Framework

Process Activity

Task

Project  Planning project
and Preparation for Governance

Definition of strategy objectives, project initiation and governance, project vision
and mission, high-level scoping, system requirement review

Customer

ERP Project
Planning

Collaboration between customer and vendor

- Customer: application value and scoping, onboarding (on-the-job-training),
customer team self-enablement, project initiation and governance, project plans,
schedule and budget, project standards, infrastructure, and solution risk analysis.

- Vendor: definition of project, project design, project planning, definition of
project scope, strategy development, requirement review, cost review, system’s
initial module and goal setting, definition of requirements and project scope,
review of installation plan, project blueprint

ERP SW
Technical
Review

Cloud trial, ERP supporting implementation tool access, onboarding (on-the-job-
training), initial system access for central business configuration, initial system
access for cloud ERP S/W, ERP product review, product-company fit, checking
service products, quote and simulation, interoperation scope review, provision and
initialization of software, verification of software requirement satisfaction, quality
control, commencement report meeting and quality control, choice of cloud-based
ERP development model

Preparation  of
Inner Enterprise/
Organization

Project team building, process automation review through new ERP functions and
technology / process review, data research through examination and quotes of
service products, setting the roles of internal organizations and teams,
infrastructure, and solution

Data migration approach and strategy, enable assessment, enable strategy, learning
needs analysis for users, content development tool deployment (development tools
and processes), system SW (OS, DB, WAS, JDK), runtime, quality check, phase
closure and sign-off phase deliverables, system initial setting, user preparation,
education, project kickoff meeting, phase closure and sign-off phase deliverables,
customization requirement

Explore and

Rollout

Preparation ERP Project
Kick-Off
Analysis &
Design

Analysis of specific business requirements, request system (product, quality), fit-
to-standard analysis, customer execution of standard processes, fit-to-standard
analysis documentation, integration planning and design, extension planning and
design, analytics planning and design, identity and access management planning
and design, new scope activation, new scope item activation for solution
management, data load preparation, test planning, organizational
change/configuration management impact analysis, determination of phase closure
and sign-off, phase deliverables, quality management request, initial setup &
system setting, quality check, data and workflow verification, service use request,
major business data structure review, capturing and tracking specific items, phase
closure and sign-off phase deliverables, virtual server, virtual LAN configurations,
and storage shares

Realization  and
Data
Migration

Realization

Production system request, request and receive system, alignment activities, quality
system initial access, production system initial access, enable content development,
required configuration before system use, solution configuration, new scope
activation, new scope item activation for solution management, new country /
region expansion for solution management, release cycles, setup instructions for
customer driven integrations, integration setup in the quality / test landscape,
analytics configuration in the quality system, identity and access management
configuration, integration setup in the productive landscape, integration
prerequisite, output management setup, solution extension development, solution
walkthrough, test preparation & execution, enable delivery, support operations and
handover plan, cutover preparation, analytics configuration in the production
system, solution extension deployment on production, quality check, integration
and interface verification, service execution, deployment preparation, provisioning
(infrastructure, platform, and software), training plan establishment, environment
setup, live input, organizational change/configuration management (OCM), phase
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closure and sign-off phase deliverables

Definition of migration data, refinement of migration data, collection of migration
data, final data conversion, data migration execution based on usage and impact

Data migration  analysis, data verification, data conversion rehearsal, integration and interface data
verification, phase closure and sign-off phase deliverables, project monitoring,
request and receiving system, quality control

Training Key-user training, in-depth user training
Validation and Data output test, confirmation of requirement satisfaction, functional test, process
" Test & . - o S
Transition e test, interoperability test, data validation, system test, system process validation,
Verification . .
integration test
Requirement  satisfaction verification, deployment preparation in actual
Validation environment, client preparation, final user test, user approval test, solution
walkthrough
Final data conversion and migration, additional development and transition to
Transition changed module, production cutover, configuration in the production system,
System Go-Live
Training ERP Training

Continuous change management activities, quality, risk management, phase closure

Quality Control and sign-off phase deliverables, execution/monitoring

Deployment  and Deploy New service deployment, execution/monitoring of project, production cutover
Distribution Go-Live Help desk operation, management-as-a service, biz. analysis, monitoring
Evaluation Periodic business closing and validation of settlement task
Inspecthn and Final inspection and project completion, phase closure and sign-off phase
Completion .
deliverables
Report
Post go-live Addition and Addition and release of new service, new scope activation, continuous
Release of New. . N
i improvement, revision and supplementation
Service
Lo Performance optimization, help desk operation, new user setup, fine-tuning,
Optimization . 3
management-as-a service, usage analysis
. Operation status monitoring, evaluation of newly constructed service, evaluation of
Evaluation

system operation/usability/quality

In regard to the desired direction of cloud-based ERP construction frameworks,
Expert 2 was of the opinion that the ERP construction process for the provisioning and
ERP environment settings should be provided as a self-service as soon as customers who
introduce complete SaaS ERP are registered as members of the SaaS portal.

4.5. Model Analysis

A. Review of Process Framework for Cloud ERP Construction

Let us examine the characteristics of the process framework for the derived cloud ERP
construction. First, the most salient characteristic is that each activity is presented
according to the separation of the process derived in the framework into laaS, PaaS,
CaaS, and SaaS depending on the cloud ERP construction type. This can clarify the
scope of the roles and responsibilities of the vendor and the company with respect to
each software service type.

Next, let us examine the more detailed characteristics of each procedure in each
process. The first process is the project planning and preparation of customer phase
which consists of the following characteristics. First, detailed procedures and planning
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activities must be performed by the customer in the stage of preparing for ERP
construction, which can greatly help identify stakeholders and provide smooth
communication. Second, project planning is common in both on-premise ERP
construction and cloud ERP construction. However, while technical review remains at
the requirement level when constructing on-premise ERP, the greater goal is to review
the specific details of requirements in cloud-based ERP through the advance installation
of ERP software. Third, the high-level requirement definition activity is derived as the
most important procedure during the on-premise ERP construction process while the gap
analysis of specific functions and non-functional requirements is facilitated in cloud
ERP construction. Therefore, the effect of the ERP solutions is expected to be validated.
Next, the standardization of regulations, assets, forms, etc. is derived as a very important
task in the on-premise processes, whereas the integration with the company system and
preparation of process automation are found to be very important prerequisites in cloud-
based processes. Finally, the project team building is derived at the activity level in the
case of on-premise ERP, but it is reduced to the task level in cloud-based ERP,
demonstrating the benefits of reducing operations and management.

The characteristics of the second process, explore and rollout preparation, are as
follows. During the on-premise ERP construction process, detailed plans have to be
established when initiating the project and a kick-off report meeting should be held;
furthermore, a lot of effort is put into constructing the project development environment.
However, in the case of cloud-based ERP, general preparation tasks focus on enabling
users to initialize the ERP service to derive requirements as quickly as possible, rather
than focus on complex preparation for kick-off. Furthermore, compared to the on-
premise process, the weight of as-is analysis and gap analysis are significantly less in
cloud-based processes. This indicates that the boundary between the analysis and design
is blurred in cloud-based ERP construction while the weight and importance of the tasks
for the standard compliance and integration increase.

In particular, the detailed architectural design activity in the on-premise ERP
construction process is dispersed among laaS, PaaS, and CaaS in the cloud ERP
construction process framework, significantly reducing and simplifying the workload. A
lot of resources are injected into the prototype development, standard Ul / UX design,
business simulation, and master and sample data generation during the on-premise ERP
construction process, whereas real-time work support is strengthened in the cloud-based
development, which has evolved to operate in conjunction with artificial intelligence
(Al) and decision-making services. In the past, when requirements were defined through
a mock-up program, the requirement definition and analysis required a lot of time to
prepare writing deliverables. In the cloud-based ERP, however, tasks can be performed
in the form of planning-design, not planning-analysis-design, despite being complex
ERP services.

The characteristics of the third process, the realization and data migration process
framework, are as follows. Here, “Activation” has emerged as the primary theme among
the tasks, meaning that the activity of selecting services in the nation or organization is
performed frequently, based on already-existing modules, and it is determined that the
ability to review the selected options is also required from customers. This is a good
example demonstrating that one of the most prominent characteristics of cloud-based
ERP is the change in “terminology.” Second, organizational change management
(OCM) has emerged, which was not an important task in conventional development. In
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other words, stakeholder management, communication management, organization
management, human resources skill and competence management, and performance
management are all important in ERP systems in terms of project management. In fact,
according to a 2021 ERP report [8], change management according to organizational
structure is one of the most difficult subjects to tackle in ERP operations. Third, by
loading Al modules using ERP data, the system is expected to evolve in the direction of
analysis and initialization based on the integration of the internal system with the
services to be added to the basic tasks. Fourth, despite many issues in data migration,
such as data loss and security issues, when constructing a cloud ERP system, the weight
and complexity of tasks are significantly reduced compared to on-premise ERP
construction. This is the result of vendors applying standardized data migration
techniques and know-how as systems evolve in the direction of cloud ERP, rather than
relying on the capability of persons in charge of migration for each project, as was the
case in the past. Furthermore, although in cloud ERP, user environment preparation for
major infrastructure services, initial-version creation of manuals, development of
training materials, and operator training have been greatly reduced compared to on-
premise ERP construction, a variety of user training tasks have to be performed
frequently in the kick-off, realization, and deployment stages.

The characteristics of the fourth process, the validation and transition framework are
as follows. The derived process shows that tests are very important in cloud ERP
construction compared to on-premise ERP construction. Tests are treated as higher-level
activities in cloud ERP. Tests are defined for independent processes during the cloud
ERP software construction for every vendor except SAP with the goal of process
validation. Second, in the case of transition, the process migration and transition are not
needed if services are initiated using default modules in cloud ERP construction.
Therefore, the big advantage is that service transition can be achieved by data migration
based only on simple data conversion. However, in the case of customizing modules,
limited transition tests, transition preparation, and transition may be selectively required.
In particular, the transition process is free from the configuration tasks of the system’s
go-live environment, that is, checking whether the system operates normally, system
monitoring, technical support, and checking the go-live operation compared to on-
premise ERP. These benefits provided by laaS are a major advantage. Furthermore,
when the project is completed, tasks such as handover, planning related to work
handover, stabilization support plan agreement, and support environment setup are
greatly reduced or skipped.

In the fifth process, the deployment and distribution framework, the phase completion
and inspection procedures are only performed as a matter of formality compared to on-
premise ERP construction because of the characteristics of the transition process. In the
framework of the post go-live process, the addition of new services is provided in the
form of activity. Therefore, the characteristics are much more advantageous for flexible
applications at the task level in cloud ERP construction although not optimized for
specific corporate business logic compared to on-premise ERP construction.
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B. Difference analysis with customer-based on-premise ERP process engineering

For the process analysis, the process engineering characteristics were examined based
on the on-premise ERP construction process framework studied by Deok-Soo Oh et al.
[24].

The customer-based on-premise ERP construction processes that were defined consist
of seven phases: 1. Construction strategy planning, 2. Project kick-off, 3. Detailed
analysis, 4. Detailed design and prototyping, 5. Development and testing, 6. Transition
and project completion, and 7. Operation and improvement. On the other hand, the
cloud ERP construction processes that were defined consist of six phases: 1. Project
planning and preparation of customer, 2. Explore and rollout preparation, 3. Realization
and data migration, 4. Verification and transition, 5. Deployment and distribution, and 6.
Post go-live.

When differences in engineering are examined based on the above listed methods, it
is found that first, the on-premise ERP construction processes adopted by most vendors
are defined in a form resembling the waterfall model. However, in the case of cloud
ERP construction processes, services can be provided on a story or feature basis,
exhibiting characteristics very similar to that of the test-based development pursued by
agile process models. Cloud ERP though, is different in that it provides a condition to
activate already-existing solution applications for immediate distribution and review,
instead of directly developing applications on a story or feature basis to meet the
customer requirements for construction or expansion. This is in line with recent trends in
technology that place importance on the customer’s perspective on cooperation to more
easily and quickly support business requirements, thus providing a driving force that
enables customers to realize strong benefits in terms of judging the success and failure
of ERP construction. Customers have a belief that the construction of cloud ERP is very
successful and perceive that the return on investment (ROI) is, in fact, very strong [8].
Second, many activities required when constructing an ERP system are eliminated or
reduced. In the case of on-premise ERP [24], all processes during project kick-off,
detailed analysis, detailed design and prototyping, development and testing, operation
and improvement, require tasks, such as change management, quality control, risk and
issue management, and report management for integrated management of performance
control activities. After construction, application service performance, service quality,
and stabilization support are the most important tasks. However, in the case of cloud
ERP, all these processes have been taken care of by the vendor, or automatically
modified results are received in the form of services. In particular, when a SaaS-based
ERP system is implemented, the enterprise-wide services are operated and maintained
with minimal selections at the organization level. In software engineering, this is a very
innovative change in terms of software management, which includes software
configuration management, software engineering management, software engineering
process, software engineering models and methods, and software quality, the so-called
umbrella processes. For example, the information management department of an
organization focuses on operations that can directly contribute to business management,
such as technology standardization and planning, corporate data utilization and analysis,
new technology applications (e.g., task integration and linkage with artificial intelligence
solutions), rather than traditional operations, such as manual updating and upgrading,
service quality control, performance management, user management, system monitoring,
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and optimization. This provides opportunities for a variety of changes which can
enhance the total economic impact (TEI) of the company.

Third, the risk analysis task adopted in the spiral process model is provided
explicitly. The spiral model was proposed by Boehm and has the effect of reducing
opportunity costs and increasing benefits of testing and feedback by evaluating the risk
of failure during cloud ERP construction. When selecting cloud ERP, it is explicitly
stated that risk analysis has to be performed in the strategy establishment phase. Thus,
the proposed cloud ERP construction model provides an opportunity to focus on
maximizing the company-wide use of ERP and the business effects, unlike the on-
premise construction, in which many resources are focused on the successful
construction of the ERP system. In recent years, even though the size of companies
implementing cloud ERP has decreased, the big bang approach has increased by about 7
% [8]. This implies that the companies implementing cloud ERP have determined that
the risks of adopting cloud-based ERP software provided by the vendor, changing and
expanding technology, and integrating with existing systems are much easier to manage
in terms of corporate operations compared to the past on-premise ERP construction.

Fourth, the strategic thinking about operation and maintenance has shifted: the
company should be flexible about continuous change and evolution of enterprise-wide
information services as work processes change. The major activities in the operation and
improvement phase after the construction of on-premise ERP are bug fixes of solutions
and engine uploads [24]. However, when the post go-live process of cloud ERP is
examined in the derived framework, additional release of new service and activation of
new service emerge as major tasks. This is in stark contrast to on-premise ERP, which is
very sensitive to linkage failure and focuses only on stabilization in the operation and
maintenance phase after construction of services, thus placing low priority on the
requirements for new service addition, change, or expansion. In fact, a survey on the
benefits of implementing cloud ERP showed that 96.6 % of organizations realize
benefits in operational efficiency, 85.7 % in reporting and visibility, 80 % in updating
technology, and 68.4 % in corporate growth and competition [8]. These results show
that strategic thinking in implementing and operating cloud ERP is sufficiently
reasonable.

C. Difference analysis based on commercial cloud ERP methodology

As the biggest difference between typical commercial cloud ERP methodologies and the
process framework derived in this study, the derived framework is not limited to the
SaaS level, i.e., simply introducing ERP software, but instead determines the systems
and major development-related activities and tasks that must be carried out for the
customer to introduce cloud-based ERP, and it defines these as laaS and PaaS activities.
By clearly defining the activities and tasks related to implementing the servers and
development environment, which are omitted from conventional commercial software
processes, the derived framework informs the customer of the many preparations that
must actually be carried out when introducing cloud-based ERP. In addition, all
procedures, activities, and tasks are defined such that they can be used universally in lieu
of construction procedures that are defined by certain commercial ERP vendors,
focusing on their own ERP software. As such, organizations that want to introduce a
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cloud ERP can choose the construction methods through a tailoring of the process with
the ERP vendor and collaboration between the organization introducing the ERP and the
organization constructing it. This may help shift toward a collaborative ERP
construction in which communication occurs with the customer rather than an ERP
vendor-led construction. In this study, there is actually a need for customization after
introducing SaaS ERP, which in this case should be clearly separated from the operating
SaaS. By considering this point and separating SaaS and Caas, it becomes easier to
distinguish between reference activities and tasks when constructing each unit service.

In addition, Table 7 compares this study approach to the most widely used SaaS ERP
construction methodologies provided by certain commercial vendors.

Table 7. Difference by commercial vendor-specific ERP methodology

Process Framework

ASAP OouM Sure Step -
in present study
Stage
classification  Phase-activity Phase-activity Phase-activity Process-Activity-task
terminology
Basis ~  for_ - - ISO/IEC 12207
classification
6-processes system
1. Customer project
5- Phases system planning and

1. Preparation 5- Phases svstem 6- Phases system preparation
2. Business . yst 1. Diagnostic 2. Exploration and
. 1. Project Design . .
Blueprint . 2. Analysis rollout preparation
st . 2. Configure . L
1> Layer 3. Realization . 3. Design 3. Realization and
. 3. Validate L
4. Final - 4. Development  data migration
. 4. Transition e
preparation 5 Realization 5. Deployment 4. Verification and
5. Go Live and ™ 6. Operation transition
support 5. Deployment and
distribution
6. Post go-live
2" Layer 33 activities 35 activities 24 activities 21 activities
(optional +2)
3rd Layer Not defined Not defined Not defined 194 tasks
Usability Vendor specific ~ Vendor specific ~ Vendor specific Al vendors and
customers
Target of Vendor oriented  Vendor oriented  Vendor oriented  Customer oriented
framework

All  type oriented
Coverage Saa$ based Saa$ oriented SaaS oriented (SaaS, CaaS, PaaS,
and laaS)
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5. Conclusion

In this study, a process framework was derived for cloud ERP construction, whereby
each process of cloud ERP construction was examined in detail based on the derived
results by comparing the process engineering characteristics to those of on-premise ERP
construction. To this end, various activities from preliminary research results were
collected and mapped to the construction processes of commercial cloud ERP vendors
through the KJ technique, deriving as a result six processes, 21 activities, and a very
broad range of tasks for each activity. The six processes consisted of project planning
and preparation of customer, explore and rollout preparation, realization and data
migration, validation and transition, deployment and distribution, and post go-live.
There are four derived activities—project governance, ERP project planning, ERP
software technical review, preparation inner enterprise / organization —for the project
planning and preparation of customer process; two activities—ERP project kick-off and
analysis & design—for the explore and rollout preparation process; three activities—
realization, data migration, and training—for the realization and data migration process;
five activities—test & verification, validation, transition, training, and quality control—
for the validation and transition process; four activities—deployment, go-live,
evaluation, and inspection & completion report—for the deployment and distribution
process; three activities—additional release of new service, optimization, and
evaluation—for the post go-live process. Specific unit tasks for construction were
defined for each activity. Using the defined results, a framework was proposed by
classifying laaS, PaaS, CaaS, and SaaS according to the cloud ERP construction type for
each of the six processes to suggest activities to be performed in each process. The
process engineering characteristics were analyzed based on the finally derived
framework, and the differences and similarities were examined through comparisons
with the on-premise ERP construction.

This study provides a theoretical basis for cloud ERP construction method along with
research and standardization. In addition, intrinsic activities and unit tasks are provided
for each process of cloud ERP construction, distinct in practice from the on-premise
ERP construction processes. The study can be used as a process tailoring tool to provide
clear details of activities or tasks to all customers and vendors constructing cloud ERP
systems. This will contribute to reliable cloud-based ERP construction in providing clear
guidelines for smooth communication, specific preparations, and tasks to focus on for
each stakeholder.

However, the cloud-based ERP construction framework in this study, which considers
the customer perspective, covers the entire range of cloud computing in which ERP is
constructed and used; however, an extremely limited validation was conducted during
the validation phase by experts with ample experience under all cloud computing
conditions, including laaS, PaaS, and SaaS types. Therefore, a continued validation and
revision must be applied based on additional reviews by experts and the use of actual
examples. In future studies, it will be necessary to test these limitations, allowing the
customer-oriented cloud-based ERP construction process framework, which considers
the applicability, to evolve to the next stage.
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Abstract. Semantically rich depiction of the concepts for context-aware indoor
routing brings appealing benefits for the safety of occupants of smart spaces in
emergency evacuation. In this paper, we propose Smart Building Evacuation Ontol-
ogy (SBECﬂ), a reusable ontology for indoor spaces, based on three different data
models: user, building, and context. We provide a common representation of indoor
routing and navigation, describe users’ characteristics and preferences, grouping
of individuals and their role in a specific context, hazards, and emergency evacu-
ation. Among other characteristics, we consider abilities of individuals, safety and
accessibility of spaces related to each person, intensity, impact, and severity of an
emergency event or activity. SBEO is flexible and compatible with other ontologies
of its domain, including SEAS, |SSN/SOSA| SEMA4A, and empathi. We evalu-
ate SBEO based on several metrics demonstrating that it addresses the information
needs for the context-aware route recommendation system for emergency evacua-
tion in indoor spaces. In the end, a simulation-based application example exploits
SBEO using Context-Aware Emergency Evacuation Software (CAREEﬂ

Keywords: ontology, linked data, smart building, hazard detection, emergency evac-
uation, indoor route recommendation, navigation.

1. Introduction

Ambient Intelligence (Aml) represents a responsive electronic environment that reacts to
the actions of each person and the physical objects within itself. It has been growing fast
as a multi-disciplinary field with a high impact on society for the last three decades [44].

It can be used to combine hazard detection and disaster management [5]], crowd man-
agement [33]], and route recommendation [9] in smart spaces [65] to obtain real-time
information and aid decision making in dynamically changing emergency evacuation sce-
narios in large smart buildings with multitudes of occupants.

The objective of both outdoor and indoor navigation systems is to find a path for each
user from their initial to target location that optimizes one or more of given performance
indicators (e.g., distance, time and/or difficulty) [[14]. Dynamic context-aware adaptation
of the evacuation route and its communication to each evacuee are required for efficient

* Corresponding author
3 SBEO can be accessed at: https://w3id.org/sbeo
4 https://github.com/qasimkhalid/CAREE
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evacuation (see, e.g., [23]]). While outdoor navigation systems use Global Positioning Sys-
tem (GPS) receivers, indoor navigation cannot rely on them due to the overlapping of the
signal through the storeys of the building. Thus, other technologies must be employed
for positioning (see, e.g., [46]). For example, Proximity-based Systems, WiFi-Based Sys-
tems, Ultra Wide-band Systems.

It becomes challenging and complex to handle indoor navigation in real time when
various objectives are combined along with the localization of people. This is the case in
the recommendation of routes to users based on their physical abilities and preferences
during everyday or emergency scenarios. There are multiple reasons for its complexity.
First, indoor location of persons is not entirely precise, always leaving a margin of error.
Second, the (close to) real-time processing and fusion of data coming from heterogeneous
sensors into a consistent, accurate, and useful information describing the evacuation con-
text is a prerequisite for getting around the effects of possible emergency setbacks.

Here, we use ontologies to describe concepts and relationships between entities as
a formal way of conceptualizing the domain knowledge. Ontologies are a key compo-
nent of the semantic web [61] that is used to represent data, and provide a domain-
specific knowledge for the representation of the metadata [48]]). Previously, various on-
tologies and data models for indoor navigation, routing, and emergency and crisis man-
agement, were proposed for conventional buildings and spaces without ambient intelli-
gence [4127I58I1512840].

In [31], a semantically-enriched distributed architecture for context-aware and real-
time evacuation guidance in indoor smart spaces was proposed. The architecture uses a
multi-agent system for the coordination of the evacuation where each agent is responsible
of the semantic reasoning concerning the safety of its assigned physical space and uses
an ontology for indoor emergency evacuation. As a continuation of the previous work, in
this paper, we propose an ontology for smart space context-aware route recommendation
to evacuees with smart devices. We name the proposed ontology Smart Building Evacua-
tion Ontology (SBEO). SBEO is composed of three modules: User Model, describing the
characteristics (i.e., physical abilities) and preferences of an evacuee; Building Model that
considers the routing, and geometry, devices and elements other than structural compo-
nents of the building; and the Context Model, which illustrates the contextual information
about the building and the evacuees.

The SBEO ontology is inline with terminologies used in the domain of indoor route
recommendation and navigation. It is compatible with several other state-of-the-art on-
tologies and systems such as, SEAS [29], SOSA/SSN[24]], SEMAA4a [40], Indoor Nav-
igation Ontology (INO) and User Navigation Ontology (UNO)[26l58]], and General User
Model Ontology (GUMO)|[21]]. It was implemented using OWL QE] and the Protégeﬂ de-
velopment environment. SBEO is available at https://w3id.org/sbeo# and holds a GPL-3.0
license.

To the best of our knowledge, this is the first work that combines the concepts of
smart spaces with context awareness, route recommendation and hazard detection consid-
ering users’ relevant evacuation characteristics and preferences. The main contributions
of SBEO are expressiveness, which provides a hierarchical description of the concepts
in indoor emergency routing in smart buildings. In addition, as sharing and reusability

3 https://www.w3.org/TR/owl2-overview/
6 https://protege.stanford.edu/
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are considered the fundamental concepts in the ontology engineering field [41]], the pro-
posed ontology is also reusable. Here, reusable refers to the adaptation of SBEO accord-
ing to the need of the user and application. In other words, we can extend the models
of SBEO individually. For example, people with impairments not covered thus far might
also be described using the same ontology if needed. Consequently, concepts associated
with such people might also be extended accordingly. Similarly, in terms of buildings,
although SBEO covers the concepts for both conventional buildings and smart buildings,
if any new type of buildings or related concepts is introduced, the ontology can easily be
broadened. It also improves the automation, accountability, real-time context awareness,
information sharing, and personalised routing in smart space evacuation.

The rest of the paper is organized as follows: In Section 2] we highlight related work
in emergency management, user and crowd modeling, smart environments, and indoor
routing. We describe the followed methodology in the development of SBEO together
with the ontology audience and scope in Section 3] Section@]states the competency ques-
tions and formal requirements to be met by the proposed ontology. SBEO is presented in
Section[5] In Section[6] the proposed ontology is evaluated using various metrics found in
the literature. In Section[7] a simulation-based application example of SBEO is described
using Context-Aware Emergency Evacuation (CAREE) system. A task-based evaluation
is performed using a hazard context. We conclude the paper with some proposed improve-
ments and future work in Section[8]

2. Related Work

This section provides an overview of related state-of-the-art ontologies together with the
positioning of SBEO.

2.1. Ontologies for emergency and crisis management

A general ontology for emergency response by Li et al. proposed in [30] includes the
concepts of response preparation, emergency response, emergency rescue and aftermath
handling and relevant properties and relations that connect these concepts.

The ontology for massive crisis management proposed in [S0] covers the concepts
related to the allocation of resources and the crisis impact related to the time and place
of the crisis occurrence. An ontology-based proactive approach to enhance the response
time during both natural (such as earthquake, tsunami, etc) and anthropic (such as terrorist
attack, kidnapping, etc) events in [[12] covers the concepts of the context, impact, and the
services provided during an incident.

Sicilia and Santos [52] described Basic Formal Infrastructure Incident Assessment
Ontology (BFiaO) to represent the adverse effects of incidents. BFiaO connects the con-
cepts related to incidents, their causes and evolution, and their possible outcomes. Santos
et al. [49] broadened BFiaO and made it more consistent with Coordination of Emer-
gencies and Tracking of Actions and Resources (CESAR) data model to minimise the
aftereffects of an incident. They modelled the concepts for the identification of events,
mission, and resources and developed a set of rules to anticipate possible chain events
connected with the existing/past events, such that the first response officers could priori-
tise their tasks to avoid jeopardy.
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Recently, Gaur et al. [19]] presented a rich ontologyﬂ for emergency management and
planning during hazard crises including concepts related to emergency response, hazard
type, impact, phase, events, involved individuals, and provided services.

In terms of notification services during emergency scenarios, Malizia et al. [35] pro-
posed an ontology to express the concepts of emergency notification messages with re-
spect to various kinds of users. They developed a class named EMEDIA (Emergency and
MEDIA technologies) that provides the concepts and relations about emergency and com-
munication devices and technologies. They integrated that class with other existing on-
tologies that describe accessibility guidelines, and users’ profiles and action capabilities.
Afterwards, Onorati et al. [40] extended their work by introducing some new concepts
to express personalised routes based on the users’ physical abilities, familiarity with the
environment, preferences, location, available media for notification, and characteristics of
the surrounding.

Bitencourt et al. [8] developed a formal domain ontology to describe the emergency
response protocols of fire in buildings considering incident details, information about
the victims, possible actions, planning, and operational phases. Related to gathering and
medical emergency response, Haghighi et al. [20] presented Domain Ontology for Mass
Gathering (DO4MG) considering the concepts related to gathering types, venue details,
features of the crowd, environmental factors and general mass gathering plans.

One of the most comprehensive, general-purpose light-weight ontologies that can be
used in Internet of Things and smart spaces is Sensor, Observation, Sample, and Actuator
(SOSA) ontology [24]. SmartEnv ontology [3]] covers various aspects of a smart envi-
ronment such as sensing, networking, event, and topology, while Smart Energy Aware
Systems (SEAS) ontology [29] couples the concepts related to energy and grid, and con-
ceptualises city and building structures, time, weather, and user comfort.

2.2.  Ontologies for spatial modeling, indoor navigation and routing

Rasmussen et al. [45] presented a core vocabulary named Building Topology Ontology
(BOT) to describe the topology of buildings, along with its storeys and spaces. The BOT
ontology is completely compatible with other ontologies in the domain such as SOSA and
SSNE

For navigational and routing purposes, Briickner et al. [27] proposed an indoor-outdoor
ontology-based data model for both robots and humans to develop a routing graph with
the help of spatial information. Similarly, Yang and Worboys [64]] also presented an onto-
logical model for both outdoor and indoor navigation.

Indoor Navigation Ontology (INO) [58]] covers concepts of navigation in indoor spaces
and the geometry of buildings including multiple floors, elevators, points of interesﬂ
corridors, exits, etc. The ontology for indoor routing based on American Disability Act
(ADA) standards [[15] deals with the geometry of a building in such a way that its con-
nections can be represented as horizontal and vertical paths for routing purposes.

7 |https://w3id.org/empathi/

8 https://www.w3.org/TR/vocab-ssn/

9 A point of interest is defined as any object or physical space that might be of importance or useful for the
occupants of the building. For example, an (emergency) exit, location (or space) where a person is located
subject to specific criteria, fire safety devices such as fire extinguisher, firehouse, fire door.
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In the Ontology Crowd Simulation (ONTOCS) [10], the concepts of an indoor envi-
ronment together with its geometry are modelled in the context of emergency evacuation
in terms of the routes, travel time and distance.

2.3. Ontologies for user and crowd modeling

One of the pioneer works in the domain of user modeling has been carried out by Heck-
mann et al. [21]]. They developed General User Model Ontology (GUMO) to describe the
basic attributes of users such as demographics, abilities, proficiencies, states (emotional,
physiological, mental), role, and so forth.

Later on, Kikiras et al. [26] developed User Navigation Ontology (UNO) on the basis
of multiple wayfinding theories related to cognitive science, psychology, sensor abilities
and physical characteristics of human beings. UNO covers the concepts related to users’
navigation in indoor environments based on their demographics, cognitive characteristics,
sensor- and motor- abilities, and navigational and interface preferences. Subsequently,
Kritsotakis et al. [28]] broadened the concepts of UNO and presented a User tracking On-
tology (UTO) to describe the concepts for context awareness and tracking of users. On the
other hand, Dudas et al. [15] also modeled the users in their ontology based-on American
Disability Act (ADA) standards, in which they conceptualize users’ preferences, familiar-
ity with the building, and disabilities.

Similarly, Boje and Li [10] also modeled the information about the crowd in their
simulated framework. They named it Crowd Simulation Information Model (CSIM) that
covers the concepts related to persons, such as preferences, exit choices, and speed.

Whilst the above-mentioned works are interesting and provide the concepts about the
geometrical information of the buildings, user characteristics, and routing and navigation
in indoor environments, some of them are not available online, hence cannot be reused.
In addition, the existing works do not provide sufficient information about the context
awareness of the building and persons, especially in emergency management context. By
comparison, SBEO aims to conceptualize context-aware indoor route recommendation
and emergency evacuation. The proposed ontology not only describes the concepts related
to building topology, routing and navigation, classification of users with respect to their
abilities and preferences, but also conceptualizes context awareness, such as detection of
any hazard, intensity, severity and impact of activities and events, evacuation action plan,
social groups, movement of people, and people notification. Furthermore, SBEO has been
published online and made available for public after being developed using state-of-the-
art methodologies found in the literature.

3. Design Methodology

To date, several methodologies have been proposed for building ontologies, e.g., Methon-
tology is a methodology to build ontologies from scratch [[18], On-To-Knowledge[56],
Digilent[42], Neon[54], and Ontology development 101[38]]. In order to develop SBEO,
we selected Methontology framework because it allows to develop the ontology from
scratch, and also recommends to reuse the concepts from the existing meta-ontologies. In
addition, as the ontology development is an on-going process due to the evolving proto-
type life cycle nature of this methodology, it permits the ontology authors to update the
ontology from any of its phases.
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Methontology proposes a process consisting of six steps: specification, where the pur-
pose of the ontology, intended audience, scenarios of its use, scope and requirements are
taken into account; knowledge acquisition, where several techniques can be used to get
the specific and detailed knowledge about the topic of the ontology; conceptualization,
where all the useful or potentially usable domain knowledge is brought together to create
a conceptual model, and that model is compared with the existing ontologies to check its
scope, completeness and reusability; integration and implementation, where to support
the reuse of definitions, the concepts of the proposed conceptual model are scrutinized
with the existing ontologies as per their scope, and then implemented the filtered concepts
using one of the standard languages; evaluation, where the each activity of the ontology
development process is verified and validated using various methods and metrics; and
documentation, where each phase of the ontology development process is documented in
natural language available on the Web or in the scientific literature.

Knowledge acquisition. Knowledge acquisition is a primitive stage for ontology de-
velopment that is also considered as an on-going process. In the same way, we also re-
viewed the literature to acquire relevant knowledge and to get a broader view of the needs
and requirements for the creation of an ontology (i.e., SBEO). In particular, the studies
reported in: [S8U15128I4010432L7U2437], represent the systems and/or models for indoor
route recommendation during emergency evacuation; [155011], depict crowd manage-
ment and grouping during hazardous situations using simulated environments; [25]], dis-
cuss indoor routing for people with special needs; [29]], describes building geometry using
an ontology; [65163], define the smart spaces, together with its requirements, and [34416]],
discuss some case studies related to the user behaviour during an emergency evacuation
in a smart indoor environment.

Scope and Audience. SBEO offers a data model for building geometry, devices and
elements not only regarding structure, route sets based on building topology, users’ char-
acteristics and preferences. It also considers the context awareness of both buildings (e.g.,
hazard detection, the status of spaces and evacuation routes in terms of availability and
occupancy, severity and impact of activities and events, and safety of spaces) and an
user/occupant (e.g., route tracking, coordination with their evacuation group, adaptation
of an evacuation route in terms of fitness and accessibility to spaces). Hence, the pro-
posed ontology has an ample scope to couple the information about a building with its
occupants in order to use it for indoor localization, detection of a hazard or disaster, and
preference-based routing during emergency evacuation. The target audience of SBEO is
building occupants (e.g., visitor, resident, worker), building managers, civil engineering
specialists, indoor designers, and architects involved in building design and development,
but also researchers in building evacuation safety.

4. Ontology specification

From the requirements engineering point of view, we set two goal-level requirements that
should be fulfilled by the proposed ontology. First, formal requirements, which are used
to express the needs of the domains covered by the ontology, including preference-based
route recommendation and context awareness in smart buildings; and Second, functional
requirements, in the form of specific competency questions which must be answered by
the ontology.
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4.1. Formal Requirements

In terms of formal requirements, SBEO must be able to represent the concepts related
to the users (i.e., occupants), the buildings, and the context related to both users and the
building. These are as follows:

Users:

— Demographics of a person (e.g., age, name, individual and group identity numbers,
and family members).

— Physical abilities (e.g., mental, spatial, sensor, mobility).

— Navigational and routing preferences (e.g., avoidance of stairs or crowded areas,
fastest route, simplest route with least turns).

— Level of involvement (i.e., role) while performing a specific activity (e.g., either a
person is dependent or responsible for others during immediate egress from an area).

— Type of an impairment of the person (if it exists).

Buildings:

— Structural elements (e.g., stairs, elevators, corridors, rooms).

— Devices installed in the building, which are not a part of the building structure (e.g.,
sensors, equipment for safety and access control).

— Representation of a building as a traversable graph (i.e., for routing purposes).

— Classification of routes (e.g., shortest path and simplest path [14]);

Context related to the users and buildings:

— Individuals’ fitness status (e.g., fit, injured).

— Motion status (e.g., running, walking, standing).

— Deviation status (e.g., classification of persons based on the

— Frequency of deviations from their provided route).

— Safety level of spaces concerning each person.

— Availability and accessibility of spaces (where the availability of space states that
either space is usable or not, the accessibility of space, on the other hand, refers to a
specific person or type of persons, either it is accessible for him/her/them or not).

— Intrinsic concepts related to activities and events (e.g., type, starting and ending time),
along with their effects. For example, Intensity which refers to the magnitude, severity
which relates to the specific persons and varies accordingly, and Impact, that refers to
their effects on users.

— Comprehensive concepts, such as time taken by an individual and role of an individual
while performing an activity (e.g., responsible, visitor, group leader).

4.2. Functional Requirements: Competency Questions

For functional requirements, we use competency questions. A competency question (CQ)
is a question in a natural language that is supposed to be answered by an ontology. Usually,
it has a specific pattern [60]]. Ren et al. [47] defined some patterns using a feature-based
modelling method to describe competency questions.
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Table 1. Some sample competency questions to be asked by SBEO.

Module Type

Competency Questions

User Model

Characteristics

Preferences

1. Who is not capable of running?

2. How many families are located in the building?

3. Who has a bad quality of hearing ability (in the building)?

4. What are the types of people concerning their physical characteristics?

5. What are the route preferences (for emergency evacuation, e.g., simplest path, shortest path)
of each person?

6. What are the notification preferences (in terms of description, e.g., audio, textual) of each
person?

Building Model

Spatial
Information

Route Graph

Devices

7. What is the relative occupancy ratio of all corridors?

8. How many points of interest are located on each floor of the building?

9. Which other spaces are adjacent to a specific space (e.g., kitchen) in the building?

10. Which space (e.g., a specific building block) is a sub-part of which space (e.g., building)?
11. What is the area of all corridors (it can be of any shape, such as, rectangular, circular,
trapezoidal or triangular)?

12. Which spaces are excluded (due to any reason such as limited access on account of mobil-
ity impairment or privacy policy of spaces, e.g., hotels) for which person?

13. How many nodes and edges are there in the graph-based representation of the building?
14. What is the type of each route in terms of its graph-based representation (e.g., Shortest
Path or Simplest Path)?

15. What is the travel time of all exit routes for each person (the starting and ending points of
each exit route are considered as origin and destination, respectively)?

16. Who is using a hand-held device, and of what type?

17. Which sensors are installed in each space of a specific type (e.g., office)?

18. How many fire protection devices are installed on the same floor where a specific person
is located?

Context Model

Building

User

Event (e.g.,
Emergency
Evacuation)

19. Which activities (e.g, visit, evacuation, shopping) are being done in the building?

20. What is the availability status (i.e., Available or Unavailable) of each space?

21. Where is each person located in the building?

22. What is the role of each member within any group?

23. How many times a person has deviated from the provided path?

24. What is the fitness status (i.e, Exhausted, Fit, or Injured) of each person?

25. Which route is assigned to whom of which group (refers to a number of people that are
classified together, e.g., a family)?

26. What is the motion state of each person (refers to the movement of a person, e.g., walking,
standing, running, rolling, or scooting)?

27. What is the navigational state of each person (refers to the state while following a path to
check whether a person is following the provided path or deviating from it)?

28. Is there an incident in the building?

29. At what time an incident occurred?

30. What is the availability status of the spaces that are a part of emergency evacuation routes?
31. How many groups are still in the process of evacuating the building?

32. What is the impact of activities on persons having the mild quality of seeing ability?

33. What is the severity of the incidents for mobility-impaired persons (of all types)?

34. What are the intensities (refers to the magnitude or strength) of the events occurred?

35. Who has evacuated the building successfully (refers to the activity status of a person who
completes his/her provided exit route)?
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In this study, we adopted the same patterns to determine the scope of the proposed
ontology. Table [I] includes some competency questions the proposed ontology should
answer. The motivation for choosing these competency questions is based on our previous
work (see, e.g., [31]], [33], and [32]), where not only the concepts related to both buildings
and users were limited, but it also lacked the contextual information of these entities. In
this regard, most of these questions are explicitly shaped to answer the specific attributes
of buildings, users, and the relevant context. Nevertheless, the potential ontology user may
develop their own set of customized competency questions concerning the application
type within the scope of the ontology. On the other hand, these competency questions
might also be used as a metric to evaluate each ontology module such that their answers
could be used in the typical application scenarios the ontology is aimed at, like the task-
based evaluation mentioned in Section [6]and the application described in Section

The table is divided into three information models: user, building and context. The
first column expresses a module type for each information model, and the second column
states the list of competency questions which cover the aforementioned information model
and module type.

In the information model, firstly, User model represents the occupants (of any category
such as visitor, resident, worker) of the building, along with its two modules to indicate
their demographics and preferences. Secondly, Building model portrays the indoor spaces
(and only those outdoors ones which are used to connect indoor ones), together with its
module types and relevant competency questions. Lastly, Context model denotes context
awareness of the aforesaid information models, hence its module types—user and build-
ing. The event module type is also added in this model as per the scope of the ontology.

5. Ontology Description

This section describes SBEO based on the knowledge acquired from the literature and
the specification mentioned in the previous sections. SBEO reuses various concepts from
the existing ontologies such as FOAFET], Semantic Sensor Network Ontology{ﬂ The Or-
dered List Ontolog and SEAS Building Ontolog On the contrary, some ontologies
e.g., Indoor Navigation Ontology (INO)[58]], User Navigation Ontology (UNO)[58]], User
Tracking Ontology (UTO)[28]], are not available online. Therefore, the relevant concepts
are borrowed by sbeo namespace.

Fig. [I] shows the Smart Building Evacuation Ontology (SBEO) in a nutshell. SBEO
encompasses three main parts, (i) User model, for specifying characteristics and rela-
tions of buildings’ occupants; (ii) Building model, for describing buildings topology and
infrastructures installed in them; and (iii) Context model, for representing the dynamic
changing state of buildings and occupants.

Fig. [2| shows the core concepts of Smart Building Evacuation Ontology (SBEO). In
the following, we describe each of the models in more detail.

10 http://xmlns.com/foaf/spec/

1T https://www.w3.org/TR/vocab-ssn/

12 http://purl.org/ontology/olo/20100723/orderedlistontology.html
13 https://w3id.org/seas/BuildingOntology-1.0
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Fig. 1. Smart Building Evacuation Ontology (SBEO) in a nutshell

5.1. User Model

The User Model is used to represent the demographics, physical abilities, and people pref-
erences (e.g. type of route or notification means). The demographics part includes the ba-
sic information about a person using object (acquaintanceOf and responsibleTo)
and/ data properties (e.g. foaf: firstName, foaf:lastName, foaf:gender, fo
af:age, and id).

A route or even a route element (e.g., space in the route) may not be appropriate for
a specific person (or group of persons). Thus, it is crucial to model the physical abilities
of individuals for personalized route selection. Ontologies like User Navigation Ontol-
ogy (UNO)[26] and General User Model Ontology (GUMO)[21]], provide a core knowl-
edge base for users and their characteristics by modeling the abilities such as mental
abilities, mobility capabilities, along with their quality. In the same way, the physical
abilities of users are conceptualized in SBEO based on UNO and GUMO. Furthermore,
we know that we can only describe a binary relation (i.e., either between two individu-
als or an individual and a value) in Semantic Web languages (e.g., RDF or OWL). As
a solution, we may use n-ary design pattern to link an individual to more than one in-
dividual or even a value. A potential reader may consult [39] for further information.
Thus, we also exploit n-ary relations to make use of the aforementioned concepts to as-
sociate them with a user. A new concept, PersonAbility, is also introduced to ex-
press the ability (using hasAbility property ) of each person, together with its qual-
ity (using hasQuality property. Note that the Ability class is similar to UNO and
GUMO. Under this parent class, other sub-classes are introduced to mention different
types of abilities such as MentalAbility, SpatialAbility, SensorAbility
and MobilityAbility.

In terms of navigational preferences, three relations—hasNavigationalType,
route Preference, and meansOfNotification-are used. For example,
hasNavigati onalType relation is used to express what type of navigation is pro-
vided to (or performed by) a person. The possible types of navigation can be
AssistedNavigation, AutonomousNavigation, Collborative
Navigation or MultiObjective Navigation.In AssistedNavigation,a
person is assisted by another person or a machine to perform a specific activity. In
AutonomousNavigation, a person plans and executes their path without any hu-
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Fig.2. Core concepts and relationships of Smart Building Evacuation Ontology (SBEO).
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man or machine intervention. In CollaborativeNavigation, two or more persons
are involved that may or may not have same objectives. Lastly, in MultiObjective
Navigation, there can be various tasks to be done in it, such as visiting numerous
points of interest, picking up multiple dependent persons.

Similarly, an individual may use routePreference relation to specify their route
preference, such as shortest path and simplest path[14]. meansOfNotification prop-
erty is used to choose the method for notifying a person about any piece of information
related to space, route, activity, event, or any route element (e.g., door, stairs, waiting
zone, assembly point, entrance, exit). An instance of user model is given in Fig. El

sbeo:AbilityToHear

hasAbility

md—hasQuality orPerson
=B ‘PersonAbility1

/Classes 3

1 Object Properties | [ 0E (T AT 13
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orPerson meansOfNotification
hasAbility ——

. foaf:age
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Fig. 3. User modelling

routePreference-s-Ealyld Ea et

5.2. Building Model

In this model, concepts related to the geometry (or structure) of the building are described.
Other spatial information about the building is also taken into account, such as sensors,
fire safety equipment.

Geometrical elements. Geometrical elements are mentioned with the help of Space
concept that represents any physical space. The type of a building and the specific site of
any building can be described using seas :Buildingand seas: SiteOf Building
respectively. All other atomic parts of a building (e.g., room, hall, door, stairs) are men-
tioned as the sub-classes of seas :BuildingSpace. These atomic elements use locat
edIn property to mention where these are located in a specific building, whereas partOf
property is use to mention which building or an atomic part of the building belongs to
which other building. If any space is connected or adjacent to any other space, connecte
dTo and adjacentTo properties are respectively used to express that relation between
them. Similarly, as each space, e.g., seas:Corridor, seas:Hall, seas:Escalat
or, has a specific shape, data properties such as length, width, height, base,
radius, and area, are defined. Additionally, accommodation Capacity property
is used to express the accommodation capacity of a space in terms of persons where as,
another data property named relativeOccupancyRat io isintroduced that states the
ratio of occupied to total usable (accommodationCapacity) space. Congestion
can also be expressed using a boolean property named as hasCongestion. Aninstance
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of building geometry model is given in Fig. [ that represents a Kids Area, along with the
properties as mentioned in this paragraph.

:Classes” ) . <
1 Object Properties relativeOccupancy

A
!
| Data Properties |
[}
[}

i Literals
:KidsRoom

_______________

.<—accom modationCapacity connectedTo, -Corridor10
-Sensor installedin
sosa: a

:KidsRoomLocationSensor

sosa:madeBySensor a M - 0sa:Observation
sosa:hasSimpleResult

:PersonDetection

Fig. 4. Building space and sensor modelling

Routes. A route is sequence of connected spaces which is used to go from a start-
ing point to a destination. We can also represent the geometry of a building as a graph,
consisting of nodes and edges, such that it can be used for routing purposes. The exist-
ing approach in RDF vocabulary for specifying sequences (e.g., a route in this case), i.e.
rdf:1list, is not efficient because finding or accessing any specific element in the se-
quence is tiresome. To be precise, it doesn’t allow to access an element with an index. As
a solution, Ordered List Ontology (OLO) provides a simple data structure to express the
ordered lists, that can also be used to represent the routes. Moreover, the elements of the
routes can also be accessed easily.

In this regard, Route is conceptualized as a sub-class of 01o:0rderedList, and
RouteElement is introduced to represent the nodes and edges of a graph based on the
information about the building structure. The edges and the nodes of a graph are repre-
sented with the help of Passage (e.g., corridor, door, elevator, stairs) and RoutePoint
(e.g., entrance, exit, waiting zone, assembly point) concepts respectively. It is a choice of
an ontology user how he/she wants to express the routes. For example, e.g., either us-
ing nodes or edges. In terms of usage,Route is allocated to any SocialUnit using
assignedRoute relation.

In terms of travel time, TravelTime class is defined with the help of n-ary relation.
In this class, the time (using hasValue) from one point to another point (using origin
and destination properties respectively, e.g., Room, Door, AssemblyPoint,Exit)
can be mentioned for a specific person (i.e., forPerson).

Elements other than the building structure. Device concept is used to express the
elements that are not a part of building structure. It includes IncidentProtectionDev
ice, Displayscreen, Telephone, etc. In addition, some concepts and properties
are reused from SOSA ontology [24], to express the sosa:Sensor and its values. In
terms of relations, installedIn property is used to mention the location of the space



64 Qasim Khalid et al.

where a device is located (either permanently or movable), where as uses property is
used to state who is using a specific device. An instance of a sensor is shown in Fig]

5.3. Context Model

The context model describes the concepts related to the situation of building and its oc-
cupants.

Activity and Event. By definition, activities are different from events. Because an
activity is the happening that is being done by someone, for example visiting a museum,
whereas an event is the happening of something, for example a fire in a museum. Due to
this reason, Event and Act ivity concepts are stated separately. To cover the temporal
dimension of them, hasTimeDuration, endedAtTime, and startedAtTime are
used, respectively, to express the total time duration, ending time, and starting time, of
any activity or event.

Some particular events are also defined in SBEO. For example, an Incident that
expresses an unexpected event or occurrence that may result in property damage or may
cause a serious injury or illness to people. Furthermore, it has also been classified in some
evacuation-related concepts, such as Congestion and Panic (including Stempeding).
In addition, activities may also be divided into different categories, such as Navigation,
EmergencyActivity, Visit, whereas a social unit who is involved in a specific ac-
tivity is linked with it using per formedBy relation.

SBEO also conceptualizes intensity, severity, and the impact of an event or activity. As
we know that the impact and the severity of an event or activity may differ for each person,
we created n-ary relation to express these concepts in the ontology. On the other hand, the
intensity of any event or activity remains the same for everyone. Thus, it is expressed
using a class Intensity, along with a hasIntensity relation. Fig.[5] shows a fire
event (i.e., :Firel) and and evacuation activity (i.e., :Activity 1), along with their intensity,
severity, and impact.

_______________

:Firellmpact

sbeo:Eventimpact g Ali : Data Properties §
. : . ) i Literals !
sbeo:EventSeverity o &:E:Fire1Severity hasSeverlty—bw \ Individuals 4

Fig. 5. Activity and event modelling
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State and status of individuals. Various states and statuses of individuals related to
their motion, navigation, fitness, and deviation, are also described in SBEO. For example,
the state of their motion is expressed with the help of motionState property whose
range can be either of the instances of Mot ionState class. These instances are explic-
itly enumerated as Standing, Walking, Scooting, Running,and Rolling (e.g.,
persons who use a manual wheelchair). The state of the navigation of the individuals using
hasNavigationState whose range can be either of instances of Navigational
State class (i.e., DeviatingFromPath or FollowingPath). The deviation is fur-
ther divided into multiple types using hasDeviationState relation, whose range can
be one of the individuals of DeviationStateclass,i.e., NoDeviate, RareDeviate,
OftenDeviate, or TooOftenDeviate.

In terms of status, hasActivityStatus relation is used to express the instan-
taneous information about an activity being performed by an individual whose range
can be one of the instances of ActivityStatus class, for example Evacuating,
Evacuated, Visiting, PickingUpDependents. Furthermore,
hasFitnessStatus property states the fitness status of a person that can be either
Fit, Exhaustedor Injured.

Group and role in a context. Two or more persons can be expressed as a Group if
they are involved in any common activity (e.g, Evacuation, Visiting,
PickingUpDep endents), having family- or friend- ties or an acquaintance, or shar-
ing a common space (e.g., located in the same building, room or building floor). In ad-
dition, hasMember and size properties state the members and the size of a group
respectively. If a person becomes responsible or a leader of a social unit (e.g, person or
even a group), he/she can also be expressed with the help of responsibleTo property.

In terms of role, RoleInContext concept is introduced based on n-ary design pat-
tern. It consists of three properties named role, player, and context, to express the
information about a role of a person, the person identity, and a context (e.g., Activity,
Event or SocialUnit) in which a person is playing that role, respectively.

Space safety and accessibility. The safety of a particular space tells us how safe the
space is, for a specific person (or types of persons). On the contrary, the accessibility
of a space tells us how accessible the space is, for a specific person (or types of per-
sons). Due to this reason, as the safety and the accessibility of a particular space may
differ from one person (or types of persons) to another, two different parameters are in-
troduced; SpaceSafety and PersonAccessibility. Both of these concepts are
linked with the specific space using of Space property whose safety/accessibility is re-
quired to mention, while hasValue and forPerson properties are used to express the
safety/accessibility value of that particular space and the relevant persons associated with
that value respectively. These concepts can be seen in Fig.[6] along with their usage. Note
that the range of hasValue property of each parameter is taken as a fraction because
it is a choice of the ontology user that how he or she wants to exploit it in a specific
application.

In the context model, some other information related to building spaces is also de-
scribed using various properties. It is as follows:

1. relativeOccupancyRatio - expresses the ratio of occupied to total usable (i.e.,
capacity) space.
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sbeo:PersonAccessibility g ot}

a sbeo:SpaceSafety

ofSpace%ofSpace
forPerson—%—forPerson
hasVaIue—n-. .q—hasVaIue

Fig. 6. Space safety and accessibility modelling

2. accompanying - arelation to mention who is accompanying whom in a particular
space.

3. speedFactor - avalue bound to any space (if applicable) that may affect the speed
of individuals while passing through it. By default, it is equal to unity, but can be
changed depending on various factors, such as Congestion, relativeOccupan
cyRatio.

4. hasAvailabilitystatus - states the availability status of any device, space or
route as one of the instances of AvailabilityStatus class (i.e., Available
or UnAvailable).

5. excludedFor - mentions any specific space that is not preferred (or incapable of
accessing) by a person.

Potential Inferences. Inference in Semantic Web is a method of discovering new relation-
ships between resources based on the existing data from the vocabulary. In this regard,
some relationships are also inferred in SBEO based on the existing relationships among
the individuals (instantiation) of the concepts. These are as follows:

— Functional: hasAbility, hasAvailabilityStatus, hasDeviation$S
tate, hasFitnessStatus, hasImpact, hasIntensity, hasSever
ity, hasValue, hasQuality, hasMotionState, hasNavigationa
1State, foaf:age, foaf:gender, accommodationCapacity, rel
ativeOccupancyRatio, hasCongestion, startedAtTime, endedA
tTime, hasXTimesDeviated, area, base, height, length, rad
ius, size, speed, width, olo:ordered_list, olo:next, desti
nation, origin, upper, lower

— Inverse Functional: olo:previous, upper, lower

— Transitive: accompanying, installedIn, leadsTo, partOf

— Symmetric: leadsTo, accompanying, acquaintanceOf, adjacent
To, connectedTo

— Asymmetric: responsibleTo, locatedIn

— Reflexive: acquaintanceOf

— Disjointness: ad jacentTo and connectedTo, endedAtTime and sta
rtedAtTime

— Inverse: lower and upper, olo:next and olo:previous, olo:or
dered_list and olo:slot
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6. Evaluation

Turchet et al. [59] mentioned that ontology designing is somehow a matter of subjectivity
similar to the implementation of an algorithm, which is an interpretation of the computer
programmer. Hlomani and Stacey [22]] discussed several approaches, methods and metrics
to evaluate an ontology. They found out that there are two major perspectives which are
needed to evaluate any ontology; quality and correctness. Accordingly, SBEO is evaluated
using various formal methods and approaches, and metrics, to find out its quality and
correctness.

Ontology Metrics. Fernandez et al. [[17]] proposed twelve different measures to eval-
uate the ontology in terms of its generality and performance. In this study, we have short-
listed some of these metrics that fit the scope of SBEO. These metrics give an insight to
the potential user of the ontology in terms of concepts and their relationships, popularity
(i.e., current usage), and reliability (or availability).

Table 2. A comparison of SBEO with other ontologies in the field using ‘Knowledge
coverage and popularity measures’ proposed by Fernandez et al. [[17]]

No. of properties Indirect popularity

Ontology No. of classes No. of individuals Direct popularity

Ontology Imports

Data  Object (Direct, Indirect)

Classes Properties

SBEO 191 31 52 33 low 0,0 20%  18%
(Bili:‘l?iig) 102 3 32 5 low 1,8 34%  85%
SOSA 16 2 21 1 high 0,0 0% 0%
SSN 23 2 36 2 very high 1,1 21%  58%
empathi 237 98 171 10 low 9,0 31%  98%
BOT 10 1 16 5 medium 0,0 0% 0%

Table [2] shows a comparison of these ontology metrics of SBEO with other ontolo-
gies in the field and which are cited in the related works section. In the table, the number
of properties is further divided into two sub-columns; object properties and data proper-
ties. As for the proposed ontology, there are 191 classes and 83 properties (both object
and data) described in it in which 40 classes are reused from other ontologies, and the
remaining 151 classes are created from scratch. The term direct popularity means how
many existing ontologies are importing the given ontology, whereas inverse popularity
[59] means how many concepts and properties are imported from existing ontologies to
develop the given ontology. In this regard, as SBEO has been developed recently, its di-
rect popularity is low. On the other hand, in terms of indirect popularity, concepts and
properties from various four existing ontologies (i.e., seas, olo, sosa, foaf) are used in
sbeo.

Oops! Pitfall Scanner. We have evaluated SBEO using a tool named Oops! Pitfall
Scanner [43] that assesses an ontology qualitatively by checking its quality across three
various dimensions, namely: structural, functional and usability-profiling. In addition, it
also examines the consistency, completeness and conciseness of an ontology.
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Among 41 pitfalls (i.e., checking points), 3 minor (i.e., PO8, P13,and P22) and 2 im-
portant (i.e., P11 and P30) pitfalls have been identified due to: (1) missing annotations;
(2) the absence of inverse relationships; (3) naming convention other than CamelCase;
(4) missing domain/range; (5) some concepts seem equivalent. As regards, first, third and
fourth points, depends on the concepts we have reused from the existing ontologies (i.e.,
SEAS, SOSA/SSN, OLO, FOAF) in SBEO. For the second point, most of the properties
are either n-ary relations or do not support an adequate converse term, therefore these are
exempted from this rule [62]. The justification of fifth point is, all of these concepts have
different meanings in the proposed ontology, hence they will be kept in their current form.

The results from this tool imply that the quality of the proposed ontology meets the
best practices. Consequently, critical problems related to modelling and reasoning might
be avoided, such as logical inconsistencies or undesired inferences.

Reasoners to find any inconsistency. Three different reasoners—FaCT++ (version
1.6.5) [57], Pellet (version 2.2.0) [53]], HermiT (version 1.4.3.456) [51]—have been used
to check the logical consistency of SBEO, and no inconsistencies have been found in
it. It implies that the SBEO classes may have instances (OWL individuals), and useful
knowledge can be inferred from it.

Answering Competency Questions (CQs). The competency questions (CQs) are an
important part to evaluate an ontology. In this regard, SPARQL-based queries are used to
answer the competency questions stated in section 4] Due to the space issue, the answer
to each CQ can be found here[iﬂ

MIRO: Minimum Information for the Reporting of an Ontology Matentzoglu et
al. in [36], defined some guidelines named Minimum Information for Reporting an Ontol-
ogy (MIRO). According to them, MIRO guidelines provide a better level of completeness
and consistency to an ontology documentation. Hence, SBEO is described using MIRO
guidelines. The reponE] can be found on Github repository.

Task-based Evaluation - A Use-case Task-based evaluation is one of the methods to
evaluate an ontology by measuring the quality of the results a specific application delivers
[48]]. In this regard, a simple scenario is described where SBEO is used to define the
semantics for a smart building evacuation system. Due to the lack of the space the use-
case of the scenari can be found on Github repository.

7. Application example: CAREE

In this section, we describe a Context-Aware Emergency Evacuation (CAREEfZ] sys-
tem, which uses SBEO ontology for knowledge representation. CAREE uses complex
event processing and semantic stream reasoning technologies for analysing streams of
data coming from sensors installed in a smart building, identifying emergency conditions
(e.g. hazardous situations that can be dangerous for the safety of the occupants of the
building) and proposing safe and efficient individual evacuation routes to the occupants

14 https://github.com/qasimkhalid/SBEO/blob/master/Competency %20Questions.md
15 https://github.com/qasimkhalid/SBEO/blob/master/MIRO%20Evaluation.md

16 https://github.com/qasimkhalid/SBEO/blob/master/Examples/SmallOfficeSpace/Documentation/
SBEO_TaskBasedEvaluation_SmallOfficeScenario.docx

17 https://github.com/qasimkhalid/CAREE
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of the building according to the context (status of the building and people’s characteris-
tics).

Fig.|7|shows a block diagram of CAREE architecture. The raw data from sensors (raw
events) are annotated using SBEO and organised in several data streams according to their
type (e.g., locations of people, temperature, humidity, and smoke).

#SBEO

Decision Making Action Events Physical World
Knowledge Base Module Controller
(Schema + Data)
P Actions

Y

Actuators

#SBEO

Dynamic
Information

| Route Planning | |
Module

Data from \\Raw Events Data
Sensors Organization

i| Data Stream 1
Data Processing
Module Domain Data

Data Stream 2
; : : Events
H Data Stream N :

Fig.7. The architecture of Context-Aware Emergency Evacuation (CAREE) software

The Data Processing Module aims to generate contextual information by processing
data streams and static knowledge (i.e., building topology, user information). We use C-
SPARQL[6]), an engine for processing continuous streams of RDF data. C—SPARQLPE]
queries are attached to specific data streams to identify patterns in the data and generate
pieces of contextual information (e.g. movement of people, fire detection, etc.). The con-
textual information is generated using SBEO ontology and is stored in an RDF repository
on a real-time basis. For example, if Sensorl detects PersonA, and Sensorl is installed in
Officel then the triple (PersonA sbeo:locatedIn Officel) is added to the context repository.

The Decision Making Module processes the information from Domain Data Events
and the knowledge base running SPARQL queries. If a building evacuation is needed, it
communicates with the Route Planning Module to get the optimal routes for each person.
The Route Planning Module calculates available, safe and accessible routes to the persons
depending on their physical characteristics and preferences, as well as the instantaneous
situation of the building. Lastly, the Decision Making Module generates relevant Action
Events according to the predefined criteria.

The actions events are then fed to the Physical World Controller such that specific ac-
tions could be performed as remedies to these events, such as assigning routes to persons,
making hazardous spaces unavailable, and informing persons about the Points of Interest.
The Physical World Controller works as a bridge between the system and the physical
world (Actuators, i.e. IoT devices).

We have developed an agent-based simulated environment to test CAREE, where each
person is considered a separate agent in a common and shared environment. We used Java
and SPARQL languages for its development. Also, we have exploited Apache Jena and

18 C-SPARQL language is a variation of the SPARQL query language for RDF, including stream processing
characteristics such as windows and continuous processing
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C-SPARQL frameworks to extract and update the SBEO-based data model. The simula-
tor replicates the free-flow movements of people between two nodes that share a common
arc and generates the values of Temperature, Smoke, and Humidity sensors, in a custom
format. These simulated values are then fed into CAREE in the form of data streams after
a customized time interval (e.g., one second). This simulated environment is determin-
istic in nature, and a scheduler is used to carry out the movement of each person in the
building that gets updated after every timestep (e.g., one second). As soon as, any hazard
is detected and the evacuation process is set off, the evacuation route (i.e., a path from
a person’s location to the nearest and feasible exit) is calculated in terms of timesteps
and updated in the scheduler. Later on, the scheduler simulates the movement of the per-
sons on each timestep until they reach their destination (i.e., exit). Once, a person reaches
his/her destination, he/she is eliminated from the scheduler. Listing 1 shows a snapshot of
the output of the simulator. This is updated after every timestep.

//Edge

(node#, node#) | cost | safety value | capacity
(nodel, node2) 10 0.5 2
(nodel, node3) 15 0.3 3
(node2, node3) 20 0.1 1
//Node

node# | safety value | capacity | No. of persons positioned at a node
nodel 0.0 14 2
node2 1.0 10 1
node3 0.4 10 0
node4 0.6 16 3
//Person

person# | location of a person

personl nodel

person?2 node2

person3 nodel

//Inaccessible edges list

person# | list of edges that are not apt for evacuation
personl {} //empty set

person2 { (nodel, node3)}

person3 { (node2, node3)}

Listing 1. Simulator output after every timestep.

According to the scope of the paper, we ran a simple scenario of a building floor
in our simulated environment, as shown in Fig. B} Each entity, such as space, floor exit,
and fire extinguisher, is represented using Smart Building Evacuation Ontology (SBEO).
Also, specific attributes of spaces, such as accommodation capacity, connections with
other spaces, and the distance between the connected spaces (e.g., cost of each Origin-
Destination (O-D) pair), are expressed.

In addition, the building floor is further represented as a graph G = (N, A), as seen
in Fig. [0 with 17 nodes, where each node in N represents an entity shown in Fig. [§]
e.g., closed space, junctioﬂ point of interest, or entrance or emergency exit. On the
other hand, A represents the arcs between the connected nodes. We also assume that each
node, as seen in Fig. [§|with a diamond symbol, is equipped with four types—Temperature,
Smoke, Humidity, and Human Detection—of sensors and modelled using SBEO. In the
end, we also modelled ten persons (including their demographics and physical character-
istics) using SBEQ, in which two of them are mobility impaired.

19° A junction is an imaginary route element that connects multiple corridors or other route elements (i.e., nodes).
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Fig. 8. A building floor plan with an entrance (which may also be an exit), an emergency
exit and some closed spaces
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Fig. 9. Network modelling from a smart building floor plan. Nodes are labelled as names
and Ids, and Arcs between two connected nodes are expressed as lines.
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The access to a specific space is determined with the help of a
sbeo:hasSafetyValue in SBEO. For this particular application scenario, it ranges
between 0 and 1, which express the minimum and maximum safety, respectively. During
the usual conditions, the safety of all spaces is 1, as the temperature and humidity are
equal to 25 degrees Centigrade and 40%, respectively. On the other hand, we assume that
the critical safety for both arcs and nodes is 0.5. Thus, the space whose safety is less than
0.5 is not apt for evacuation for mobility-impaired persons, whereas if it is equal to O is
not apt for evacuation for anyone.

For the sake of simulation purposes, a fire event is triggered if the following conditions
are met for a particular space altogether:

1. The temperature rises to 60 degrees Centigrade.
2. Humidity is less than 20%.
3. Smoke exists.

Here, we describe the results of the simulation-based experimental setup mentioned
above. Initially, as we described earlier, at timestep g, the temperature (temp) of each
space was 25 degrees Centigrade, the humidity (h) was 40%, and the smoke (s) was
not detected. After each time interval (i.e., one second in this experiment), the tempera-
ture value of each sensor was randomly updated within the range of temp;, , + 5 and
temp:, , — 2, where x is an integer that increases after each timestep, ¢. Based on the
temperature value of a sensor, the humidity and safety values of the same sensor are also
updated. For example, at timestep t4, Officel (i.e., Node 7) had a safety value of 0.87,
and one person was in it. Similarly, the corridor (i.e., arc) between Officel and Office2
(i.e., (Node 7, Node 5)) had a safety value of 0.88. It implies that every person can access
Officel and the corridor between Officel and Office2. Furthermore, Person6 is located in
Officel (i.e., Node 7).

Suddenly, at timestep ¢1g, fire event is detected on the arcs between POII and J1 (i.e.,
(Node 17, Node 16)) and OpenHall2 and OE4 (i.e., (Node 4, Node 9)). Subsequently,
their safety values are also reduced to 0.44 and 0.47. As a result, the Decision Making
Module updates the safety of these arcs not to be apt for evacuation to mobility-impaired
people and sets off the evacuation process.

Once the evacuation process starts, the details of accessible space nodes depending on
the allowed safety values concerning the type of each evacuee, along with the location of
each person, are sent to the Route Planning Module. This module calculates feasible, and
shortest paths using Dijkstra’s Algorithm [[13]] for each person to evacuate the building by
reaching either of the exits (i.e., FEI and FE2) from their current locations. We assume
that one unit cost equals one timestep. For example, if a cost of an arc between two nodes
is five units, it takes five timesteps to traverse that arc. Thus, the total cost of a path is
equal to the cumulative cost of all the arcs involved. In this regard, each person evacuated
the building (i.e., reached one of the safe exits) corresponding to the time equal to the cost
of the complete route found and assigned to them by the algorithm.

8. Conclusion and Future Work

In this paper, a light-weight, but comprehensive, ontology was proposed for route rec-
ommendation in smart buildings during both normal and emergency conditions. The pro-
posed data model provides the concepts and relationships for an efficient route planning in
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smart buildings. It includes the information about users, buildings and the context aware-
ness.

The creation of the ontology is motivated by the need for facilitating the interoper-
ability of smart gadgets and IoT-enabled buildings. The ontology is developed using a
well-known methodology (i.e., METHONTOLOGY), and design patterns recommended
by W3C. Furthermore, the ontology was evaluated using various metrics and methodolo-
gies, found consistent, and considered applicable in its domain. The proposed ontology
is compatible and integrated with some popular ontologies such as SOSA, FOAF, SEAS,
etc.

As a future work, we plan to integrate SBEO with the digital twin of a smart building
in order to test its applicability and reliability. Afterwards, we will discuss the acquired
results with the emergency response officers such that we might compare these results
with the real data captured by them. That will allow us to evolve and evaluate the ontology
based on the potentially expected real-world use-cases.
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