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Abstract. The secure data sharing across data domains in cloud-edge collabora-
tive environment faces challenges of low data access control efficiency and a lack
of dynamism. In this work, we proposed FPCA, a fully constant-length and pol-
icy updating cross data domain access control for cloud-edge collaborative envi-
ronment. FPCA address the above challenges by proposing three algorithms: the
Multi Data Domains Key Generation (MDKG) algorithm maintains constant secret
key length and enables cross data domain access without attribute conversion, the
Constant-Length Ciphertext Encryption (CLCE) algorithm maintains constant ci-
phertext length, reducing decryption overhead, and the Access Policy Update (APU)
algorithm updates the access policy with constant-length update message and low
computational complexity. Security analysis demonstrates FPCA resist key forgery,
collusion, and chosen-key attacks while ensuring backward security. Simulation ex-
periment shows that FPCA outperforms existing schemes. For FPCA, the storage
costs are only 50% to 80% of other constant-length ABE schemes, the communi-
cation costs remains at 0.38-1.27 K B between entities, the time costs of access
policy update and cross data domain access remain around 8.4 ms and 30.4 ms,
respectively, and are lower than other similar schemes. These results confirm the
efficiency of FPCA in achieving secure and dynamic cross data domain access in
cloud-edge collaborative environment.

Keywords: Cross Data Domain Access Control, Constant-length Secret Key, Constant-
length Ciphertext, Access Policy Update, Cloud-edge Collaborative Environment.

1. Introduction

Cloud-edge collaboration technology has promoted the development of the Internet of
Things (IoT), improving the scale and efficiency of data sharing across different data
domains. By 2030, the total number of IoT devices worldwide is expected to reach 50 bil-
lion [13]. Cloud servers provide powerful data storage services, edge servers can preload
data from cloud servers, and users interact with nearby edge servers to share or retrieve
data of interest from any data domain [19]. Cloud-edge collaboration technology pro-
vides low-cost and low-latency data sharing services for IoT users across multiple data
domains [26]. Unfortunately, data uploaded directly to cloud or edge servers may pose
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security risks of privacy leakage [3, 29]. For this, access control technology is essential
to ensure secure data sharing between multiple data domains [14]. Based on the issue of
privacy leakage, many works on data access control have been proposed [15-18]. How-
ever, these schemes have a huge key management burden and do not provide fine-grained
access control, which is unsuitable for a cloud-edge collaborative environment with many
10T users.

To realize fine-grained data access control, Attribute-Based Encryption (ABE) [21,22]
has been proposed. ABE provides fine-grained access control by setting attributes and for-
mulating access policies [5,22]. In cloud-edge collaborative environments, the data that
users need to access usually comes from different data domains (Multiple data domains
belong to the same trust domain, with different attribute sets between them) [11,19]. How-
ever, traditional ABE does not support data access across multiple data domains, and the
length of the ciphertext and secret key increases as the number of attributes increases [21],
generating massive consumption of computing resources for both servers and users, and
reducing the efficiency of data access control [3]. In addition, in the cloud-edge collabora-
tive environment, the Internet of Things must support dynamic user management to adapt
to flexible access control permission change requirements, while traditional ABE can-
not dynamically adjust user access control permissions. Thus, developing an efficient and
dynamic cross data domain access control mechanism for the cloud-edge collaborative
environment is essential.

To realize data access control across multiple data domains, several schemes use at-
tribute conversion technology to achieve cross data domain access control [4, 20]. For
example, [20] establishes conversion relationships between different attribute sets in dif-
ferent data domains that can convert its own secret key to a valid secret key in the target
data domain. Nevertheless, there are different conversion methods between different at-
tributes, which require the storage of multiple conversion keys and bring a high cost of
attribute conversion calculation to IoT users. In addition, some attributes may not have a
conversion relationship between them, resulting in inflexible key conversion across data
domains. [4] consolidates the attributes of multiple data domains into a secret key and [10]
embeds the attribute information from multiple data domains in ciphertext to eliminate the
attribute conversion operation. However, multiple data domains contain a large number of
attributes that significantly increase the length of ciphertexts and secret keys, which also
burdens IoT users. [9] can keep the length of the secret key and the ciphertext constant.
Unfortunately, this scheme cannot support cross data domain access control. Therefore,
maintaining constant ciphertext and secret key length while reducing computation across
multiple data domains in cross data domain access control to improve access control effi-
ciency remains a challenge.

To achieve dynamic user access control, many schemes have been designed to up-
date access policies [12, 25]. For example, [25] sets the version number for ciphertext
and secret key, and uses a re-encryption key to update the access policy. This scheme
requires updating both the ciphertext and the secret keys of all unreleased users simulta-
neously. [12] uses the Attribute Cuckoo Filter (ACF) to dynamically adjust access policies
and only needs to update the ciphertext. However, this scheme needs to update the ver-
sion number of each ciphertext component and conduct secret sharing of the ciphertext
again, equivalent to recalculating the ciphertext. [6] and [30] divided the attributes in the
access policies into different types, which can reduce the calculation of the old attribute
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part in the ciphertext. However, in order to prevent adversaries from using old secret val-
ues to decrypt ciphertext, the secret value of the ciphertext needs to be reselected and the
secret shared again, which still requires a lot of computation and makes the efficiency of
dynamic access control remain low. Therefore, designing an efficient dynamic access con-
trol mechanism with low computational complexity to update the access policy remains a
pressing challenge.

In this work, we propose an efficient and dynamic cross data domain access control
scheme with policy update for a cloud-edge collaborative environment. To minimize the
consumption of computing resources for cross data domain access control, we designed
the Multi Data Domains Key Generation (MDKG) algorithm and the Constant-Length
Ciphertext Encryption (CLCE) algorithm to achieve efficient cross data domain access
control. In MDKG and CLCE, we encode and polymerize attributes across multiple data
domains by attribute encoding summation and group element multiplication that can re-
duce and maintain the length of the secret key and the ciphertext, respectively, which can
reduce the computational resource consumption for IoT users. To achieve dynamic user
access control, we also designed an Access Policy Update (APU) algorithm that updates
the access policy with constant-length update message and low computational complexity.
In summary, the contributions of this work are as follows:

1. We propose FPCA, a fully constant-length and policy updating cross data domain ac-
cess control for cloud-edge collaborative environment, which achieves efficient, fully
constant-length cross data domain access control and can update the access policy
with low computational complexity.

2. We propose the MDKG algorithm to improve the efficiency of cross data domain
access control. The MDKG keeps the secret key length constant, allowing IoT users
to efficiently access data from other data domains without any conversion operation.

3. We propose the CLCE algorithm to reduce the computational resource costs of IoT
users and servers, keeping the ciphertext length constant and reducing the decryption
calculations for IoT users.

4. We propose the APU algorithm to achieve dynamic access control, updating the ac-
cess policy with constant-length update message and low computational complexity.

The remainder of this article is organized as follows. Section 2 discusses related work
relevant to our proposed research, while the preliminary, system model, and threat model
are introduced in Section 3. The multiple data domain model, the proposed FPCA, and
the correctness analysis are presented in Section 4. We perform a security analysis in
Section 5. We analyze and evaluate the performance of our FPCA in Section 6, and finally,
concluding remarks and future directions are presented in Section 7.

2. Related Work

2.1. Cross Data Domain Access Control

To address the problem of data access across multiple data domains, Huai et al. [8] pro-
pose a data sharing scheme across data domains. However, this scheme has system secu-
rity issues and may be threatened by various attacks during data sharing. For better secu-
rity, many schemes [20, 23] proposed blockchain-based data access schemes across data
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domains. Using the immutability of blockchain to ensure security. Sun ef al. [20] estab-
lishes a conversion relationship between the attributes of each data domain and converts
the attributes in the secret key of the IoT user to other attributes in the corresponding data
domain through the conversion relationship. However, these schemes need to perform a
large number of attribute conversion operations for cross data domain access, which im-
poses a heavy burden on IoT users and reduces the efficiency of access control. Fan et
al. [6] consolidates the attributes of different data domains into a single secret key, allow-
ing users to access data from different data domains with a single secret key. In addition,
Li et al. [10] consolidates the attributes of different data domains into one ciphertext, al-
lowing the ciphertext of a certain data domain to be decrypted by users of other different
data domains without the need for additional attribute conversion operations by users.
However, the length of the secret key and the ciphertext in these schemes will increase
with the number of attributes and data domains, reducing the efficiency of access con-
trol. Yannis et al. [27] proposed an attribute compression scheme that reduces the number
of attribute-related components in both the ciphertext and secret key, thus reducing their
lengths. However, the lengths of the ciphertext and secret key still increase with increasing
number of attributes. Thus, some constant-size ABE schemes [1,2,7] have been proposed.
Allison et al. [1] and Wu et al. [2] can achieve a constant-length ciphertext, but the length
of the secret key still increases with the number of attributes. Fan et al. [7] can achieve
both the length of the ciphertext and the secret key constant, improving the efficiency of
access control. However, these schemes cannot achieve cross data domain access control.
Therefore, we design an efficient cross data domain access control scheme that removes
the attribute conversion operation and keeps both the secret key length and the cipher-
text length constant to improve the efficiency of data access control across multiple data
domains.

2.2. Access Policy Update

To improve the efficiency of access policy update, many schemes [10, 28] use the re-
encryption key as the update key to update the ciphertext. Xue et al. [24] proposed an
access policy update scheme for hidden access policies, improving the security of the
access policy update. However, the computational cost of the update calculation in these
schemes increases with increasing number of attributes in the ciphertext. Fan et al. [6] di-
vided the attributes in access policies into three types that can reduce the computation of
parts of the ciphertext that do not require updates. Thus, reduces the computational com-
plexity of the update of the access policy. Zuo et al. [30] proposed a blockchain-based
access policy update scheme that also divided attributes of access policies into different
types to improve the efficiency of policy update and use the blockchain to improve secu-
rity. However, these schemes cannot maintain a constant length of the ciphertext, and the
computational cost of updating the old ciphertext increases as the number of attributes in
the ciphertext increases. Additionally, when updating the access policy for ciphertext, to
prevent adversaries from decrypting the updated ciphertext with old decryption results, it
is necessary to set a new secret value and perform the secret sharing calculations again,
resulting in low update efficiency of the access policy and reduced flexibility of access
control. Fan et al. [7] add a timestamp to user’s attribute set and access policy. By up-
dating the timestamps in the access policy, [7] can significantly reduce the overhead of
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updating the access policy. However, it cannot modify attribute related content in the ac-
cess policy except for timestamps. Additionally, it fails to update the secret value in the
ciphertext, thus failing to meet the backward security. Therefore, we propose an efficient
and secure policy update access control scheme that implements the update calculation
with complexity O(1) and keeps the length of the update message constant to improve
the efficiency and flexibility of the data access control.

In Table 1, we compared the features between FPCA and existing related works.

Table 1. Feature Comparison on FPCA and Other Related Works

Scheme DAS  CDD  AC CCL CSKL APU BS CUM
[1] Y N N Y N N N N
[2] Y N N Y N N N N
[6] Y Y N N N Y Y N
[7] Y N N Y Y Y N Y
(8] N Y N N N N N N
[10] Y Y N N N Y Y N
[20] Y Y N N N N N N
[23] Y Y N N N N N N
[24] Y N N N N Y Y N
[27] Y N Y N N N N N
[28] Y N N N N Y Y N
[30] Y N N N N Y Y N

FPCA Y Y Y Y Y Y Y Y

Notes: DAS: Data Secrurity. CDD: Cross Data Domain Access Control. AC: Attribute
Compression. CCL: Constant Ciphertext Length. CSKL: Constant Secret Key Length.
APU: Access Policy Update. BS: Backward Security. CUM: Constant Update Mes-
sage Length.

3. Problem Formulation

3.1. Preliminary

Selective game for ABE: The selective game described in the following involves an
adversary A and a challenger C'H.

1. Init: A chooses an access policy PR; and sends it to C H.

2. Setup: C H runs the System Initialization algorithm to generate the public parame-
ters PP and the master secret key M K, CH sends PP to A.

3. Key Query 1: A submits the attribute set Uy to C'H to request the secret key, Uy
cannot satisfy 931. C'H runs the MDKG algorithm to generate the secret key SK 4
based on U4 and sends SK 4 to A.

4. Challenge: A sends two messages of equal length { My, M;} to CH. C H randomly
chooses 8 € {0, 1} and runs the CLCE algorithm to encrypt Mz based on R, and
returns the challenge ciphertext C'T to A.
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Update Ciphertext: A generates a new access policy PRa, PRy cannot be satisfied by
any U, submitted by A. A sends {CT.,R2} to CH. CH runs the APU algorithm
and returns the updated ciphertext C'T},.,, based on fR5 to A.

6. Key Query 2: Repeat the process of Key Query 1, but none of the aforementioned

7.

3.2

secret keys can decrypt C'T, or CT ey
Guess: A outputs 3 € {0, 1} as a guess of 3. If 3" = B, A wins the security game.
The advantage of A to win the security game is defined as 2 = Pr[A win] — 1/2.

System Model

The system model of our FPCA is illustrated in Fig. 1, which involves six participants: 1)
Center Authority, 2) Attribute Authority, 3) Edge Server, 4) Cloud Server, 5) Data
Owner, and 6) Data User. Their main functions are depicted below.

/ OSystem 3

> |Initialization .
! @Dc

System
Initialization . Q
CA o  mm 6
PublishPP 7~ €S 0w ___ ﬂ_ 7

Data Domain 1

Fig. 1. The System Model of FPCA

Center Authority (C' A): C A is responsible for performing the System Initialization
algorithm to generate the public parameters and the master secret key. C'A publishes
the public parameters for each entity. C'A assigns the attribute set to each attribute
authority. C'A is trusted.

Attribute Authority (AA): Each AA controls a disjoint attribute subset and is re-
sponsible for generating the secret key for the data user. A As are also responsible for
checking if the data user satisfies the access policy. AAs are trusted.

. Edge Server (ES): ES is responsible for the storage of the ciphertext. £/S is semi-

trusted.

Cloud Server (C'S): C'S is only responsible for storing encrypted data.

Data Owner (DO): DO is an [oT user. DO is responsible for developing and updat-
ing access policies. DO is also responsible for encrypting the data to be shared and
generating the ciphertext according to the access policy.
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6. Data User (DU): DU is an IoT user. DU gets the secret key from AA according to
its attributes set. DU can obtain any ciphertext of interest from E.S. Only DU that
comply with the access policy can correctly decrypt the ciphertext using its secret
key.

There are multiple data domains in the system, each data domain contains an AA
and an E'S. After C'A performs the system initialization, AA aggregates attributes from
all data domains to generate a secret key for DU. DO generates ciphertext based on the
access policy. When DU wants to decrypt the ciphertext, AA first checks whether DU
meets the access policy of the ciphertext. If it meets the access policy, DU can use the
secret key to decrypt the ciphertext. When DO wants to update the access authority to the
ciphertext, DO uses the new attribute set to generate a new access policy and an update
message accordingly.

3.3. Threat Model

In FPCA, C'A and AA are trusted, E'S is semi-trusted that will honestly execute algo-
rithms, but it may passively collude with adversary A, A can tamper with the access
policy of the ciphertext in ES, leading to data leakage or tampering. DO is trusted but
DU is semi-trusted, DU performs algorithms honestly but DU can be an adversary that
attempts to access the data of other IoT users. Assume that adversary A can obtain any
ciphertext in which it is interested but A cannot get a valid secret key that can decrypt the
ciphertext correctly. A may perform the following attacks to break FPCA.

1. Key Forgery Attack: The adversary A has an invalid secret key that cannot decrypt
the ciphertext, A tries to perform the key forgery attack to forge a valid secret key
that can decrypt the ciphertext.

2. Collusion Attack: There are two possible ways for adversaries to carry out collusion
attacks. First, multiple adversaries with no valid secret key may share their invalid
secret key with each other and try to generate a valid secret key. Second, because E.S
is semi-trusted, the adversary A can temper the ciphertext stored in £.S by conspiring
with E'S, so that A can use its invalid secret key to decrypt the tempered ciphertext.

3. Chosen-Key Attack: Adversary A can get multiple secret keys with different at-
tribute sets, but none of these can correctly decrypt the ciphertext. A attempts to
derive a valid secret key based on the invalid secret keys it acquired to decrypt the
ciphertext.

4. Attack the Updated Ciphertext: DO revoked the access authority of the adversary
A, A tries to decrypt the updated ciphertext based on its old secret key.

4. The Proposed FPCA Scheme

In this section, we first introduce the notation required for FPCA in Table 2. Then, we
introduce the multiple data domain model of FPCA, and the scheme definitions of FPCA
are defined. Subsequently, we introduce the construction of FPCA.



892 Shiwen Zhang et al.

Table 2. Notations

Parameter  Description

N Number of data domains
n Total number of attributes in Uy
At Attribute
Dm Data domain
h Attribute flag, indicating whether the attribute At is in the attribute set

CoFE Attribute location public key, utilized by DO to compute the components
related to the attributes within the ciphertext.
Ipy The access structure of DU
f(z, 1) The attribute polynomial based on access structure I to convert [ into
element in Z), to participate in the computation of ciphertext and secret key
S1, 89 The secret sharing
dmq The auxiliary decryption component

4.1. Multiple Data Domain Model

Here we first introduce the construction of the multiple data domain model. Then, we
introduce attribute encoding and attribute aggregation.

The multiple data domain model of FPCA is illustrated in Fig. 2, which can achieve
efficient data access across multiple data domains by combining attribute encoding and
aggregation. In FPCA, all data domains belong to the same trust domain. Different data
domains can manage non-disjoint attribute sets. Each data domain has an AA, AAi from
the data domain Dm,; aggregates the attribute sets sent by A A from all other data domains.

Dm, Dm, Dmy
U, = {41, At,, At,} U, ={4t,, Ats, At} Uy = {dt ), Aty At}
1, =111000 ...000 1y, =000111 ...000 I,y = 000000 ...111

Upy, ={Ats, At}

Upu = 141, 4t} Ly, = 000011 ...000
bon

1, = 110000 ...000 Upyy = {415, 4t,}

Loy I = 000000 ...101
U,y = {4, At,, At,, At,.,..., “( A4y
At(,,fz),NAt,,} ‘SKDL
Iy =Y 1py; =110011...101
o m c4 U, =U, u...0U,
20 1, =111111 ...111 Trust Domain

Fig. 2. The Multiple Data Domain Model of FPCA
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By encoding attributes, we can quickly aggregate attribute sets from multiple data
domains. Assume that Uy is the union of the attribute sets of all data domains, including
duplicate attributes, set the attribute set of the data domain Dm,, as U, = {At;|i €
[1,n]}, which is controlled by AA,, n is the number of attributes in Uy, U, C Uyp.
The order of each attribute At; in U, and Uy is fixed. We utilize attribute encoding to
generate the access structure corresponding to the attribute set. The access structure of U,
is I, = hy1..hign, wWhich is an n-bit string. If At; € U, h,; = 1, otherwise hy; = 0, Iy is
the access structure of Uy which is a bit string that entirely consists of 1, Iy = 25:1 I,.
In this way, the attribute set is converted into a bit string by encoding the attributes as 0
and 1. We select a subset Uy; = {At;|i € [1,n]} for each U;,j € [1, N]. The access
structure of Us; is Isj = Rgj1..ligjm, if Aty € Usy, hgjs = 1, otherwise hgj; = 0. Then,
after AA, in the data domain Dm,, receiving {I;|j € [1, N],j # «} from every other
AAs, AA, performs attribute aggregation through the following operation:

N
Aggregated Results = Z Is;. @)

j=1

In this way, AA, aggregates all attributes of {Us;|j € [1, N|}.

AAs in different data domains can manage a non-disjoint attribute set, and the at-
tribute codes of the attributes in the attribute set managed by each AA correspond to
different consecutive bit strings in ;. Even for the same attributes, their attribute codes
are located in different positions in the access structure when they are in different data
domains. For At; and At; in Uy, they can represent the same attribute when ¢ # j, At;
and At; belong to different data domains.

For example, in Fig. 2, C'A assigns attribute sets Uy, ...,Uyx to Dmy, ..., Dmy, re-
spectively. {Ir;|i € [1.N]} is the access structure of {U;|i € [1.N]}. DU is in Dm;.
AAq, ..., AAn assigns the attribute set Upy, ..., Upun to DU, respectively. Upy is the
union of {Upy;|i € [1, N]}, and Upy is the attribute set of DU. AA; in Dmy generates
Ipy by aggregating the access structure {Ipy;|i € [1.N]} of {Upuili € [1, N1} Ipy is
the access structure of DU. AA; generates the secret key S K py for DU based on Ipy.

4.2. Scheme Definition

The algorithms of the proposed FPCA are defined as follows:

1. System Initialization (1°) — (PP, MK): C A inputs the security parameter &,
outputs the public parameters P P and the master secret key M K. C' A assigns disjoint
attribute subsets to each A Ai.

2. MDKG (MK, PP) — (SKpuy): AA of each data domain defines the access struc-
ture Ipy for DU together and generates the secret key SKpy for DU based on
I DU -

3. CLCE (M, PP) — (CT): DO defines the access policy JR with the access structure
Iz. DO inputs the plaintext M, PP, I and outputs the ciphertext C'T".

4. Decryption (CT,ED,,SKpy) — (M): DU gets the ciphertext CT and the en-
crypted data £ D,; from ES. AA checks if DU satisfies the access policy. DU inputs
CT, ED,, and the secret key SK py and outputs the plaintext M.
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5. APU (CT,PP,MK) — (CTyew): DO inputs the ciphertext CT, PP and M K.
DO defines the new access policy R,,c., Outputs the new ciphertext C'T5, ¢y,

CA AA DU ES DO cs
-~ oy
| &
i U W
Generate
@System_ P and MK
lnltlahzatlon\ Publish PP
Define /
@MDKG— Cag:llélate
LL Calcc%lwate Encrypt M
L] with K
Send ED,
©CLCE * | Store ED,
Store
Send D CT
. Send VM |{ED,,CT}
Check if Send L or
@ NI Lo(] S dmy | Decr
Decryption 2 ED
Dwith K
Send [,
Calculate ND Send Calculate
®APU Send ) cup
Store
CTIleW

Fig. 3. The Workflow of FPCA

4.3. Construction of FPCA

In this section, we present the detailed construction of the proposed FPCA scheme, made
up of five parts: 1) System Initialization, 2) MDKG, 3) CLCE, 4) Decryption, and 5)
APU. The workflow of FPCA is shown in Fig. 3.

1) System Initialization
The System Initialization algorithm is performed by C' A and each AA.

— Step 1: C' A input Security Parameter € and chooses a bilinear pairing group BPG =
{G,G*|G x G — G*} with prime order p and chooses ¢ as the generator of G. The
bilinear pairing is defined as e(¢”, g¥) = e(g, g)*¥, where {z,y € Z,}.

— Step 2: C'A defines a hash functions H : {0,1}* — Z;. H is one-way collision-
resistant.

— Step 3: C'A sets non-disjoint attribute set {Uj;,j € [1, N]} for each data domain
Dm;,j € [1,N], N is the number of data domains. C'A defines Uy = {At;|i €
[1,7n]}, which is the union of the attribute sets of all data domains, U; C Uy, n is the
number of attributes in Uy, and n is invariant. C A assigns v € Z, and U; to AA; of
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each data domain Dmy;, j € [1, N]. We define I; as the access structure of U}, I is
represented as an n-bit string {%;...1,, }.

{hizl,AtiEUj, ?)

hi = O,AQ g Uj.
— Step 4: C'A randomly chooses {a,¢ € Z,} and sends to each AA. C'A computes

CoE = {coe; = 7" |i € [1,n]} and BI = {e(g, 9)*, g7}.
— Step 5: C A publishes the public parameters:

PP = (BPG,e(),H,g,p,CoE, BI), (3)

and the master secret key is: M K = (v, ¢, «). For the security of the system, M K is
kept by C' A and each AA.

2) Multiple Data Domains Key Generation Algorithm
The MDKG algorithm is performed by A A based on the multiple data domain model.
The Algorithm 1 shows the details of MDKG.

Algorithm 1: MDKG Algorithm
Input: MK, PP
Output: SKpy
Set n-bit string Ipyy = 0...0;
Set f(% IDU) =1
Randomly set dpy, , dpu, € Zp;
for i € [1,N] do
Generate Ipy; = hipui---hnpuis
Compute Ipy = Ipy + Ipuis
end
for y € [1,n] do
| Compute f(v, Ipu) = /(. Ipu) - (v + H(y))' ~"vwv;
end
Computes
skpu1 = ga+quU2,Sk?DU2 — ngU2+dDU1f(%IDU)’SkDU3 — quoul;
Return SKpy = {I]_‘)U7 skpui, skpua, Sk‘DU?,}

— Step 1: The DU in the data domain Dm; sends a key generation request to AA;.

— Step 2: AA; randomly chooses {dpu,,dpuv,} € Z, for DU.

— Step 3: Each attribute authority { AAi|i € [1, N|} defines an access structure I pgs;
h1pus..-hnpus for DU based on attributes subset Upy; of DU defined by each AA;.
{AA;li € [1,N],i # j} sends Ipy; to AA;.

— Step 4: AA; computes:
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N
Ipy = E Ipy; = hipu...hnpu,
i=1
n

foyIow) = [[ (v + Hy) v,

vel “4)
skpyy = gT1drve
skpye = ngUZ-i-duulf(’YJDU)7
skpus = ¢1"PU1.

AAj sends the secret key SKpy = {IDU7 skpui, skpua, SkDUg} to DU.

SKpy contains only four elements, because n is invariant, the length of Ipy is n,
which is constant. The attributes assigned to DU by various data domains are aggregated
in Ipy through the attribute aggregation. The aggregation result Iy is converted into an
element in Z, through f(v,Ipy) and used to calculate skpr2. The lengths of skpy,
skpue and skpys are |G|, |G| is the length of the element in G. Thus, the length of the
secret key S K py is independent of the number of attributes and is constant.

Compared to the standard composite-key ABE, MDKG does not require the secret
distribution computation, MDKG can reduce the computational costs and can maintain
the length of the secret key constant.

3) Constant-Length Ciphertext Encryption Algorithm
The CLCE algorithm is performed by DO. The Algorithm 2 shows the details of
CLCE.

— Step 1: The DO of the data domain Dm; chooses a random number x € G* as a
symmetric key to encrypt plaintext M with the symmetric encryption algorithm and
gets the encrypted data ED,.. DO sends ED,, to ES, ES stores ED,, in CS, CS
sends the storage address Sd(ED,;) of ED, to ES.

— Step 2: DO design an AND-gate access policy R, Iss = his:...fiu is the access
structure of R, R contains only the attributes in U, thus the number of 71" in Is; will
not exceed the number of attributes in U;. Then DO defines:

flz, I) :H(x—l—H(i))l_h”‘ =ey+e1z+ ... + e a”. 5)
i=1
We denote the coefficient of 2° by e;.
- Step 3: DO chooses random numbers {s,, s1} € Z, and sets s, as the secret value.
— Step 4: DO computes:

CO = K- 6(979)()‘51)7
Cl = gSU7
Cy = g™, (6)

n
Cs = ([ coefr) = go IO,
=0
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Algorithm 2: CLCE algorithm
Input: M, PP
Output: C'T
SetC3 =1;
DO randomly chooses k € G*;
DO generates ED,, by encrypts M with x;
DO sends ED,, to ES, ES stores ED,, in C'S;
CS returns Sd(ED,;) to ES;
DO generates Iz = hyoz...Iipsns
DO generates f(x, In) =[], (z + H(i))
DO sets e; as the coefficient of z° in f(z, In);
DO randomly chooses {s,, s1 € Z,};
for i € [0,n] do
‘ DO computes C3 = Cs - (coe;)e'i;
end
DO computes C5 = C3*;
DO computes Cy = & - e(g, g)*°v,Cy = g°,Cy = g%,
DO sends CT,,, = {In, Cy,C1,C,Cs} to ES;
ES stores CT = {Sd(ES,),CT,};
Return C'T

DO stores the middle ciphertext C'T,,, = {Is, Co,C1,Ca,C5} in ES. Finally, ES
obtains the complete ciphertext CT = {Sd(ED,),CTy,}.

Except for Sd(ED,), CT contains only five elements, because n is invariant, the
length of I is n, which is constant. As discussed above, f(~, Iz) is an element in Z,,
the length of Cj is |G*|, |G*| is the length of element in G*. The lengths of Cy, Co,
and Cj are |G|. Thus, the length of the ciphertext C'T" is independent of the number of
attributes and is constant.

4) Decryption
The Decryption algorithm is performed by £'S, AA and DU to decrypt C'T" and ED,,
to obtain plaintext M.

— Step 1: The DU in the data domain Dm; sends an access request to E.S, requesting
the encrypted data that have attracted its interest. £S finds the matching ciphertext
CT and obtains ED,; from C'S according to Sd(ED,;). ES sends ED,; and CT,, to
DU.

— Step 2: DU sends the verification message VM = {In, Ipy, C1, Ca, Cs, skpya,
skpus}to AA;. AA; checks if the following equation holds:

e(C’g,g_l)e(g7C’{(7’1m)) L. @)

If Eq. 7 does not hold, it means that C'T" has been tampered with, if Iy € Ipy, it
means that DU does not satisfy the access policy R of C'T, AA; return L to DU. If
Eq. 7 and Iz C Ipy hold, AA; computes the transformed key skd:
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skd = skpys - skg((]’gfm)—f(%fnu))/q’ ®)

and AA; implicitly defines sy = s, — 51 and computes:
dmy = e(skd,C?/Cy) = 6(97g)qsﬂnuﬁqsmoul-f(%lm)_ 9)

AA;j sends skd and dm; to DU.
— Step 3: DU computes the intermediate decryption result:

e(skd,Cs) - dmy d
dm = — — e s 45v@DUy . 10
e(5hnua.C5) (9,9) (10)

Then, DU computes:

C() -dm
= 11
" e(C1, skpu) an

— Step 4: DU decrypt ED,, with & to obtain plaintext M.

5) Access Policy Update

The APU algorithm is performed by DO, AA, and ES when DO wants to change the
access policy. For example, DO will perform the APU algorithm if DO intends to revoke
or add access control privileges for a class of DU. The Algorithm 3 shows the details of
the APU algorithm.

Algorithm 3: APU algorithm
Input: CT, PP, MK
Output: C'T,cqp

Sets f(77 Imne'm) =1
DO generates I new = P new- -k news
DO sends Iz neqy to AA;
for i € [1,n] do
| A computes (v, Ion,..) = f(3, I.) - (7 + H()) 1= onen
end
AA computes ND = g/ (-Istnew) and sends ND to DO;
DO chooses sy pew € Zp;
DO computes
CO,new =k 6(97 g)asu"new ) Cl,new = gsv’new y CS,new = NDS”’MW;
DO sends CUP = {In,,..,, Conews C1,new, C3 new } t0 ES;
ES updates C'T,, t0 CTyyy pew = {CUP, Ca}s
Return CTeyy = {SA(EDy), CTi new}




FPCA: A Fully Constant-Length and Policy Updating Cross Data Domain Access 899

— Step 1: The DO in the data domain Dm; sets the new AND-gate access policy Ryew,
In,.. = s,y ---Finsr,,.,, 18 the access structure of R,,eqp. DO sends Iz, to AA;.
AA; computes:

new

n

FOnIn,..,) = [+ H(i)'Peownew, (12)

i=1

and sends the attribute update component ND = g/ (V:I%tnew) to DO.
— Step 2: DO chooses a new secret value Sy new € Z, and computes:

CO,new = K- 6(g7g)0‘5v7new’
Cl,new = gsv,w,em’ (13)
C3 new — N D8vinew — gS'U,'ILe'LUf(’Yylmnew).

i Step 3 PO sends the update message CUP = {Imnﬁw ) CO,ncw; Cl,newa CS,new} to

ES. ES obtains the new middle ciphertext CTy, new = {CUP, Co}. Finally, ES
stores the updated ciphertext CTye,y = {SA(EDy), CTy, new}-

CUP contains only four elements, because n is invariant, the length of I, _, is n,
which is constant. As discussed above, the lengths of Cp pew, C1 new; C3,new are the same
as in C'T'. Thus, the length of the update message C'U P is independent of the number of
attributes and is constant. We only need to update four elements in ciphertext. In this way,
APU can significantly reduce the overhead of updating access policies.

4.4. Correctness Analysis

We first analyze the correctness of the decryption. Set the access policy of the ciphertext
C'T as fR, set the attributes structure of DU as Ipy. Let Iy C Ipy. AA checks:

e(Cs,97)elg, O ) = e(([ T coes )™, g7 e(g, g™ T 1))
=0

= e(g* T g7 e(g, g T I)

= e(y, g)_svf(’Y7Im)e(g’ g)Svf(v7Im)
e(g, g)suf(%fm)*ﬁuf(%lm)

=1.
The Eq. 7 holds, AA computes:

skd = 5kDU2 . Skglg’galm)_f(’YJDU))/q

_ ngU2+dDU1f(’YJDU) . quDUI~(f(’YJm)—f(’YJDU))/q

dpuytdpu, f(v.Ipvu) | sdpuy - f(v.In)—dpu, - f(v.IpU)

=49
=g

=9

g
dpuy+dpu, f(v,Ipv)+dpuy - f(v,In)—dpu, - f(v,IpU)

dpuy+dpuy - f(v,dx)
)
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and

dmy = e(skd, C1/Cs)

e ngU2+dDU1 F(v,In) quv/gqsl)

dpu,+dpuy - £, 19%) (91,—51))

Il
o

) q(sy—51)dpu, +q(3u751)dDU1 f(v,In)
7

(
(
e(g
(9
(9

)qudDU2 +gs2dpuy - f(v:In)

Q

7

Then, DU computes:

e(skd, Cs) - dmy
e(skpus, Cs)
e(ngU2+dDU1 'f('Yva)’gqsl) -e(g, g)qsdeuerqudDUl f(v,In)

e(g?*rvr, (TTizg coe)v)
e(g, g)(Is1dDU2+qS1dDU1 FvIn) . ey, g)qSZdDU2+qS2dDU1 f(vdm)

dm =

e(quDul’gSvf(“/Jm))
ey, g)‘Z(51+52)dDU2 +q(s1+s2)dpu, - f(7,In)

e(g, g)asvdpur (0 In)
e(g, g)qs'“dDUz +asvdpuy - f (v, In)

e(g, g)qsvdDUl f(’Y1Im)

— e(g7 g)qsvdDUQ’
and

_ Co -dm
e(Ch, skput)

K- 6(97 g)OéSu . e(g7g)q5vdDU2
e(gsv7ga+quU2)

K - e(g7 g)as'u+q5vdDU2
= e(g’ g)a8v+q5udDU2

Thus, DU that satisfy the access policy of the ciphertext can get the symmetric key «
and use it to decrypt E D, to get the plaintext M.

Second, we analyze the correctness of the APU algorithm. Assume that DO gener-
ates a new access policy Ry, for CT and generates a new secret value s, pew. AA
computes ND = gf(I5new) DO computes {Co pew = # - (g, g)** v, Ch new =
g®vmew O3 pew = ND5vmew} Thus, the new ciphertext CT e, = {SA(EDy), Ins,,.., ,
Co.new; C1 new, C2, C3 new }- If DU meets PR but does not satisfy the new access policy
Rnew> AA returns L to DU. If DU uses SKpy and the old {skd, dm;} to decrypt the
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updated ciphertext C'T},¢,,, then

e(skd, Cy) - dmy
e(SkDUZia C3,new)
e(ngUz"FdDUl‘f('Y-,IER), gq51) . e(g’ g)q52dDU2+q52dDU1‘f('YvIER)
e(quDUl , NDsu,new)
e(g’ g)qsldDU2 +gsidpuy - f(v.Im) . e(g’ g)q52dDU2 +gs2dpuy (v Ix)

e(g(IdDUl 9 gsv,nemf('y,lmnew))
e(g’ g)Q(s1+sz)dDU2 +q(s1+s2)dpuy - f(v,I)

e(g, g)qsv,newdDUl FVInnew)

_ syd +qgs.d . IRn)—Gq5v newd N . Sv,newd
—e(g,g)q DUy +q5vdpuy - f(7,In)—q puy fF(V I en) #e(g,g)q DUy,

DU cannot obtain k. If DUy satisfies PRyer, then Ig,,, C Ipy,. Let SKpy, =
{IDUA7 SkDUA.l _ ga+quUA,2 , SkDUA,z _ ngUA,2+dDUA,1f('Y;IDUA), SkDUA,g _ quDUA,l}
be the secret key of DU, AA implicitly defines s nev = Synew — 1 and computes

skdpew = skDUA’Z.Skgél;immw)*f('y,lpm))/q B N (CR )

e(skdpew, C](.z,new/c2) _ 6(97g)qSZ,newdDUA’Q+q52,ncwdDUA’1'f("/alginew). DU 4 computes

; dml,new =

e(Skdnewa C2) : dml,new
e(SkDUA=3) CS,new)

e(g

dmpew =

dpuy o tdpuy o F(Vlngew) )q32,newdDUAy2+q32,ne'wdDUAyl FrInnew)

,9%°%) - elg, 9

e(quDUA,l , Nst,new)

e(g, g)q(sl+‘92,new)dDUA72 +a(s1+s2,new)dpuy 1 f (Vo Innew) .

e(quDUAJ , gsu,newf("/vlmnew ))

qSv,newdDU, 5 F45v,newdDUy 1 f(Volnnew)

e(g,9)

e(g’ g)qsv,newdDUAJ FOInnew)

qSv,newdDU, o
]

e(9,9)

and computes
CO,new . dmnew

e(Cl,newv SkDUAyl)

_ k-e(g,g)*rer -e(g, g)
N e(gsvnew, g@ 190U 2)

Sy newtTqSv, new dpu
_r-e(9:9) A

B ely, g)asv,new“l’qsv,newdDUA,Q

= K.

qSv,newdDU, o

Thus, the APU algorithm can successfully update the ciphertext, the updated ciphertext
can be decrypted normally by DU that meet the updated access policy, and can prevent
DU that meet the old access policy but do not meet the updated access policy from de-
crypting the updated ciphertext.
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5. Security Analysis

The main goal of the security analysis in our FPCA is to achieve indistinguishability of the
data and to resist collusion attacks on the secret key and the ciphertext. We combined the
Discrete Logarithm (DL) problem, the Decisional Diffie-Hellman (DDH) problem, the
Decisional Bilinear Diffie-Hellman (DBDH) problem, and the selective game for ABE
for security analysis. The hash function H is a random oracle. In security analysis, ad-
versaries do not have valid secret keys to decrypt the challenge ciphertext or the updated
ciphertext. The adversary can apply for multiple invalid keys and attempt to synthesize
valid keys using these invalid keys. Adversaries can share their invalid secret keys with
other adversaries and freely obtain the ciphertext from ES. As ES is semi-trusted, the
adversary can also conspire with E'S.

5.1. Formal Security Analysis

Theorem 1: Based on the DBDH problem, if an adversary A can break FPCA in prob-
abilistic polynomial time (PPT) with an advantage (2 that is non-negligible, then a PPT
simulator ‘B can be constructed to break the DBDH problem with an advantage {2/2.

Proof: The challenger C'H is trusted, CH can correctly execute FPCA, C'H is re-
sponsible for responding to adversary A’s query and generating challenge ciphertext, the
purpose of C'H is to maintain the security of the selective game. Given the bilinear pair-
ing group {p, g, G,G*}, CH randomly chooses {a,b,c € Z,} and generates a DBDH
instance DI = {g,9% g¢° ¢, Z}, CH randomly chooses p € {0,1}, if u = 0, then
Z = e(g, g)*°, otherwise, Z is a random number in G*. CH sends DI to the simulator
8. B can only use the DBDH instance to simulate FPCA. %5 plays the role of CH in the
interaction with A, but B cannot obtain {a, b, c}. B must be able to respond to all valid
key queries, and the keys to which it responds must match the real key distribution. The
challenge ciphertext generated by ‘5 must be indistinguishable from the real encryption.
The purpose of B is to solve the DBDH problem. A submits two messages of equal length
and challenge access policy, A can continuously request secret keys from 8, but none of
these secret keys can satisfy the challenge access policy, the purpose of A is to break the
security of FPCA.

1. Init: A submits a challenge access policy J31 to B, Isz; = hys:..-finsry 1S the access
structure of R1.

2. Setup: B randomly chooses {a1,7.} € Z, and computes CoE,. = {coe.; = g7¢|i €
[1,7]}. B computes Y = e(g,9)%e(g,9) = e(g,9) T = e(g,9)*. B sets
g% = g" and sets BI. = {Y, g%} and hash function H : {0,1}* — Z~. B outputs
the public parameters to A:

PP = (BPG,e(-),H,g,p,CoE,, BI.).

3. Key Query 1: After A sends the key request and an attributes set U4 to B, R1 Z U,
T4 = hia...hpa is the access structure of U4. B randomly chooses d.; € Z, and
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chooses d;Q € Zp, then B implicitly defines d.» = d;Z — a. ‘B computes

’ ’
skep = ga1+bd02 — ga1+ab+b(d62—a) — ga+ch"’2,
’
c2

kg = gl 1)

de2tder f(ve,la)
;

S _ bder _ chc
ks3 g ! g ! M

B sends the simulated secret key SK 4 = {14, sks1, sksa, sks3} to A, P31 cannot be
satisfied by any secret key requested by A from B.

In the real secret key, {da1,da2} €r Z, are chosenby AA, {sk; = gotaedar gl =
glaztdarf(eda) sky = gacdar} € G.In SK 4, because {d.1,dea} €Er Zp, {sks1,
sksa, skss} € G and the distributions of {da1,d 42} and {d.1,d2} in Z, are iden-
tical, therefore, the distributions of {sk1, ska, sks} and {sks1, sksa, sks3} in G are
identical. A does not know {«, ., ¢c, dc1, dea}, therefore A cannot distinguish be-
tween the simulated secret key S K 4 and the real secret key, in the view of A, SK 4
is real.

. Challenge: A sends two plaintexts { My, M } to B as the challenge query, the lengths
of {My, M;} are the same. B randomly chooses § € {0,1} and s; € Z,. B sets
g®e = g%, s. is the secret value. B computes

CCO = MB Z - €(g g)alc
Ca=g"=g,

Cop = g%t = g™,

C.s = gcf(’Ychl) — gscf(’Ychl)7

and sends the challenge ciphertext CT,. = {Ix,, Cco, Ce1, Ce2, Ce3} to A.
In addition, ‘B randomly chooses s € Z,, and computes

dmlc =e a le(’Y(HIERl)?gb)SQ

e )bszdc2+bszdc1f("/c,fwn)
7

(

e(g c2+dc1f(’YcaIm1) gb)sz
(9
(9

e )(]c‘52dc2+QCq2dclf('chIEK1)

’

B sends dm. to A.

In real ciphertext, {s,,s1} €r Z,, Co = Mgz - e(g,9)* € G* and {C; =
g, Cy = glesv (O3 = gs”f('y’lml)} € G,inCT,, {sc,s1} €r Zp, {Z,Ceo} € G*
and {C.1,Ce2,Cc3} € G, because the distributions of {s,,s1} in real ciphertext
and {s., s1} in C'T, are identical in Z,,, thus, the distributions of {C,Cs,C3} and
{C¢1,Ce2,Cc3} in G are identical. The distribution of Z - e(g, g)*'¢ and e(g, g)***
is identical in G*, then the distribution of C and C\ is identical in G*.

The real auxiliary decryption component dm; = e(g, g)9e52442taes2da; -F(ve,Ia) ag
discussed above, {s2,da,,da,,dc1,de2} €r Zp, {dm1,dmi.} € G, the distribu-
tions of dmy and dm. are identical in G. {s., s1, S2, @, Ve, ¢, dc1, de2, Z } are not
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disclosed to A and because R1 € U 4, A cannot decrypt C7. correctly by using dm;.
and A cannot determine whether s; 4+ s, equals S... Therefore, from the view of A,
CT, and dm. are both real and not simulated.
5. Update Ciphertext. A generates a new challenge access policy Rz, Inn, = Aio,---Fnms

is the access structure of R2, R2 & Uy, 2 cannot be satisfied by any secret key that
A requests from B. A submits {CT,,R2} to B as the update ciphertext query. B
randomly chooses s,, € Z,, and computes gemew = g®n, s, e is the new secret
value. B computes

OcO,new = Mﬁ . (Z : e(gag)alc)sna
Ccl,new = gcs,,, = gsc,new7
Cemew = csnf(YesImz) — gSC,newf('Yuylﬁ‘iz)’
and sends the updated challenge ciphertext C'T, pewy = {In2; Cconews Cel news Ce2s
Oc3,new} to A.
In real updated ciphertext, Sy new €8 Zp» Conew € G*, {C1 new, Csnew} € G,
in the updated challenge ciphertext, Z € G*, s, €r Zp,, and ¢ = s. €r Zp,
then S¢new = CSn €ER Zp, CcO,new e G, {Ocl,neun C(:S,new} € G. Because
A does not obtain {s, sp,7e, 1, Z}, the distributions of {C¢1 new, Ce3new} and
{C1,new; C3 new } are identical in G, and the distribution of {Ceo new } and {Co new
are identical in G*, thus, in the view of A, CT ;¢ is real.
6. Key Query 2: Repeat Key Query 1.
7. Guess: A outputs 51 € {0,1} as a guess of 3, B outputs p; € {0,1} as a guess of
w. If 81 = B, then B outputs 11 = 0 to guess Z = e(g, g)?%¢, otherwise, B outputs
w1 = 1 to guess Z is a random number in G*.

If 4 = 0, then Cpy = Mp - e(g,g)?t*1¢ = Mg - e(g,9)* and Cepnew = Mg -
e(g, g)l@beteard)sn = My - e(g, g)**=mew are valid ciphertext components. A has the ad-
vantage (2 of guessing 3 correctly. In this case, the probability of 8 guessing correctly is
Advyy = P[p1 = Blu=0] = Plpn = plp=0] = 2+1/2.

If o = 1, then Z is a random number in G*. Thus, Cy and Ceg neq are random
numbers in G* in the view of A. A has no advantage in guessing 3 correctly. In this case,
the probability of B guessing correctly is Advy, = P[B1 # Blp = 1] = Pluy = plp =
1] =1/2.

The advantage of B in breaking the DBDH problem is

AdvBPPH = (Adviy + Advy —1)/2
=(1/2+02+1/2-1)/2
=0/2.

Thus, the Theorem 1 is proved.

5.2. Informal Security Analysis

1) Resist Key Forgery Attack:
Assume that there is a ciphertext CT7,, under the access policy R, I is the access
structure of 1. The secret key of Ais SK 4 = {ska; = g*t9%42 skyo = gdaztdarf(v.1a)
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skaz = g1941}, Iy € I4. A attempts to decrypt C'Tr,, by forging a valid secret key that
meets the access policy . To achieve this, A must calculate skgp o = g?aztdarf(v.1In),
Because, {7, q,da1,da2} are unknown to A. A cannot calculate f(-y, Iz ) without y and
cannot calculate {g941, g%42} without q. According to the DDH problem, even if A can
obtain g%41f(v:I%) and calculate g/(7:72) but A cannot calculate g@41f(v:T) by g4t and
gf(“”fl“). Thus, A cannot calculate sky 2 = gdA2+dA1f(%Im), our FPCA can resist key
forgery attacks.

2) Resist Collusion Attack:

Between multiple adversaries: Assume that adversaries A; and As have secret keys
SKa = {SkAll — ga+qu12’sk-A12 _ gdA12+dA11f("/JA1),SkA13 — quAu} and
SK 4o = {SkA21 — ga+qu22’ skaos = gdA22+dA21f('yJA2)’ skassy = quA21}, respec-
tively. Both 14, and I4, do not meet the access policy R of the ciphertext C'I7,,, but
In C Ia, + Ia,. A; and A, attempted to derive skajgco = glarztdanf(vlai+1a;5)
to replace sk 412 to decrypt C'Ty,, by collusion attack. To achieve this, A; and A; must
obtain day1, g%41* or f(v,1a, + Ia,). But {7,q,days,d a2} are unknown to A; and As.
According to the analysis of resisting key forgery attack, the DL problem and the DDH
problem, A; and Ay cannot obtain dayq, g4 or f(y,Ia, + I4,) and cannot calcu-
late gdar2tdanf(v.la;+1ay) Thus, multiple adversaries cannot forge a valid secret key to
decrypt the ciphertext by collusion attack.

Between E S and adversary: Because E'S is semi-trusted, adversary A may temper
with the ciphertext stored in £/S by conspiring with ES. Assume that ciphertext CTr,, =
{In,Co = Kk -e(g,9)*",Cy = g*,Co = g9, C3 = g%/ (»In)} the secret key of A
is SK 4 = {ska1 = g@T9942 skyy = gdactdarf(nla) g0 — gedar) oo @ T4 A
attempts to replace {Ip,C3} by {I4,Caz = g% /(»14)} so that A can decrypt C'Tr,,
by SK4. A has g* and ¢g/("14) but ~ and s,, are unknown to A, A cannot calculate
f(v,14). According to the DDH problem, A cannot calculate C 43 = g*f(7:14) by g5
and g7 (7-14) and according to the DL problem A cannot calculate { f(y,14), s, } by and
g7 (1) and g%+ . According to Eq. 7, e(Cs, g~ Vel(g, C{("”IA)) # 1, AA will return L to
A. Thus, A cannot decrypt C'Ty,,. Thus, the adversary cannot forge a valid ciphertext by
conspiring with ES.

3) Resist Chosen-Key Attack

Assume that adversaries A obtained multiple secret keys with different attribute set:
{SK 4 = {ska1 = gotadaz sk, = gdAQ"!‘dAlf("/vIAi)’SkAg = qum}“ c[1,L)}, L
is the number of secret keys that A obtained. None of {I;|¢ € [1, L]} meets the access
policy R of ciphertext CT7,,, but Iy C 25:1 I4,. Thus, A attempts to derive a valid
secret key by calculating sk a3 ya1 = gd“*dAlf(%ZiL:l T44) to decrypt CTr,, . To obtain
sk a3 vai, A first needs to calculate gdAlf(77ZiL:1 14i) | A has quAl and gf(%Zf:l Tai),
but {v, ¢, da1, das2, f(, ZiLzl I4;)} are unknown to A. According to the DL problem, A
cannot calculate {q, d a1, f (7, ZiL=1 I4:)} by g%, 9941 and gf(V’ZiLzl T43)  and according
to the DDH problem, A cannot calculate g9d41f (731 Lai) by g9dar and gf (X its Lai),
and cannot calculate g@41/(v-2{-114) Thus, A cannot obtain sk A3.val> our FPCA can
resist the chosen-key attack.
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4) FPCA Satisfies Backward Security

Assume DO wants to revoke the access permission of A to the ciphertext C'T7, =
{I4,Co = K -e(g,9)*,Cy = g°,Cy = g9%1,C3 = g%/ 14)} DO changes & to 1
and performs the APU algorithm to update the ciphertext CTy, to CTy,, = {In,Co =
Kl - e(g,9)*,Cy = g%,Cy = g9, Cy = g%/ (I} In & I, A cannot use the
secret key SK4 = {ska1 = ¢g°T9942 skyo = glaztdarf(nla) gk ,q = g?441} to
decrypt CT7,,. From the above analysis, we can see that A cannot calculate skA2 new =
glaztdarf(uIn) or Cy 4,00, = g0/ (+14) for decryption. To obtain 1, A has to calculate
e(g,g)**v. Ahas e(g, g)® and g°v, but v and s,, are unknown to A. Thus, according to the
DBDH problem, A cannot calculate e(g, g)*** by e(g, g)* and ¢g°. A does not know g,
then A cannot calculate e(g, g)*®* by the bilinear pairing operation. Thus, A cannot obtain
e(g,9)**. In addition, A may try to calculate x1- (e(g, g)**)%/** = kl-e(g, g)** and
use e(g, g)**° to obtain 1. But, according to the DL problem, A cannot calculate {s,, s, }
by {g°°,¢°*} and A does not have e(g, g)**>. Thus, A cannot calculate 1 - e(g, g)**°
to get x1, A cannot decrypt the updated ciphertext by using the old secret key, our FPCA
satisfies the backward security.

6. Performance Analysis and Evaluation

6.1. Experiment Setting

We perform simulation experiments for the performance evaluation of FPCA on storage,
communication, and computation costs. We choose Sun et al. [20], Fan et al. [6], Li et
al. [10], and Wu et al. [2] as comparison schemes. We implemented servers including C'A,
AA, ES, and CS under the Win 11 64-bit operating system with Intel(R)core(TM) i3-
10105 3.70GHz, 12GB memory. We deploy the IoT network on Win 11 64-bit operating
system with 2.5 GHz AMD A10-9620P RADEON RS and 8GB of memory. We perform
the simulation experiment under the jdk1.8.0-152 environment with the JPBC library.

In this experiment, we set the Type-A curve E(F?) : y? = 3 + x with an order p
of 160 bits and |v| = 512 bits for [20], [6], [10], [2] and FPCA. We choose G and G*
from the subgroups of E(F"). As the lengths of |G| and |G*| are 1024 bits, we use |G|
to represent the length of the element in G or G*. Table 3 shows the parameters required
for the experiment.

For the data access across data domain simulation experiment, we set that there are
two data domains in the system, NDD = 2, DU in the data domain Dm; access data
from the data domain Dms, both Dmy and Dmsy have 50 attributes, n = 100, and
NAc1 = NAgo = 20.

6.2. Theoretical Analysis

Regarding the theoretical analysis for FPCA with other comparison schemes, we first
perform the feature analysis in Table 1. [20], [6], [10], and FPCA support cross data
domain access control. Only FPCA and [2] can achieve constant ciphertext length for
better access control efficiency, but [2] cannot achieve constant secret key length, while
FPCA maintains the secret key length constant. FPCA, [6], and [10] can update the access
policy. Only FPCA can maintain the update message in a constant length. Thus, we choose
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Table 3. Experiment Parameters

Parameter Description
NA Number of attributes
NApy Number of attributes for the DU
NArp Number of attributes in the access policy
NAsa Minimum number of attributes that satisfy the
access policy for DU
NAgad Number of attributes added to access policy
NA, Number of attributes revoked from access policy
NDD Number of data domains
NAy; Number of attributes of DU in data domain Dm;
e The running time of multiplication operations in group
Texp The running time of modular exponentiation operation
Tpp The running time of bilinear pairing

[20], [6], and [10] as compared schemes for cross data domain access control, we choose
[6] and [10] as compared schemes for access policy updates, and we choose [2] as a
compared scheme for constant-length ABE.

We have summarized the complexity of FPCA and other compared schemes in Table
6, where K G denotes key generation, EN is encryption, DFE is decryption, NAp =
NApy + NAp, NAgp = NAr + NAr + NAgga — NAyeo, NAc = NAT + N A, 54

Table 4 shows the storage costs. Public parameters P P are stored by almost all entities
in the access control system. The length of PP in FPCA is less than in other compared
schemes. In addition, the ciphertext is stored by DO, DU and ES, the secret key is
stored by DU and AA, and the update message is stored by DO and E'S. AA in FPCA
also stores V M, which is the verification message of FPCA, the storage costs of VM
are 2n + 5|G|. According to Table 6, since n is invariant, the storage complexity of the
secret key, the ciphertext and the update message for FPCA are O(1), while for [20],
[6] and [10] are O(N Apy), O(N A7) and O(NAg — N Ar), respectively. For [2], the
storage complexity of the ciphertext is O(1), but the storage complexity of the secret key
is O(N Apy ), which is higher than FPCA. The length of the ciphertext in [2] is 4|G| — n
longer than in FPCA. Therefore, the storage costs of FPCA are lower than those of other
compared schemes.

In addition, we also present the communication costs in Table 4. In the system ini-
tialization phase, C'A sends the public parameters PP to all other entities. In the key
generation phase, AA sends the secret key to DU. In the encryption phase, DO sends
the middle ciphertext to £S, and DO sends the verification message to £'S in [2]. In the
decryption phase, E/S sends the ciphertext to DU. In FPCA, V M, skd, and dm, are also
transmitted between AA and DU when decryption. In the access policy update phase,
DO sends the update message to £/S, and in FPCA, N D and the access structure Ig;,,
of the new access policy $R,,c,, are also transmitted between AA and DO. The lengths
of messages transmitted in FPCA are constant. Thus, according to Table 6, the commu-
nication complexity in FPCA is O(1) and is lower than [20], [6], and [10]. Although the
communication complexity of the ciphertext in [2] is O(1), the sum of the lengths of the
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Table 4. The Comparison of Storage and Communication Costs

Scheme|Public Parameters Length Secret Key Length Ciphertext Length Update Message Length
[20]  [[Z,] + 3]G] + (7T + 3n)[G] 8|G]+ 3|G]- NApy 4]G1+ 2]G]- NAp /
61  [(Z,]+1G]) - (I1+n)+ 3]G [BIG|-NApy 4G+ GBIGT+4]Z,)) - NAr |Gl +4]Z,] - (NAr — NA,e) +
(2|G|+3|Zp|) - NAgaa
[10] [6]G]+ (] Z,] + 2]G]) - n (NApy +2) - 3]G 2|G]+5]G] - NAr +1Z,)] 4]G] - NAr + 2]G] - (NAr —
2\?‘.@@ + Z\PQ&QV
2]  [6]G[+ (Z,[+]G]) - n 2|G[+2N Apu -(IG[+12,])[8]G] /
FPCA [[Z,] +3|G]+n - |G] n + 3|G] n + 4]G] n + 3[G]
Table 5. The Comparison of Computational Costs
Scheme|Key Generation Encryption Decryption Access Policy Update
[20] ATgxp + I'sp + Aam.wwuﬁu +4Texp + Amm.,@u:u + mm.,Qv 61gp + 41gxp + 41g n_l\
37g) - (NApy +1) (NAr- +1) (BTep+Texp+21c)-NAnsa
(6] (12Tgxp + 31g) - NApy +|Tpp + 4Tpxp + Tg +|NAr - BTexp + 5Tg) +|Texp+Tc+(NAr—NA.cn+
Texp (8Tpxp+2Tpp +Tc) - NAr|5Tgp — 4T + NAnsa -|NAwad) (5Texp+3Tc+Tsp)
AWM.WQQU +31sp + QMJQV
[10] 11Texp + Tc + NApu |3Texp +2T¢ + (1 + NA7) - [NAnsa - UTeExp + 3Tpp +|4Texp+Tep+Tc+2(NAT—
(BTexp +71¢) (4Texp + 1) +3-Tpp 3Tg) +2Tpp +4Tpxp + Tg [N Arev+NAgad) (Texr+1c)
(2] 3Tepxp - (1 + NApy) + T |(2Texp+2T¢+Tsp) NATr+12Tp + NAnmse - 2Tpp +1¢)|/
AM?«»\»UQ + : Texp
FPCA [3Tgxp %ﬂ@kﬁ+2\wﬂ.ﬁﬂmx~u+ﬂﬁv+ 6Igp +41Tc + 3TExp ATpxp + 21¢
Te
Table 6. The Comparison of Complexity
Scheme Storage Complexity Communication Complexity Computational Complexity
CA |AA DU DO ES AA & DU |DO & ES|DU & ES [KG EN DE AUP
[20] |O(1) |O(NApy) QAZxrwv O(NA7p)O(NAr) | O(NApy)|O(NAr) |O(NAr) |O(NApy)|O(N A7) O(N Amsa) |/
[6] 0(1) |O(NApy)|O(NAp) |O(NAT)O(NAE)|O(NApy) Q/C_mv Q/F»i O(NApy)|O(NA7) O(N m c) |OWNAg)
[10] |O(1) |O(NApy)|O(N v O(NA7)O(NAE) | O(NApy)|O(NAE) |O(NAr) |O(NApy)|O(N A7) O(N Amsa) | O(NAE)
2] |0() [0O(NApn) 0N Ap)0() __[0() _ [ONAp)[0(1) _ [0(1) __ |O(NApw)| O(NA)O(N }zv /
FPCA [0(1)|0() |00 v o) o) |om) o) o) |0() |O(NA7)O()  |O(1)
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ciphertext and the update message in FPCA is lower than the ciphertext in [2]. Thus, the
communication costs of FPCA are lower than other compared schemes.

In Table 5, we present the computation cost. We omit the computation costs for the
hash operation and the computation in Z,,, which are negligible. We also omit the symmet-
ric encryption/decryption operation, which has the same running time in all the compared
schemes. The multiplication operations in G and G* have similar processing times, so
we use T uniformly to represent the multiplication operations of group elements. Ac-
cording to Table 6, the computational complexity of FPCA is O(1) in stages other than
encryption, while for other schemes compared it is O(NN A). In the encryption phase, the
computational complexities of all schemes compared are O(N A7), only [20] and FPCA
does not require bilinear pairing operations, and the computational costs of FPCA are
lower than those of [20] by NAr - (TTexp + 4T1¢) + 8Texp + 41¢. Therefore, the
computational costs of our FPCA are lower than those of other compared schemes.

The cross data domain access for FPCA and other compared schemes primarily in-
volves the transmission and decryption of ciphertext from Dmsy. The complexities of
decryption and transmission of ciphertext have been discussed above. In addition, [20]
needs to perform conversion calculations on the secret key with computational complex-
ity of O(IN Ay1) before decryption. Thus, the computational complexity of FPCA is lower
than other schemes compared for cross data domain access.

6.3. Experimental results

In Fig. 4, we evaluated the storage costs of each entity in FPCA and other compared
schemes. We ignore the storage costs of C'A and C'S because C' A only stores the public
parameters P P, which we analyze in all other entities, C'S stores the encrypted data ED,,
that have the same storage costs in FPCA and other compared schemes. As we can see
from Fig. 4, FPCA have lower storage costs than other compared schemes. The storage
costs of DU, DO, ES, and AA are only 7.41 KB, 7.27 KB, 0.5 KB, and 7.35 KB
in FPCA and are only 1% to 25% of [20], [6], and [10]. Comparing FPCA and [2], the
storage costs of FPCA are only 50% to 80% of [2]. This is because the length of PP, the
secret key, the ciphertext, and the update message in FPCA are constant.
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In Fig. 5, we evaluated the communication costs between the entities in FPCA as
well as other compared schemes. We ignore the communication with C A, because it only
transmits P P, which we have already analyzed in storage costs, and the length of PP is
not significantly different in the FPCA and compared schemes. Figs. 5(a), 5(b) and 5(c)
show the communication costs between E'S and DO, where FPCA remains at 0.5 K B,
0.38 KB, and 0.38 K B, respectively, and are lower than other comparative schemes.
The communication costs between ES and DU are consistent with Fig. 5(a). Fig. 5(d)
shows the communication costs between AA and DU, FPCA remains 1.27 K B and is
lower than other schemes compared. This is because in FPCA, the lengths of transmitted
messages are constant and the length of the ciphertext is lower than [2].

Fig. 6 shows the time costs of various stages of access control in our FPCA and other
compared schemes. Except for Figs. 6(a) and 6(b), we keep N Apy and N Ar unchanged.
Fig. 6(a) shows the time costs of key generation for FPCA and the compared schemes,
FPCA remains around 5.55 ms. Fig. 6(b) shows the time costs of encryption for FPCA
and the compared schemes, where the time costs of FPCA increase from 31.4 ms to
117.4 ms as N Ar grows. Fig. 6(c) shows the time costs of decryption for FPCA and the
compared schemes, FPCA remains around 29.75 ms and is lower than other compared
schemes. Figs. 6(d) and 6(e) show the time costs of access policy update for FPCA and
the compared schemes, the average running time of FPCA remains around 8.4 ms. The
time costs of various stages of access control for FPCA are lower than those of other
compared schemes. This is because the computational complexities of key generation,
decryption, and access policy update for FPCA are O(1), while for other schemes are
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O(N A). For encryption, although the computational complexity for all the schemes com-
pared is O(N Ar), but only FPCA and [20] have no bilinear pairing operation, and the
computational costs of FPCA are lower than [20].

In Fig. 6(f), we evaluated the time costs of accessing data from another data domain.
We can see that when N A,,, 5, increases, the time costs of FPCA remain around 30.4 ms,
while for [20], [6], and [10] are increase and higher than FPCA. This is because in FPCA,
the computational complexity of decrypting ciphertext from Dmg is O(1), and the lengths
of the ciphertext and other transmitted messages are constant.

In summary, the experimental results show that the storage, communication, and com-
putation costs of FPCA are lower than those of other compared schemes in all phases of
cross data domain access control. Compared with different access control schemes, FPCA
has a significant advantage in increasing the efficiency of cross data domain access control
and updating the access policy.

6.4. Engineering applications

Cloud-edge collaboration technology finds widespread application in the field of new en-
ergy vehicle manufacturing, enabling large-scale data processing and real-time response
services for new energy vehicle production. When combined with data access control
technology, it allows new energy vehicle manufacturing enterprises to safely share pro-
duction data. These production data are generated and utilized by numerous IoT devices in
various business lines. However, the production of new energy vehicles involves multiple
distinct business lines, each belonging to different data domains and possessing unique
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access control attribute sets. Among data sharing, DU needs multiple secret keys to ac-
cess data from different business lines. The large number of attributes can lead to an
expansion in secret key and ciphertext lengths, and unable to update data access authority
flexibly. These impose a high computational resource overhead on resource-constrained
IoT devices in business lines, thereby limiting production efficiency. FPCA enables data
access for multi-business lines using one secret key while maintaining constant ciphertext
and secret key length, and also reduces the overhead of updating data access authority,
achieves dynamic data sharing across business lines, and improves collaborative produc-
tion efficiency, as shown in Fig. 7.

In Fig. 7, the new energy vehicle manufacturing group comprises a battery company,
a motor company, and a vehicle company, each engaged in different businesses. Each
company represents a data domain and is equipped with an AA and an ES. Both DU
and DO utilize IoT devices on the production line. In Fig. 7, when shared data is gener-
ated during the vehicle process, DO of the vehicle company first sets an access policy,
then encrypts the vehicle production data to be shared, and uses attribute encoding to pro-
duce a constant-length ciphertext C'T". DO uploads CT" and encrypted data ED to ES
of the vehicle company. ES stores C'T" and uploads E D to the central C'S for storage.
After registration by DU of the motor company, AA of the motor company generates
a constant-length secret key SK containing the attributes of the three companies using
attribute encoding and aggregation. DU can use S K to decrypt shared data from various
companies, which DU obtains through £S5 of the motor company. When DO of the bat-
tery company wants to adjust the access policy of battery production data, it uses attribute
encoding to generate an update message U M of constant-length and uploads it to .S to
replace the corresponding part in the ciphertext, thus completing the update.

7. Conclusions and Future Work

In this work, we present FPCA, a fully constant-length and policy-updating cross data do-
main access control for a cloud-edge collaborative environment. To improve the efficiency
of cross data domain access control, we design the MDKG and CLCE algorithms to keep
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the length of the secret key and the ciphertext constant and allow the user to access data
from other data domains without any conversion operation. We design the APU algorithm
to update the access policy with a constant-length update message and low computational
complexity to achieve dynamic access control. The security analysis proved the security
of our FPCA. The experiment results indicate that our FPCA can achieve efficient cross
data domain access control.

However, FPCA cannot hide the access policy, considering that access policies contain
user privacy, which may be leaked to adversaries. Moreover, most of the encryption and
decryption are performed by IoT devices of IoT users, which are resource-constrained.
The low computational efficiency of IoT users will limit the improvement of access con-
trol efficiency. Thus, in the future, we will consider adding hidden access policy func-
tionality to FPCA to address the issue of user privacy leakage. Finally, to improve the
efficiency of FPCA, we will consider outsourcing most of the encryption and decryption
calculations to servers in FPCA.
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