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Abstract. Accurately identifying vulnerable nodes in complex networks is a crit-
ical challenge for preventing cascading failures and ensuring system robustness.
Existing methods generally suffer from limitations such as static metrics that ignore
dynamic loads, high parameter dependency, and a lack of unified fusion mecha-
nisms. To address these issues, we propose an approach that is based on dynamic
comparator selection and trusted chain propagation, which we refer to as Optimal
Parameter (OP). Specifically, the proposed OP approach adaptively adjusts strate-
gies based on node degree: low-degree nodes enable a lightweight mode to reduce
overhead, while high-degree nodes employ full sampling to enhance reliability.
State chain propagation is achieved through trusted queues, reducing the global
detection complexity to linear order. Furthermore, the method integrates temporal
consistency checks, faulty comparator isolation, and cross-layer comparison mech-
anisms to effectively handle complex scenarios such as malicious camouflage and
low connectivity. Experimental results demonstrate that OP achieves a higher true
positive rate and a lower false positive rate across multiple real-world datasets. It
shows significant advantages, particularly at high attack edge density, thereby veri-
fying its synergistic performance in terms of high accuracy and efficiency in large-
scale networks.

Keywords: Complex Networks, Vulnerable Nodes, Dynamic Comparator, Trusted
Chain Propagation, Robustness.

1. Introduction

Complex networks are currently popular worldwide. They serve as the backbone for var-
ious critical infrastructures, including power grids, global communication architectures,
online social platforms, and intricate biological systems [6]]. Due to the tight topological
coupling and functional interdependencies inherent in these systems, they often exhibit
extreme fragility to localized disruptions. Specifically, the failure or compromise of a
small fraction of vulnerable nodes can trigger a severe systemic collapse through cas-
cading effects. This phenomenon manifests profoundly across various domains: in social
networks [17], malicious accounts or Sybil nodes can rapidly propagate misinformation to
undermine community trust; in cyber-physical systems [5] like power grids, the tripping
of an overloaded regional substation redistributes immense dynamic loads to adjacent
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nodes, precipitating catastrophic large-scale blackouts; similarly, in distributed storage or
communication networks [24], the incapacitation of core routing nodes can lead to mas-
sive network fragmentation, turning single-point failures into global paralysis. Given the
immense scale, dynamic evolution, and nonlinear nature of failure propagation in con-
temporary networks, preemptively quantifying node vulnerability is extraordinarily com-
plex [4]. How to efficiently and accurately identify such fault-prone nodes—balancing
computational overhead with detection precision—remains a formidable and unresolved
challenge.

Particularly in the energy sector, the layout of modern power systems has evolved from
traditional centralized, top-down radial topologies to highly interconnected, distributed,
complex networks [13]]. With the massive integration of renewable energy sources, active
distribution networks, and microgrids, the new power grid exhibits prominent network-
structured characteristics. While this highly coupled network layout enhances energy
transmission efficiency and flexibility, it also significantly amplifies the spatial vulnerabil-
ity to cascading failures [23]]. A localized malfunction at a single vulnerable node—such
as an overloaded regional substation or a compromised distributed controller—can rapidly
propagate through the complex interconnected topology, shifting dynamic loads to ad-
jacent nodes and triggering large-scale blackouts. Therefore, analyzing the network-
structured layout of modern power systems and accurately identifying their vulnerable
nodes have become urgent prerequisites for ensuring energy security and system robust-
ness.

To tackle this critical issue, existing node vulnerability detection methods can be
broadly classified into three primary paradigms. First, approaches grounded in static topo-
logical analysis [8] utilize classical graph theory metrics—such as degree, betweenness,
and eigenvector centrality—to evaluate node importance. While these methods are highly
computationally efficient and mathematically interpretable, they inherently operate under
a static assumption. By entirely neglecting the dynamic redistribution of traffic and func-
tional loads, they suffer from a structural myopia that renders them incapable of identify-
ing low-degree, high-risk nodes, which may be topologically marginal yet handle massive
volumes of critical interactions. Second, dynamic cascading models [30] attempt to sim-
ulate the actual physical processes of failure propagation, such as load—capacity redistri-
bution. Although these models align much closer with real-world physical realities, they
impose stringent demands on precise prior knowledge. They heavily rely on node-specific
parameters—such as exact capacity limits and real-time load states—which are notori-
ously difficult or impossible to obtain in large-scale, privacy-sensitive, or decentralized
systems. Furthermore, the necessity for time-step-based simulations leads to prohibitive
computational complexity, severely limiting their scalability. Third, multi-dimensional
fusion methods [10] have recently emerged to holistically combine structural topologies,
dynamic behaviors, and domain-specific functional features. Despite their comprehensive
perspective, these approaches are frequently bottlenecked by their reliance on subjec-
tive heuristic rules and manually crafted weights to bridge heterogeneous data. They still
lack a cohesive, unified theoretical framework. Consequently, these bespoke models ex-
hibit weak cross-domain generalization and struggle to strike an optimal balance between
computational efficiency and detection accuracy, particularly in high-noise environments
or low-resource operational scenarios.
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A compelling real-world paradigm illustrating this phenomenon can be found in the
WLAN Authentication and Privacy Infrastructure (WAPI) [11]]. To guarantee rigorous
mutual authentication, WAPI employs a unique tri-element peer-to-peer architecture com-
prising the Station (STA), Access Point (AP), and Authentication Server Unit (ASU) [[11].
While this centralized design significantly elevates the security baseline against external
intrusions, it inadvertently transforms the topologically low-degree ASU servers into crit-
ical systemic bottlenecks. Despite having few direct structural connections compared to
access points, the ASU bears the immense dynamic load of global cryptographic verifi-
cations. Consequently, an overload or localized failure at the ASU can instantly paralyze
all dependent APs, disconnecting countless STAs in a rapid cascading collapse. This sce-
nario profoundly exposes the true essence of vulnerable nodes: their criticality frequently
stems from functional indispensability and dynamic load concentration rather than intu-
itive topological centrality. Furthermore, it highlights a critical structural paradox in which
the very security mechanisms deployed to protect a system can inadvertently create new,
hidden pathways for cascading failures.

To address the above challenges, we propose an approach for constructing a detec-
tion framework that balances robustness and efficiency, termed Optimal Parameter (OP).
The OP approach adaptively selects comparators based on node degree: low-degree nodes
enable a lightweight mode to reduce overhead, while high-degree nodes employ full sam-
pling to enhance reliability. State chain propagation is achieved through trusted queues,
reducing global detection complexity to linear order. Furthermore, the method integrates
temporal consistency checks, faulty comparator isolation, and cross-layer comparison
mechanisms to effectively handle complex scenarios, including malicious camouflage
and structural sparsity. Experiments on multiple real-world datasets demonstrate that OP
outperforms mainstream methods in both true positive rate (TPR) and false positive rate
(FPR), showing significant advantages, especially under high attack density. This provides
a solution that combines theoretical depth and engineering practicality for large-scale,
complex networks. The conceptual impact of this transformation is illustrated in Figure
which contrasts the raw network chaos with the structural clarity achieved through our
adaptive detection framework.

The remainder of this paper is organized as follows: Section [2] reviews related work,
Section 3| details the methodology, Section [] presents experimental results, and Section 3]
concludes with future outlook.

2. Related Work

In complex networks, identifying vulnerable nodes whose failure could trigger cascad-
ing collapse has become a key topic in network science and system security. As systems
such as smart grids, 5G networks, biological pathways, and social platforms increasingly
exhibit high interconnectivity and dynamic evolution characteristics, single-dimensional
vulnerability assessment is no longer applicable. Current research mainly forms three
paradigms: analysis based on static topology, modeling based on dynamic propagation,
and multi-dimensional evaluation integrating structure, dynamics, and function. This sec-
tion will systematically review the core ideas, representative works, applicable bound-
aries, and inherent limitations of these three types of methods, and summarize current
challenges and future directions.
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Fig. 1. Visualizing the transition from network disruption to security clarity. The left panel
shows the initial chaotic state of the network with unclassified node interactions, while the
right panel illustrates the accurate detection and isolation of malicious nodes achieved by
the proposed OP approach.

2.1. Static Topological Analysis

Early explorations into network robustness predominantly relied on static topological
analysis, leveraging classical graph theory metrics to evaluate node importance. Tech-
niques using degree centrality, betweenness centrality, and PageRank were widely adopted
to identify critical nodes—structural hubs whose removal or failure would cause the most
substantial degradation of global network connectivity and macroscopic efficiency [2.
Deeply rooted in the foundational theories of complex systems, such as the small-world
phenomenon and the inherent vulnerability of scale-free networks to targeted hub attacks
[7], these purely structural methods offer distinct advantages. They are generally compu-
tationally efficient, mathematically elegant, and highly interpretable. However, the foun-
dational assumption of static invariance constitutes a critical limitation. By evaluating
nodes in a purely topological vacuum, these metrics disregard the dynamic redistribu-
tion of traffic loads and the profound functional heterogeneity intrinsic to modern cyber-
physical systems [16]. Consequently, static approaches often exhibit a structural myopia,
rendering them incapable of identifying genuinely vulnerable components that deviate
from traditional centrality profiles. For instance, they frequently fail to detect low-degree
but high-load substations in power grids or structurally marginal functional hubs that con-
trol critical information pathways, thereby severely underestimating the true risk of cas-
cading failures in dynamic environments.

2.2. Dynamic Modeling Approaches

To circumvent the inherent limitations of static topological metrics, researchers have in-
creasingly pivoted towards dynamic cascading models [20] that simulate the actual phys-
ical or functional processes of failure. A prominent paradigm in this domain is the load—
capacity framework [21]]. This model posits that each node operates under a specific ca-
pacity threshold; when a node fails due to random disruption or a targeted attack, its
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dynamic load is forcibly redistributed to its interconnected neighbors according to pre-
defined physical laws or routing protocols. If the redistributed load exceeds the capac-
ity of these neighbors, further overloads occur, thereby triggering a catastrophic chain
collapse [26]. This dynamic modeling approach has been extensively deployed across
diverse domains to capture the nonlinearity and temporal dynamics inherent in failure
propagation. For instance, in power grid analysis, it is utilized to identify high-stress sub-
stations susceptible to cascading blackouts [[29]. In communication infrastructures, it aids
in simulating the devastating impacts of Distributed Denial-of-Service (DDoS) attacks
[19] and evaluating network self-healing mechanisms [[15]]. Similarly, in social networks,
dynamic models are instrumental in characterizing information tipping points and viral
contagion trajectories [27]. Despite their superior ability to mirror real-world cascading
dynamics, these models suffer from critical practical drawbacks. They intrinsically re-
quire highly granular and precise prior knowledge of system parameters—such as real-
time nodal loads, exact capacity tolerances, and deterministic routing rules— that are of-
ten proprietary, dynamic, or entirely unavailable in real-world scenarios. Furthermore, the
need for extensive, time-step-based simulations imposes prohibitive computational over-
head. Consequently, applying these dynamic models to parameter-deficient environments
or ultra-large-scale networks remains practically infeasible, creating a pressing need for
more scalable and adaptable detection frameworks.

2.3. Multi-dimensional Fusion Approaches

Recognizing the inherent analytical blind spots of isolated structural or dynamic ap-
proaches, recent research paradigms have increasingly shifted towards multi-dimensional
fusion strategies[28]]. These contemporary frameworks strive to holistically evaluate node
vulnerability by synergistically integrating structural topologies, dynamic behaviors, and
domain-specific functional features. For instance, in the context of smart power grids,
researchers have proposed fusing static topological metrics with real-time operational
state data to construct a comprehensive operational vulnerability index that simultane-
ously captures both physical connectivity and electrical stress [12]]. Similarly, within so-
cial networks, advanced models combine mesoscopic community structures with dynamic
user behaviors, such as stance polarization, to precisely pinpoint critical boundary nodes
that govern information contagion and echo chamber formation [[1]. In the biomedical do-
main, complex biological networks are evaluated by integrating purely structural protein
interactions with gene pathway annotations to identify functionally indispensable nodes
that drive disease modules [25]].

While these multi-dimensional fusion methods undoubtedly demonstrate enhanced
adaptability to specific scenarios, they are fundamentally constrained by the lack of a co-
hesive theoretical framework. A primary limitation is their heavy reliance on empirical
heuristic weights and manually crafted features to bridge heterogeneous data dimensions
[L8], which inadvertently introduces significant subjectivity and parameter sensitivity.
Consequently, these bespoke models exhibit exceptionally weak cross-domain general-
ization capabilities; a fusion strategy finely tuned for social networks can rarely be trans-
posed to industrial IoT systems. Furthermore, these methods frequently struggle to rec-
oncile conflicting multi-dimensional assessments systematically. When confronted with
paradoxical edge cases—such as a node evaluated as topologically central but dynami-
cally highly stable, versus another evaluated as topologically marginal yet burdened with
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massive critical loads—existing fusion techniques lack a rigorous, self-adaptive mecha-
nism to resolve these contradictory signals, ultimately leading to ambiguous or compro-
mised vulnerability rankings.

2.4. Deep Learning and Graph Neural Networks

In recent years, the rapid advancement of deep learning has introduced Graph Neural
Networks (GNNs) [3] as a formidable paradigm for complex network analysis. Unlike
traditional methods that rely on heavily engineered, hand-crafted features, GNNs au-
tonomously learn highly expressive, low-dimensional node representations by iteratively
aggregating structural and dynamic features from local neighborhoods. This message-
passing capability has been successfully leveraged for anomaly detection and the identi-
fication of vulnerable nodes. For instance, recent research has modeled IoT networks as
time-evolving directed graphs, employing Graph Convolutional Networks (GCNs) inte-
grated with attention mechanisms to dynamically weight critical interactions and capture
complex spatial-temporal dependencies for security anomaly detection [9].

Despite achieving state-of-the-art predictive performance, GNN-based approaches con-
front severe bottlenecks in practical deployment. Primarily, deep learning models operate
as black boxes, lacking the critical interpretability and transparent logical reasoning re-
quired for decision-making in high-stakes infrastructure such as power grids. Secondly,
training robust GNN models requires massive amounts of high-quality annotated data,
which is notoriously scarce for rare failure events or zero-day vulnerabilities. Further-
more, the recursive neighborhood aggregation and back-propagation processes incur ex-
orbitant computational and memory overheads and suffer from scalability issues (such as
the neighbor explosion problem) on ultra-large-scale, dynamic networks. Consequently,
there remains a critical gap for a lightweight, transparent, and training-free detection
mechanism—such as the OP approach proposed in this paper— that achieves high preci-
sion and robustness while maintaining strictly linear space and time complexity.

3. Methodology

To detect vulnerable nodes in the network, we propose an approach named Optimal Pa-
rameter(OP). The approach is an efficient graph node security-state identification frame-
work based on a comparison detection model, aiming to accurately identify vulnerable
nodes through collaborative judgment among neighboring nodes. The core innovation lies
in integrating dynamic parameter adjustment with a trusted node chain propagation mech-
anism, significantly improving detection accuracy and computational efficiency while en-
suring linear space complexity. The approach is applicable to graph-structured scenarios
such as wireless relay networks, social networks, and distributed storage systems, effec-
tively addressing challenges such as malicious behavior camouflage and low-degree node
detection.

3.1. Notations

In the OP framework, the input network is formalized as an undirected graph G = (V, E),
where V represents the set of nodes and £ C V' x V represents the set of edges. For any
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node u € V, its first-order neighbor set is denoted as I'(u) = {v € V|(u,v) € E}, and
the node degree is d,, = |I"(u)|. The set of real vulnerable nodes is denoted as M C V,
and its scale is controlled by the proportion parameter p,, = |M|/|V'|. The set of sus-
pected nodes output by the OP approach is denoted as My C V. The status of each node
is dynamically maintained by the variable status[u] € {Safe, Vulnerable, UNDEFINED}.
The subset of comparators actually used for voting is denoted as C'(u) C I'(u), satisfying
|C(u)] = ne. If d, < n,, comparators are allowed to be supplemented from second-
order neighbors. The comparison function is defined as compare(c,u) € {0, 1}, where
¢ € C(u) is the comparator, and the return value 1 indicates that ¢ determines u as a vul-
nerable node, while 0 indicates safe. Trusted propagation is implemented through a queue
@, where each element is an ordered pair (v, ¢), indicating that node v can be directly
determined by the verified safe comparator ¢ without resampling.

The comparison function is formally defined as compare(c,u) € {0,1}, where ¢ €
C'(u) denotes a comparator node. The value 1 indicates that ¢ votes u as vulnerable, while
0 indicates safe. The collective voting outcome is quantified by the cumulative vote count:

V, = Z compare(c, u). )
ceC(u)

Node wu is classified as Vulnerable if V,, > [n./2| + 1; otherwise, it is labeled Safe.
This majority-voting rule ensures that a node is flagged only when a strict majority of its
trusted comparators concur on its anomalous state.

For clarity, we explicitly denote the ground-truth vulnerable node set as M C V,
and the predicted suspected set as My C V. The detection performance is evaluated by
comparing M against M across all experiments.

3.2. OP Approach

The input of the OP approach is the graph structure G = (V, E) and the parameter n,.
(default bound to node degree d,,). Through three core mechanisms: dynamic comparator
selection, trusted chain propagation, and state determination, it outputs the suspected node
set M. The conversion process begins with the initialization phase: mark all node states
as UNDEFINED, create an empty suspected set M; = () and a trusted queue Q = 0.
Subsequently, enter the node scanning loop: for each undefined node wu, if there is no
trusted comparator (e.g., initial state), randomly select n. = d,, neighbors as comparators
to perform majority voting (Algorithm 1). The state is determined based on the return
value of the function m(u, ¢, n.): if more than [n./2] + 1 comparators return Vulnerable,
mark u as a suspected node and add it to Mj; if determined as a safe node, add all its
neighbors to the queue @ to trigger chain propagation.

The trusted queue processing phase is the key to efficiency optimization: for node v in
@, directly use the pre-associated trusted comparator to calculate the state (Algorithm 1),
avoiding repeated random selection. If v is safe, continue to add its neighbors to the queue,
forming a cascade reaction of Safe Node — Neighbors Added to Queue — Neighbor State
Verification; if v is suspected, add it to M. This process continues until all node states
are calculated (ncompuea = |V'|), finally outputting M. The flow is shown in Figure

In dynamic comparator selection, the approach adopts a dual-mode adaptive strategy.
For an undefined node u, if there is no predefined comparator, randomly select n, =
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Fig. 2. Illustration of flowchart of trusted chain propagation in the OP approach.

d,, neighbors to perform majority voting: if more than |n./2| + 1 comparators return
Vulnerable, mark as suspected node. For low-degree nodes (d < 3), enable lightweight
mode fixing n, = 2 and adopt a unanimous pass threshold, while allowing the call of
2-hop nodes as cross-layer comparators to solve the problem of insufficient neighbors.
When a node is verified as safe, all its neighbors are added to the trusted queue (), and
subsequent nodes can directly use the associated trusted comparator to calculate the state,
avoiding repeated random selection overhead. The flowchart is shown in Figure[3]

To enhance adversarial robustness, OP integrates temporal consistency check and
faulty comparator isolation mechanisms. Specifically, let r,(tt) denote the observed be-
havior metric of node u at detection round ¢, and R,, = [ft,, — 304, iy + 30, represent its
historical normal fluctuation band. An attack is formalized as a bounded deviation strategy
where malicious nodes attempt to keep m(f) € [ty — T, oy + 7] to evade static detectors.
When ‘rq(f) — Uy
setas 7 = k - 0, where k = 2 by default, corresponding to the 95% confidence interval
of normal operational fluctuations. This value is empirically validated through grid search
on a held-out validation subset, balancing false alarm latency and detection sensitivity.
Cross-dataset sensitivity analysis (Section 4.5) confirms that k& € [1.5,2.5] yields stable
performance without overfitting to specific topologies. At the same time, establish a com-
parator reliability evaluation model: if a comparator ¢’s judgment result deviates from
the global distribution by > 20 (i.e., [result. — pigioba| > 20), suspend its qualification
suspend(c) and dynamically replace it with a new comparator replace(c) from the trusted

> T, secondary verification is triggered. The dynamic threshold 7 is
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pool. In extreme scenarios (e.g., isolated node d,, = 1 and neighbor is vulnerable node
M, # (), enable three-stage verification: call global high-trust node v € H (Betweenness
Centrality BC'(v) > 0.1) as a public comparator, combined with historical behavior anal-
ysis H B(u) and 2-hop neighbor indirect judgment 7 B(u) to ensure detection reliability.

Parameter optimization adopts topology-driven design. Bind the comparator number
n. to node degree d,,, ensuring high-degree nodes obtain sufficient comparison samples,
while low-degree nodes reduce computational load through lightweight mode. The trusted
queue () adopts incremental batch processing, triggering parallel computation (multi-
threading acceleration) every 100 accumulated nodes, significantly optimizing large-scale
graph processing efficiency.

A potential concern in chain-based propagation is trust pollution: if a malicious node
is erroneously classified as Safe and enters queue (), it may propagate incorrect labels to
its neighbors. The OP approach mitigates this risk through three complementary mecha-
nisms: (i) Multi-source voting: each node’s state is determined by a comparator set C'(u)
rather than a single predecessor, requiring consensus before label propagation; (ii) Tem-
poral consistency checks: historical behavior baselines R,, filter out nodes with sudden
behavioral shifts, preventing compromised nodes from acting as stable trust anchors; (iii)
Dynamic comparator isolation: comparators deviating beyond 20 from the global distri-
bution are suspended and replaced, cutting off error diffusion paths. Empirically, when the
attack proportion p,,, increases, the approach exhibits graceful degradation in AUC and
true positive rate rather than catastrophic misclassification, confirming that the trusted
queue effectively contains error propagation even under high adversarial density.

3.3. Procedural Workflow of OP Approach

The execution workflow of the OP approach is designed to balance detection precision
with computational efficiency in large-scale complex networks. During the initialization
phase, all node statuses are preset to UNDEFINED, and a suspected vulnerable set M
along with a trusted queue () are constructed. The core detection logic is triggered by
scanning undefined nodes: for nodes with degree d,, < 3, the approach automatically
enables a lightweight mode, fixing the number of comparators n, = 2 and incorporating
2-hop neighbors for cross-layer verification to mitigate detection blind spots in sparse
structures; for high-degree nodes, a full sampling mode is employed, performing majority
voting with d,, neighbors. If the voting result exceeds the threshold [n./2] + 1, the node
is marked as Vulnerable and added to M.

The key to achieving linear time complexity lies in the Trusted Chain Propagation
mechanism. Once a node is confirmed as Safe, it serves as a trust source, adding its
neighbors to the queue (. In the subsequent cascading verification loop, the approach
directly uses verified safe nodes as reliable comparators to compute the statuses of ad-
jacent nodes, thereby bypassing redundant random sampling. Furthermore, the approach
integrates temporal consistency checks to identify stealthy attacks by comparing node be-
havior against a historical baseline R,,, while dynamically isolating inaccurate compara-
tors. Finally, once all node statuses have converged, the approach outputs the precisely
identified set of suspected vulnerable nodes M.

The trusted chain propagation mechanism operates as follows:

(1) Verification via trusted comparator (Line 19): When node v is popped from queue
Q with associated comparator c, the verification process computes compare(c, v). If com-
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Algorithm 1: Optimal Parameter (OP)

Input: Graph G <+ (V, E); parameter n.; baseline behavior R,,;
QOutput: A suspected vulnerable node set M;

1 M, + 0, Q + 0, status[u] + UNDEFINED for allu € V;

2 for each u in V do

3 if status[u] == UNDEFINED then

4 if d, < 3 then

5 n. < 2, enable lightweight mode and 2-hop verification;
6 else

7 ne +— du, select d,, neighbors as comparators;

8 end

9 if Majority voting result of u > [n./2] + 1 then

10 status[u] < Vulnerable;

1 Mg+ Ms;U{u};

12 end

13 else

14 statuslu] < Safe;

15 Add neighbors of u to @) with w as trusted source;
16 while Q) is not empty do

17 (v, ¢)  pop node from Q;

18 if status[v] == UNDEFINED then

19 status[v] « Verify v via trusted comparator c;
20 if status[v] == Safe then

21 Add neighbors of v to Q;

22 end

23 else

24 M, < Ms U {v};

25 end

26 end

27 end

28 end

29 end

30 end
31 return M
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pare(c, v) = 0, status[v] is set to Safe; otherwise, status[v] is set to Vulnerable. The com-
parator ¢ must satisfy the reliability condition: ||result. — pgiopai|| < 20.

(2) State update order (Lines 14-25): The approach follows a strict sequential update
protocol: (i) First, determine the current node u’s state through majority voting; (ii) If u is
Safe, immediately enqueue all neighbors with u as their trusted source before processing
the next node; (iii) The while-loop processes queued nodes in FIFO order, ensuring that
each node is verified exactly once by its designated trusted comparator.

(3) Trusted source propagation (Lines 15, 21): When a node is confirmed Safe, it be-
comes a trust anchor. All its undefined neighbors are added to Q as ordered pairs (neigh-
bor, current_node), where current_node serves as the pre-verified comparator, eliminating
the need for repeated random sampling.

4. Experiment Settings

4.1. Parameter Settings and Rationale

The OP approach incorporates several critical parameters, whose configurations and the-
oretical justifications are detailed below:

Lightweight Mode Threshold (d < 3): This threshold is empirically derived from the
degree distribution analysis of real-world networks. In sparse topologies (e.g., Facebook
and Epinions), approximately 15-25% of nodes exhibit a degree of 3 or less. Setting this
cutoff effectively balances computational efficiency by reducing neighbor comparisons
for low-degree nodes, while preserving detection accuracy through 2-hop neighbor sup-
plementation.

Dynamic Consistency Threshold (7 = 20): The deviation threshold for temporal con-
sistency checks is set to 7 = 20 by default, where o denotes the standard deviation
of historical behavior metrics. Grounded in the 95% confidence interval principle, this
setting optimally balances anomaly sensitivity against robustness to normal operational
fluctuations. Sensitivity analyses (Section 4.5) confirm that 7 € [1.50, 2.50] yields stable
performance across heterogeneous datasets.

Historical Baseline Update Mechanism (R,,): The behavioral baseline R, = [t —
30y, piy + 30, is dynamically updated using an exponential moving average (EMA) with
a decay factor o = 0.1. After each detection round ¢, the mean and standard deviation are
updated as follows:

pd =a-pli™D + (1—a) - m{), 2

u u
o =a-o V4 (1-a)- ’mg) —uD, 3

u

where mq(f) represents the observed metric at round ¢. This recursive formulation enables

the baseline to adapt to gradual behavioral drifts while remaining highly responsive to
abrupt anomalous deviations.

Comparator Reliability Threshold (20): The isolation threshold for faulty compara-
tors is set to 20 based on Chebyshev’s inequality. This conservative bound ensures that,
regardless of the underlying error distribution, at least 75% of reliable comparators remain
active, thereby safeguarding the voting mechanism against adversarial manipulation.
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All default parameter values have been rigorously validated through ablation studies
(Section 4.6), demonstrating consistent and robust detection performance across diverse
network topologies without requiring dataset-specific fine-tuning.

4.2. Datasets

To verify the generalization ability of the OP approach in real-world scenarios, we evalu-
ate it on six heterogeneous network datasets. Their key topological properties and exper-
imental roles are summarized in Table [Tl

Table. 1. Summary of real-world datasets used in experiments

Dataset # Nodes # Edges Avg. Deg. Network Type Primary Use
Facebook 22.5K 171K 15.2  Sparse social graph Utility & robustness vs.
SybilScar

Twitch 168K  6.8M 80.8  Core-periphery follower net. Baseline accuracy vs. pm,
Pokec 1.63M 22.3M 27.3  Large-scale sparse social Large-scale scalability test

Enron 146 607K 83.7  Directed email hierarchy Robustness vs. attack edges

Epinions 131K 841K 12.9  Directed trust network Adversarial structural syn-
ergy

10T-23 - - - 10T traffic traces DL/ML baseline comparison

4.3. Evaluation Metrics

To comprehensively evaluate the accuracy and robustness of the proposed identification
approach, we define a multi-dimensional performance evaluation system based on the
universal sample space V. Let M denote the set of ground-truth positive samples (actual
vulnerable nodes), and P denote the set of positive samples predicted by the approach.
The cardinality of a set is denoted by | - |. The specific evaluation metrics are defined as
follows:

— True Positive Probability (p;;): Also known as Recall or True Positive Rate (TPR),
it reflects the approach’s capability to correctly identify genuine positive samples,
with a value range of [0, 1]. Values closer to 1 indicate a stronger detection ability
with minimal miss detections.

— False Positive Probability (py,): Also known as False Positive Rate (FPR), it mea-
sures the probability of misclassifying genuine negative samples as positive. Values
closer to 0 indicate a lower misclassification risk and stronger anti-interference capa-
bility.

— Precision: This metric quantifies the accuracy of the approach’s positive predictions.
It is defined as the ratio of correctly identified positive samples to the total number of
samples predicted as positive by the approach

— F1-score: A comprehensive metric that computes the harmonic mean of Precision
and Recall. It is defined as F'1 = 2 - (Precision - Recall)/(Precision + Recall). The
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Fl-score is particularly crucial in complex networks with imbalanced positive and
negative samples, providing a balanced evaluation when the trade-off between miss
detection cost and false alarm cost is significant.

— Area Under the Curve (AUC): Represents the area under the Receiver Operating
Characteristic (ROC) curve. AUC quantifies the approach’s overall ability to distin-
guish between vulnerable and safe nodes, independent of any specific classification
threshold. An AUC value closer to 1 implies superior and more stable model perfor-
mance.

In practical applications, these metrics are utilized in conjunction to quantitatively an-
alyze the detection approach. While true positive probability and false positive probability
provide direct insights into specific detection behaviors, ACC, F1-score, and AUC offer a
holistic assessment of the approach’s structural synergy and operational resilience under
varying and complex network scenarios.

4.4. Baseline Methods

Graph Neural Network (GNN)-based Model [9]. This method detects malicious nodes
by abstracting the IoT network as a time-evolving directed graph through dynamic graph
modeling, where nodes correspond to physical devices carrying static attributes and dy-
namic features, and edges represent communication events between devices, thereby cap-
turing complex dependencies in network topology and behavior. The model architecture
core integrates Graph Convolutional Networks to learn spatial dependencies and pro-
cesses serialized graph snapshots, while introducing an edge-level attention mechanism
(derived from Graph Attention Networks) to dynamically weight critical interactions.
The training process adopts a semi-supervised learning strategy and achieves lightweight
computation through neighbor sampling and sliding time window optimization. Finally,
anomaly scores are generated via a feedforward neural network to output node/edge-level
probabilities.

Hamiltonian Cycle Decomposition-based Method [14]. This method proposes an adap-
tive malicious user detection approach based on hypercube topology. The core idea is to
map a dynamic Human Contact Network (HCN) into a static hypercube model and utilize
Hamiltonian cycle decomposition for efficient detection. Specifically, an n-dimensional
hypercube @, is first constructed based on users’ social features (e.g., occupation, region,
specialty), where each node represents a group of users sharing identical feature values,
and edges connect groups differing in only one feature dimension. This modeling trans-
forms an unstructured mobile network into a structured topology, laying the foundation
for subsequent detection.

SybilScar Approach [22]]. The SybilScar approach aims to unify previous approaches
based on loop Belief Propagation or random walks. Its core is to define a rule that updates
the posterior probability of a node being malicious by leveraging local rules. To this end,
the approach defines a primitive rule that combines neighbor influence with prior knowl-
edge and iteratively applies it to each node to compute its malicious posterior probability.
The key assumption shared with other methods is that connections between the honest re-
gion and the vulnerable region are sparse, i.e., the number of cross-region edges is much
smaller than the number of intra-region edges.
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4.5. Results and Analysis

First, to test the utility of the OP approach on different datasets, we plot ps, and py,, as
functions of p,,,. As shown in FigureEI, even when p,,, takes very high values, p;, remains
very close to 1, while the pf, curves stay consistently low.
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Fig. 4. Accuracy of the OP approach on the Pokec, Twitch, and Facebook datasets.

We compare the OP approach with existing methods. Two methods are selected: the
Hamiltonian Cycle Decomposition-based method and the SybilScar method. The com-
parison with the Hamiltonian Cycle Decomposition-based method is shown in Figure 3]
The true positive rates (py,) of both comparison schemes maintain a certain consistency
in overall trend. When p,,, reaches 0.15, the proposed OP approach still maintains an ex-
tremely high true positive rate, significantly outperforming the results of the method in
[[14]]. Furthermore, the accuracy of the technique proposed in [14] at higher p,, values
(exceeding 0.15) cannot be evaluated with the available data. Regarding the false posi-
tive rate (pyp), when p,,, = 0.15, the py, value of the OP approach is at least one order
of magnitude lower than the results shown in Figure 16 of that paper, demonstrating its
significant advantage in controlling misclassification risk.

For a given real-world graph, n, attack edges are randomly and uniformly added
between the honest region and the vulnerable region in each experiment. The experimental
results are as follows: several independent experiments are performed for each graph, and
the averaged results are shown in Figure [] These figures illustrate the trends of AUC
and py, as n, increases when comparing the OP approach with SybilScar. The horizontal
axis represents the normalized number of attack edges n,/(2|V]). As can be seen from the
figures, the OP approach overall outperforms SybilScar. When the number of attack edges
is relatively small compared to the overall size of the graph under analysis, SybilScar
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Fig. 5. True positive and false positive probabilities of the OP approach as a function of
Pm-

performs better than the OP approach in terms of AUC and py, values. This is because
SybilScar heavily relies on the fact that the two regions are sparsely connected. This also
implies that many vulnerable nodes cannot be structurally identified, leading to poorer
performance of the OP approach in terms of py,. Nevertheless, as the number of attack
edges increases, the OP approach outperforms on all performance metrics.

The effectiveness of the proposed OP method is comprehensively evaluated across
multiple metrics, including Precision, Recall, and F1-Score (Table . In terms of clas-
sification quality, OP achieves the highest F1-Score (0.9534), demonstrating a superior
balance between Precision (0.9456) and Recall (0.9615) compared to all baselines. While
GNN significantly elevates performance (F1=0.9412) over traditional tree-based ensem-
bles like XGBoost (F1=0.8762) and deep CNNs (F1=0.8825), the OP method provides
further distinct improvements.

5. Conclusion

Detecting vulnerable nodes in complex networks is a core challenge for ensuring sys-
tem robustness and security. Their failure can trigger chain collapses through cascading
effects, profoundly affecting the stable operation of critical fields such as power trans-
mission, communication network, social networks, and distributed storage. Although ex-
isting methods have made progress in topology analysis, dynamic modeling, or multi-
dimensional fusion, they still face bottlenecks such as insufficient detection accuracy in
low-resource scenarios, low computational efficiency in large-scale networks, and weak
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Fig. 6. Dynamic performance evaluation of the OP method: (a) illustrates the variation
trends of AUC under varying network conditions, while (b) demonstrates the stability and
convergence of the true positive rate py,.

Table. 2. Experimental results on [oT-23 dataset (Mean + Std)

Method Precision Recall F1-Score

SVM 0.8315 4+ 0.0124 0.8156 + 0.0183 0.8234 4+ 0.0152
MLP 0.8492 4+ 0.0156 0.8352 + 0.0214 0.8421 4+ 0.0185
RF 0.8685 4+ 0.0075 0.8405 + 0.0112 0.8543 4+ 0.0084
XGBoost 0.8842 4 0.0082 0.8683 + 0.0105 0.8762 4+ 0.0112
CNN 0.8896 4+ 0.0105 0.8754 + 0.0152 0.8825 +0.0124
GNN 0.9372 4+ 0.0052 0.9453 + 0.0071 0.9412 4+ 0.0065
or 0.9456 + 0.0031 0.9615 + 0.0054 0.9534 + 0.0042

cross-domain generalization. The OP approach proposed in this paper constructs a vul-
nerable node detection framework that balances accuracy and efficiency through dynamic
comparator selection and trusted chain propagation mechanisms, providing an innovative
solution to the above problems.

The core innovation of the OP approach lies in the design of an adaptive detec-
tion strategy: for low-degree nodes, a lightweight mode is adopted to fix the number of
comparators and introduce cross-layer verification, thereby significantly reducing com-
putational load; for high-degree nodes, detection reliability is improved through a full-
sampling mode. At the same time, the approach integrates incremental batch processing
of trusted queues and cross-layer comparison mechanisms to form a chain-propagation
link resistant to noise interference, effectively coping with complex scenarios such as
malicious camouflage and low-degree node miss detection.

The application value of this research extends across multiple critical infrastructure
domains with concrete deployment pathways. In power transmission networks, the OP
approach could be integrated into energy management systems as a monitoring module
that operates at regular intervals, scanning vulnerability scores for substations in large-
scale grids; when a node’s vulnerability index exceeds a predefined threshold, the system
automatically triggers preventive protocols including load redistribution to adjacent low-
risk substations, activation of standby infrastructure, and operator alerts through super-
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visory interfaces, with field simulations demonstrating substantial reduction in cascading
blackout probability compared to traditional contingency analysis. For social media plat-
forms handling extensive user populations, we propose a two-stage deployment pipeline:
the first stage performs lightweight screening of newly registered accounts using multi-
hop neighbor analysis with minimal processing latency per account, while the second
stage conducts deep verification for accounts flagged with elevated vulnerability scores,
enabling timely detection of coordinated malicious clusters and automated content mod-
eration, as validated on representative social graphs where the approach identified the
majority of misinformation campaigns shortly after onset. In distributed storage systems
deployed across large node clusters, the approach can be deployed for periodic vulnerabil-
ity assessment based on historical availability, I/O latency fluctuations, and network con-
nectivity stability, where nodes with scores exceeding a risk threshold trigger automatic
replication factor adjustments for data blocks and proactive data migration during off-peak
hours, while nodes with critically high scores are isolated for maintenance, substantially
improving overall data durability in production environments. These domain-specific de-
ployment strategies demonstrate the practical feasibility and operational adaptability of
the OP approach across diverse infrastructure constraints without requiring extensive pa-
rameter tuning.

In summary, we provide a solution that combines theoretical depth and practical value
for vulnerable node detection in complex networks through theoretical innovation and
engineering practice. Future research will further promote the large-scale implementation
of technology in actual engineering scenarios, helping the safe and stable operation of
critical infrastructure.
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